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Introduction
What is BYOD/BYOT: This is commonly known as bring your own device/ technology and is the use of personal devices on a network in the case of hyper-fort the use of bring your own device is going to be used on a corporate network. There is also the issue that hyper-fort has which is that they are 95% a wireless company which will have positives and negatives, it is important that the negatives are dealt with appropriately and the correct strategies are in place to deal with any issues that amount from them. Hyper-fort will also have to consider the security threats of using BYOT, how this can affect the company and actions plans on how to prevent such security threats. Bearing all this in mind there will be a recommended security policy that addresses the security of the company and how the policy helps improves the company’s security and advice the further measures that can be taken to ensure a high level of security.
[bookmark: _Toc534904118]Pros and cons of BYOD/BYOT
There are many positives for companies allowing their employees to bring their own devices to the work place. The pros are listed below:
· Familiar interface
· Comfortable software
· Settings tailored to the user
· More comfortable typing experience
Familiar interface – This is big positive for people who are looking to bring in their own devices and its being able to know where everything they have is located on their computer. This allows for employees to be a lot more productive and execute work more efficiently.
Comfortable software – This allows for employees to be their most productive on software they are familiar with using and therefore allowing them to produce work to a higher quality using tools on their chosen software that other software may not have or the user may not know where it is.
Settings tailored to the user – This is simply for users that accessibility needs such as vision issues where their device has personalised settings to make the text bigger. This also applies to those who are colour blind and the text and background are a different colour to allow for the user to see what they’re doing.
More comfortable typing experience – Users are usually more efficient and comfortable typing on their own computer keyboard as their fingers would have adjusted to the height and strength of the keys, although this is not a massive pro it can help with productivity as users will mistype less on their own keyboards compared to keyboards they have previously never used before.
With positives always comes negatives and there are a few negatives to employees bringing their own devices to the workplace. The cons are listed below:
· Device specification
· Software
Device specification – This is a big negative to BYOD/T in the workplace as devices such as a laptop may not be powerful enough to do the tasks required for example if it needs 8GB of ram to run a certain software and the laptop has 4GB then the computer isn’t going to be able to run it efficiently if at all. This is where a generalised PC base would come in handy as all the PC’s would be the same with the correct specification to run the software needed.
Software – The software needed to complete work in the office environment the employee might not have installed on their PC, paired with above if it is to be installed on the PC will it be able to run. Software is a key part of user productivity as the more someone is comfortable with something the better, they are at it. Not having the correct software can lower productivity.
[bookmark: _Toc534904119]Pros and cons of a wireless network
The next talking point is Hyper-forts 95% wireless network having a wireless network makes for many pros, these are listed below:
· Flexibility 
· Productivity
Flexibility – The positives of having a wireless network is the flexibility it provides the users. “Office-based wireless workers can network without sitting at dedicated computers and can continue to do productive work while away from the office” [1]. It allows user to work is designated areas or if they feel they need space or a different environment they can move and still be connected (within a certain range). This can improve productivity as some people may find it hard to stay in one place all the time and a change of environment can help boost their productivity.
Productivity – The ability to access key company data without being at a designated part of the company increases the productivity. “salespeople can remotely check stock levels and prices while on sales calls” [1]. This is an ideal scenario where productivity can be increased as the service can be provided there and then rather than having to go to the stock room and check or go to a designated computer that’s linked to the network to check.

There are also cons to a wireless network and these are listed below:
· Interference
· Data speed
· Security
Interference – This is a big problem with wireless networks is the interference aspect of it, this can be caused by a number of reasons such as; Radio frequency interference and structural interference such as walls. These would mostly affect using wireless devices in a canteen area where the user may be surrounded by cooking devices that emit “radio frequency (RF) signals on or near the frequency of the affected wireless receiver” [2]. The company will also have rooms and walls therefore this will cause issues (thickness dependant).
Data Speed – This is a downfall to wireless networking as opposed to a wired network. The transmission speeds of a wireless network compared to a wired network is a lot slower. This does depend on the standard being used for example the “802.11a, 802.11b and 802.11g standards, called "physical standards" are amendments to the 802.11 standard and offer different modes of operation, which lets them reach different data transfer speeds depending on their range.” [3] Each of these provide a different speed dependant on the distance from the wireless sending device.
Security – Using a wireless network makes the network more open to attackers, this doesn’t mean it’s easily hackable however with a wired network the network is closed off from the outside world and needs to be accessed from the inside. With a wireless network there is a chance that you would be able to connect to the wireless network from elsewhere like outside the building where it could be possible to stage an attack. Not only that, but with a wireless network users come that are connected to it. It’s not unheard of for devices to be stolen and that would give whoever stole the device access to the network.
[bookmark: _Toc534904120]Data flow diagram of BYOD implementation.
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For my network implementation I used cisco packet tracer. On packet tracer I used the idea of a 3 tier hierarchy design. This design enables a secure system will a lot of room for expansion. On the first layer there are two routers (r1, r2) these have two layer security on them to stop intruders accessing the settings (Password is cisco). On the second layer there are 4 switches and they also have two layer security. There are also three servers, one for web, one for file and one for email this should cover the bases of the company’s main uses.

[bookmark: _Toc534904122]Mobile device management software
A good mobile managing software is Cisco Meraki. The main features of cisco Meraki are:
· Provision
· Monitor
· Secure
Provision just means to “Pre-enroll devices or dynamically add users as they join your network. Deploy wireless and VPN connectivity settings, push apps and content, or restrict usage—based on user groups.” [4] This allows for easy management of users to add, delete and edit their data.
Monitor your devices means to “Locate and track laptops and mobile devices anywhere in the world. Get real time visibility on device health, security posture, and software and hardware inventory for your entire fleet of devices.” [4] This allows users to locate their device and get other details. This is useful if a device is ever stolen as it can show its location if it is still on or its last known location.
Using cisco Meraki allows “security for your organization from devices all the way through to network policies. Protect devices and their data with encryption enforcement, enterprise remote wipe, and integrated network access control.” [4] This allows the technicians of the company to, if there was ever and issue such as a stolen phone protect data. 
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The type of data held on mobile phones that will be connecting to the hyper-fort network are listed below;
· Location
· Photos & Videos
· Bank details
· Messages
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Hyper-fort has no control over employees use of their devices when they get out of the workplace therefore any sensitive information about the company stored on their, for instance, laptop has a high risk of being leaked. It only takes one data breach, one person’s laptop to be compromised for there to be major issues for the company therefore a good strategy would be for hyper-fort to deploy a no confidential work to be saved on their personal devices otherwise there will be legal issues brought against them if caught or something ever was to happen. 
[bookmark: _Toc534904125]How to address the blending of personal and business usage when devices are in office.
There should be a strategy in place to block or make social media unavailable for users to get distracted by. This would improve the productivity of the workforce.
[bookmark: _Toc534904126]What strategy to deploy to deal with different brands of devices.
A good strategy to deploy to deal with all these different devices is for Hyper-fort to have a list of registered recognised devices that are acceptable and can be used in the workplace. The devices owned by employee may not be covered on that list and therefore there should be a way to suggest and submit certain brands to technicians to research if that brand is acceptable for the workplace. This also goes for mobile phones as some phones may be security risks for example, an older model iPhone with a older OS is more susceptible to be compromised therefore a list of mobile devices should also be there.
[bookmark: _Toc534904127]What strategy to deploy to deal with different Operating System platforms?
Similarly, to the different brands it would be a good strategy to have popular, well documented and OS with the most suitable software available relevant to hyper-forts work to be documented for employees to read and see if their device matches what is on the accepted list.
[bookmark: _Toc534904128]What strategy to deploy to deal with different application on user devices?
A more user-friendly strategy approach such as, have recommended software that the firm recommends and software that is not permitted due to security issues or it not being the correct software for the job such as missing key features. This way there is still the option for users, providing its not on the permitted list, to use the software the desire and they always have the option to use the software recommended by hyper-fort. This can increase productivity as those who know how to use a certain software can excel in it and produce higher standard of work.
[bookmark: _Toc534904129]What mitigating strategy will be deployed when the owner of a participating device leaves their employment or the device is lost, stolen, or fails.
If a device is stolen that has been used in the workplace before it should be reported to a technician’s office as the device data on the network should be wiped (By this, means the device should automatically connect to the network if in range as it has been wiped, prevent unwanted access and heightens security.) this strategy would work for stolen and failed devices also.  However, if an employee leaves their job there is the question of having any confidential information on their device that could harm the company in the future, a good strategy to combat this would be to have an agreement when an employee joins that if they choose to use their own device by signing an agreement their device can be searched if they choose to leave the company. This way if checked the employee cannot be at fault and there is a policy to cover them and it’s the technician’s job to ensure that the device is safe.
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Using the information above which describes the pros and cons of BYOD/BYOT, wireless networks and the mitigating threats above it is a good basis to recommend a comprehensive security policy that makes the network more secure. The policies I would recommend are below;
1. Users are limited to 2 devices logged on to the network at a time (example; Phone, Laptop). 
2. Users are to have username and password for basic security.
3. Password must include numbers, a capital and symbols.
4. There are minimum specifications for devices brought by employee’s dependant on their job.(example; web developer requires a i5 processor, 16gb Ram, 2TB hard drive)
5. List of accepted operating systems that are accepted by the Hyper-fort. If an operating system you use is not listed contact technicians to evaluate the operating system you use.
6. Social media on the network is blocked to avoid the blending of personal and work life
7. Personal emails should not be opened in the workplace environment in-case of malware embedded within the email.
8. Users must comply with the recommended software list and use software they are most comfortable with from that list. (avoids bad software, software not good for the job)
9. No confidential data should be taken outside of the office for safety reasons.
10. Employees leaving the company or fired must hand over their device to be cleaned of any confidential data. 
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Throughout this assignment there have been many challenges and things I have learnt. The things I have learnt are listed below:
· Mobile device management software: I learnt what mobile device management was and the type of things it can achieve and how it can be of use in a workplace and to employees.
· Learnt what a 3 tier hierarchical network looks like and how it performs and works
· Learnt of ways in which security in a company can be heightened.
· Learnt about the pros and cons BYOD/BYOT and how it ups the productivity of employees.
I think one way to improve on the findings what be to look at more obscure questions that require more research and thought into. Another way to improve would be to research more into network styles for example I used a 3 tier hierarchical design however I’m sure there are many more paths to be researched over.
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