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[bookmark: _Toc70663874]1.	Introduction
This document covers all of worksheet 3 including both the practical tasks and the observational tasks. Throughout the document are annotated screenshots with evidence of task completion as well as the answers for the observational task at the end of the document. Finally, there are references listed at the end of the document. 
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Screenshots showing the creation of the Dept_Important_Docs folder.





[bookmark: _Toc70663876]3.	Giving a user the permissions for the new file	
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Screenshots showing the process of setting permissions for the new file.

[bookmark: _Toc70663877]4.	 Creation of a SMB file share
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Screenshots showing the process of setting up SMB file share which goes through the new share wizard. A network folder is then mapped and given an assigned drive letter and folder location. 







[bookmark: _Toc70663878]5.	Creating a non admin users’ group 
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[bookmark: _Toc70663879]6.	Prohibiting access to control panel 
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Screenshots showing the process of blocking access to the control panel to specific users.

[bookmark: _Toc70663880]6.1.	Prohibiting access to the command prompt. 
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Screenshot showing the process of blocking access to the command prompt for certain users.




[bookmark: _Toc70663881]6.2.	Denying access to all removeable storage classes.
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Screenshot showing the denying of access to all removeable storage classes.



[bookmark: _Toc70663882]6.3.	Prohibiting user installs
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Screenshot of prohibiting user installs depending on what the users permissions are.
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Screenshot showing setting a minimum password length to apply with the password policy. 



[bookmark: _Toc70663884]7.	Observational Tasks

[bookmark: _Toc70663885]7.1.	Differences between local permissions and file shares
Both local permissions and file shares are often used within windows environments. They both share similar purposes which is to prevent unauthorized access however, they both have very crucial differences such as local permissions applying to users logged into the server locally [1] whereas file shares do not. Another difference between local permissions and file shares is that file shares can be used to share folders in FAT and FAT32 file systems however, local permissions can not be used for this. When it comes to file shares, they are very easy to apply and manage however, local permissions are quite more difficult to manage as they enable a more granular control of a folder and what is inside it. Finally, file shares allow the user to limit the number of concurrent connections to a shared folder however, local permissions do not allow the user to limit the number of these concurrent connections. 

[bookmark: _Toc70663886]7.2.	The role of Group Policy Management in the network environment
The role of group policy management within a network environment is to ensure organizational security. With group policy management usually comes group policy objects which are used to help IT professionals effectively apply cybersecurity controls across an entire business all from a centralised location. By applying these cybersecurity controls, it allows network administrators to push best practices to the user workstations based on what the organisation requires without even needing to apply these practices locally. By not having to push these locally, it saves a lot of labour for IT staff [2] which means they can instead spend their time doing more essential things such as monitoring activity within the network for any data breaches or even repelling any potential cyberattacks. They could also spend their time making general improvements to the network for both performance and security. 
Some of these cybersecurity controls include the enforcing and encoding of organisational cybersecurity practices that go beyond the usual security settings that are tagged along with windows or other software that can be downloaded. An example of this would be group policy management tools that allow the IT staff to mandate password requirements so that they meet set complexity standards. These rules are applied through group policy objects which means that organisations are able to easily secure their entire network in a streamlined way. Another example of a group policy object that could enforce the principle of least privilege which then controls who has access to specific resources depending on their level of access. The listed policy that could be enforced by IT professionals would then limit what users can access sensitive files e.g., a manager would not have access to any of the businesses’ financial data as they would need the same level of privilege as a member of the finance department. 



[bookmark: _Toc70663887]7.3.	Sound password principles in modern network environments
When it comes to modern network environments, it is important to ensure a complex password in order to make hackers less likely to infiltrate the network. Password hacking tools have become very complex and more efficient which means passwords now need to be very complex by including many special characters-, upper- and lower-case letters as well as numbers. There are three main core principles when it comes to passwords these are:

· Passwords should be unique.
· Passwords should be so complex they cannot be memorized.
· Passwords should have another layer of protection.

When it comes to ensuring that passwords are unique, it is essential that the same password is not used for multiple websites. For example, if you have a YouTube account, the password for that account should not be the same as any other account e.g., a Facebook account. The reason for this is there are many issues that could occur within a website such as a data breach so if you use the same password then every single account is now breached.
Passwords being complex is another crucial principle as the less complex a password is, the easier it is to be brute forced. In modern times, brute forcing tools are so powerful the time it takes is barely anything, by adding special characters and numbers in random places [3], you decrease the chances for a brute force method of infiltration being used successfully against you. A good example of a password that would be classed as very complex would be “ER4AC_u}5z}jz6QH”.
If the password chosen is complex, you should implement multi-factor authentication (MFA) which adds another layer of security to your account [4]. MFA works even if the user correctly guesses the password so they would either require access to the email or have access to the user’s mobile phone. Another layer of protection that could be added is a dedicated local password manager so you can store all of your complex passwords so they can be remembered [5] and then only offer the option to be accessed locally, and they can be fully encrypted to offer protection if your machine ever gets hacked. The main reason for this is so the user can use very complex generated passwords that use a good mix of numbers-, upper- and lower-case letters, symbols etc…  
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