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Introduction 
 
The World Economic Forum's Global Risks Report 2025 (World Economic Forum, 2025) assesses the challenges the world will face over the next two years. Complex crises across environmental, geopolitical, societal, economic, and technological domains are increasingly shaping the global risk landscape.
 
According to the  Global Risks Report 2025, the outlook for the next two years (2025–2027) is increasingly pessimistic (World Economic Forum, 2025). Misinformation and Disinformation, especially AI-generated content, are ranked the most severe global risk (WEF, 2025). Following this is extreme weather events and societal polarization, reflecting the deepening environmental crisis and political fragmentation (WEF, 2025). Stat-based armed conflict is ranked as a top immediate risk (World Economic Forum, 2025) especially with escalating tensions in Ukraine (Walker, 2025), the Middle East (Spri, 2024), and parts of Africa (Sipri, 2024).  Cyber Espionage and Warfare are growing technological threats, reflecting broader geopolitical rivalries. Geoeconomic Confrontation, such as trade wars and sanctions, is rising due to a trend toward protectionism and fragmentation. The report highlights that 52% of experts expect an “unsettled” and 31% a “turbulent” world over the next two years, with a rising sense that global sustainability is deteriorating (WEF, 2025).  
 
 
Impact of Global Risks on Sustainable Development 
 
The 2025 World Economic Forum Global Risks Report highlights that the convergence of geopolitical, environmental, societal, economic and technological risks will have severe consequences for achieving the Sustainable Development Goals. This report with investigate each individual effect.
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Misinformation and Disinformation 

Misinformation refers to false information spread without intent to deceive (American Psychological Association, 2025). Disinformation is deliberately misleading or biased information, manipulated narratives, or propaganda designed to deceive for political, economic, or social gain (American Psychological Association, 2025).  In the Global Risks Report, Misinformation and Disinformation are ranked as the number one risk to cause a material global crisis over the next two years (World Economic Forum, 2025). An example of misinformation causing a material global crisis is during the COVID-19 Pandemic. Misinformation about the disease was spread like wildfire online (Lawrence, Gadamidi, Rodriguez, and Fernandez, 2022). This then led to millions of people worldwide not knowing how to protect themselves which ended in millions dying from the disease (Lawerence, Gadamidi, Rodriguez, and Fernandez, 2022).  It is also ranked number five in terms of long-term impact, in the next ten years (World Economic Forum, 2025). Misinformation and disinformation pose a threat to strong sustainability because they undermine the core pillars that strong sustainability depends on: truth, public trust, institutional integrity, and long-term ecological responsibility (Petit, 2022). Strong sustainability also depends on informed, long-term thinking, scientific integrity, and collective trust (Petit, 2022); all of which are directly undermined by disinformation (Petite, 2022). 
 



Why is it so Dangerous Now? 
 
Proliferation Through Generative AI 
 
Advances in Generative AI, such as deepfakes, synthetic voices, and written articles, are making it easier to create convincing fake content on a massive scale and speed (King and Wood Mallesons, 2024). Generative AI has been used many times to purposefully spread misinformation, a famous example of this is ‘The Fake Pentagon Explosion: Stock Market Manipulation’ (Baruchin, 2023); it was used “to impact discourse on social media, but also to sabotage the stock market” (Baruchin, 2023).  On the 22nd of May 2023, a photograph showing smoke supposedly coming from near the Pentagon in the United States began circulating on X, originally posted on a fake profile that claimed to be a “media and news organisation” and had a verification mark (Baruchin, 2023).  Within moments, thousands of real accounts began sharing the photograph, until it was said to be fake and taken down. However, it was too late as the aim was temporarily achieved as the S and P dropped by 30 points, but recovered afterwards  (Baruchin, 2023). Despite this, it shows how easy it is for disinformation to spread quickly and the effects it has.  
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Election Interference 

In 2024 and 2025, more than 4 billion people will have participated in national elections worldwide. As time progresses, so does the impact of AI on elections and democracy. AI can be and has been used to manipulate voters into believing false information and persuading them to change their vote. Campaign Legal Center  (CLC) has been working hard to help address the impact AI has on democracy, including recommending policy solutions lawmakers should adopt to mitigate one of the greatest risks to the election system, and educating the public about what they should expect in upcoming political campaigns (Noti, 2024). CLC has highlighted the danger of any political advertisement that uses AI technology to generate deceptively realistic yet false content (Noti, 2024). An example of this is “deepfakes”, which are manipulated media that easily desipts people and mislead the public (Noti, 2024); creating fake news about what certain people,  people running in the election, are or are not saying, or even events that did not happen (Noti, 2024). By doing so, it easily misleads the public about “what candidates are asserting, their positions on issues, and even whether certain events happened” (Noti, 2024). If all information, especially false information, is not checked, these deceptive and fraudulent uses of AI could intrude on the fundamental rights of voters to make informed decisions (Noti, 2024). AI could also be used indirectly towards voters, by spreading disinformation to suppress voter turnout (Nati, 2024).  AI can be used to create and spread false yet confusing messages about when or where to cast a ballot or discourage voters from going to their polling stations at all (Nati, 2024). An example of this is before the 2024 New Hampshire primary election, someone created an AI-generated robocall simulator that simulated President Biden’s voice and called hundreds of voters telling them not to participate in that election to “save” their vote for the General Election in November for 2024 (Nati, 2024). This is a clear example of how AI-driven disinformation campaigns can undermine the credibility of elections, sway public opinion, and weaken democratic institutions.  
 

Key Impacts on Sustainable Development 

Misinformation and Disinformation have a big impact on seven of the sustainable development goals: Good Health and Well-being, Quality Education, Gender Equality, Reduced Inequalities, Climate action, Peace, Justice, and Strong Institutions, and Partnerships for the Goals.  
 

Good Health and Well-being 

Health misinformation, such as anti-vaccine movements and false medical advice during COVID-19 (Institute for Strategic Dialogue, 2023), reduces vaccination rates, spreads health myths, and undermines public health campaigns. It also delays treatments; people may believe misinformation rather than professional advice, which can worsen illnesses and lead to more serious outcomes (World Health Organisation, 2020). 
 

Quality Education 

Students and the public may be exposed to misleading information, making it harder to develop critical thinking, scientific understanding, and media literacy. By researching the matter, Wineburg and McGrew found that students, and adults, often find it difficult to evaluate online information correctly (Wineburg and McGrew, 2017). Instead of critically examining the source, people trust the first thing they see or rely on surface features, such as a professional-looking website (Winebsurg and McGrew, 2017).  
 

Gender Equality 
Disinformation can fuel online gender-based violence, harassment, spread false narratives about women’s rights, and undermine gender equality efforts. Tactics such as targeted harassment towards women, especially activists, politicians, and journalists, are often targeted by coordinated disinformation campaigns designed to credit, intimidate, or silence them (Wilfore and Meco, 2021).  A report by the Brookings Institution discusses how these tactics have been embraced at high levels of politics (Wilfore and Meco, 2021). Reduced Inequalities Gender Equality are affected as misinformation can target different marginalized groups, deepen stereotypes, and spread hate speech (Wilfore and Meco, 2021). 
 

Climate Action 

Climate change denial campaigns use disinformation to delay or block climate policies due to public opinion being confused or divided, and governments feel less pressure to pass strong environmental laws or invest in green energy (Oreskes and Conway, 2012). It can reduce public support for environmental reforms, and confuse the science (Lewandowsky, Ecker, and Cook, 2017). 
 

Peace, Justice, and a Strong Institution 

This has the most direct impact, as disinformation weakens trust in elections, judical systems, law enforcement and governence overall, destabilising democratic institutions (OECD, 2025). Disinformation can also be used to justify human rights abuses; targeting marginalized groups with false claims or promting narratives that dehuminize certain populations, making it easier to justify violence or discrimination against them (Bradshaw, 2024). 
 


Partnerships for the Goals 

Global cooperation is harder when international trust is underminded by state-sponsored disinformation campaigns and cross-border influence operations (Path Finders, 2024). Partnerships for the Goals also involve non-governmental actors, including civil society oganisations. Disinformation that discredits these organisations or spreads false information about their activities can reduce public and governmental support for their work (Hive Mind, 2024). 
 

Potential Strategies to Combat Misinformation 
 
Enhancing digital and media literacy could be effective by integrating critical thinking and media literacy education into school curricula worldwide; Teaching citizens to recognise fake news, verify sources, and think critically about the information they consume could also be effective. Strengthening content moderation could be completed by encouraging social media platforms to identify and label AI-generated and manipulated content. Transparent algorithms that demote disinformation and promote verified information could also be used. Establishing global standards for AI use could also be created to implement international regulations governing the creation and spread of synthetic media. AI ethics principles could also be promoted which discusses and explains transparency, explainability, and responsibility.  Promoting trustworthy journalism could help support independent journalism and fact-checking organisations with grants and protections. They could also create coalitions between media, technology organisations, governments, and society to counteract disinformation campaigns. Finally, an increase in transparency in political advertising could mandate disclosures of any funding sources and targeting criteria for all online political advertising. Watermarking systems for AI-generated political content could be introduced.  
 

Extreme Weather Events 

Extreme weather events refer to severe or unseasonal natural phenomena, heatwaves, hurricanes, floods, droughts, wildfires, and storms (BBC Bitesize, 2024). In the WFE, Global Risks Report 2025, Extreme Weather Events are ranked as the second most likely to cause a global crisis in the short term, between 2025 and 2027, and the first most severe long-term risk in the next ten years (WEF, 2025). Extreme weather events expose the shortcomings of weak sustainability and reinforce the principles of strong sustainability (Petit, 2022). They show that human-made capital cannot always fix what is lost in nature and that sustainable development must operate within ecological boundaries (Petit, 2022). 
 



Why It’s Escalating 

Climate systems are destabilising due to the continued burning of fossil fuels, deforestation, and land degradation (Met Office, 2018). An example of deforestation is the Amazon rainforest, as 17% of it has already been lost, and a further 17% degraded (WWF, 2022). This loss is due to agriculture, mining, cattle ranching, and logging (WWF, 2022), this threatens the Amazon’s ability to create rainfall to support its ecosystem (WWF, 2022).
 
Global temperatures are also rising, as shown recently by 2023 and 2024 were the hottest years on record, amplifying heatwaves, glacier melt, and shifting precipitation (Copernicus Climate Change Service, 2025). It was noted by BBC News that the world’s glaciers are melting faster than every before  (Poynting, 2025), which is also raising the sea levels (WGMS, no date). 
 
Developing countries, which often lack adaptive infrastructure, bear the brunt of these disasters despite contributing the least to global emissions (US Global Leadership Coalition, 2021). The most vulnerable are small island developing states due to rising sea levels and cyclones, low-income, agrarian economies that are highly climate-dependent and poorly resourced to recover, and Urban slums which are highly populated, unregulated, and are built without climate resilience (IRC, 2023). 
 
Impacts on Sustainable Development 
Exterme Weather has an impact on eight of the Sustainable Developement Goals: No Ppverty, Zero Hunger, Good Health and Well-being, Clean Water and Sanitation, Sustainable Cities and Communities, Affordable Energy/Infrastructure, and Climate Action. 
 
No Poverty 
Extreme weather can destroy homes, crops, and livelihood, especially in rural or informal economies. Many people across the world rely on agriculture, fishing, or informal labour for income, all of which are highly vulnerable to extreme weather. An example of this happening is the ‘Horn of Africa’ drought in 2020 and 2021, as it was the worst on record and impacted agricultural production and food security significantly (Prater, 2025). In addition to this, there was a monsoon flood in Pakistan, which caused widespread damage to livestock and agricultural land (Prater, 2025). This corresponds with Zero Hunger, as food security can be lost due to extreme weather, such as the Horn of Africa droughts (Prater, 2025). 
 







Good Health and well-being 

This is affected as heatwaves raise heatsroke and cardiovascular death rates (Gallagher, 2021). There are approximetly 2,000 deaths caused by high temiratures in the UK every year; most of these being heart attacks and strokes that are caused by trying to deal with the heat (Gallagher, 2021). The higher death rates start when the temperature passes 23 – 26 degrees celcious (Gallaghern 2021). 
 

Clean Water and Sanitation 

This can be affected by flooding, as it can contaminate water supplies, while droughts dry up essential water sources. An example of this happening is when Cape Town, South Africa, came close to “DAY Zero” when their dams reaching critically low levels of 13.5% (GWI, 2024). This caused them to run out of municipal water due to prolonged drought (GWI, 2024). 
 

Sustainable Cities and Communities 

Due to extreme weather, cities face urban flooding, infrastructure collapse, and housing instability. The most high-risk zones are poorer neighbourhoods, such as urban flooding in Jakarta and Lagos which has displaced tens of thousands and also strains local resources (University of Portsmouth, 2024). 
 

Affordable Energy / Infrastructure 

Hurricanes, floods, and heat waves can destroy power grids, transport, and communication systems. An example of this is Hurricane Maria which hit Puerto Rico’s power grid for 11 months in 2017 (Zahan, 2022), which distributed to schools, hospitals, and commerce (United States Coast Guard, 2024).  
 

Climate Action  

Extreme weather events are both a system and a wake-up call for stronger climate action, yet many countries remain extremely slow to adapt. This causes repeated disasters that drain national budgets, leaving less funding for climate adaptation and mitigation. During the Atlantic hurricane season alone, there were 11 hurricanes, 18 named storms, and  7 tropical storms  (CDP, 2024). 
 


Peace, Justice and Strong Institutions 

Natural disasters can increase forced migration, strain public services, and intensify social unrest or even political instability. An example that shows climate-induced migration happening is  in regions across the Sahel and South Asia. The Sahel had a long drought during the ’70s and ’80s (Randall, 2013), and approximately 45 million people in India are expected to be displaced by climate-related disasters by 2050 (Moondra, 2025). 
 


What Needs to Be Done 

Investing in Climate Adaptation is needed. These include flood barriers, resilient agriculture, drought-resistant crops, and early-waring systems. International Climate Finance needs to be strengthened. Developed nations need to honour commitments to the $100 billion annual fund to support adaption in the Global South. Localising Resilience Planning needs to be done to empower local governments and communities to develop tailored climate adaptation strategies. Integrating disaster risk reduction into development is the final step, meaning development planning must anticipate and build resilience to climate shocks.  
 


Ulrich Beck 

Beck introduced the concept of “Risk Society”, arguing that modern society is increasingly preoccupied with future and safety, particularly the management of risks created by modernization itself. Climate change is an example of this (Cilleard and Higgs, 2024). This applies to Extreme Weather Events as Beck asserts that modern technological and industrial advancement has created systematic, global risks that are no longer defined by geography or class (Cilleard and Higgs, 2024). Beck also states that all extreme weather events are emblematic of “manufactured risks”: risks that are created by human development, especially the fossil fuel-based industrial economy (Cilleard and Higgs, 2014).  
 











Conclusion 


Misinformation and disinformation are no longer only a communication problem but is a systematic risk that affects democracy, global cooperation, public health, and environmental survival. Unless societies act quickly, the erosion of trust and truth could become the defining challenge of this decade.  
 
Extreme weather is no longer an abstract future threat, it is a present, accelerating crisis that cuts across every pillar of sustainable development. Failure to act not only slows progress but reverses it.  
 
Over the next two years, misinformation will erode societal capacity to act, while extreme weather will accelerate the urgency of action. Together, they form a “threat multiplier” that could; derail progress on many SDGs, widen inequalities, and delay systematic reforms critical for sustainable development.
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