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[bookmark: _Toc234710532]Abstract
Trust in web applications has become a critical concern for UK adults who routinely share sensitive personal data across digital services ranging from online banking and healthcare to social media and e-commerce. Despite the introduction of the General Data Protection Regulation (GDPR) in 2018 and nearly three decades of research on technology acceptance and online trust, no UK-specific empirical model currently exists that identifies and ranks the factors most strongly associated with adult users' willingness to trust web applications with their personal data in the post-GDPR environment.
This study addresses that gap through a quantitative cross-sectional survey of 180–220 UK adults, examining trust across six web application sectors: banking, retail, NHS/healthcare, social media, government services, and entertainment streaming. The survey instrument draws on validated scales from McKnight et al. (2002), Corritore et al. (2003), Zieglmeier and Lehene (2021), and Prince et al. (2022) to measure 18 trust factors alongside GDPR awareness and overall trust scores per sector. Three hypotheses are tested using multiple regression (H1: security signals as the strongest predictors), Hayes' PROCESS macro moderation analysis (H2: GDPR awareness as a moderator of the Privacy Paradox), and one-way ANOVA with Tukey post-hoc comparisons (H3: significant trust variation across sectors).
The proposed research is grounded in a post-positivist philosophical paradigm. It is expected to produce a ranked trust-prediction model and empirical evidence on the Privacy Paradox in the UK post-GDPR context. A preliminary Trust-by-Design Framework providing evidence-based guidance for web developers, organisations, and policymakers. The study contributes to Information Systems research by re-examining established trust frameworks within a context where regulatory structural assurance is legally mandated rather than voluntarily provided, a condition no prior study has empirically investigated.
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What Factors Determine Whether UK Adults Trust a Web Application With Their Personal Data?
A Post-GDPR Empirical Investigation

[bookmark: _Toc234710534]1.Introduction
Trust has become one of the defining challenges of modern web application development. As organisations increasingly rely on web applications to deliver commercial, healthcare, financial, and public services, users are routinely required to disclose increasing volumes of personal information. Consequently, understanding the factors that influence trust has become an important research challenge spanning Human–Computer Interaction (HCI), Information Systems (IS), cybersecurity, and web application development [2], [3], [12].
Despite significant advances in security technologies and the introduction of the General Data Protection Regulation (GDPR), users continue to express concerns regarding privacy, security, and the trustworthiness of online services [4]–[7]. Recent studies suggest that while regulatory frameworks have strengthened legal protections, they have not fully resolved the psychological and behavioural factors influencing users' willingness to trust web applications with their personal data [4]–[6].
This proposal investigates the factors that determine whether UK adults trust a web application with their personal data in the post-GDPR environment. It seeks to identify and rank the technical, privacy-related, organisational, and design factors that most strongly influence trust, while examining whether GDPR awareness moderates the relationship between privacy concerns and trust behaviour. By addressing an important gap in the existing literature, the study aims to contribute both to academic understanding and to professional web application design through the development of an evidence-based Trust-by-Design Framework.
The remainder of this proposal is organised as follows. Section 1.1 provides the research context and current developments, followed by the research problem, research aim, objectives, and significance of the study. Chapter 2 critically reviews the literature and identifies the research gap, leading to the development of the research hypotheses. Chapter 3 presents the proposed methodology, while Chapter 4 outlines the anticipated outcomes, limitations, and project timeline.


[bookmark: _Toc234710535]1.1 Context and Background
Web applications have become the primary gateway through which individuals interact with digital services, supporting activities ranging from online banking and e-commerce to healthcare, education, and government services. As organisations increasingly rely on web applications to deliver essential services, users are routinely required to disclose sensitive personal information, including financial details, health records, identity information, home addresses, and behavioural data. This growing dependence on digital services has prompted increasing academic interest in understanding how trust is established, maintained, and influenced within modern web applications [2], [3], [20].
The rapid digital transformation of society has significantly increased both the opportunities and risks associated with online services. Advances in cloud computing, artificial intelligence, mobile technologies, and personalised digital services have improved the accessibility and functionality of web applications while simultaneously increasing the amount of personal data organisations collect, process, and store. At the same time, cyber threats, phishing attacks, large-scale data breaches, and fraudulent online services have become increasingly sophisticated, making it progressively more difficult for users to distinguish legitimate web applications from malicious ones. As a result, establishing and maintaining user trust has become a critical challenge for organisations seeking to encourage the adoption of digital services and sustain long-term user relationships [1], [7], [19].
This challenge is reflected in recent UK digital trends. UK adults made over 9.3 billion digital payments in 2023 alone, while the NHS App exceeded 35 million registered users by early 2025. Despite this widespread adoption, consumer confidence remains fragile. According to the Thales 2024 Digital Trust Index [1], 57% of consumers experienced website access or security issues during the previous year, while only 22% reported prioritising convenience over security when registering for a new digital service. Together, these findings demonstrate that although web applications have become embedded within everyday life, concerns surrounding privacy, security, and organisational trustworthiness continue to influence users' willingness to share personal information.
As the use of web applications has expanded, understanding why users choose to trust or distrust digital systems has become a major area of research within Information Systems and Human–Computer Interaction. Numerous theoretical models have been proposed to explain technology adoption and trust formation. Among the most influential is the Technology Acceptance Model (TAM), introduced by Davis [2], which proposes that Perceived Usefulness (PU) and Perceived Ease of Use (PEoU) are the primary determinants of technology acceptance. Venkatesh et al. [3] subsequently extended this work through the Unified Theory of Acceptance and Use of Technology (UTAUT), integrating eight earlier acceptance models into a broader framework comprising Performance Expectancy, Effort Expectancy, Social Influence, and Facilitating Conditions. Although both models have significantly advanced understanding of technology adoption, they treat trust primarily as a supporting construct rather than as a central determinant of behavioural intention. This limitation has attracted increasing scholarly attention as modern web applications have become substantially more data-intensive, privacy-sensitive, and dependent upon users' willingness to disclose personal information [27], [28].
The introduction of the General Data Protection Regulation (GDPR) in 2018, together with its UK implementation through the UK GDPR, fundamentally reshaped the legal framework governing the collection, processing, and protection of personal data. One of its principal objectives was to strengthen public trust by increasing organisational transparency, accountability, and user control over personal information. However, seven years after its implementation, the evidence regarding its effectiveness remains mixed. Fox et al. [4] found that well-designed GDPR privacy labels can positively influence users' perceptions of trustworthiness and control. In contrast, Kulyk et al. [5] reported that GDPR cookie consent notices have had little effect on users' actual behaviour, while Aridor et al. [6] demonstrated that GDPR implementation reduced the number of trackable users without significantly increasing the trust of those who remained. Collectively, these findings suggest that although GDPR has strengthened the legal protection of personal data, regulatory compliance alone may be insufficient to explain how trust develops within contemporary web applications. Consequently, the psychological mechanisms underpinning user trust remain only partially understood, particularly within the UK post-GDPR context.
Figure 1 highlights the factors consumers consider most important when deciding whether to trust a web application. Adapted from the Thales Digital Trust Index [1] and the Cisco Consumer Privacy Survey [7], it provides current evidence that complements the academic literature discussed throughout this proposal. While security and privacy remain the strongest influences on consumer trust, the findings also show that factors such as organisational reputation, interface design, and user reviews play an important role. Together, these findings suggest that trust is shaped by a combination of technical safeguards and users' perceptions, reinforcing the need to investigate which trust factors have the greatest influence within UK web applications.
	Data privacy & security
	
	
	89%

	Transparent privacy policy
	
	
	81%

	SSL/HTTPS certificate
	
	
	76%

	Brand/company reputation
	
	
	71%

	Easy-to-manage settings
	
	
	66%

	Positive user reviews
	
	
	59%

	Professional visual design
	
	
	52%


Figure 1: Key Factors Influencing Consumer Trust in Web Applications [8], [9].

Figure 1 demonstrates a clear hierarchy of trust factors. Security and privacy-related variables occupy the three highest positions, with data privacy and security (89%), transparent privacy policies (81%), and SSL/HTTPS certificates (76%) emerging as the strongest influences on consumer trust. However, organisational reputation, user reviews, and professional visual design also contribute meaningfully to users' trust decisions, indicating that trust cannot be explained solely through technical security mechanisms. Instead, trust appears to emerge from the interaction of technical, organisational, and psychological factors. This provides a strong rationale for the multivariable regression approach proposed in this study, which will evaluate the independent contribution of each trust factor and ultimately inform the development of a practical Trust-by-Design Framework for UK web developers.
[bookmark: _Toc234710536]1.2 Research Problem
This section establishes the central research problem through a formal problem statement and six literature-based challenges linked directly to the research objectives. Together, these demonstrate that UK web developers and UX practitioners lack empirically validated, post-GDPR guidance on which trust signals to prioritise because existing theories, empirical evidence, and design frameworks remain outdated, fragmented, or insufficiently representative of the contemporary UK context.
[bookmark: _Toc234710537]1.2.1 Problem Statement
Despite nearly three decades of research into technology acceptance, and seven years of GDPR implementation, no empirically grounded, UK-specific model exists that identifies and ranks the factors most strongly associated with adult user trust in web applications in the post-GDPR regulatory environment.
This is not merely an academic gap. Web developers and UX designers in the UK currently have no evidence-based, UK-calibrated guidance on which trust signals to prioritise when building applications that ask users for personal data. They rely on industry heuristics, vendor-produced reports, or research conducted in other national and regulatory contexts.
[bookmark: _Toc234710538]1.2.2 Current Challenges
The following six interconnected challenges collectively define why this research is both timely and necessary. Each identifies a limitation in current knowledge, and directly informs one or more of the research objectives presented in Section 1.3.
1. The Privacy Paradox persists in post-GDPR environments. Kokolakis [9] defines the Privacy Paradox as the systematic gap between users stated concern for privacy and their actual disclosure behaviour. Bélanger and Crossler [25] identified this attitude–behaviour gap as one of the most persistent unresolved issues in Information Systems (IS) research, highlighting the longstanding difficulty of predicting privacy-related behaviour from stated attitudes alone. Wang and Chen [10] confirmed that this paradox continues to persist in contemporary surveillance-driven digital environments. Cisco's 2024 Consumer Privacy Survey [7] found that 82% of consumers express concern about privacy, yet only 9% read privacy policies fully before submitting personal data [11]. The continued presence of this gap despite stronger regulatory frameworks such as GDPR suggests that legal compliance alone may be insufficient to influence user behaviour. Instead, psychological, social, and usability factors also appear to shape privacy-related decision-making.

· The persistence of the Privacy Paradox also exposes limitations within the theoretical models traditionally used to explain technology adoption. Davis's original Technology Acceptance Model (TAM) [2] does not explicitly include trust as a construct. Venkatesh et al.'s Unified Theory of Acceptance and Use of Technology (UTAUT) [3] incorporate Social Influence, which partially captures reputational trust, but does not model data-specific trust concerns. Neither model was developed for contexts in which personal data disclosure is central to user interaction, a condition that has become the norm rather than the exception in modern web applications. Consequently, technology adoption models alone may be insufficient for explaining behaviour in privacy-sensitive digital environments, where trust in data handling practices can be as influential as perceived usefulness or perceived ease of use. 

· These theoretical limitations extend beyond technology acceptance models to trust-specific frameworks. McKnight et al.'s trust-building model [12], widely regarded as one of the most influential empirical trust frameworks in Information Systems research, was developed in 2002, before the introduction of GDPR, before widespread smartphone adoption, and before large-scale data breaches became a frequent feature of public discourse. Its Structural Assurance construct has not been comprehensively re-evaluated within the context of modern data protection legislation and contemporary privacy expectations. Consequently, it remains uncertain whether traditional indicators of structural assurance adequately capture users' trust perceptions in environments where awareness of consent mechanisms, organisational accountability, and data protection rights has increased substantially. 
· Beyond theoretical models, uncertainty also remains regarding the practical interface features that communicate trustworthiness. Fogg et al.'s landmark study [13] demonstrated that visual design characteristics strongly influence website credibility; however, it was conducted in 2001, before the emergence of responsive web design, mobile-first interfaces, and modern privacy legislation. Zieglmeier and Lehene's systematic review [14] concluded that despite more than two decades of research, no consensus exists regarding which specific user interface attributes most consistently communicate trustworthiness to users. This lack of agreement limits practitioners' ability to implement evidence-based trust-enhancing design strategies and highlights the need for contemporary empirical validation of specific interface features. 

· Even where contemporary empirical evidence exists, it remains limited in geographical and contextual scope. The most relevant recent UK study, conducted by Goodman et al. [15], examined trust in health data sharing among 1,200 UK adults. However, it focused exclusively on healthcare and did not investigate the broader range of web application contexts encountered by UK adults in everyday life, nor did it evaluate the relative importance of multiple trust signals. Consequently, no empirically validated UK-specific post-GDPR dataset currently exists that identifies and ranks the relative importance of privacy, security, organisational, and design-related trust signals across consumer-facing web applications. 

· This lack of comprehensive UK evidence also extends to the comparative evaluation of individual trust signals. Security-related trust signals are widely recognised as important determinants of online trust. Gulati et al. [16], in a systematic review of 47 Human–Computer Interaction studies, identified security indicators as among the strongest predictors of users' trust across digital platforms. Similarly, industry evidence suggests that visible security mechanisms, including SSL/HTTPS certificates, increase users' perceptions of website credibility and safety [8]. However, despite this broad consensus, no UK-specific post-GDPR study has empirically compared the relative importance of security indicators alongside other trust determinants, including privacy policies, organisational reputation, interface design, and user reviews. Consequently, UK web developers and UX practitioners continue to lack evidence-based guidance regarding which trust signals should be prioritised when designing applications that request personal information. 
Figure 2 illustrates the Privacy Paradox by comparing UK consumers' stated privacy concerns with their observed privacy-related behaviours. By visualising the disparity between attitudes and actions, the figure provides empirical justification for examining whether privacy concern moderates the relationship between trust signals and users' willingness to disclose personal information.

[image: ]
Figure 2: The Privacy Paradox - Attitudes vs Behaviours of UK Internet Users [9], [7], [11].

Figure 2 provides strong empirical evidence that the Privacy Paradox remains evident within the UK post-GDPR environment. While 82% of UK internet users report concerns about their online privacy, only 9% read privacy policies in full, and relatively few modify their behaviour by changing applications because of privacy concerns (31%) or paying more for privacy-respecting services (27%) [7], [9], [11]. The substantial gap between stated attitudes and observed behaviours suggests that privacy concerns alone are insufficient to explain trust-related decision-making. Consequently, this study proposes that GDPR awareness may moderate the relationship between privacy concerns and users' willingness to trust web applications, a relationship that will be examined through the moderation analysis described in Objective O4.
Collectively, these six challenges demonstrate that although substantial progress has been made in understanding technology adoption, online trust, and privacy behaviour, important gaps remain within the UK post-GDPR context. Existing theories, empirical studies, and practitioner guidance do not provide a comprehensive, evidence-based understanding of which trust signals most strongly influence users' willingness to disclose personal information through web applications. Addressing these gaps forms the central motivation for this research and provides the foundation for the research aim, objectives, and hypotheses presented in the following sections.
[bookmark: _Toc234710539]1.3 Research Aim and Objectives
[bookmark: _Toc234710540]1.3.1 Aim
This study aims to identify and rank the factors influencing UK adults' trust in web applications, examine the moderating effect of GDPR awareness on the relationship between privacy concerns and trust behaviour, and develop an evidence-based Trust-by-Design Framework to inform the design of trustworthy web applications in the UK.
[bookmark: _Toc234710541]1.3.2 Objectives
The research aim will be achieved through five SMART objectives. Each objective is specific, measurable, achievable within the proposed six-month timeframe, directly aligned with the research problem, and designed to contribute towards the overall aim of the study. Table 1 maps each objective to the proposed research method and expected output, demonstrating how the methodology is logically derived from the research objectives.

Table 1: Research Objectives, Methods and Expected Outputs
	Obj
	Objective
	Method
	Expected Output

	O1
	Critically evaluate the literature on technology acceptance, online trust, the Privacy Paradox, and GDPR-era web application research to identify theoretical foundations, research gaps, and opportunities for empirical investigation.
	Systematic literature review
	Structured literature map identifying key theories, methods, and gaps

	O2
	Design and distribute an online survey measuring UK adults' trust perceptions across six web application contexts (banking, retail, healthcare, social media, government, entertainment)
	Online Survey (n=180–220)
	Quantitative dataset of trust perceptions across six application sectors.

	O3
	Identify which trust factors, security signals, privacy policy transparency, design quality, brand reputation, and GDPR awareness most strongly predict trust
	Multiple Regression analysis (SPSS)
	Ranked model of trust predictors with statistical significance

	O4
	Examine whether GDPR awareness moderates the relationship between privacy concerns and trust behaviour, providing an empirical assessment of the Privacy Paradox within the UK post-GDPR context.
	Moderation analysis (PROCESS macro v4)
	Evidence supporting or challenging the moderating effect of GDPR awareness.

	O5
	Develop an evidence-based Trust-by-Design Framework for UK web developers by synthesising the empirical findings into practical design recommendations.
	Framework synthesis
	Trust-by-Design Framework with evidence-based recommendations for practice



Table 1 demonstrates the logical progression of the research from the critical evaluation of existing literature, through primary data collection and quantitative analysis, to the development of a practical Trust-by-Design Framework. This sequential approach ensures that every stage of the methodology is directly aligned with the research aim and objectives.
Figure 3 presents the conceptual research model underpinning this study. The model maps the relationships between the independent variables (the 18 trust factors measured across Sections B and C of the survey instrument), the moderating variable (GDPR awareness, measured in Section B), and the dependent variable (overall trust score, measured in Section D). The three formal hypotheses are positioned as directional relationships within the model, demonstrating how each hypothesis connects the variables and how the study’s analytical methods, multiple regression (H1), PROCESS macro moderation analysis (H2), and one-way ANOVA (H3), each test a specific relationship within the framework.
	Independent Variables
(Trust Factors)
─────────────────
▸  Security signals (SSL, MFA, encryption notices)
▸  Privacy policy transparency
▸  Organisational reputation & trust marks
▸  Visual design quality & professionalism
▸  Cookie consent & data control practices
▸  Third-party endorsements & reviews
▸  Perceived data minimisation
▸  Past experience of data breaches
(18 items total — Sections B & C)
	H1
──────►
H3
──────►
(sectors)
	Dependent Variable
─────────────────
Overall Trust Score
in Web Application
(1–10 scale per sector)
─────────────────
Six web application sectors:
Banking  ·  Retail  ·  NHS/Health
Social Media  ·  Government  ·  Streaming

	

	▲  H2 — Moderating Variable:  GDPR Awareness  ▲
Moderates the relationship between privacy concern and trust behaviour  (6-item scale adapted from Prince et al. [21])



Hypothesis Summary
	
	Hypothesis

	H1
	Security-related signals (SSL/HTTPS, encryption notices, MFA) are the strongest independent predictors of overall trust — tested using multiple regression analysis in SPSS

	H2
	GDPR awareness positively moderates the relationship between privacy concern and trust behaviour, reducing the Privacy Paradox — tested using Hayes' PROCESS macro (v4) at α = 0.05

	H3
	Overall trust scores differ significantly across the six web application sectors — tested using one-way ANOVA with Tukey post-hoc comparisons


Figure 3: Conceptual Research Model - Trust Factors, GDPR Awareness, and Overall, Trust in UK Web Applications/ Source: Generated by author (2026).
The conceptual model demonstrates that this study adopts a multivariable analytical approach rather than examining trust as a single undifferentiated construct. The 18 independent trust factors are positioned as parallel predictors of overall trust, enabling multiple regression analysis to identify and rank their independent contributions while statistically controlling for all remaining variables simultaneously. GDPR awareness is positioned as a moderator rather than a direct predictor of trust, consistent with the theoretical grounding provided by Dinev and Hart [18] and Dienlin and Trepte [17], who identified awareness of privacy rights as a contextual factor that may alter the relationship between privacy concern and disclosure behaviour rather than predicting trust directly. The six web application sectors (banking, retail, NHS/health, social media, government, streaming) provide the context for the H3 comparison, with trust scores collected per sector enabling ANOVA to determine whether contextual differences are statistically significant. Together, the three hypotheses and their associated analytical methods are directly derived from the five research objectives set out in Table 1 and the critical gaps identified in the literature review in Chapter 2.
[bookmark: _Toc234710542]1.4 Significance of the Research
This section outlines the significance of the proposed research by considering both its academic contribution to Information Systems research and its practical contribution to the design and development of trustworthy web applications.

[bookmark: _Toc234710543]1.4.1 Academic Significance
Three converging developments make this research both timely and significant. First, web applications have become the primary interface through which UK adults access essential services and routinely disclose personal information. Second, GDPR has fundamentally reshaped the legal and regulatory framework governing the collection, processing, and protection of personal data. Third, despite these developments, limited evidence exists regarding how trust forms within the post-GDPR environment or which trust signals most strongly influence users' willingness to disclose personal information.
This study contributes to theory by critically re-evaluating two of the most influential frameworks in Information Systems research, McKnight et al.'s trust-building model [12] and Davis's Technology Acceptance Model (TAM) [2], within the contemporary UK post-GDPR context. Both frameworks were developed before GDPR, before widespread smartphone adoption, and before large-scale data breaches became a routine feature of the digital landscape. Consequently, testing their continued applicability is not simply a replication exercise but an opportunity to determine whether these established theories remain suitable for explaining trust in modern web applications. What makes this study particularly distinct is that it is the first to examine these frameworks within a context where regulatory structural assurance is legally mandated rather than voluntarily provided - a fundamentally different condition that may alter how users interpret institutional trust signals and which no previous study has empirically investigated.
Two specific theoretical contributions distinguish this study from existing research. First, McKnight et al.'s [12] Structural Assurance construct has not been empirically examined in an environment where legal protections such as GDPR are mandatory rather than voluntary, potentially altering how users interpret institutional trust. Second, no study has investigated whether GDPR awareness moderates the Privacy Paradox, despite Kokolakis [9] identifying the attitude–behaviour gap as one of the most persistent unresolved issues within Information Systems research. More recent work by Schuetz et al. [27] and Lacity et al. [28] similarly identifies trust, privacy, and responsible digital governance as continuing research priorities, reinforcing the relevance and originality of the proposed study.
Beyond extending existing theory, this research also contributes methodologically by integrating multiple regression analysis, moderation analysis, and cross-sector comparison within a single empirical model. Examining multiple trust signals simultaneously provides a more comprehensive understanding of trust formation than studies focusing on individual factors in isolation.

[bookmark: _Toc234710544]1.4.2 Practical Significance
The practical contribution of this research extends beyond academia by providing evidence-based guidance for web developers, organisations, policymakers, and researchers operating within the UK digital environment.
· Web developers and UX practitioners will be able to use the proposed Trust-by-Design Framework Appendix F (FigureF1) to prioritise the trust signals that have the greatest influence on user trust, supporting more effective and evidence-based web application design. 
· UK organisations subject to UK GDPR will be able to benchmark their web applications against an empirically derived trust model, helping to strengthen consumer confidence and reduce reputational risks associated with data protection failures. This is increasingly important, as the Vercara Consumer Trust Report [20] found that 70% of consumers would stop purchasing from a company following a data breach. 
· Policymakers and regulators, including the Information Commissioner's Office (ICO) [19] and the Competition and Markets Authority (CMA), may use the findings to inform future digital literacy initiatives, transparency guidance, and policy development aimed at improving public trust in digital services. 
· Researchers will gain the first UK-specific, multi-sector empirical dataset examining trust in web applications within the post-GDPR environment, providing a foundation for future studies investigating digital trust, privacy, and technology adoption.
[bookmark: _Toc234710545]2. Literature Review  
This section reviews the theoretical and empirical literature underpinning the study, covering the systematic review protocol, five thematic areas, the theoretical frameworks, key gaps, and an overall summary.
[bookmark: _Toc234710546]2.1 Introduction to the Literature Review
This chapter critically reviews the theoretical and empirical literature underpinning the proposed study. The review spans four decades of research, from Davis's Technology Acceptance Model (TAM) [2] to recent post-GDPR studies published in 2024 and 2025. It is organised around five interconnected themes: (1) technology acceptance models and trust; (2) online trust models; (3) the Privacy Paradox; (4) the impact of GDPR on trust and behaviour; and (5) design and credibility as trust signals. Sources were identified through systematic searches of IEEE Xplore, ACM Digital Library, Scopus, and Google Scholar, with priority given to peer-reviewed journal articles, systematic reviews, and highly cited empirical studies. Industry reports from Cisco [7] and Thales [1] are included solely to provide contemporary contextual statistics and are clearly distinguished from the academic literature throughout the review.
The literature demonstrates a clear temporal progression. Foundational theories, including Davis's TAM [2], McKnight et al.'s trust model [12], and Corritore et al.'s online trust framework [8], were developed before smartphones, social media, and GDPR fundamentally reshaped the digital landscape. Although more recent empirical studies [4], [5], [15] have begun to examine trust in the GDPR era, they typically focus on individual sectors or specific trust mechanisms rather than providing a comprehensive UK-wide evaluation across multiple web application contexts. Consequently, a significant gap remains in understanding the relative importance of trust signals within contemporary UK web applications, thereby establishing the research gap addressed by the present study.
A summary of the principal studies reviewed, including their theoretical contributions and relevance to this research, is provided in Appendix A. The appendix serves as a reference guide, allowing the main body of this chapter to focus on critical evaluation rather than descriptive summaries.
 


[bookmark: _Toc234710547]2.2 Critical Thematic Review of the Literature
This section critically reviews the literature through five interconnected themes, establishing the theoretical foundation for the study, identifying the research gap, and informing the hypotheses developed later in this chapter. Table 2 below provides a structured overview of the five themes, summarising the key argument and critical limitation within each before the themes are discussed in full.
Table 2: Literature Review — Five-Theme Summary and Research Gap
	Theme
	Key Argument & Evidence
	Critical Limitation / Gap

	T1
Technology Acceptance
	TAM [2] and UTAUT [3] explain adoption through usefulness and ease of use but treat trust as secondary. Neither model addresses privacy-sensitive data disclosure, which is central to modern web applications [27], [28].
	TAM/UTAUT predate GDPR and were designed for workplace, not consumer-facing, contexts. Trust must be treated as a primary construct.

	▼

	T2
Online Trust Models
	McKnight et al. [12] establish Trusting Beliefs and Structural Assurance as core antecedents. Corritore et al. [8] add credibility and risk. Gulati et al. [16] (47-study SLR) confirm security and design are the strongest predictors.
	Most empirical validation predates GDPR and uses non-UK samples. Structural Assurance has not been tested where regulatory protection is legally mandated.

	▼

	T3
The Privacy Paradox
	Kokolakis [9] identifies cognitive dissonance, bounded rationality, and optimism bias as explanations. Alashoor et al. [26] add depletion and mood. Dinev & Hart [18] frame disclosure as a privacy calculus mediated by trust.
	No empirical test of whether GDPR awareness reduces the paradox for UK adults across multiple sectors.

	▼

	T4
GDPR and Trust
	Fox et al. [4] find GDPR labels can improve perceived control. Prince et al. [21] link GDPR literacy to empowerment. But Kulyk et al. [5] and Aridor et al. [6] show regulatory compliance alone does not build trust.
	GDPR awareness as a moderating variable has been theorised but not empirically tested in a multi-sector UK context.

	▼

	T5
Design and Credibility
	Fogg et al. [13] identify visual design as the strongest credibility signal. Zieglmeier & Lehene [14] develop a four-category UI trust taxonomy. Mohamed et al. [23] show integrated, unobtrusive security increases trust.
	No consensus on which design attributes most reliably signal trust for UK users under GDPR; most evidence is pre-GDPR or non-UK.

	▼

	Research Gap: No UK-specific post-GDPR study has simultaneously examined multiple trust factors across several web application sectors with a representative adult sample — directly motivating the present study.


 Source: Generated by author (2026). 

Table 2 maps the five interconnected themes reviewed in this section, identifying the critical limitation within each theme that directly motivates this study’s design. Each theme is discussed in full below.
Theme 1: Technology Acceptance Models and the Problem of Trust
Davis's Technology Acceptance Model (TAM) [2] proposes that Perceived Usefulness and Perceived Ease of Use drive technology adoption, while Venkatesh et al.'s Unified Theory of Acceptance and Use of Technology (UTAUT) [3] extend this by integrating eight acceptance models, explaining up to 70% of behavioural intention variance in organisational settings. However, both models were developed for workplace information systems and treat trust as an indirect influence rather than a primary construct. Neither explicitly considers users' confidence in an organisation's ability to protect personal information, a defining characteristic of contemporary web applications. As digital services have become increasingly data-intensive and privacy-sensitive, functional and usability-based explanations are no longer sufficient to explain trust, particularly within the post-GDPR environment where users routinely disclose personal information [27], [28]. Consequently, TAM and UTAUT provide valuable theoretical foundations but require extension through trust-specific constructs, forming the basis of the present study.

Theme 2: Online Trust Models
McKnight et al. [12] provide one of the most influential trust frameworks in Information Systems research, conceptualising trust through Trusting Beliefs (competence, benevolence, and integrity) and identifying Structural Assurance, Reputation, and Website Quality as key antecedents. Corritore et al. [8] extend this perspective by emphasising credibility and perceived risk, while Fogg et al. [13] demonstrate that visual design is a primary determinant of website credibility. Building on this work, Zieglmeier and Lehene [14] develop a taxonomy of trustworthy user interface elements, showing that trust emerges from the interaction of multiple design, information, and security factors. More recently, Gulati et al.'s [16] systematic review of 47 Human–Computer Interaction studies confirms that security and design remain the most consistent predictors of trust. However, most of this evidence predates GDPR and is based on non-UK populations. Goodman et al. [15] provide the closest UK comparison through a census-matched sample of 1,200 adults but focus exclusively on health data sharing. Furthermore, existing studies typically examine individual trust signals in isolation rather than comparing their relative importance, leaving uncertainty regarding which factors most strongly influence trust within contemporary UK web applications.

Theme 3: The Privacy Paradox
The Privacy Paradox, the inconsistency between users stated privacy concerns and their actual disclosure behaviour, remains one of the most persistent unresolved issues in Information Systems research [25]. Kokolakis [9] attributes this gap to cognitive dissonance, bounded rationality, and optimism bias. Dienlin and Trepte [17] suggest that improved digital literacy strengthens privacy-protective behaviour over time, whereas Alashoor et al. [26] demonstrate that cognitive depletion and positive mood reduce privacy-protective behaviour even among individuals with high privacy concern. Wang and Chen [10] further show that platform design often encourages disclosure by making privacy protection more effortful, while Dinev and Hart [18] explain disclosure decisions through a privacy calculus in which trust mediates perceived costs and benefits. Acquisti et al. [22] similarly argue that systematic cognitive biases frequently undermine rational privacy decision-making. Despite these advances, no empirical study has examined whether GDPR awareness moderates the Privacy Paradox among UK adults across multiple web application sectors, directly motivating Hypothesis H2.

Theme 4: GDPR and Its Effect on Trust
The General Data Protection Regulation (GDPR) was introduced to strengthen the protection of personal data and rebuild public confidence in digital services, yet its effect on trust remains contested. Fox et al. [4] demonstrate that well-designed GDPR privacy labels increase users' perceptions of control and trustworthiness, while Prince et al. [21] show that greater GDPR awareness improves users' sense of data empowerment. Conversely, Kulyk et al. [5] find that cookie consent notices are frequently ignored and have little influence on trust, whereas Aridor et al. [6] report that GDPR opt-in requirements reduced trackable users by 12.5% without producing measurable improvements in trust. Collectively, the evidence suggests that GDPR influences trust primarily through user awareness and privacy literacy rather than regulatory compliance alone, providing strong theoretical justification for treating GDPR awareness as a moderating variable rather than a direct predictor of trust.

Theme 5: Design, Credibility, and Visual Trust Signals
Users form rapid trust judgements based on a web application's visual presentation and usability, making interface design an important determinant of trust alongside security and privacy. Fogg et al. [13] identify overall visual appearance as the single most influential credibility factor, while Zieglmeier and Lehene [14] categorise trust signals into information quality, design quality, security indicators, and third-party endorsements. The Thales 2024 Digital Trust Index [1] further highlights a usability gap, reporting that 66% of consumers trust organisations offering easy-to-manage privacy settings, yet only 8% believe current controls are easy to use. Mohamed et al. [23] similarly demonstrate that unobtrusive, integrated security mechanisms increase trust more effectively than highly visible security warnings. Although the literature consistently recognises the importance of design in trust formation, no consensus exists regarding which design attributes most effectively signal trust for UK users under GDPR because most evidence derives from non-UK populations or predates contemporary privacy legislation. This provides further justification for the proposed empirical investigation.


[bookmark: _Toc234710548]2.3 Theoretical Frameworks
The proposed research is underpinned by four complementary theoretical frameworks that collectively explain technology adoption, online trust, privacy-related decision-making, and trust formation through interface design. Together, these frameworks provide the conceptual basis for the research model, survey instrument, and hypotheses.

1. Technology Acceptance Model (TAM) [2]: Provides the foundational constructs of Perceived Usefulness and Perceived Ease of Use, retained in this study as baseline predictors alongside trust-specific variables.
1. McKnight et al.’s Trust-Building Model [12]: Primary theoretical framework; three-dimensional Trusting Beliefs construct (competence, benevolence, integrity) forms the basis of the survey’s dependent variable.
1. Privacy Calculus Theory (Dinev & Hart [18]): Frames the user’s decision to disclose personal data as a cost-benefit calculation mediated by trust, providing theoretical grounding for the moderation analysis.
1. Zieglmeier & Lehene’s UI Trust Taxonomy [14]: Provides a structured vocabulary for the independent variables related to web design, enabling systematic survey item development.

Together, these four frameworks operate at complementary levels of analysis. TAM and McKnight et al. explain adoption and trust formation, respectively, while the Privacy Calculus explains the decision to disclose, and Zieglmeier and Lehene's taxonomy operationalises the independent variables at the survey item level. No previous study has combined all four within a single empirical framework applied to UK web applications, which is itself a methodological contribution of the proposed research.
[bookmark: _Toc234710549]2.4 Research Gap
The critical review presented in Sections 2.2 and 2.3 highlights several important limitations in the existing literature. Together, these gaps justify the need for the present study.
1. No post-GDPR, UK-specific empirical study has measured trust in web applications across multiple sectors with a representative adult sample.
1. McKnight et al.’s [12] model has not been re-validated in a GDPR-regulated context where structural assurance is legally mandated rather than voluntary.
1. The role of GDPR awareness as a moderator of the Privacy Paradox [9] has been theorised but not empirically tested with UK adults across multiple web application contexts.
1. No consensus exists on which specific design attributes most reliably function as trust signals for UK users in 2025, despite the foundational work of Fogg et al. [13] and the taxonomy of Zieglmeier and Lehene [14].
These gaps persist for three key reasons. First, much of the empirical trust literature predates GDPR, so findings on Structural Assurance may not reflect user perceptions in today's regulated environment. Second, most studies examine trust factors individually rather than together, creating fragmented evidence that offers little guidance on their relative importance. Third, the dominance of US-based samples limits the applicability of findings to the UK. This study addresses these limitations by evaluating multiple trust factors simultaneously within a UK-specific, post-GDPR, multi-sector quantitative framework, making it both methodologically distinct and directly responsive to existing research gaps.
[bookmark: _Toc234710550]2.5 Literature Summary
Collectively, the literature demonstrates considerable progress in understanding technology acceptance, online trust, privacy behaviour, GDPR, and design-related trust signals. However, significant limitations remain. Existing theories largely predate GDPR or focus on individual trust mechanisms, while contemporary empirical studies are often sector-specific or conducted outside the UK. Consequently, limited evidence exists regarding the comparative importance of trust signals across multiple web application contexts within the post-GDPR UK environment. These limitations establish the research gap addressed by this study and provide the theoretical foundation for the hypotheses developed in the following section.

[bookmark: _Toc234710551]2.5.1 Connecting the Literature to the Methodology
The five themes reviewed above converge on a single methodological conclusion: the specific limitations of the existing literature directly determine the design choices of the present study. Theme 1 establishes that trust must be treated as a primary construct independent of usability, motivating the inclusion of 18 trust-specific variables as independent predictors rather than relying solely on TAM-derived constructs. Theme 2 confirms that McKnight et al.’s [12] Structural Assurance framework provides the strongest available measurement foundation for trust in online systems, but requires re-evaluation in a GDPR-regulated context, justifying the use of validated scale items from [12], [8], and [14] within a contemporary UK sample.
Theme 3 identifies the Privacy Paradox as the central unresolved challenge in this domain, with GDPR awareness proposed as a theoretically plausible moderator but never empirically tested across multiple web application sectors with UK adults, directly motivating Hypothesis H2 and the PROCESS macro moderation analysis (Objective O4). Theme 4 confirms that GDPR compliance produces inconsistent trust effects, strengthening the case for examining awareness as a moderator rather than compliance as a direct predictor. Theme 5 establishes that design and credibility signals are important and measurable trust determinants, but their relative importance compared to security and privacy signals remains empirically unresolved in the UK context, motivating the multiple regression approach that will rank all 18 factors simultaneously (Objective O3, Hypothesis H1).
Collectively, the gaps identified across all five themes are not independent: they reflect a single structural absence in the literature, the lack of a comprehensive, UK-specific, post-GDPR empirical model that simultaneously examines multiple trust signals across the diverse range of web applications encountered by UK adults. The methodology described in Chapter 3 is designed precisely to fill this gap, with each analytical technique selected to address a specific limitation identified here.
[bookmark: _Toc234710552]2.6 Hypothesis Development
Three formal, testable hypotheses are derived from the literature and the five research objectives above. Each is grounded in a specific theoretical source, measurable using the proposed survey instrument, and directly falsifiable, meaning a null result is itself an original and publishable finding. Figure 4 presents all three hypotheses as structured cards showing the prediction, the statistical method used to test it, and what rejection of each hypothesis would mean for the study.

[image: ]
Figure 4: Research Hypotheses - Predicted Outcomes, Statistical Methods, and Literature Sources for H1, H2 and H3. Source: Generated by author (2026).


H1 predicts that security-related signals, including visible SSL/HTTPS certificates, transparent data encryption notices, and multi-factor authentication options, will be the strongest independent predictors of overall trust among UK adults. This prediction is grounded in McKnight et al.'s [12] Structural Assurance construct, which proposes that institutional and technical safeguards are primary antecedents of initial trust in unfamiliar online systems. The hypothesis will be tested using multiple regression analysis in SPSS, with standardised beta coefficients used to rank the independent contributions of all 18 trust factors simultaneously.

H2 predicts that GDPR awareness will positively moderate the relationship between privacy concern and trust behaviour, thereby reducing the magnitude of the Privacy Paradox among more informed participants. Kokolakis [9] identified the attitude–behaviour gap as one of the most persistent unresolved challenges in Information Systems research, and Dienlin and Trepte [17] demonstrated that context-specific knowledge can strengthen privacy-protective behaviour. Dinev and Hart [18] further established that trust mediates the cost–benefit calculation users perform when deciding to disclose personal information. The hypothesis will be examined using Hayes' PROCESS macro (v4), with the moderation interaction term evaluated at α = 0.05.

H3 predicts that overall trust scores will differ significantly across the six web application sectors examined in this study. Goodman et al. [15] demonstrated empirically that UK adults' trust in data sharing varies across application domains and demographic groups, suggesting that sector context is an important moderating factor. Financial and healthcare applications are expected to attract significantly higher baseline trust than social media platforms, reflecting differences in perceived data sensitivity and organisational accountability. The hypothesis will be tested using a one-way ANOVA with Tukey post-hoc comparisons to identify which specific sector pairs differ significantly.

Importantly, rejection of H2 would itself constitute a significant finding. If GDPR awareness is found not to moderate the Privacy Paradox, this would suggest that even informed users remain subject to the cognitive biases and situational factors identified by Alashoor et al. [26] and Acquisti et al. [22]. Such a result would have direct implications for the Information Commissioner's Office and for digital literacy programme designers, indicating that regulatory awareness initiatives alone may be insufficient to change privacy-related disclosure behaviour.


[bookmark: _Toc234710553]3. Research Design and Methodology  
This chapter outlines the methodological approach adopted to investigate the factors influencing UK adults' trust in web applications. It describes the research design, data collection methods, sampling strategy, analytical techniques, research materials, ethical considerations, and procedures implemented to ensure the reliability and validity of the study. Together, these methodological decisions are designed to address the research objectives and produce findings that are robust, reliable, and applicable to the UK post-GDPR context.
[bookmark: _Toc234710554]3.1 Research Design
This study adopts a quantitative research methodology situated within a post-positivist philosophical paradigm. Post-positivism assumes that although an objective reality exists, knowledge of that reality is inherently imperfect and can only be approximated through systematic observation and statistical analysis. This philosophical position is particularly appropriate because trust cannot be observed directly but must be inferred through measurable indicators such as users' perceptions, attitudes, and behavioural intentions. A cross-sectional survey design was selected because the study seeks to examine relationships between trust variables across a representative sample of UK adults at a single point in time rather than measure changes longitudinally. This approach enables efficient comparison across demographic groups, web application sectors, and levels of GDPR awareness while remaining consistent with comparable empirical studies undertaken by Goodman et al. [15] and Fox et al. [4].
The design does not require software implementation, system development, or computational modelling. This is appropriate because the core research questions are about user perceptions and attitudes, which are most accurately captured through carefully designed self-report instruments. Johnson and Onwuegbuzie [24] note that quantitative survey methods are particularly well suited to research questions that require measurement of constructs across a sample with sufficient power to detect significant relationships. Table 3 presents the overall research methodology as a layered framework, demonstrating how each methodological decision follows logically from the philosophical position adopted in Layer 1.







Table 3: Research Methodology - Layered Framework (adapted from Saunders et al., 2019). 
	Layer
	This Study
	Justification

	Layer 1
Philosophy
	Post-Positivism
	Trust is real but unobservable — must be approximated through systematic measurement and statistical inference

	▼

	Layer 2
Approach
	Quantitative
	Research questions require numeric measurement across a large sample with sufficient statistical power

	▼

	Layer 3
Strategy
	Survey Strategy
	Surveys measure multiple constructs simultaneously across a dispersed UK population [24]

	▼

	Layer 4
Design
	Cross-Sectional
	Captures trust perceptions at one point in time — appropriate for multi-sector comparative study [15], [4]

	▼

	Layer 5
Data Collection
	Online Questionnaire (Microsoft Forms / Qualtrics)  |  n = 180–220 UK adults  |  Convenience sampling
	Anonymous, scalable, cost-effective. G*Power: power = 0.80, α = 0.05, 18 predictors

	▼

	Layer 6
Data Analysis
	1. Descriptive stats  →  2. Pearson correlation  →  3. Multiple Regression (SPSS)  →  4. PROCESS moderation  →  5. One-way ANOVA
	Each technique addresses one of the five research objectives and tests one of the three hypotheses

	▼

	Layer 7
Output
	Ranked Trust Predictor Model  +  Privacy Paradox Evidence  +  Trust-by-Design Framework
	Empirical contribution to IS research + practical guidance for UK developers and ICO policymakers


Source: Generated by author (2026).

The layered structure reflects the research onion framework in which each methodological decision is determined by those made at the layer above. The post-positivist philosophical position justifies the quantitative approach, which justifies the survey strategy. The cross-sectional design captures trust perceptions at a single point in time, appropriate because the study examines relationships rather than change over time. The five-stage analysis pipeline maps directly onto the five research objectives, ensuring every analytical technique is purposefully connected to the overall research aim.
The overall research methodology follows a sequential six-phase process, beginning with the literature review and progressing through survey development, data collection, statistical analysis, and the development of the proposed Trust-by-Design Framework. This process ensures that each methodological stage is directly informed by the preceding phase and aligned with the research objectives. A detailed overview of the complete research methodology is provided in Appendix B.

[bookmark: _Toc234710555]3.2 Research Methods and Materials    
This section details the methods, instruments, and materials employed to address the five research objectives outlined in Section 1.3. Every methodological decision, from survey design and sampling strategy through to statistical analysis, ethical considerations, and validity procedures, is directly traceable to the research aims, the literature reviewed in Chapter 2, and the practical constraints of this MSc project.
Table 4 provides a complete overview of all methodological decisions before each component is described in full in the subsections below.

Table 4: Research Design and Methodology — Summary Reference Card. 
	Component
	Decision & Detail

	Research Philosophy
	Post-positivism — objective reality approximated through systematic statistical measurement

	Research Approach
	Quantitative — standardised numeric measures enable statistical comparison and inference

	Research Strategy
	Survey strategy — self-report questionnaire administered online to UK adults

	Research Design
	Cross-sectional — single time-point snapshot appropriate for comparative multi-sector study

	Population
	UK adults aged 18+ who regularly use web applications (banking, retail, NHS, social media, government, streaming)

	Sampling
	Non-probability convenience sampling — practical, cost-effective within MSc project constraints

	Sample Size
	n = 180–220 (G*Power: power = 0.80, α = 0.05, 18 predictors in multiple regression)

	Instrument
	4-section questionnaire adapted from McKnight et al. [12], Corritore et al. [8], Zieglmeier & Lehene [14], Prince et al. [21]

	Reliability
	Cronbach’s α ≥ 0.70 threshold; pilot tested with 10–15 participants before full deployment

	Step 1 — Descriptive
	Means, SDs, frequency distributions — summarise demographics and trust scores (O1, O2)

	Step 2 — Correlation
	Pearson r — bivariate relationships between 18 trust factors and overall trust score (O3, pre-H1)

	Step 3 — Regression
	Multiple regression, SPSS — ranked trust predictors, standardised β coefficients (O3 → H1, α=0.05)

	Step 4 — Moderation
	PROCESS macro v4 — GDPR awareness as moderator of privacy concern–trust relationship (O4 → H2, α=0.05)

	Step 5 — ANOVA
	One-way ANOVA + Tukey post-hoc — trust differences by sector and demographics (O5 → H3, α=0.05)

	Ethics
	Informed consent; anonymity; UK GDPR compliance; University Ethics Committee approval before recruitment

	Output
	Ranked trust predictor model + empirical Privacy Paradox test + Trust-by-Design Framework (Appendix F)


Source: Generated by author (2026).
[bookmark: _Toc234710556]
3.2.1 Research Method: Quantitative Survey
A quantitative online survey has been selected as the primary data collection method because the research aims to measure and compare trust perceptions across a relatively large sample of UK adults using standardised questions that can be analysed statistically. Quantitative surveys are particularly appropriate when investigating relationships between measurable variables, enabling objective comparison across demographic groups, web application sectors, and levels of GDPR awareness [24]. Furthermore, an online questionnaire supports efficient data collection from geographically dispersed participants, reduces administrative costs, and enables anonymous participation, which is particularly important when investigating privacy- and trust-related attitudes.
The survey will be administered to UK adults aged 18 years and over and will examine trust across six common web application contexts: online banking, retail e-commerce, NHS and healthcare services, social media, government services, and entertainment streaming platforms. Including multiple application sectors enables within-subject comparisons of trust perceptions across services that differ in perceived risk, sensitivity of personal data, and frequency of use. This multi-sector approach addresses the limitation identified by Goodman et al. [15], whose UK study focused exclusively on health data sharing and therefore could not determine whether trust differs across the broader range of web applications encountered in everyday life.
The questionnaire is organised into four sections. Section A collects demographic information, including age, gender, education level, frequency of web application use, and previous experience of data breaches or identity theft. Section B measures participants' awareness and understanding of GDPR using six items adapted from Prince et al. [21]. Section C measures eighteen trust-related factors using five-point Likert-scale statements adapted from validated instruments developed by McKnight et al. [12], Corritore et al. [8], and Zieglmeier and Lehene [14]. Section D asks participants to rate their overall level of trust in each of the six web application sectors using a ten-point rating scale.
To strengthen content validity, the questionnaire is based on previously validated measurement scales rather than researcher-developed items. Using established instruments improves the consistency and comparability of the findings with previous studies while reducing measurement error. To demonstrate the structure and academic basis of the questionnaire, Appendix C (Table C1) presents representative survey items together with the validated sources from which they were adapted.
Before full deployment, the questionnaire will be pilot tested with approximately 10–15 participants to assess question clarity, completion time, and overall usability. Feedback from the pilot study will be used to refine the wording and layout of the questionnaire where necessary. The internal reliability of the multi-item scales will subsequently be evaluated using Cronbach's alpha, with values of 0.70 or above considered indicative of acceptable internal consistency for behavioural research.



[bookmark: _Toc234710557]3.2.2 Sampling and Recruitment
The target population for this study comprises UK adults aged 18 years and over who regularly use web applications. This population was selected because the research aims to examine trust perceptions within the UK post-GDPR environment, where adults routinely interact with online banking, retail, healthcare, government, social media, and entertainment services.
A target sample of 180–220 participants will be recruited to provide sufficient statistical power for the proposed analyses. Sample size was determined using G*Power 3.1, a statistical software package used to estimate the minimum sample size required for quantitative research. The calculation assumes a statistical power of 0.80, representing an acceptable probability of detecting genuine relationships where they exist, and a significance level of α = 0.05, the standard threshold used to determine statistical significance in behavioural research.
Participants will be recruited using non-probability convenience sampling, whereby individuals who meet the study's eligibility criteria and are willing to participate are invited to complete the questionnaire. Recruitment will take place through the researcher's personal and professional networks, fellow university students and staff (where appropriate), social media platforms (e.g., LinkedIn and Facebook), and UK-based online community groups. Although convenience sampling does not provide every member of the UK population with an equal probability of selection, it is widely used in postgraduate research because it is practical, cost-effective, and appropriate within the time and resource constraints of the study [24].
To ensure the sample is relevant to the research objectives, participants must be 18 years of age or older, currently reside in the United Kingdom, and regularly use web applications. Eligibility will be determined through screening questions at the beginning of the questionnaire. Participants who do not meet these criteria will not proceed with the survey. In addition, responses containing substantial missing data or incomplete questionnaires will be excluded during data screening before statistical analysis. Participation will be entirely voluntary, anonymous, and based on informed consent, with respondents free to withdraw at any time before submitting their questionnaire.

[bookmark: _Toc234710558]3.2.3 Data Analysis Methods
The quantitative data collected through the questionnaire will be analysed using five sequential statistical techniques, each selected to address a specific research objective and hypothesis. Table 5 presents the complete analysis pipeline, mapping each method to its corresponding objective, hypothesis, and expected output.


Table 5: Statistical Analysis Pipeline
	Step
	Method
	Purpose
	Objective / Hypothesis
	Expected Output

	1
	Descriptive Statistics
	Summarise participant demographics, trust factor ratings, and overall trust scores across all six sectors. Identify response distributions and check for missing data.
	O1, O2 All variables
	Frequency tables, means, SDs, histograms. Baseline description of the sample.

	▼

	2
	Pearson Correlation
	Examine bivariate relationships between each of the 18 trust factors and the overall trust score. Flag multicollinearity issues prior to regression.
	O3 Preliminary to H1
	Correlation matrix (r values). Identifies trust factors warranting inclusion in regression.

	▼

	3
	Multiple Regression (SPSS)
	Determine which trust factors independently predict overall trust, controlling for all remaining variables simultaneously. Rank predictors by standardised beta coefficients.
	O3 → H1 α = 0.05
	Ranked model of trust predictors with β coefficients, R², and significance values. Directly informs Trust-by-Design Framework Layer 1.

	▼

	4
	Moderation Analysis (PROCESS v4)
	Test whether GDPR awareness moderates the relationship between privacy concern and overall trust. Evaluate the interaction term at three levels of the moderator.
	O4 → H2 α = 0.05
	Interaction effect (b3), conditional effects at low/medium/high GDPR awareness. Empirical test of Privacy Paradox reduction.

	▼

	5
	One-Way ANOVA + Tukey Post-Hoc
	Compare mean trust scores across the six web application sectors and key demographic groups (age, gender, breach experience). Identify which sector pairs differ significantly.
	O5 → H3 α = 0.05
	F-statistics, effect sizes (η2), post-hoc comparison table. Confirms or refutes sector-based trust differences.

	Final Output:  Ranked trust predictor model + Privacy Paradox moderation evidence + Sector trust benchmarks → Trust-by-Design Framework (Appendix F)


Source: Generated by author (2026). 

Each stage is summarised below:
· Descriptive statistics — summarise demographics, trust factor ratings, and overall trust scores across all six sectors.
· Pearson correlation — examine bivariate relationships between the 18 trust factors and overall trust score; flag multicollinearity before regression.
· Multiple regression (SPSS) — rank the 18 trust factors by independent predictive power, testing H1 (Objective O3, α = 0.05).
· Moderation analysis (PROCESS v4) — test whether GDPR awareness moderates the privacy concern–trust relationship, testing H2 (Objective O4, α = 0.05).
· One-way ANOVA with Tukey post-hoc — compare trust scores across sectors and demographic groups, testing H3 (Objective O5, α = 0.05).
Statistical significance will be evaluated at the 95% confidence level (α = 0.05). Where appropriate, effect sizes and 95% confidence intervals will also be reported to provide a more comprehensive interpretation of the findings.
One anticipated outcome of this research is the development of a Trust-by-Design Framework that translates the empirical findings into practical recommendations for UK web developers. The proposed framework is presented in Appendix F and will be refined following statistical analysis.

[bookmark: _Toc234710559]3.2.4 Research Materials
The study will use both primary and secondary sources of data. Primary data will consist of responses collected through the online questionnaire administered to 180–220 UK adults, using survey items adapted from validated instruments developed by McKnight et al. [12], Corritore et al. [8], and Zieglmeier and Lehene [14].
Secondary sources will comprise peer-reviewed academic literature accessed through the university library, including IEEE Xplore, ACM Digital Library, Scopus, and Google Scholar, together with UK GDPR guidance published by the Information Commissioner's Office (ICO) [19]. Industry reports from Thales [1] and Cisco [7] will be used solely to provide contextual evidence and will not form part of the theoretical framework.
The software and hardware required to conduct the research, including data collection, statistical analysis, and literature retrieval, are summarised in Appendix D.
[bookmark: _Toc234710560]3.2.5 Ethical Considerations
Ethical considerations are fundamental to this research because the study involves collecting questionnaire responses from human participants. The research will be conducted in accordance with the University's Research Ethics Policy and the principles of informed consent, confidentiality, anonymity, and voluntary participation.
Before participating, respondents will receive a Participant Information Sheet explaining the purpose of the study, what participation involves, how the data will be used, and their rights as participants. Electronic informed consent will be obtained before participants are granted access to the questionnaire. Participation will be entirely voluntary, and respondents may withdraw from the study at any time before submitting their questionnaire without providing a reason.
No personally identifiable information, including names, email addresses, or IP addresses, will be collected. Consequently, all responses will remain anonymous and confidential throughout the research process. The study will comply with the UK General Data Protection Regulation (UK GDPR) and the University's Research Ethics and Data Protection policies to ensure that participant data are collected, stored, and managed securely.
All research data will be stored on encrypted, university-approved storage in accordance with the University's Research Data Management Policy. Data will be retained only for the period required by university regulations before being securely and permanently deleted. Access to the data will be restricted to the researcher and the academic supervisor.
The study presents minimal risk because participants will only be asked to provide non-sensitive opinions regarding trust in web applications and their use of online services. No sensitive personal data or special category data will be collected. Ethical approval will be obtained from the University's Research Ethics Committee before participant recruitment and data collection begin

[bookmark: _Toc234710561]3.2.6 Reliability and Validity       
Ensuring the reliability and validity of the research instrument is essential to producing credible and trustworthy findings. Content validity will be strengthened by adapting all questionnaire items from previously validated measurement instruments developed by McKnight et al. [12], Corritore et al. [8], Zieglmeier and Lehene [14], and Prince et al. [21], reducing the likelihood that important aspects of trust are omitted or misrepresented. Construct validity, which refers to the extent to which the questionnaire measures the intended theoretical concepts, will be supported by ensuring that each questionnaire item is explicitly aligned with the constructs identified in Chapter 2, including trust, privacy concern, GDPR awareness, and perceived security.
The internal consistency of the multi-item scales will be evaluated using Cronbach's alpha, a statistical measure of how consistently multiple questionnaire items assess the same underlying construct. Values of 0.70 or above are generally considered acceptable for behavioural research [24]. Before full deployment, the questionnaire will be pilot tested with approximately 10–15 participants to assess question clarity, wording, completion time, and overall usability. Feedback from the pilot study will be used to refine the questionnaire before distribution.
External validity, which refers to the extent to which the findings can be generalised beyond the study sample, may be limited by the use of convenience sampling. This limitation is acknowledged in Section 4.3. Together, these procedures are intended to ensure that the research instrument produces reliable, valid, and interpretable findings.
[bookmark: _Toc234710562]3.2.7 Research Limitations
Although the proposed methodology has been designed to produce reliable and valid findings, several limitations should be acknowledged. First, the use of non-probability convenience sampling may reduce the representativeness of the sample and limit the generalisability of the findings to the wider UK population. Second, the cross-sectional design captures participants' trust perceptions at a single point in time and therefore cannot examine how trust may change over time. Third, the study relies on self-reported questionnaire data, which may be influenced by response bias or social desirability bias. Despite these limitations, the selected methodology provides an appropriate and practical approach for addressing the research objectives within the scope, time, and resource constraints of this MSc research project.
This chapter has presented the research design, methodological approach, data collection procedures, analytical techniques, and ethical considerations that will be used to investigate the factors influencing trust in UK web applications. The following chapter presents the proposed project plan and timetable for completing the research.


[bookmark: _Toc234710563]4. Expected Outcomes  
This chapter outlines the anticipated outcomes of the proposed research based on the evidence presented in the literature review and the planned methodology. As this is a research proposal, the findings discussed are expected rather than confirmed. The chapter presents the anticipated empirical findings, expected contributions, and limitations of the proposed research.
[bookmark: _Toc234710564]4.1 Anticipated Results
The anticipated findings presented in this section are derived from the literature reviewed in Chapter 2 and the hypotheses developed in Chapter 1. Although the study has not yet been conducted, previous empirical evidence provides a basis for predicting the likely outcomes, summarised in Appendix E (Tables E1 and E2).
A consistent pattern is anticipated across all three hypotheses: security and institutional trust signals are expected to be the primary drivers of trust (H1); the Privacy Paradox is expected to persist but be partially mitigated by GDPR awareness (H2); and trust levels are expected to vary significantly by sector, with banking and healthcare attracting substantially higher trust than social media platforms (H3). These outcomes are consistent with McKnight et al.'s [12] Structural Assurance construct and Kokolakis's [9] analysis of the attitude–behaviour gap. Two secondary findings, visual design quality as a trust predictor and demographic variation in baseline trust,  are also anticipated, both of which will inform the Trust-by-Design Framework in the appendix. Notably, rejection of any hypothesis would itself constitute a substantive empirical contribution; rejection of H2 in particular would indicate that even GDPR-informed users remain subject to the Privacy Paradox regardless of their regulatory awareness.
[bookmark: _Toc234710565]4.2 Expected Contributions
As this research is proposed rather than completed, the contributions discussed in this section represent the anticipated impact of the study based on the literature reviewed in Chapter 2 and the methodology outlined in Chapter 3. The expected contributions are considered from academic, practical, policy, and future research perspectives.

[bookmark: _Toc234710566]4.2.1 Academic Contribution
The study is expected to contribute to Information Systems research by providing one of the first UK-specific empirical investigations of trust in web applications within the post-GDPR environment. It extends existing theory by re-examining established trust frameworks, including McKnight et al.'s trust-building model [12] and the Privacy Paradox proposed by Kokolakis [9], within a contemporary regulatory context. In particular, the research is expected to provide new evidence regarding whether GDPR awareness moderates the relationship between privacy concern and trust behaviour, addressing an important gap identified in the literature.
The study also contributes methodologically by combining multiple regression, moderation analysis, and cross-sector comparison within a single quantitative framework. Examining trust across six different web application sectors is expected to provide a broader understanding of trust formation than previous studies that have focused on individual industries or technologies.

[bookmark: _Toc234710567]4.2.2 Practical Contribution
The findings are expected to provide evidence-based guidance for UK web developers, UX designers, and organisations responsible for developing digital services. By identifying and ranking the factors that most strongly influence user trust, the research will support more informed decisions regarding the implementation of security measures, privacy features, and interface design.
The proposed Trust-by-Design Framework (Appendix F) is expected to translate the statistical findings into practical recommendations that organisations can apply when designing or improving web applications. Rather than relying on industry assumptions or isolated design practices, developers will have an empirically informed framework for prioritising trust-enhancing features within UK web applications.

[bookmark: _Toc234710568]4.2.3 Policy Contribution
The study is also expected to have relevance for policymakers and regulators responsible for digital governance within the UK. Findings relating to GDPR awareness and privacy behaviour may assist organisations such as the Information Commissioner's Office (ICO) [19] and the Competition and Markets Authority (CMA) in evaluating the effectiveness of existing transparency requirements and digital literacy initiatives.
If GDPR awareness is found to moderate trust behaviour, the findings would support continued investment in public awareness programmes. Conversely, if no moderating effect is identified, this would suggest that increasing awareness alone may be insufficient to influence users' disclosure behaviour, indicating that additional interventions focused on usability, transparency, or interface design may also be required.





[bookmark: _Toc234710569]4.2.4 Future Research
The proposed research is expected to provide a foundation for future investigations into trust in digital environments. The resulting dataset may support comparative studies across different countries, regulatory frameworks, or technology platforms. Furthermore, future longitudinal research could investigate how trust evolves over time as digital services, privacy legislation, and user expectations continue to develop.

[bookmark: _Toc234710570]4.3 Limitations of the Expected Findings	
Although the proposed research has been designed to produce reliable and valid findings, several limitations should be considered when interpreting the anticipated outcomes. First, the study adopts a cross-sectional design, meaning trust perceptions will be measured at a single point in time. As trust is influenced by evolving technologies, regulatory changes, and high-profile data breaches, the findings may not reflect changes in user behaviour over longer periods.
Second, the study relies on self-reported questionnaire responses, which may differ from participants' actual online behaviour. This is particularly relevant to the Privacy Paradox, where individuals often report strong privacy concerns but behave differently when interacting with digital services. Consequently, the results should be interpreted as perceptions of trust rather than direct observations of behaviour.
Third, although the proposed sample size is sufficient for the planned statistical analyses, participants will be recruited through non-probability convenience sampling, which may limit the generalisability of the findings to the wider UK population. Certain demographic groups, particularly individuals with limited digital engagement, may therefore be underrepresented.
Despite these limitations, the proposed methodology provides an appropriate and practical approach for investigating the research objectives within the scope, time, and resource constraints of this MSc research project. The use of validated measurement scales, pilot testing, and appropriate statistical techniques is expected to strengthen the reliability and credibility of the findings.
A detailed Project Risk Register, identifying potential research risks together with their likelihood, impact, and mitigation strategies, is provided in Appendix G.



[bookmark: _Toc234710571]5.  Project Timeline
The proposed research will be completed over a proposed ten-week period, with several activities overlapping to ensure efficient use of time. The project begins with refining the literature review and obtaining ethical approval before progressing to questionnaire development, data collection, statistical analysis, and dissertation writing. The complete project schedule is presented in Appendix H (Figure H1) as a Gantt chart, demonstrating that the research is achievable within the available timeframe. Key milestones include ethics committee approval by the end of proposed Week 2, survey closure at the end of proposed Week 5, completion of all statistical analysis by proposed Week 7, and final submission in proposed Week 10.
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[bookmark: _Toc234710573]Appendix A – Summary of Key Literature Reviewed
This appendix summarises the principal academic studies reviewed throughout Chapter 2. It highlights each study's theoretical contribution and explains its relevance to the proposed research. The appendix supports the critical literature review by providing a concise reference table while allowing the main chapter to focus on analysis and synthesis.

Table A1: Key Literature - Contributions and Relevance to This Study. 
	Ref
	Author(s) & Year
	Theoretical Contribution
	Relevance to This Study

	[1]
	Thales Group (2024)
	Annual Digital Trust Index — multi-country consumer survey on digital service trust
	Industry benchmark providing key statistics on trust factors; cited for contextual data in Figure 1

	[2]
	Davis (1989)
	Perceived Usefulness and Ease of Use as drivers of technology acceptance — foundational TAM model
	Baseline theoretical model; extended here to include trust as a third core construct

	[3]
	Venkatesh et al. (2003)
	UTAUT: synthesises 8 acceptance models into Performance Expectancy, Effort Expectancy, Social Influence, and Facilitating Conditions
	Provides an alternative theoretical lens for analysing web app adoption alongside TAM

	[4]
	Fox et al. (2022)
	Empirical study of GDPR privacy labels; tested two label designs on consumer trust perceptions
	Most relevant recent UK/EU GDPR-trust study; provides benchmark for survey design

	[5]
	Kulyk et al. (2020)
	Has GDPR hype affected users' reactions to cookie disclaimers?
	Empirical evidence of a disconnect between GDPR implementation and user trust response

	[6]
	Aridor et al. (2023)
	The effect of privacy regulation on the data industry: empirical evidence from GDPR
	Hard empirical evidence that regulatory action alone does not change trust behaviour

	[7]
	Cisco (2024)
	Consumer Privacy Survey — global survey of consumer privacy attitudes and behaviours
	Provides current data on Privacy Paradox and trust across sectors for Figure 2

	[8]
	Corritore et al. (2003)
	On-line trust model: credibility, ease of use, and risk as trust antecedents for informational and transactional websites
	Provides a web-specific trust framework applied directly to web application contexts

	[9]
	Kokolakis (2017)
	Comprehensive review of the Privacy Paradox — gap between stated privacy concerns and actual disclosure behaviour
	Frames the central gap this research addresses; most-cited Privacy Paradox review

	[10]
	Wang & Chen (2023)
	Analysis of the Privacy Paradox: causes and implications in consumer surveillance contexts
	Recent empirical support for the paradox in post-GDPR digital environments

	[11]
	Capterra / Statista (2022)
	Share of consumers trusting online companies with personal data — international country-level data
	Provides the 9% statistic on privacy policy reading; used in Figure 2

	[12]
	McKnight et al. (2002)
	Multi-dimensional trust model: Trusting Beliefs (competence, benevolence, integrity) + structural assurance and reputation as antecedents
	Directly underpins the trust measurement instrument used in this study's survey

	[13]
	Fogg et al. (2001)
	What makes websites credible? Large-scale quantitative study identifying visual design as the single most cited credibility factor
	Establishes importance of visual design as a trust signal; grounds Layer 3 of the Trust-by-Design Framework

	[14]
	Zieglmeier & Lehene (2021)
	Systematic review and taxonomy of UI design factors affecting user trust; preliminary empirical evaluation
	Technical framework for evaluating web design attributes as trust signals

	[15]
	Goodman et al. (2025)
	Cross-sectional UK survey on trust and trustworthiness in data sharing — n=1,200 UK adults
	Most recent UK-specific empirical trust dataset; directly comparable to proposed study

	[16]
	Gulati et al. (2024)
	Systematic review of 47 HCI trust studies confirming visual design and security indicators as consistent trust predictors
	Directly addresses RQ1 (SSL) and RQ4 (visual design); most current Q1 evidence for both

	[17]
	Dienlin & Trepte (2015)
	Is the Privacy Paradox a relic of the past? In-depth longitudinal analysis of privacy attitudes and behaviours
	Provides temporal evidence that the paradox persists and is context-dependent

	[18]
	Dinev & Hart (2006)
	Extended privacy calculus model: trust in the vendor mediates the implicit cost-benefit calculation users perform when disclosing data
	Provides theoretical grounding for the H2 moderation analysis (Objective O4)

	[19]
	ICO (2021, updated 2025)
	UK GDPR Guidance and Resources — official regulatory framework for data protection
	Regulatory anchor for survey Section B GDPR awareness items

	[20]
	Vercara (2024)
	2024 Consumer Trust and Risk Report — data breach impact on consumer trust
	Provides data on breach-driven trust loss; used in Section 1.1 and Section 1.4.2

	[21]
	Prince et al. (2022)
	Online privacy literacy and users' information privacy empowerment under GDPR
	Provides validated GDPR awareness scale items for survey Section B; supports H2

	[22]
	Acquisti et al. (2016)
	Economics of privacy: privacy decisions are subject to systematic cognitive biases (present bias, framing effects)
	Reinforces the theoretical case that GDPR awareness alone may not change behaviour; supports H2 rejection scenario

	[23]
	Mohamed et al. (2017)
	Trading off usability and security in UI design through mental models
	Grounds Layer 1–3 interface design recommendations in the Trust-by-Design Framework

	[24]
	Johnson & Onwuegbuzie (2004)
	Mixed methods research paradigm; quantitative survey design for measuring multiple constructs simultaneously
	Methodological justification for the quantitative cross-sectional survey approach

	[25]
	Bélanger & Crossler (2011)
	MIS Quarterly IS privacy review; attitude–behaviour gap identified as the most persistent unsolved problem; calls for non-US samples
	Provides theoretical justification for a UK-focused study and motivates the multi-sector design

	[26]
	Alashoor et al. (2023)
	Cognitive depletion and positive mood both reduce privacy-protective behaviour even among high-concern individuals
	Psychological mechanism explaining the Privacy Paradox supports the case that GDPR awareness alone may be insufficient

	[27]
	Schuetz et al. (2025)
	Qualitative systematic review of 62 IS trust studies; structural assurance is the strongest consistent predictor
	Methodological anchor for this study's SLR; confirms structural assurance central; validates post-GDPR gap

	[28]
	Lacity et al. (2025)
	Comprehensive IS trust literature review; trust must be treated as a construct in its own right; identifies the post-GDPR gap
	Confirms trust under-researched post-GDPR; directly supports the originality claim of this study


Source: Generated by author (2026).

Collectively, the literature demonstrates that although substantial advances have been made in understanding technology acceptance, online trust, and privacy behaviour, no previous study has simultaneously investigated multiple trust factors across several web application sectors within the UK post-GDPR environment. This supports the originality of the proposed research.


[bookmark: _Toc234710574]Appendix B - Research Methodology Flowchart
This appendix presents the research methodology adopted to investigate UK adults’ trust in web applications in the post-GDPR environment. Figure B1 maps the complete six-phase research process from philosophical foundations through to practical outputs. Table B2 presents the three-phase systematic literature review protocol used to identify and select the 28 sources cited in this proposal.

	Phase 1
Epistemology
	•  Post-positivist research philosophy
•  Objective reality exists but can only be measured probabilistically
•  Trust is a latent construct — inferred through self-reported perceptions and behavioural proxies
•  Justification: appropriate for measuring psychological constructs like trust at scale

	Phase 2
Research Design
	•  Cross-sectional quantitative survey design
•  Single time-point snapshot across a representative UK adult sample
•  180–220 participants recruited via university pool, LinkedIn, and community networks
•  Six web application sectors: banking, retail, NHS/health, social media, government, streaming

	Phase 3
Instrument Design
	•  Section A: Demographic profile (age, gender, education, digital experience)
•  Section B: GDPR awareness (6 items adapted from Prince et al. [21])
•  Section C: 18 Likert-scale trust factor ratings (adapted from McKnight [12], Corritore [8], Zieglmeier [14])
•  Section D: Overall trust score per sector (1–10 scale)
•  Pilot tested with 10 participants before full distribution

	Phase 4
Data Collection
	•  Online survey via Microsoft Forms or Qualtrics
•  Anonymous and voluntary participation — no personally identifiable data collected
•  Target: 180–220 responses (statistically sufficient for regression with 18 predictors at α=0.05)
•  Ethics committee approval obtained before distribution

	Phase 5
Data Analysis
	•  Descriptive statistics: means, standard deviations, frequency distributions
•  Pearson correlation: bivariate relationships between trust factors and overall trust score
•  Multiple Regression (SPSS): ranks 18 trust factors by independent predictive power
•  Moderation Analysis (PROCESS macro): tests GDPR awareness as a moderator of privacy paradox
•  One-way ANOVA: tests trust score differences by sector, age group, and gender

	Phase 6
Output
	•  Ranked model of trust predictors specific to UK web application users
•  Empirical test of the Privacy Paradox in the post-GDPR UK context
•  Trust-by-Design Framework (Figure 4) — a three-layer practical guide for web developers
•  Recommendations for web developers, organisations, and ICO policymakers


Figure B1 — Research Design and Methodology Flowchart. Generated by the author (2026).

The flowchart confirms that every methodological decision is grounded in the literature reviewed in Chapter 2. The post-positivist position in Phase 1 justifies the quantitative cross-sectional design in Phase 2. The instrument in Phase 3 draws exclusively on validated scales from McKnight et al. [12], Corritore et al. [8], Zieglmeier and Lehene [14], and Prince et al. [21]. Each analytical technique in Phase 5 directly addresses one or more of the five research objectives in Section 1.3, and the outputs in Phase 6 correspond precisely to the anticipated findings discussed in Chapter 4.


The literature review follows a three-phase systematic approach, Assembling, Arranging, and Assessing,  consistent with PRISMA (Preferred Reporting Items for Systematic Reviews and Meta-Analyses) guidelines for transparent evidence synthesis. Two 2025 systematic reviews, Schuetz et al. [27] and Lacity et al. [28], both published in the Journal of Information Technology, serve as methodological anchors, confirming that structural assurance and institution-based trust are among the strongest consistent predictors in IS trust research. Figure B2 below presents the full three-phase screening protocol; Table B1 summarises the number of sources retained at each stage.
Table B2: Systematic Literature Review — Three-Phase Screening Protocol (PRISMA-Adapted)
	Systematic Literature Review — Three-Phase Screening Protocol (PRISMA-Adapted)

	PHASE 1
ASSEMBLING
214 papers identified
	Databases searched
•  IEEE Xplore  |  ACM Digital Library  |  Scopus  |  Google Scholar
Search terms
•  "user trust web applications"  |  "online trust GDPR"  |  "privacy paradox empirical"
•  "technology acceptance trust UK"  |  Date range: 1989–2025
Inclusion criteria
•  Q1 peer-reviewed journal or top-tier ACM/IEEE conference venue
•  Full-text available in English
•  Empirical, theoretical, or systematic review contribution to trust, privacy, or GDPR
Foundational pre-2015 papers (Davis 1989, McKnight 2002) retained where seminal — justified by 10,000+ citations each

	▼  Apply inclusion and exclusion criteria

	PHASE 2
ARRANGING
42 papers retained 172 excluded
	Exclusion applied
•  Non-English language; no full-text access; purely technical/engineering focus with no behavioural component
•  Outside the UK, EU, or comparable Western democratic regulatory context
Industry reports retained for contextual benchmarking only
•  Thales [1]  |  Cisco [7]  |  Vercara [20]  |  Capterra/Statista [11]
•  Not included in the theoretical framework — used solely for UK digital landscape statistics
Organised thematically
•  TAM/UTAUT  |  Online Trust Models  |  Privacy Paradox  |  GDPR Effects  |  Design & Credibility
Quality assessed on methodological rigour, theoretical contribution, UK/GDPR relevance, Q1 journal ranking

	▼  Apply quality and relevance assessment

	PHASE 3
ASSESSING
28 final sources selected ✓
	Q1 SCImago journals represented
•  MIS Quarterly  |  Information Systems Research  |  Journal of Strategic IS
•  Computers & Security  |  Journal of Information Technology  |  RAND Journal of Economics
Methodological anchors (2025 systematic reviews)
•  Schuetz et al. [27] — 62-study SLR confirming structural assurance as strongest IS trust predictor
•  Lacity et al. [28] — confirm trust is under-researched in post-GDPR contexts (both Q1, JIT 2025)
Final composition
•  24 peer-reviewed papers (20 from Q1 journals) + 4 industry reports = 28 total sources
•  Temporal range: 1989 (Davis TAM) to 2025 (Schuetz, Lacity) — majority post-2015
No single prior study combines: UK adults + multiple web application sectors + post-GDPR trust factor measurement — confirming the originality of this proposal


Source: Generated by author (2026).




	Phase
	Papers Retained
	Decision Rationale

	Phase 1 — Assembling
	214 papers
	Keyword searches across four major academic databases

	Phase 2 — Arranging
	42 papers + 4 reports
	Inclusion/exclusion criteria applied; thematic organisation

	Phase 3 — Assessing
	28 final sources
	Quality, relevance, and UK/GDPR applicability assessment


Source: Generated by author (2026).
The three-phase screening process reveals a clear temporal pattern in the literature: the foundational theoretical models (Davis 1989, McKnight 2002, Corritore 2003) were all developed before the smartphone era and before GDPR, while the most recent empirical contributions (Fox 2022, Kulyk 2020, Goodman 2025) address GDPR but focus on narrow, single-sector contexts. No single prior study combines all three elements this research addresses, UK adults, multiple web application sectors, and post-GDPR trust factor measurement, thereby confirming the originality and necessity of the proposed study. A structured map of all 28 sources, summarising each source's theoretical contribution and specific relevance to this study, is provided in Appendix D. A full literature evaluation for all 28 references, including research questions, methods, key findings, and strengths and weaknesses, is provided in Appendix A.


[bookmark: _Toc234710575]Appendix C – Sample Survey Instrument
This appendix presents representative items from the proposed questionnaire. The survey instrument is based on validated scales identified throughout the literature review and has been organised into four sections covering participant demographics, GDPR awareness, trust factors, and overall trust.
Table C1: Sample Survey Instrument Items. Source: Generated by author (2026).
	Section
	Item No.
	Sample Survey Question / Statement
	Scale / Source

	A
	A1
	How often do you use web applications that require you to create an account or share personal data?
	5-point frequency scale (Never – Daily)

	A
	A2
	Have you ever experienced a data breach or had your personal data misused online?
	Yes / No / Not sure

	B
	B1
	I am aware of my rights under UK GDPR (e.g. the right to access, correct, or delete my data).
	Likert 1–5 (Strongly Disagree – Strongly Agree)  [21]

	B
	B2
	I know how to change the privacy settings on web applications I use regularly.
	Likert 1–5  [21]

	C
	C1
	I trust a web application more when I can see a padlock icon and HTTPS in the browser address bar.
	Likert 1–5  [12]

	C
	C2
	A clearly written, easy-to-understand privacy policy makes me more willing to share my data.
	Likert 1–5  [12]

	C
	C3
	I feel more comfortable using a web application that belongs to a well-known, reputable brand.
	Likert 1–5  [12]

	C
	C4
	The professional appearance and design quality of a website affects how much I trust it.
	Likert 1–5  [14]

	C
	C5
	I am more likely to trust a web application that offers me simple, clear options to manage what data it collects.
	Likert 1–5  [4]

	C
	C6
	Seeing that a website has third-party security badges or accreditation logos increases my trust.
	Likert 1–5  [8]

	D
	D1
	On a scale of 1–10, how much do you currently trust your online banking app with your personal data?
	1–10 numeric scale (1=No trust, 10=Complete trust)

	D
	D2
	On a scale of 1–10, how much do you currently trust the NHS App or health portals with your personal data?
	1–10 numeric scale

	D
	D3
	On a scale of 1–10, how much do you currently trust social media platforms with your personal data?
	1–10 numeric scale



The questionnaire demonstrates strong content validity because the majority of measurement items have been adapted from well-established instruments rather than developed specifically for this study. Pilot testing will further refine wording before full deployment.
[bookmark: _Toc234710576]Appendix D - Software and Hardware Requirements
This appendix summarises the software platforms and hardware resources required to undertake the proposed research. All software has been selected because it supports one or more stages of the research methodology while remaining accessible through university licences or open-source distribution.

Table D1: Software and Hardware Requirements.
	Software Tool
	Purpose
	Cost

	Microsoft Forms or Qualtrics
	Online survey distribution and response collection
	Free (university licence)

	SPSS Statistics 29 (with PROCESS v4)
	Multiple regression, ANOVA, and moderation analysis
	Free (university licence)

	Python (pandas, scipy, matplotlib, seaborn)
	Data cleaning, visualisation, and supplementary analysis
	Free (open source)

	G*Power 3.1
	Statistical power analysis and sample size calculation
	Free (open source)

	Scopus / IEEE Xplore / ACM DL
	Peer-reviewed literature access
	Free (university library)

	Standard laptop
	All research tasks
	No additional hardware required


Source: Generated by author (2026).

Collectively, these resources provide all of the tools required for literature retrieval, questionnaire administration, statistical analysis, data visualisation, and report preparation without requiring specialised computing infrastructure.



[bookmark: _Toc234710577]Appendix E - Anticipated Results
As this document represents a research proposal rather than a completed study, the anticipated results presented in this appendix are based on the evidence synthesised throughout Chapter 2. They illustrate the expected outcomes of each hypothesis and summarise the findings that the proposed statistical analyses are anticipated to produce.

Table E1: Anticipated Hypothesis Outcomes — Supported and Rejected Scenarios. 
	
	Hypothesis
	If Supported
	If Rejected
	Method

	H1
	Security signals are the strongest independent predictors of trust
	Prioritise SSL, MFA, and encryption above all else in the Trust-by-Design Framework
	Other factors (design quality, brand) may dominate — framework reordered accordingly
	Multiple regression (SPSS); standardised beta coefficients across 18 predictors

	H2
	GDPR awareness positively moderates the privacy concern-trust relationship
	Literacy programmes directly improve trust-consistent behaviour in UK adults
	Privacy Paradox persists even among the informed — a significant policy finding for the ICO
	PROCESS macro v4 (Hayes); interaction term at α=0.05

	H3
	Trust scores differ significantly across the six sectors
	Sector-specific benchmarks confirmed; banking and NHS attract highest trust
	Trust is uniform across sectors — context matters less than assumed in the literature
	One-way ANOVA; post-hoc Tukey test


Source: Generated by author (2026).
Table E1 demonstrates that each hypothesis is capable of producing meaningful findings regardless of whether it is supported or rejected, ensuring the research remains theoretically valuable under either outcome.

Table E2: Expected Research Findings. Source: Generated by author (2026).
	#
	Anticipated Finding
	Hypothesis / Link
	Supporting Evidence

	1
	Security signals will emerge as the strongest trust predictor. Factors related to perceived data security are expected to account for the largest proportion of variance in overall trust scores.
	H1 — directly tested by Multiple Regression (SPSS)
	Consistent with McKnight et al.’s [12] structural assurance construct and industry data from Thales [1] and Cisco [7].

	2
	The Privacy Paradox will be confirmed in the UK post-GDPR context. Respondents are expected to report high privacy concern but demonstrate low GDPR-protective behaviour, with GDPR awareness functioning as a significant positive moderator.
	H2 — directly tested by Moderation Analysis (PROCESS macro)
	Consistent with Kokolakis [9] and Wang & Chen [10], the moderation mechanism is grounded in Dinev & Hart's [18] privacy calculus model.

	3
	Trust will vary significantly by sector. Online banking and NHS portals are expected to attract significantly higher baseline trust than social media platforms.
	H3 — directly tested by One-way ANOVA with Tukey post-hoc test
	Consistent with Goodman et al.’s [15] finding of domain-specific trust variation across UK adults.

	4
	Visual design quality will be a significant but secondary predictor. Design factors are expected to be significant predictors of trust, but secondary to security and privacy signals when perceived stakes are high.
	Secondary finding — not a formal hypothesis; contributes to Trust-by-Design Framework (Layer 3)
	Grounded in Fogg et al. [13], Zieglmeier & Lehene [14], and Gulati et al. [16], who confirm design quality as a consistent HCI trust predictor.

	5
	Demographic variation will be significant. Older adults and women are expected to report lower baseline trust across all six sectors.
	Secondary finding — not a formal hypothesis; informs sampling and subgroup analysis in ANOVA
	Consistent with Goodman et al. [15], who found significant trust variation by age and gender in a UK census-matched sample.



Together, the anticipated findings indicate that security and privacy-related trust signals are expected to exert the strongest influence on trust, while design quality and demographic factors are anticipated to provide important secondary effects.





[bookmark: _Toc234710578]Appendix F - Proposed Trust-by-Design Framework
This appendix presents the preliminary Trust-by-Design Framework developed from the literature review. The framework is conceptual at the proposal stage and is expected to evolve following completion of the statistical analysis.
Table F 1: Proposed Trust-by-Design Framework for UK Web Applications
	
	Layer
	Recommended Trust Signals

	Layer 1
	Technical Trust Signals
[12], [8], [16]
	•  Valid SSL/TLS certificates with visible HTTPS indicators
•  Clear and prominent security badge placement
•  Multi-Factor Authentication (MFA) options presented as trust-builders, not friction
•  Transparent data encryption notices at point of data entry

	Layer 2
	Privacy & Transparency
[19], [21], [4]
	•  Plain-language privacy policy summaries (not legal jargon)
•  GDPR-compliant consent mechanisms that are genuinely easy to manage
•  Clear data retention and deletion policies stated prominently
•  Real-time data usage explanations (e.g. ‘we use this to personalise your experience’)

	Layer 3
	Design & Credibility
[13], [14], [23]
	•  Professional, consistent visual design aligned with brand reputation
•  High-quality, accurate content with clear authorship
•  Responsive and accessible design (WCAG 2.1 compliance)
•  Social proof elements: verifiable reviews, trust marks, accreditation logos


 Source: Generated by author (2026).

The framework groups trust signals into three complementary layers: technical trust mechanisms, privacy and transparency, and design credibility, to provide practitioners with an evidence-based approach to building trustworthy web applications. Each layer is grounded in empirical literature reviewed in Chapter 2 and will be refined and ranked following completion of the statistical analysis in the full study.


[bookmark: _Toc234710579]Appendix G - Project Risk Register
In addition to the methodological limitations identified above, this study is subject to a range of project-level risks. The table below presents a comprehensive Project Risk Register covering all identified risks, including likelihood, severity, and priority ratings.
Table G1: Project Risk Register. 
	#
	Category
	Risk
	Impact
	Likelihood
	Severity
	Mitigation Strategy
	Priority

	1
	Ethics
	Delay in ethics approval
	Delays data collection
	Medium
	High
	Submit ethics application early and allow time for revisions
	High

	2
	Recruitment
	Low participant response rate
	Insufficient sample size
	Medium
	High
	Distribute survey across multiple channels and send reminders
	High

	3
	Recruitment
	Participants fail to meet inclusion criteria
	Reduced usable sample
	Low
	Medium
	Include screening questions and apply exclusion criteria
	Medium

	4
	Data Collection
	Incomplete questionnaires
	Missing data
	Medium
	Medium
	Make key survey questions mandatory where appropriate
	Medium

	5
	Data Quality
	Response bias or socially desirable answers
	Reduced validity
	Medium
	Medium
	Ensure anonymity and neutral wording of questions
	High

	6
	Instrument
	Pilot testing identifies unclear questions
	Delayed survey launch
	Low
	Medium
	Revise questionnaire before full deployment
	Medium

	7
	Data Analysis
	Statistical assumptions not met
	Alternative analyses required
	Low
	High
	Check assumptions before analysis and apply alternative tests if necessary
	Medium

	8
	Software
	SPSS or PROCESS Macro issues
	Analysis delays
	Low
	Medium
	Verify software installation before data collection
	Medium

	9
	Data Security
	Accidental loss of research data
	Loss of responses
	Low
	High
	Store encrypted backups on university-approved storage
	High

	10
	Time Management
	Delays completing analysis or writing
	Missed submission deadline
	Medium
	High
	Follow project timeline and schedule regular progress reviews
	High

	11
	Research Scope
	Word count exceeded
	Loss of marks
	Medium
	Medium
	Regularly review and edit the dissertation throughout writing
	Medium

	12
	Personal
	Illness or unforeseen personal circumstances
	Reduced productivity
	Low
	High
	Maintain regular progress and allow contingency time within the schedule
	Medium


Source: Generated by author (2026).
Priority Key
	Priority
	Meaning

	High
	Should be addressed promptly — significant impact on research quality

	Medium
	Monitor and manage — manageable with early action




Overall, the identified risks are considered manageable through effective project planning, early ethical approval, careful questionnaire design, secure data management, and regular progress monitoring. The mitigation strategies outlined above are intended to minimise disruption and support the successful completion of the research within the planned project timeframe.

[bookmark: _Toc234710580]Appendix H - Project Timeline
This appendix presents the full ten-week project timeline for the proposed research. The Gantt chart below maps all thirteen tasks across the research period, indicating where activities run concurrently and identifying the key milestones that must be achieved before subsequent phases can begin. Dissertation writing runs continuously from Week 6 alongside all active research phases to ensure steady progress toward the final submission deadline.
Figure H1. Gantt chart illustrating the proposed ten-week project plan, key milestones, and task dependencies.

	Task / Milestone
	W1
	W2
	W3
	W4
	W5
	W6
	W7
	W8
	W9
	W10

	Literature Review & Proposal Refinement
	
	
	
	
	
	
	
	
	
	

	Ethics Committee Approval (planned)
	
	
	
	
	
	
	
	
	
	

	Questionnaire Design (proposed)
	
	
	
	
	
	
	
	
	
	

	Pilot Study & Refinement (proposed)
	
	
	
	
	
	
	
	
	
	

	Participant Recruitment (proposed)
	
	
	
	
	
	
	
	
	
	

	Survey Data Collection (proposed)
	
	
	
	
	
	
	
	
	
	

	Data Cleaning & Analysis (proposed)
	
	
	
	
	
	
	
	
	
	

	Trust-by-Design Framework (proposed)
	
	
	
	
	
	
	
	
	
	

	Dissertation Writing & Revision (proposed)
	
	
	
	
	
	
	
	
	
	

	Supervisor Feedback & Submission (proposed)
	
	
	
	
	
	
	
	
	★
	★

	Legend:  █ Research/Analysis (proposed)   █ Dissertation Writing & Revision (proposed)   ★ Final Submission milestone


Figure H1: Project Timeline — Six Months. Source: Generated by author (2026).

Project Milestones
The project is structured around six key milestones to ensure steady, measurable progress throughout the research period. Each milestone corresponds to the completion of a defined phase or deliverable.

Table H1: Project Milestones and Deliverables. 
	Period
	Activity
	Milestone / Deliverable

	Week 1–2
	Refine literature review and proposal; obtain ethics committee approval
	Ethics committee approval confirmed (planned); theoretical framework finalised

	Week 2–3
	Design and refine survey questionnaire
	Draft instrument complete and ready for piloting

	Week 3–4
	Conduct pilot study; refine questionnaire; begin participant recruitment
	Questionnaire validated; Cronbach's alpha ≥ 0.70 confirmed

	Week 4–5
	Distribute the survey and complete primary data collection
	Minimum 180 valid responses received, cleaned, and archived

	Week 5–7
	Clean data; conduct statistical analysis (SPSS); interpret results
	All five analyses complete: descriptive, correlation, regression, PROCESS, ANOVA

	Week 7–8
	Develop a Trust-by-Design Framework from empirical findings
	Three-layer framework finalised based on ranked trust predictors

	Week 6–10
	Dissertation writing, supervisor feedback, final editing, and submission
	Completed dissertation submitted before deadline — Week 10


Source: Generated by author (2026).

The timeline confirms that the proposed research is feasible within ten weeks. The two most critical dependencies are ethics committee approval, which must be confirmed before any participant recruitment or data collection begins, and completion of all statistical analysis, which must precede development of the Trust-by-Design Framework. A one-week contingency buffer is incorporated into Week 10 to accommodate final supervisor review, proofreading, and formatting checks before submission.
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