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[bookmark: _Toc133350029]Chapter 1 - Introduction

The internet has become an essential part of our daily lives in today's interconnected world. Alongside the countless benefits, it also presents various risks and challenges, one of which is the growing threat of social engineering attacks. Social engineering is a technique where attackers manipulate individuals into revealing sensitive information or performing actions that compromise their security. These attacks often exploit the human element, which is considered the weakest link in the security chain [1]. 

This project aims to understand the underlying principles of social engineering attacks and develop strategies to defend against them, focusing on raising awareness and promoting cybersecurity best practices among family and close friends.

The overall research question this project seeks to answer is: "How can individuals effectively defend themselves from social engineering attacks through increased awareness and the adoption of cybersecurity best practices?" To address this question, the following objectives have been identified:

1. Investigate the different types of social engineering attacks, their methods, and the psychological principles behind them.
2. Assess the current level of awareness and knowledge regarding social engineering attacks and cybersecurity best practices.
3. Identify the most effective strategies and tools for educating individuals on social engineering threats and defence mechanisms.
4. Develop a set of actionable recommendations to help individuals create a more secure environment for themselves and their close circles.








[bookmark: _Toc133350030]Chapter 2 - Research and Review Literature 

The field of social engineering encompasses a wide range of research topics, including human psychology, communication, and cybersecurity. The present chapter reviews relevant literature in these areas, focusing on the key findings of prior research and how it informs the current project. The literature review is divided into the following sections: 

· The history of social engineering, 
· Human factors in social engineering, 
· Social Engineering Techniques and Tactics
· Social Engineering defence mechanisms.

[bookmark: _Toc133350031]The History of Social Engineering

Social engineering has a long history dating back to the earliest days of human communication [1]. The term itself was coined by Kevin Mitnick, a well-known hacker who used these tactics to infiltrate organisations [2]. Early research in social engineering primarily focused on understanding how hackers manipulated people to gain unauthorised access to sensitive information [3]. Although the term "social engineering" was popularised by Mitnick, the art of manipulating people for personal gain has existed since ancient times. Social engineering has evolved, influenced by various historical, social, and technological contexts.

[bookmark: _Toc133350032]Ancient History 

Historically, social engineering has been utilised in the context of espionage and manipulation. One of the earliest examples can be found in the works of ancient Chinese military strategist Sun Tzu, who emphasised the importance of using deception, manipulation, and psychological tactics to subdue one's enemies [4].

[bookmark: _Toc133350033]19th and 20th Century

During the 19th and 20th centuries, social engineering was utilised in various contexts, such as politics, espionage, and criminal activities. Con artists like Charles Ponzi and Victor Lustig gained infamous publicity for their elaborate schemes, both of which relied on manipulating their victims [5] [6]. 

The world of espionage also saw the use of social engineering, with spies manipulating individuals to divulge confidential information or gain access to restricted areas. During World War II, the British Intelligence agency MI5 employed double agents like Eddie Chapman to deceive and manipulate the Germans [7]. 

[bookmark: _Toc133350034]The Emergence of Modern Social Engineering

The rise of computers and the internet in the late 20th century transformed the landscape of social engineering. Hackers like Kevin Mitnick began utilising social engineering tactics and technical skills to infiltrate organisations and gain unauthorised access to information systems. 

This period also saw the emergence of phishing attacks, where attackers used fraudulent emails to trick users into revealing sensitive information, such as passwords and credit card details. The first recorded phishing attack occurred in 1995 when hackers used AOL's instant messaging system to steal users' passwords [8]. 

[bookmark: _Toc133350035]Social Engineering in the 21st Century

In the 21st century, social engineering has continued to evolve, with attackers employing increasingly sophisticated techniques to manipulate their targets. The proliferation of social media platforms and the availability of personal information online have provided new avenues for attackers to conduct social engineering attacks. 

Attackers often exploit social media platforms to gather information about potential targets, build trust, and launch targeted attacks. This could involve creating fake profiles, impersonating trusted individuals, or infiltrating social circles to manipulate victims. Social media also enables attackers to spread misinformation and propaganda, further enhancing their ability to manipulate public opinion and target specific individuals or groups.

[bookmark: _Toc133350036]The Impact of Covid-19 on the Use of Social Engineering Attacks

The COVID-19 pandemic has triggered a surge of social engineering attacks, exploiting the vulnerabilities created by lockdowns and remote work arrangements. Google's Gmail service had intercepted an astronomical 18 million COVID-19-themed phishing emails, underlining the severity of the situation [9]. This crisis has underscored the demand for organisations to devise and implement a robust response to the threat of social engineering attacks. The COVID-19 pandemic has undoubtedly increased the frequency and sophistication of social engineering attacks, with cybercriminals exploiting the chaos and uncertainty brought on by the crisis. This surge in attacks highlights the need for organisations and individuals to enhance their cybersecurity measures and educate their employees/themselves about potential threats.

The rapid shift to remote work and the reliance on digital communications have created new opportunities for cybercriminals. According to the World Economic Forum (WEF), cyberattacks have increased five-fold since the pandemic's start [10]. Furthermore, the FBI's Internet Crime Complaint Center (IC3) reported a 400% increase in cybercrime complaints at the pandemic's beginning [11].

COVID-19-themed phishing attacks have been the most common type of social engineering attack during the pandemic. These attacks often involve impersonating health organisations, such as the World Health Organisation (WHO) or the Centres for Disease Control and Prevention (CDC), to trick users into clicking on malicious links or divulging sensitive information [12]. Additionally, attackers have used ransomware attacks to target hospitals and healthcare organisations, exploiting the urgency of the pandemic to demand higher ransoms [13]. The latest Verizon Data Breach Investigations report revealed that 33% of attacks against organisations are conducted using social engineering-based tactics [14]. As a result, it is crucial to examine the factors influencing human behaviour, enabling security administrators to address vulnerabilities in information security effectively.












[bookmark: _Toc133350037]Human Factors of Social Engineering

Human factors play a crucial role in the success of social engineering attacks. The psychology of trust and deception has been extensively studied in relation to social engineering [15]. Researchers have identified cognitive biases, such as authority bias [16], and the tendency to trust familiar people [17], which make individuals susceptible to these attacks. Moreover, personality traits and individual differences have been found to influence vulnerability to social engineering [18].
	
[bookmark: _Toc133350038]Cognitive Biases

Cognitive biases play a significant role in making individuals susceptible to social engineering attacks. Cognitive biases are systematic errors in thinking, that affect the judgments and decisions people make. These biases often occur because the brain uses mental shortcuts, known as heuristics, to process information more quickly.

· Authority Bias - Individuals tend to obey authority figures or those who appear to have authority [16]. Social engineers exploit this by impersonating an authority figure or using language and cues that indicate power.

· Reciprocity - People tend to feel obliged to return favours, even if they are unsolicited [17]. Social engineers may offer assistance or gifts to create a sense of gratitude and then request sensitive information or access.

· Scarcity - The perception of scarcity can lead people to make hasty decisions, as they fear missing out on a limited opportunity [17]. Social engineers often use time pressure and the illusion of scarcity to force victims to act without thoroughly evaluating the situation.
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Individuals' emotions can be manipulated to influence decision-making, making them more vulnerable to social engineering.

· Fear - Social engineers may create a sense of urgency or impending danger to make victims act impulsively [19]. For example, an attacker may claim that the victim's account has been compromised and immediate action is required.

· Curiosity - Attackers can exploit curiosity by offering intriguing or valuable information to entice victims to click on malicious links or download harmful files. 

· Trust - People tend to trust those who are familiar with or share commonalities, such as background, interests, or connections [17]. Social engineers may establish relationships with victims by appearing relatable or leveraging shared connections.

[bookmark: _Toc133350040]Personality Traits

Individual differences in personality traits can affect susceptibility to social engineering. 

· Extraversion -  Extraverted individuals may be more likely to share personal information and be more trusting of strangers, increasing their vulnerability to social engineering attacks [19]. 

· Conscientiousness - Highly conscientious individuals tend to follow the rules and procedures, which may make them more resistant to social engineering tactics that involve rule-breaking or non-compliance [19]. 

· Openness to Experience - Those with high transparency may be more curious and willing to explore new information or opportunities, potentially making them more vulnerable to social engineering attacks that leverage curiosity [19].

Social Influence, such as peer pressure or conformity, can make individuals more susceptible to social engineering attacks. For example, people may be more likely to comply with a request if they believe others in their social network have done the same [17]. Understanding these human factors is crucial for developing effective defence mechanisms against social engineering attacks, such as user awareness training and policies that consider the psychological vulnerabilities of individuals.
[bookmark: _Toc133350041]Social Engineering Techniques and Tactics

Social engineering techniques and tactics can be broadly classified into four main categories: phishing, pretexting, baiting, and tailgating. These techniques exploit human tendencies and cognitive biases to manipulate individuals into revealing sensitive information or providing unauthorised access.
[bookmark: _Toc133350042]Phishing 

[image: What is phishing | Attack techniques & scam examples | Imperva]Phishing is one of the most common social engineering techniques. It involves sending fraudulent emails, text messages or social media messages to fool recipients into revealing sensitive information, such as usernames, passwords, or financial details. These messages often appear to come from a legitimate source, like a well-known company or financial institution. They may include urgent requests or alarming statements to create a sense of urgency. Attackers often use social media to gather information about potential targets, which allows them to craft more convincing messages. Spear phishing is a targeted version of phishing where the attacker focuses on a specific individual or organisation. PyPhisher is a simple Python tool for phishing that can be used to simulate phishing attacks, helping users understand the risks and recognise the signs of a potential attack. As part of my Cyber Security/Social Engineering awareness project, PyPhisher might be an appropriate tool to demonstrate the dangers of phishing and how easily attackers can gain sensitive information through social engineering techniques.
[bookmark: _Toc133068854][bookmark: _Toc133347957]Figure 1, Phishing Attack Example


[bookmark: _Toc133350043]Pretexting

Pretexting is a technique where the attacker creates a fictional scenario or impersonates a trustworthy person to obtain sensitive information or access. This can involve impersonating a company representative, a government official, or an IT support technician, for example. The attacker often relies on background information about the target, which can be collected from social media or other publicly available sources, to make their story more believable.

[image: Pretexting: 5 Examples of Social Engineering Tactics]
[bookmark: _Toc133068855][bookmark: _Toc133347958]Figure 2, Pretexting attack example
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Baiting is a technique that exploits human curiosity and greed to lure individuals into revealing sensitive information or downloading malicious software. Baiting can take the form of physical or digital traps. Physical baiting involves leaving USB drives, CDs, or other storage media containing malware in strategic locations where the target is likely to find them. Digital baiting involves luring targets with attractive offers, such as free software downloads or access to exclusive content, in exchange for sensitive information or downloading malware.






[bookmark: _Toc133350045]Tailgating

Tailgating, also known as "piggybacking," is a technique in which the attacker gains unauthorised access to a restricted area by closely following an authorised person. The attacker typically relies on social norms and politeness, which often prevent people from confronting someone who appears to belong or seems to have a legitimate reason to enter the area. Tailgating can be used to access secure buildings, data centres, or other restricted areas where sensitive information or valuable assets are stored.
[image: Security Solutions | Boon Edam USA]
[bookmark: _Toc133068856][bookmark: _Toc133347959]Figure 3, Tailgating Scenarios example

Social engineering techniques and tactics exploit human vulnerabilities to gain unauthorised access to sensitive information or systems. These techniques manipulate human emotions, cognitive biases, and social norms to trick individuals into complying with the attacker's requests. Understanding these techniques will help individuals develop effective strategies to protect themselves against social engineering attacks.
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Given the growing threat of social engineering attacks, researchers have also explored various defence mechanisms. User awareness and training programs have been identified as the most effective defence against social engineering [20], [21]. Moreover, organisations are encouraged to adopt a multi-layered security approach that includes policies, procedures, and technical controls to mitigate social engineering risks [22]

Expanding upon the Social Engineering defence Mechanisms, we can delve deeper into various strategies and tools that can help individuals and organisations protect themselves from social engineering attacks. These defence mechanisms can be broadly categorised into three main areas: 

· User education and awareness
· Policies and procedures 
· Technical controls

[bookmark: _Toc133350047]User Education and Awareness

The primary defence against social engineering attacks is to raise user awareness and provide more available training on identifying and responding to such attacks. By educating users about common tactics used by attackers and how to recognise them, individuals and organisations can reduce the likelihood of successful social engineering attempts.

· Training Programs - Organisations should conduct regular training programs to help employees identify phishing emails, phone call scams, and other social engineering techniques. Interactive sessions, simulations, and role-playing exercises can be effective in reinforcing best practices.

· Security Awareness Campaigns - Companies can implement awareness campaigns that include posters, newsletters, and online resources to remind employees of the risks and their role in preventing social engineering attacks. This method can also be implemented into the self-development of individual cyber security knowledge.


The effectiveness of user education and awareness in mitigating social engineering attacks is widely acknowledged, but its impact can vary based on the quality, frequency, and delivery of the training. Studies have shown that well-designed and continuous training programs can significantly reduce the likelihood of users falling victim to social engineering attacks.

Studies based on the effectiveness of User education and awareness.

A study conducted in 2007 evaluated the effectiveness of an anti-phishing training program and found that the users who participated in the training were more successful in identifying phishing emails, with a staggering 45.3% improvement in their ability to recognise fraudulent emails. This improvement was re-evaluated 28 days later; the results suggest that the training received had a lasting effect on the individuals. 

Furthermore, another study reported that security awareness programs significantly improved participants' ability to recognise phishing emails, with an average correct response from 64% to 95%. 

In a meta-analysis of 69 empirical studies on security training effectiveness, Fruhlinger and Williams found that training programs led to an average 37.3% increase in desired security behaviour [23]. The study also revealed that training methods incorporating active learning techniques, such as hands-on exercises and simulations, were more effective than passive methods, such as lectures and presentations.

Despite these positive results, it is important to note that the effectiveness of user education and awareness depends on several factors, including the quality of the training materials, the frequency of training sessions, and the individual characteristics of the participants.
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Establishing clear policies and procedures for handling sensitive information can significantly reduce the risk of social engineering attacks. These guidelines should be accessible, easy to understand, and regularly reviewed and updated. Although these guidelines are mainly applicable to organisations, the practice will improve individuals' awareness of social engineering further.

· Incident Reporting - Organisations should create a clear process for employees to report suspected social engineering attempts. To apply this to individuals, users must make a note of any suspicious activity for future reference. Prompt reporting can help in mitigating potential damage and improving future defences.

· Access Control and Verification Procedures - Implementing strict access control measures, such as multi-factor authentication, and verifying the identity of individuals requesting sensitive information can help mitigate social engineering attacks.

Policies and procedures play a crucial role in mitigating social engineering attacks. Their effectiveness, however, can vary depending on factors such as the comprehensiveness of the policies, employee adherence, and the overall security culture within an organisation.

A study in 2012 highlights the importance of well-defined policies and procedures in reducing the risk of social engineering attacks. The authors argue that while policies alone are not sufficient, they are a necessary component of a comprehensive security strategy [24].

In the book ‘The Art of Deception’ previously referenced, Mitnick emphasises the importance of policies and procedures in preventing social engineering attacks. He provides numerous examples of how well-defined guidelines can protect organisations from social engineering attempts:

· Password Policies - Mitnick emphasises the importance of strong password policies in preventing unauthorised access to sensitive information. He explains that enforcing policies such as regular password changes, minimum password length, and complexity requirements can help prevent social engineering attackers from exploiting weak or default passwords [20].

· Verification Procedures - Mitnick shares stories where attackers were able to gain unauthorised access or information by posing as employees, vendors, or other trusted individuals. To mitigate this risk, he suggests organisations establish and enforce strict verification procedures to authenticate the identity of any person requesting sensitive information or access [20].

· Access Control - Mitnick highlights the importance of implementing proper access controls to limit the potential damage caused by a successful social engineering attack. For instance, an organisation should implement the principle of least privilege, where employees are granted access only to the resources necessary to perform their job functions. This can minimise the potential damage of an attacker gaining unauthorised access [20].

· Security Awareness Training - Mitnick underscores the significance of regular security awareness training programs for employees. He believes that organisations can significantly reduce their vulnerability to social engineering attacks by educating users about common social engineering tactics and encouraging them to follow established policies and procedures [20].

These examples from Mitnick's book illustrate the importance of well-defined policies and procedures in protecting organisations from social engineering attacks. By adopting and enforcing these measures, companies can strengthen their overall security posture and mitigate the risks posed by social engineering threats.
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While social engineering primarily targets human weaknesses, implementing technical controls can complement the other defence mechanisms by providing additional layers of security.

· Email Filtering and Anti-Phishing Tools – These tools can detect and filter out phishing emails, reducing the likelihood of employees encountering malicious messages. 

· Intrusion Detection and Prevention Systems (IDPS) - IDPS can monitor network traffic and detect suspicious activities, helping organisations identify and mitigate potential social engineering attacks in real-time. 

Technical controls can significantly contribute to mitigating social engineering attacks, but their effectiveness varies depending on the specific technology and implementation. Studies and reports have highlighted some ways in which technical controls have effectively reduced the impact of social engineering attacks.

Studies Based on the Effectiveness of Policies and Procedures

A study found that email filtering and anti-phishing tools effectively reduced the likelihood of phishing email delivery by 90%. Furthermore, the researchers discovered that individuals' ability to detect phishing emails improved by 40% with the use of technical controls [25].

In another analysis, Kumaraguru investigated the effectiveness of anti-phishing browser toolbars designed to warn users about potential phishing websites. They found that these toolbars helped reduce the success rate of phishing attacks by 50%. However, the effects varied depending on the toolbar used, with some toolbars achieving a success rate of 90% in identifying phishing websites [26]. 

While these studies demonstrate the effectiveness of technical controls in mitigating social engineering attacks, it is essential to note that no single solution provides complete protection. A multi-layered approach that combines technical controls with user education, policies, and procedures is necessary to maximise defence against social engineering threats.
[bookmark: _Toc133350050]Limitations

Conducting this experiment on family and friends may present several limitations that could impact the study's validity, reliability, and generalisability. Some of these limitations include:

Sampling Bias - By recruiting family and friends, the sample may not represent the broader population. This group is likely to share similar backgrounds, experiences, and social circles, which could introduce biases into the study and limit the generalisability of the findings.

Social Desirability Bias -  Participants familiar with the researcher may be more likely to provide socially desirable responses, rather than their genuine opinions, to please the researcher or avoid potential conflicts. This could affect the accuracy of the data collected and lead to biased results.

Hawthorne Effect -  Participants might change their behaviour during the study simply because they are aware they are being observed. This could lead to an overestimation of the effectiveness of the project.

Limited Sample Size – I have limited participants, which can limit the study's statistical power and the ability to detect significant effects. This could also impact the reliability and generalisability of the findings.

Ethical Considerations - Researching family and friends might create conflicts of interest or raise concerns about the potential for coercion. Participants may feel obligated to take part in the study, which could affect the voluntary nature of informed consent.

In this project, I will focus on social engineering threats and how to raise awareness among individuals. The primary objective is to enhance understanding and promote better security practices. To ensure that this project is conducted ethically and responsibly, the following guidelines will be adhered to:

Consent Form - Prior to initiating the project, consent will be obtained from all participating individuals. The purpose, process, potential risks and intended outcomes will be clearly explained to ensure participants fully know the project's implications.

Harm Minimisation - The project will be designed to minimise any harm or distress to participants. Financial loss, reputational damage, and emotional distress will be strictly avoided.

Anonymity and Confidentiality - Participants' privacy will be protected by maintaining anonymity and keeping personal information confidential. Identifying information will not be disclosed, and data will only be used for the purposes of this project.

Debriefing - Upon project completion, participants will be debriefed with a comprehensive explanation of the project's purpose, findings, and any necessary follow-up actions.

Legal Compliance: The project will comply with all applicable laws and regulations.

Educational Purpose - The primary focus of this project will be on education and awareness rather than causing harm or exploiting vulnerabilities. I aim to foster better security practices among my family and friends by emphasising the importance of understanding social engineering threats.

By following these guidelines, I will ensure that my project on social engineering remains ethically sound, responsible, and focused on enhancing my family and friends' knowledge and cybersecurity practices.














[bookmark: _Toc133350051]Chapter 3 - Research and Development Methodology

[bookmark: _Toc133350052]Experimental Hypothesis

The implementation of a targeted educational experiment will significantly improve friends' and family members' awareness and understanding of social engineering tactics and techniques, leading to a higher ability to identify potential social engineering attacks and an increase in proactive behaviours related to information security and social engineering prevention within their personal and professional lives.

[bookmark: _Toc133350053]Questionnaire and Results (Pre-Experiment)

I am conducting a questionnaire for my project to achieve several key objectives. First and foremost, it allows me to gather valuable data and insights from the targets, helping me better understand their perspectives, knowledge, and needs. By assessing their responses, I can identify trends and areas for improvement in the project's focus area.

Additionally, the questionnaire serves as an effective tool for engaging the participants and promoting awareness about the project's subject matter. This increased engagement will foster a sense of ownership and involvement among the participants, making them more likely to support the project's goals and contribute to its success.

Moreover, the questionnaire results can be used as a baseline for measuring the project's progress and impact. As the project moves forward, I can conduct follow-up questionnaires to gauge the effectiveness of the education that has been implemented. This will allow me to make data-driven decisions, adapt strategies as needed, and ensure the project stays on track to achieve its desired outcomes.

For this study, I have created a table with 14 participants, including their names, ages and job profiles, to record the results of the questionnaire anonymously. Maintaining anonymity ensures that participants feel comfortable providing honest and accurate responses, knowing that their identities will not be disclosed in any reports or publications.
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[bookmark: _Toc133068857][bookmark: _Toc133347960]Figure 4, Table representing participants of the project.
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Description automatically generated]The survey was conducted face-to-face, with all data gathered from it being inputted into an Excel spreadsheet for subsequent analysis. I calculated the mean scores for each of the ten questions in the questionnaire. The mean represents the average score across all participants for each question.[bookmark: _Toc133068858][bookmark: _Toc133347961]Figure 5, Visual representation of mean values from the Questionnaire.

The mean scores indicate that participants generally provided similar responses across the questions, with scores mainly clustering around 3 to 4 points. Question 6 had the highest mean score of 3.86, suggesting that, on average, participants had a more favourable view or experience regarding being cautious when clicking on links or downloading attachments from unknown sources. In contrast, Questions 2 and 9 had the lowest mean scores of 3.21, indicating that participants may have some concerns or less positive experiences in these areas. This visual representation will be used again after the experiment has been conducted to monitor improvements.
[bookmark: _Toc133350054]Tools and Techniques

In order for me to complete this project, the following Hardware and Software will be used throughout. 

· MacBook Air – This will be used to document all my findings as it is portable and easily accessible.

· Gaming Laptop – The gaming laptop is solely used for the use of the virtual machine. Running a virtual machine requires a higher-performing computer in order to perform reliably. 

· VMWare - VMware can be used as a tool to create safe, isolated environments for testing and experimentation.

· Microsoft Office 365 – I will be using multiple tools to document and analyse my findings from the Social engineering process. 

[bookmark: _Toc133350055]1 - Reconnaissance (Information Gathering)

Incorporating reconnaissance into a social engineering project is essential to increasing the likelihood of success. This step involves researching and collecting information about the target organisation or individual, such as their role in the organisation, habits, preferences, and social connections. This information helps social engineer tailor their approach and select the best method of persuasion [20].

A 2023 report by the Ponemon Institute indicated that 76% of organisations experienced a successful phishing attack, one of the most common types of social engineering attacks [27]. These attacks often rely on reconnaissance to create highly convincing phishing emails, which may include personal information about the target or references to specific events, projects, or people within an organisation.
The objectives of this section are to:
· Define reconnaissance and its role in social engineering attacks.
· Describe the various tools and techniques planned during the reconnaissance phase.
[bookmark: _Toc133350056]Open-Source Intelligence (OSINT)

OSINT refers to the collection of publicly available information that can be used to gain insights into the target. Sources of OSINT include websites, social media platforms, online forums, and public databases. Attackers often use OSINT tools and techniques to gather information such as names, job titles, email addresses, and phone numbers. As this project is being carried out with family and friends, this stage of the attack will be used to validate accounts associated with a relative or friend. As some of these individuals are recent friends I have met at the university, I have yet to get their personal emails and social media platforms. 
Sherlock (OSINT Tool)
Sherlock is an open-source intelligence (OSINT) tool used in social engineering and cybersecurity projects to gather information about individuals or organisations. Sherlock is a Python-based OSINT tool designed to search for usernames across various social media platforms and websites [28]. By inputting a single username, Sherlock can quickly identify the target's presence on multiple platforms, providing valuable information about their online activity and digital footprint. 
How I installed this is demonstrated in the appendix. 
While using Sherlock OSINT, my intentions will focus on gathering information from publicly available sources on the internet, particularly focusing on usernames across various platforms.

[bookmark: _Toc133350057]Passive Reconnaissance

During passive reconnaissance, the attacker will collect information about the target without actively engaging or interacting with them. Techniques include network scanning, eavesdropping/shoulder surfing, and monitoring the target's online activities, such as social media updates and website visits.

[bookmark: _Toc133350058]Eavesdropping 

Eavesdropping involves covertly listening to conversations between individuals or intercepting electronic communication to gather information. In this project, eavesdropping will be conducted in the following way:
· Physical eavesdropping - Observing and listening to conversations among friends and family members during gatherings, social events, or public spaces.
[bookmark: _Toc133350059]Shoulder Surfing

Shoulder surfing involves observing someone's actions, such as entering a password, dialling a phone number, or viewing sensitive information on a device screen. In this project, shoulder surfing will be conducted in the following way:
· Physical shoulder surfing - Observing friends and family members while they interact with their devices, such as unlocking their smartphones, entering login credentials, or accessing personal accounts.
Data collected through eavesdropping and shoulder surfing will be analysed to determine the type of information gathered, such as:
· Personal identifiers (e.g., names, addresses, phone numbers, and email addresses)
· Account credentials (e.g., usernames, passwords, and security questions)
The effectiveness of these methods will be assessed based on the quality and sensitivity of the information obtained, and the ease with which it was gathered.

[bookmark: _Toc133350060]2 - Establishing Trust and Rapport

Social engineers build trust and rapport with their targets by establishing credibility or appearing like legitimate people [1]. This could involve impersonating a trusted authority figure, an employee, or someone the target knows. As I am conducting this on individuals who know me, I have given enough time for them to forget about the consensual form they signed in order to make the attack inflict a more accurate reaction. 

[bookmark: _Toc133350061]Pretexting
· Pretexting is a technique where the attacker creates a believable story or scenario to obtain the desired information from the target. This may involve impersonating someone in a position of authority or creating a false sense of urgency. The attacker will carefully construct a convincing pretext for the target to comply [29].
[bookmark: _Toc133350062]Familiarity and Similarity 
· People are more likely to trust and feel comfortable with those they perceive as similar to themselves. Social engineers may exploit this by mimicking the target's language, interests, or affiliations to establish rapport and build trust. As this project is being conducted on family and friends, familiarity might influence the likelihood of a successful attack. Although this might be the case, being aware of cyber impersonation is crucial for cyber security.
[bookmark: _Toc133350063]Reciprocity
· The principle of reciprocity states that people are more inclined to comply with a request if they have received something from the requester first. Social engineers may leverage this by offering help, gifts, or favours to create a sense of obligation in the target, making them more likely to comply with subsequent requests [17].
[bookmark: _Toc133350064]Authority
· People are more likely to comply with requests from those they perceive as being in positions of authority. Social engineers may exploit this by impersonating a high-ranking executive, a law enforcement officer, or an IT support specialist to persuade their target to divulge sensitive information or perform a compromising action [30].
[bookmark: _Toc133350065]Social proof - 
· Social proof is the phenomenon where individuals look to the actions and decisions of others to guide their own behaviour. Social engineers may use this principle by fabricating endorsements from colleagues or friends of the target, creating the impression that the requested action is widely accepted or approved [17].
By understanding and employing these principles of trust and rapport, we, as social engineers, can manipulate their targets more effectively. This highlights the importance of being aware of these tactics and educating individuals on recognising and resisting social engineering attempts.



[bookmark: _Toc133350066]3 - Exploitation

Exploitation is a critical phase in social engineering, as it involves leveraging the trust and rapport built with the target to manipulate them into divulging sensitive information or performing actions that compromise their security.

To perform this step of the Social Engineering experiment, I will attempt to use multiple Social engineering tools and techniques (some mentioned in previous steps) in order to manipulate the targets into giving the desired information.

[bookmark: _Toc133350067]PyPhisher

PyPhisher is a social engineering tool developed in Python that focuses on phishing attacks. Phishing is a type of social engineering attack where an attacker aims to trick victims into revealing sensitive information, such as usernames and passwords, by creating a clone of a genuine page [31]. PyPhisher is designed to facilitate phishing attacks by providing templates for popular websites. 
How I installed this is demonstrated in the appendix. 
As someone using PyPhisher, my intentions involve executing a phishing attack by creating a fake webpage that looks like the original one to deceive my target. I will be attempting to capture sensitive information such as usernames, passwords, or other critical details from the victim.

PyPhisher is an appropriate tool to demonstrate the dangers of phishing and how easily attackers can gain sensitive information through social engineering techniques. By using PyPhisher, I can show how an attacker might create a malicious phishing URL and capture sensitive information like login credentials. Demonstrating this process will help users visualise the threat and understand the need for caution when dealing with suspicious emails or messages.

As someone who wants to help educate others on cybersecurity and password protection, I understand the importance of providing guidance when a person falls victim to an attack or scam. 

[bookmark: _Toc133350068]4 - Execution and exit

During the "execution and exit" stage, the social engineer leverages the access or information gained during the exploitation stage to achieve their ultimate objectives. This stage can be broken down into the following sub-processes:

[bookmark: _Toc133350069]Action on Objectives

The social engineer uses the obtained information, access, or control to fulfil their goals. This could include stealing data, compromising systems, or committing fraud. The objectives of a social engineering attack can be varied, and attackers may employ different tactics to achieve them.

· Financial Gain - The social engineer might aim to profit financially by accessing sensitive financial information such as credit card numbers, bank account details, or login credentials. This information can be used directly for fraudulent transactions or sold illegally on the black market.

· Corporate espionage - The attacker may be interested in gaining access to a company's confidential information, such as trade secrets, intellectual property, or strategic plans. Corporate espionage can provide competitive advantages, disrupt a rival's operations, or enable extortion.

· Sabotage - Social engineers may target an organisation with the intent to disrupt its operations or damage its reputation. This could involve actions like deleting crucial data, introducing malware or ransomware, or tampering with systems to cause physical harm or service disruptions.

· Identity theft - The attacker may be interested in obtaining the personal information of individuals within the target organisation. This could include Social Security numbers, birth dates, or addresses, which can be used for identity theft or other fraudulent activities.


As this project is based on educational awareness, I will not be conducting any of these steps. This is only mentioned for the education of the reader.

[bookmark: _Toc133350070]Covering Tracks 

Covering tracks is an essential part of a successful social engineering attack, as it helps the attacker maintain access to the target environment, avoid detection, and minimise the risk of being caught.

· Log manipulation - Social engineers might manipulate or delete logs to remove evidence of their activities. This can include altering system logs, security logs, and application logs to eliminate any traces of unauthorised access, file modification, or other malicious activities [32].

· Concealing communication - Attackers may use encryption, steganography, or other techniques to conceal their communication with compromised systems or exfiltrated data. This makes it difficult for security analysts to identify and analyse malicious traffic, helping the social engineer maintain a low profile.

· Creating backdoors - Social engineers may create backdoors in the target's systems, which enable them to maintain access even after their initial entry point has been closed or discovered. Backdoors can be hidden in legitimate software, disguised as routine processes, or embedded in firmware to avoid detection.

[bookmark: _Toc133350071]Exit Strategy

This stage is crucial for ensuring the social engineer disengages from the target without arousing suspicion or leaving evidence that could lead to their identification. A well-executed exit strategy helps maintain the illusion of legitimacy.

· Gradual disengagement – The Social engineer may slowly distance themselves from the target, reducing the frequency and intensity of communication over time. This helps avoid sudden or abrupt changes that could raise suspicions.

· Providing closure - In some cases, the social engineer may provide the target with a sense of closure, giving them a reason to believe that the interaction has come to a natural end. This could involve inventing a plausible pretext for ending the relationship.
A well-planned exit strategy is crucial to the success of a social engineering attack. By understanding the techniques used by social engineers during the exit stage, individuals can better detect potential threats and mitigate the risks associated with social engineering attacks.
[bookmark: _Toc133350072]Chapter 4 - Implementation

[bookmark: _Toc133350073]Information Gathering (Reconnaissance) 

The shoulder surfing technique involves observing individuals using their devices and gathering information about them without their knowledge. For this experiment, I positioned myself close enough to observe the screen of each participant's device without arousing suspicion. The experiment was conducted in various settings, such as participants' homes, shops, and public areas, where participants casually used their devices.

[bookmark: _Toc133350074]Participants

A total of 14 friends and family members were observed during the experiment. Although the participants gave consent, they were not informed about when the experiment was being conducted in order to avoid any bias or change in their behaviour while using their devices.

[bookmark: _Toc133350075]Data Collected

I discreetly observed each participant while they were using their devices for an average duration of 30 minutes. I took notes on the types of content they viewed, the social media platforms they frequented, and the way they interacted with their devices. The data collected included information on:
· Social media platforms - The platforms each participant accessed most frequently, such as Facebook, Instagram, Twitter, or Snapchat.
· Interests - The types of content each participant engaged with, such as news articles, blogs, videos, or images, and the topics they were interested in.
· [image: Table

Description automatically generated]Social media habits - How often the participant checked their social media accounts and the time spent on each platform.
[bookmark: _Toc133348038][bookmark: _Toc133348203] Table 1, Information Gathered from Reconnaissance Stage.
The shoulder surfing experiment provided valuable insights into friends' and family members' interests and social media preferences. This information can be used to understand their online behaviour and preferences better in order to tailor a more effective social engineering attack. 

[bookmark: _Toc133350076]Sherlock (OSINT)

I used Sherlock to search for known usernames of friends and family members on various social media/online platforms. The following steps were taken during the task:
· Obtaining usernames - I collected the usernames of as many friends and family members by directly asking them or by searching through my existing contact lists.
· Installing and running Sherlock - I installed the Sherlock tool on my computer and executed the script, providing the collected usernames as input.
· Data collection - Sherlock generated a report for each username, listing the social media platforms on which the given username was found. I analysed the results and recorded the platforms where each participant had an account.
Sherlock's performance did not meet my expectations regarding searching for usernames; it was restricted to single-word queries. This limitation posed a challenge because some users may have incorporated spaces in their usernames, hindering effective social media data collection.
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Description automatically generated]During my research, I discovered that Leon frequently uses Instagram, so I focused on his username in Sherlock. Consequently, Sherlock identified his username as an active Instagram account and supplied a link. Although Sherlock also offered links to numerous other social media accounts, they were not connected to the specific Leon I was targeting.[bookmark: _Toc133068860][bookmark: _Toc133347963]Figure 7, Link redirected me to Leons Instagram page.
[bookmark: _Toc133068859][bookmark: _Toc133347962]Figure 6, , Sherlock capturing Social Media account under the query "LeonFindlay1"



[image: ]Furthermore, I discovered that Alisha is an avid user of Instagram and TikTok. Consequently, I used her full name without spaces to search for her on Sherlock. This led to Sherlock identifying and supplying a link to her active Instagram account. Although Sherlock also presented links to numerous other social media profiles, they were not connected to the Alisha I was targeting.[bookmark: _Toc133068861][bookmark: _Toc133347964]Figure 8, Sherlock capturing Social Media account under the query "AlishaGibbons".
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[bookmark: _Toc133068862][bookmark: _Toc133347965]Figure 9, Link redirected me to Alisha's Instagram page.
The remainder of my inquiries yielded matches for only some of the other participants. As a result of this, I will rely on the information collected from Table 1 above to proceed. 

The remaining usernames were obtained through previously obtained usernames and active shoulder surfing when the user was on their device.

[bookmark: _Toc133350077]Establishing Trust and Rapport

[bookmark: _Toc133350078]Limitations of this section

The trust and rapport stage of the social engineering experiment might not apply to my case, as the study participants already trusted me. Since the investigation relied on pre-existing trust and rapport, the results may not be generalisable to situations where a social engineer must first establish trust and connection with a target.

The experiment results could be biased due to this pre-existing trust, making it easier for me to manipulate the participants compared to a situation where trust had to be built from scratch. Consequently, the validity of the results might be limited, as they may need to accurately represent the typical process and effectiveness of social engineering tactics in real-world scenarios where trust and rapport must be established.

To obtain more valid results, future research should consider designing experiments that account for the trust-building phase of the social engineering process. This could involve using a third-party researcher or confederate with no existing relationship with the participants or conducting the study in a more controlled setting, such as a simulated environment where the experimenter must first establish trust and rapport with the target before attempting manipulation.

[bookmark: _Toc133350079]Exploitation

In the exploitation phase of the experiment, my objective was to infiltrate the accounts of every participant involved. To accomplish this, I had to make effective use of the information and strategies acquired during the earlier stages of the attack. By leveraging these insights, I could maximise my chances of achieving a successful attack.

The previous steps in the process were critical for laying the groundwork needed for the exploitation stage. These steps included conducting thorough reconnaissance, gathering target intelligence, and identifying potential vulnerabilities that could be exploited. By employing these tactics, I was able to gain a comprehensive understanding of the target environment and tailor my approach accordingly.


Once I clearly understood the targets and their potential weaknesses, I devised a plan to exploit these vulnerabilities. This involved selecting appropriate attack vectors, crafting persuasive phishing emails, or utilising social engineering techniques to manipulate the targets into revealing their sensitive information or credentials.
[image: Table
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Throughout the exploitation phase, I carefully monitored the success of my efforts, refining my strategies when necessary. By adapting to the evolving circumstances and utilising the insights gained from the previous stages, I increased the likelihood of successfully compromising the accounts of 6 of the 14 participants in the experiment.

[bookmark: _Toc133350080]Those who fell victim to an attack

[bookmark: _Toc133350081]Anne and Steve 

Anne, having retired from her role as a Social Worker manager, boasts a wealth of experience in various technology-based tasks. Throughout her career, she was entrusted with the critical responsibility of safeguarding her clients' sensitive and confidential data. This required her to stay up-to-date on the latest security protocols and technologies, ensuring the privacy and protection of the individuals she served.

On the other hand, Steve, a former Royal Air Force (RAF) member, has transitioned to a part-time role as a lorry driver instructor. His background in the military may not have provided him with the same level of exposure to confidential information as Anne experienced in her profession. Consequently, Steve's security awareness and familiarity with best practices for handling sensitive data might be considerably lower than Anne's. 
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Description automatically generated]Learning about Anne and Steve's passion for outdoor adventures and exploring in their campervan enabled me to develop a well-thought-out approach to encourage them to share their email addresses without any hesitation. The image below illustrates how a precisely designed message with relevant context can persuade someone to provide their information willingly.[bookmark: _Toc133068863][bookmark: _Toc133347966]Figure 10, pretexting/baiting Anne and Steve via WhatsApp
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Description automatically generated]Without hesitation, I decided to really test the water with how obvious a malicious link could be made without raising awareness of the targets. I opted to send a seemingly fraudulent PayPal link to log into the GoOutdoors portal, hoping both targets would recognise it as an evident scam.
[bookmark: _Toc133068864][bookmark: _Toc133347967]Figure 11, PyPhisher UI - GoOutdoors URL redirect
Within the PyPhisher UI, I chose to use PayPal as a login portal which would redirect to the GoOutdoors sale page, further convincing the victim they have got the offer they were originally presented with. 

The URL link I chose to redirect to was “https://gooutdoors.co.uk/sale

Upon a successful login on the phishing link, they will be presented with this page.
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Description automatically generated][bookmark: _Toc133068865][bookmark: _Toc133347968]Figure 12, redirected link to GoOutdoors sale.
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Description automatically generated][bookmark: _Toc133068866][bookmark: _Toc133347969]Figure 13, PyPhisher URL link generated.


[image: ]After creating the Phishing URL within PyPhisher, I was given the option to create a custom URL, allowing me to tailor my attack method to the targets further. I created the custom link using keywords associated with the initial baiting method.[bookmark: _Toc133068867][bookmark: _Toc133347970]Figure 14, Custom URL for Anne and Steve.
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Description automatically generated]In the concluding phase of the exploitation setup, the objective was to craft a counterfeit email connected to a GoOutdoors-themed account and distribute the phishing email.[bookmark: _Toc133347971]Figure 15, Email also sent to Steve.
[bookmark: _Toc133347972]Figure 16, Phishing email sent to Anne, impersonating GoOutdoors.
[bookmark: _Toc133068868][bookmark: _Toc133347973]Figure 17, Phishing link Landing page, Bad URL and PayPal.

Here is the landing page they would have been presented with after clicking the link. As you can see, the URL does not correlate with the original link sent, and PayPal is not involved in the promotional offer for GoOutdoors.
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Description automatically generated]Shortly after the emails were dispatched, Anne and Steve quickly fell prey to the fraudulent scheme. I allowed the software to operate for 27 minutes, which proved to be ample time for both individuals to succumb to the cyberattack. Figures 17 and 18 illustrate that both targets inadvertently entered their respective email addresses and passwords into the deceptive phishing websites.[bookmark: _Toc133068871][bookmark: _Toc133347974]Figure 18, Credential for Anne's PayPal had now been harvested.

[bookmark: _Toc133068872][bookmark: _Toc133347975]Figure 19, Steve's credentials were also harvested from the Phishing page.


As soon as these results were captured, I immediately contacted the individuals to advise them that they had fallen victim to a phishing attack and to change their password in order to stay protected. Although I had no intention of using their credentials, I wanted to be sure that their details remained safe and had not been exposed in any way. This is how I can share the credentials above.
[bookmark: _Toc133350082]Karen

Karen is a receptionist at a General Practice, frequently managing data security as part of her daily responsibilities. Being an employee of the National Health Service (NHS), she is consistently provided with comprehensive training modules designed to enhance her knowledge and skills in cyber security awareness. 

Throughout the year, Karen completes numerous training modules aimed at equipping her with the necessary knowledge and skills to identify and avoid cyber threats. However, despite the comprehensive training, the fundamental principle of trust sometimes causes her to overlook the warning signs of a potentially malicious link. This highlights the importance of balancing trust with vigilance in cyber security, as even well-trained professionals can be vulnerable to deception.
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Description automatically generated]
When attempting to engage with Karen, I chose to utilise WhatsApp as my primary mode of communication. I crafted a straightforward yet believable backstory involving an upcoming birthday celebration, effectively persuading her to lower her guard. As a result, she willingly followed the unfamiliar link that I had shared with her.

Initially, Karen encountered difficulty accessing the link, as it failed to load properly. However, she remained undeterred and decided to give it another shot. On her second attempt, Karen successfully navigated and logged into the phishing page.
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Description automatically generated]Immediately after this, her credentials appeared in the PyPhisher interface, indicating another successful attack. [bookmark: _Toc133347976]Figure 20, Karen’s credentials successfully harvested using PyPhisher.

Upon concluding our debriefing session with Karen following the cyber-attack, she expressed her concern about the password being used across various platforms and asked me to blur it for security reasons. In response to her request, I made sure to blur the password in question to maintain confidentiality. However, I also emphasised the importance of updating all instances of duplicate passwords to ensure enhanced protection against potential future cyber-attacks.



[bookmark: _Toc133350083]Rob

Rob is a dedicated and independent entrepreneur specialising in the Orthopaedics industry. His primary concern is safeguarding his business and personal information from potential threats. He also claims to have a credible knowledge of technology and data security, according to his high-scored result from the questionnaire. 

[image: Graphical user interface, text, application, chat or text message

Description automatically generated]Based on my research about his background and interests, I determined that creating a personalised attack strategy centred on LinkedIn would be best. LinkedIn is a social media platform specifically designed for professional networking and career development. By focusing our approach on this platform, I could effectively target his professional interests, connections, and aspirations. This will allow us to leverage the extensive features available on LinkedIn to craft a highly targeted and efficient strategy, ultimately maximising the chances of success. 
[bookmark: _Toc133347977]Figure 21, a simple but effective way of causing panic.
By tactically crafting a convincing lure, Rob displayed a keen enthusiasm to delve deeper into the matter of identifying any individuals who could potentially be masquerading as his business. His concern to uncover the truth was driven by his desire to protect the reputation and integrity of his company and to ensure that no unsuspecting customers would fall prey to any fraudulent activities. By causing this panic, I could easily harvest his business page credentials.
[bookmark: _Toc133347978][image: Graphical user interface

Description automatically generated]Figure 22, Rob falling victim to a LinkedIn scam.
Upon obtaining the results, I promptly contacted him via phone call in order to alert him about the possible risks he and his business might face as a consequence of clicking on an unidentified link. I advised him to change his password immediately in order to safeguard against future attackers.

[bookmark: _Toc133350084]Alisha
Alisha is a PhD student working part-time as a shop floor assistant.  Due to her lack of experience in cybersecurity practices, she too, became a victim of a successful social engineering attack.
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Description automatically generated]A simple message linking to a “Instagram Reel” exposed her to a phishing attack. 
[bookmark: _Toc133347979]Figure 23, Custom URL created in PyPhisher for Instagram reels.
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Description automatically generated]
[bookmark: _Toc133347980]Figure 24, preview of Instagram phishing page - log in screen.
[image: A screenshot of a computer

Description automatically generated with medium confidence]As shown in Figure 24, the URL is flagged as dangerous. Although this was flagged as a dangerous site, Alisha did not recognise this warning. [bookmark: _Toc133347981]Figure 25, Alisha credentials get stolen.

After obtaining her credentials, she promptly realised the unfortunate situation she had become entangled in. I urged her to promptly update her password and dedicate time to educating herself on the perils of social engineering attacks to better safeguard her information and privacy.



[bookmark: _Toc133350085]Rhys

[image: ][image: ]Rhys is currently pursuing a master’s degree in cyber Forensics, dedicating his academic efforts to understanding the historical context, contemporary issues, and potential future challenges in the realm of cyber security. Given that this is his area of expertise, I was curious to see how vigilant he could be when faced with an unexpected situation. So, I decided to send him a seemingly random message containing a link to an Instagram post, hoping to test his awareness and alertness in the context of potential cyber threats.[bookmark: _Toc133347982]Figure 26, Rhys becoming a phishing scam victim.
[bookmark: _Toc133347983]Figure 27, Out of the ordinary Instagram URL to test awareness.

Much to my surprise, Rhys immediately clicked on the link and proceeded to input his personal information without hesitation.
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Out of the 14 participants, it was surprising to see that 6 of them fell victim to the attack methods employed during the experiment. This demonstrated the continued vulnerability of individuals to social engineering techniques, even when they were aware that they were part of a study. It's a sobering reminder of the importance of vigilance and education in the ongoing battle against these ever-evolving threats.














[bookmark: _Toc133350086]Mitigating the Attack Strategies Used in this Experiment

[bookmark: _Toc133350087]Shoulder Surfing

[bookmark: _Toc133350088]Screen privacy filters

[image: How Do Privacy Screen Protectors Work - Surfshark]Privacy filters, also known as privacy screens or screen filters, are physical accessories that can be attached to a device's screen to limit the viewing angle. This helps protect the on-screen information from prying eyes, making it visible only to the user sitting directly in front of the screen. 
[bookmark: _Toc133347984]Figure 28, Visual representation of the effectiveness of Privacy Filters.

Privacy filters are vital in safeguarding sensitive information on digital screens from prying eyes, particularly in public spaces, workplaces, and personal computing environments where shoulder surfing poses a significant risk. According to a recent study, 68% of respondents reported that their organisation experienced a data breach as a result of employee or contractor negligence, which can include shoulder surfing incidents [33]. 

These privacy filters limit the viewing angle of a display, ensuring that only the person directly in front of the screen can see its contents. Typically, they are effective from 45-degree angles, meaning the screen appears black or blurred to anyone viewing it from a wider angle. Consequently, this can help protect sensitive data from being inadvertently disclosed to unauthorised individuals.

A study by 3M found that implementing privacy filters can reduce visual hacking success by up to 50% [34]. Moreover, a 2016 survey conducted by the Ponemon Institute revealed that 87% of mobile workers observed sensitive information on someone else's screen in public spaces [35], which highlights the importance of privacy filters in preventing data breaches

[bookmark: _Toc133350089]Adjusting Display Timeout Settings for Enhanced Security

To enhance the security of your device, it is advisable to configure it to automatically lock or power down the display after a brief period of inactivity. Doing so can minimise the risk of unauthorised individuals gaining access to your sensitive information through shoulder surfing when you are not physically present on your device. This can be achieved by adjusting the display timeout settings on your device. These settings determine the duration of inactivity that triggers the device's lock or power-down mechanism. Setting a shorter timeout ensures that your device is protected even if you unexpectedly step away for a short time.

[bookmark: _Toc133350090]Enhancing Awareness and Strategic Placement in Various Settings

By carefully considering the layout and dynamics of the space you are in, you can better control the visibility of your screen and protect sensitive information. It is crucial to maintain a heightened sense of consciousness regarding your environment and position yourself strategically to minimise the chances of others viewing your screen. When in public areas or at work, even at home in this case, select seating arrangements that are less frequented by a passer-by or situate yourself with your back against a wall for added privacy. 

[bookmark: _Toc133350091]Gesture-based Authentication Techniques

Implement biometric or gesture-based security measures, including fingerprint scanners, facial recognition technology, or pattern lock mechanisms. These advanced methods typically offer enhanced protection against shoulder surfing, as they are more challenging for unauthorised individuals to observe and replicate in contrast to conventional password input systems.









[bookmark: _Toc133350092]Password Management Solutions

To minimise the risk of unauthorised access to your accounts, it is highly recommended to utilise password managers that offer auto-fill functionality, usually accessed via biometric/facial identity verification. These tools provide a seamless and secure way to store and manage your login credentials, reducing the need for manual password entry. By avoiding the manual input of sensitive information, you can effectively deter potential shoulder surfers who may be attempting to observe your actions and steal your login credentials. 

By incorporating a mix of the strategies outlined, individuals can significantly reduce the risks associated with shoulder surfing while maintaining a balance between user convenience and privacy protection.

[bookmark: _Toc133350093]Information Gathering through Social Accounts

[bookmark: _Toc133350094]Privacy Management

It is crucial to carefully manage your privacy settings on social media platforms in order to minimise the exposure of your personal information to others. Doing so lets you maintain greater control over your digital footprint and enhance your online security.

· Tailor your post visibility - Ensure that you have specified the appropriate audience for each of your posts. Most social media platforms provide options to share content with the public, friends, or a custom group of individuals. Adjust these settings according to your comfort level and the nature of the content you are sharing.

· Limit access to personal information - Review your profile and account settings to restrict the visibility of sensitive information, such as your email address, phone number, and home address. Consider limiting access to this information to a select group of trusted contacts or removing it entirely from your profile.

· Regularly review third-party app permissions - Social media platforms often integrate with other apps and services to provide additional functionality. However, these third-party apps may also request access to your personal data. Regularly evaluate the permissions granted to these apps and remove any that are no longer necessary or that you do not recognise.
[bookmark: _Toc133350095]Review and Clean up

To maintain a secure and clutter-free social media presence, periodically reviewing your accounts and eliminating outdated or unnecessary content is essential. This may include old posts, photos, or comments that no longer serve a purpose or accurately represent your current persona. Additionally, assess your social media portfolio and consider deactivating or deleting inactive accounts or those no longer relevant to your interests and objectives. This proactive approach will help you streamline your online presence and reduce potential privacy risks.

[bookmark: _Toc133350096]Data posting minimisation

Being cautious when sharing personal information on social media platforms. In order to protect your privacy and reduce the risk of identity theft or other potential harm, it is important to limit the amount of personal data you make available online.

[bookmark: _Toc133350097]Keeping Informed

To safeguard your online privacy, it's essential to stay informed about the latest developments in privacy issues, data breaches, and updates to social media platforms. By keeping abreast of these matters, you can be better prepared to protect your personal information and digital footprint.

· Monitor the latest privacy concerns - Regularly research and follow news stories about data breaches, identity theft, and other privacy-related incidents. This information will provide you with valuable context and help you understand the potential risks and vulnerabilities associated with your online activities.

· Keep an eye on social media platform changes - Social media platforms frequently modify their privacy policies, terms of service, and features, which can impact your online privacy. Stay updated on these changes and adjust your settings or usage habits accordingly to maintain control over your personal information.






[bookmark: _Toc133350098]Phishing

[bookmark: _Toc133350099]Email Filtering

Implementing sophisticated email filtering systems that harness the power of machine learning and artificial intelligence can identify and prevent phishing emails from reaching your inbox. These advanced solutions can offer extra protection against increasingly complex phishing attempts, ensuring your digital communications remain secure and uncompromised. Various email service providers already include integrated filtering features; however, consider incorporating additional third-party applications to strengthen your security further.

[bookmark: _Toc133350100]Browser and Email Security Updates

To ensure the utmost security of your browser and email, it is crucial to update them with the latest security patches/updates consistently. Developers regularly release updates to address vulnerabilities and enhance overall protection, so staying current helps to minimise potential risks.

[bookmark: _Toc133350101]Two-Factor Authentication

Enable 2FA on all your online accounts whenever possible. This adds an extra layer of security by requiring a secondary authentication method, like a code sent to your phone or generated by an authenticator app, in addition to your password. This means that even if someone obtains your password, they will still need access to the second authentication factor (your phone or authenticator app) to access your account.

[bookmark: _Toc133350102]Secure Browsing with HTTPS and Valid SSL Certificates: 

It is crucial to verify the presence of HTTPS and a legitimate SSL certificate whenever you access websites, particularly when providing sensitive information. These security measures guarantee that your connection to the site is not only secure but also encrypted.








[bookmark: _Toc133350103]Mouse Hovering Technique

To enhance your online security and ensure you don't fall victim to malicious websites or phishing attempts, it is essential to inspect the links you encounter in emails before clicking on them. One effective way to achieve this is by hovering your mouse cursor over the hyperlink. When you hover your mouse over a link, a small preview of the URL will be displayed, allowing you to examine the destination address without actually clicking on it. This enables you to verify whether the link directs you to a legitimate website or if it contains any suspicious elements that could potentially harm your device or compromise your data.

On mobile devices, previewing links may vary slightly depending on your device's operating system and browser.

1. Tap and hold the link -  Press and hold your finger on the hyperlink in an email or a webpage without letting go. Be careful to tap slowly, as this may accidentally open the link.

2. URL preview - A pop-up or tooltip should appear, displaying the URL or the website's domain after a moment. This preview will allow you to determine the link's destination without visiting the website.

3. Assess the URL - Carefully inspect the displayed URL to ensure it matches the expected destination and doesn't contain any suspicious elements or misspelt domains, which could indicate a phishing attempt or malicious website.

[bookmark: _Toc133350104]Utilising Anti-Phishing Toolbars and Extensions

Implement anti-phishing toolbars or extensions in your browser to receive alerts when navigating to potentially harmful websites. These security tools offer real-time protection against various phishing threats, safeguarding your personal information and online activities.






[bookmark: _Toc133350105]Measuring the effectiveness of the experiment

My primary goal is to increase participants' knowledge and awareness of these critical subjects. By comparing the results of this post-experiment questionnaire with the pre-experiment data, I aim to gain valuable insights into the effectiveness of my project. I am particularly interested in understanding how well our participants have absorbed the information and whether their confidence levels have improved when dealing with potential cyber threats. Additionally, this comparison will help us identify areas where our training program might need adjustments or improvements. 

Positive shifts in their level of agreement indicate that my social engineering experiment has successfully enhanced their understanding of cyber security and social engineering concepts.

After conducting the experiment, I am pleased to present the results of our pre and post-experiment questionnaires. The data provides valuable insights into the experiment's impact on participants' knowledge and awareness of cybersecurity and social engineering concepts.

[image: Chart, bar chart

Description automatically generated]The mean scores for each question are as follows:[image: ][bookmark: _Toc133348039][bookmark: _Toc133348204]Table 2, Mean result comparison Pre and Post Experiment
[bookmark: _Toc133347985]Figure 29, Visual Mean result comparison Pre and Post Experiment



A comparison of the mean scores before and after the experiment indicates a positive shift in participants' understanding and awareness of cybersecurity and social engineering. For instance, the mean score for Q1, which assesses familiarity with basic concepts, increased from 3.36 to 3.93. This improvement suggests that the experiment effectively conveyed fundamental knowledge to the participants.

Similarly, Q5, which focuses on password management, saw a notable increase in the mean score from 3.57 to 4.07. This result indicates that participants are more inclined to use strong, unique passwords for their accounts after completing the training.

While there were improvements across all questions, some areas showed more modest gains. For example, Q3, which assesses the ability to identify common social engineering techniques, had a smaller increase in the mean score from 3.36 to 3.57. This outcome highlights the need to further emphasise the identification and understanding of various social engineering tactics other than phishing and shoulder surfing. 

[bookmark: _Toc133350106]Chapter 5 - Evaluation and Recommendations

The data collected in my study strongly related to the research findings presented in the literature review, highlighting the effectiveness of education in raising awareness and understanding of social engineering tactics and techniques. The data collected before and after the experiment clearly illustrate the impact of participation in the study. When comparing the results, it is evident that each question saw a performance improvement, with higher scores achieved following the completion of the experiment.

This experiment effectively demonstrated the significant impact of cognitive biases on individuals, making them less cautious when confronted with potential cybersecurity threats. These biases can sway people's judgment and decision-making, causing them to let their guard down and inadvertently expose themselves to risks in the digital realm. To avoid this limitation and obtain more reliable results in future research, I would consider implementing the following:



· Broaden the participant pool - I would recruit participants from various backgrounds, age groups, and professions to ensure a more diverse and representative sample. I could use online platforms, social media, community forums, or local organisations to reach potential volunteers. 

· Partner with organisations - I could collaborate with educational institutions, corporations, or non-profit organisations to access a more extensive and varied participant pool. This would benefit the organisation and me as I would have a more reliable data set. The organisation would gain valuable insights into where cybersecurity issues need to be addressed.

By integrating these strategies into future research, I could mitigate the limitations associated with conducting social engineering experiments on family and friends, ultimately enhancing the reliability and generalisability of your study results.

This project has successfully met the outlined aims and objectives, providing valuable insights into understanding social engineering attacks and promoting cybersecurity best practices among family and close friends. Through a comprehensive analysis, the project has addressed the research question, "How can individuals effectively defend themselves from social engineering attacks through increased awareness and the adoption of cybersecurity best practices?"

· Investigating types of social engineering attacks, methods, and psychological principles - The project conducted a thorough literature review to identify various social engineering attack types, such as phishing, pretexting, baiting, and tailgating. In addition, the project delved into the methods employed by attackers, such as email spoofing, impersonation, and exploiting human psychology. This investigation provided a solid foundation for understanding the social engineering principles behind these attacks.

· Assessing the current level of awareness and knowledge - The project utilised questionnaires to gauge the existing awareness and understanding of social engineering attacks and cybersecurity best practices among the target audience. The results indicated a general need for more awareness about the various types of attacks, their consequences, and the importance of adopting cybersecurity best practices. This assessment informed the project's subsequent efforts to develop effective strategies and tools for increasing awareness. As a result of these findings, an increased result across all ten questions was achieved.

If I were to conduct this project again, I would consider making the following adjustments to enhance the project's effectiveness and reach:

· Expanding the sample size and diversity - Increasing the number of participants in questionnaires and social engineering attacks would provide more comprehensive data, leading to a better understanding of awareness and knowledge gaps across various demographics. This could help tailor mitigation resources more effectively to address the specific needs of different groups.

· Longitudinal study - Implementing a longitudinal study design to track the progress of participants over time would help assess the long-term effectiveness of the mitigation strategies used in the project. This approach would provide insights into how awareness and behaviour change over time, leading to more informed recommendations for future interventions.

· Incorporating more real-life scenarios and simulations - More hands-on activities like role-playing exercises could increase participants' engagement and enhance their understanding of social engineering methods and mitigations. These activities would provide practical experience in identifying and responding to threats.

By incorporating these adjustments, the project would yield more robust and comprehensive findings, leading to a greater impact on raising awareness and promoting best practices for defending against social engineering attacks.








[bookmark: _Toc133350107]Chapter 6 - Conclusion

In conclusion, this report has provided a comprehensive analysis of social engineering, its historical context, various attack methods, and mitigation strategies, along with a comparison of results to demonstrate the improvement in participants' awareness. It is evident that social engineering remains a significant and evolving threat in the digital age. Attackers have adapted their techniques over time, taking advantage of human vulnerabilities and exploiting trust to gain unauthorised access to valuable information and resources.

Mitigation strategies outlined in the report, such as multi-factor authentication, regular security updates, employee training, and incident response planning, play a vital role in reducing the success rate of social engineering attacks. It is important for individuals to continually adapt and refine these strategies as attackers innovate and develop new methods.

The comparison results clearly show that increasing awareness and education about social engineering is crucial in the fight against cybercrime. As individuals become more aware of the risks and the potential consequences of social engineering attacks, they can take proactive steps to protect themselves and their assets.

The comparison of results serves as a testament to the positive impact of heightened awareness and education. Individuals becoming more knowledgeable about social engineering are better equipped to recognise and prevent such attacks. However, it is essential to acknowledge that the battle against social engineering is ongoing. 

In summary, the key takeaway from this report is the importance of raising awareness and fostering a culture of security in our rapidly evolving digital landscape. By understanding the history, attack methods, and mitigation strategies of social engineering, individuals can work to build a safer and more secure online environment for all.




[bookmark: _Toc133350108]Chapter 7 - Reflection

Throughout this project, I have gained valuable insights and experiences that have significantly contributed to my personal and professional growth. Reflecting on the process, I can identify several key learnings and areas of development:

· Understanding Social Engineering Attacks - Prior to this project, my knowledge of social engineering attacks was limited. By investigating various types of attacks, their methods, and their psychological principles, I now have a deeper understanding of these threats and their impact on individuals and organisations. This knowledge has made me more vigilant in my own online behaviour and allowed me to better educate others on the importance of cybersecurity.

· Developing Research Skills – Conducting literature reviews and surveys required me to refine my research skills. I have learned to critically analyse information, identify relevant sources, and synthesise findings to address the research topic effectively. These skills are transferable to future projects and will be invaluable in my future academic and professional endeavours.

· Problem-solving and critical thinking – Identifying effective social engineering strategies for each individual and assigning defence strategies to each method. I learned to evaluate the pros and cons of different approaches, consider the unique needs of various participants, and develop solutions that would have the greatest impact on raising awareness and promoting best practices.

To reflect, this project has provided me with a wealth of knowledge and skills that have contributed to both my personal and professional development. The experience has reinforced the importance of cybersecurity in today's digital landscape and equipped me with the tools and understanding necessary to promote best practices among my family, friends, and professional networks. The lessons learned during this project will continue to serve me well in future endeavours.
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[bookmark: _Consent_Form_for][bookmark: _Toc133350111]Consent Form for Participation in Research Study

Title of Project: Understanding and Defending Against Social Engineering Attacks: Raising Awareness and Promoting Cybersecurity Best Practices.

Introduction:
You are invited to participate in a research study conducted by myself to represent my individual project. This study aims to explore social engineering attack methods and the development of effective mitigation strategies. Your participation in this study is voluntary.

Before agreeing to participate, please read the information below and ask any questions you may have about the study, your involvement, and any potential risks.

Purpose of the Study:
· Investigate the susceptibility of individuals to social engineering attacks.
· Identify common methods used in social engineering attacks.
· Develop and test effective mitigation strategies against these attacks.

Procedures:
If you agree to participate in this study, you will be asked to:

· Participate in a simulated social engineering attack scenario targeting family members, with no actual harm or consequences resulting from the attack.
· Provide honest and detailed feedback about the simulated attack and your experience during and after the attack.
· Participate in a debriefing session to discuss the findings of the study and provide input on the development of mitigation strategies.







Risks and Benefits:
Risks: There is minimal risk involved in participating in this study. You may experience discomfort or unease during the simulated attack. However, please remember that this is a controlled environment, and no actual harm will result from the study. The research aims to develop better security measures to protect individuals from social engineering attacks.

Benefits: Participants may benefit from increased awareness of social engineering attacks, methods, and potential mitigations. This knowledge may help you protect yourself and your family from future social engineering attacks.

Confidentiality:
All data collected during this study will be kept confidential. Your personal information will not be shared with anyone outside the research team. Any published reports or presentations from this study will not include identifiable information.

Voluntary Participation:
Your participation in this study is voluntary. You may choose not to participate or withdraw from the study at any time without any negative consequences.

Consent:
By signing this consent form, you acknowledge that you have read and understood the information provided above. You have had the opportunity to ask questions and have received satisfactory answers. You voluntarily agree to participate in this research study.

Participant's Name (Print):	 __________________________________________
Participant's Signature: _____________________________________________

Date: ________________          Phone Number: _________________________
Email: __________________________________________________________

Researcher's Name (Print): __________________________________________
Researcher's Signature: _____________________________________________

Date: ________________ 
[bookmark: _Toc133350112]Installing Kali Linux on VMWare and setting up Sherlock
In this section, I will describe my experience of installing Kali Linux on VMware and setting up Sherlock, the OSINT tool, on my virtual machine. By following the steps outlined below, I was able to create a virtual environment to conduct open-source intelligence gathering using Sherlock.
[bookmark: _Toc133350113]Installing Kali Linux on VMware
First, I downloaded the Kali Linux ISO file from the official Kali Linux website https://www.kali.org/downloads/ and saved it to my computer. Next, I installed VMware Workstation, which is available for free for non-commercial use from the VMware website https://www.vmware.com/products/workstation-player.html
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[bookmark: _Toc133068873][bookmark: _Toc133347986]Figure 30, Where I downloaded Kali Linux pre-built for VMWare compatibility.
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[bookmark: _Toc133068874][bookmark: _Toc133347987]Figure 31, VMWare Source (Virtual Machine Software)
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Description automatically generated]Once I had VMware Workstation Player installed, I launched the application and clicked on "Create a New Virtual Machine." I selected the "Installer disc image file (iso)" option and then browsed to the location where I saved the Kali Linux ISO file. After selecting the ISO file, I clicked "Next."[bookmark: _Toc133068875][bookmark: _Toc133347988]Figure 32, Creating Virtual Machine in VMWare
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Description automatically generated]I chose "Linux" as the guest operating system and selected "Debian 10.x 64-bit" as the version since Kali Linux is based on Debian. I clicked "Next", then entered a name for my virtual machine, and specified the location where I wanted the virtual machine files to be stored.[bookmark: _Toc133068876][bookmark: _Toc133347989]Figure 33,Selecting the Operating System of the Virtual Machine
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Description automatically generated]For disk size, I allocated 20 GB of space and chose the "Store virtual disk as a single file" option. After clicking "Next," I reviewed my settings and clicked "Finish" to create the virtual machine.[bookmark: _Toc133068877][bookmark: _Toc133347990]Figure 34, Reviewing Selected options for Virtual Machine.
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Description automatically generated]I powered on the virtual machine, and the Kali Linux installer started. I followed the on-screen instructions to complete the installation, including selecting my language, location, and keyboard layout, and setting up a user account with a username and password.[bookmark: _Toc133068878][bookmark: _Toc133347991]Figure 35, Virtual Machine is Successfully Built
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Description automatically generated]Once the installation was complete, I restarted the virtual machine and logged in to my new Kali Linux environment.[bookmark: _Toc133068879][bookmark: _Toc133347992]Figure 36, OS has booted up and running as expected.




[bookmark: _Installing_Sherlock_on][bookmark: _Toc133350114]Installing Sherlock on Kali Linux

· To install Sherlock on my Kali Linux virtual machine, I first opened a terminal window and installed the necessary dependencies:

sudo apt update
sudo apt install python3 python3-pip git -y
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[bookmark: _Toc133068880][bookmark: _Toc133347993]Figure 37, Installing the necessary dependencies.

· Next, I cloned the Sherlock repository from GitHub:

git clone https://github.com/sherlock-project/sherlock.git
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[bookmark: _Toc133068881][bookmark: _Toc133347994]Figure 38, Cloning Sherlock Repository





· I navigated to the newly created 'Sherlock' directory. Then, I installed the required Python packages using the provided requirements.txt file:

cd sherlock
python3 -m pip install -r requirements.txt
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[bookmark: _Toc133068882][bookmark: _Toc133347995]Figure 39, Navigating to the Sherlock directory and installing the required Python packages.
· With the dependencies installed and the Sherlock repository cloned, I was now ready to use Sherlock on my Kali Linux virtual machine.
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[bookmark: _Toc133068883][bookmark: _Toc133347996]Figure 40, Demonstration of Sherlock gathering Accounts with the username "MorganHarries" across multiple Social media platforms.



[bookmark: _Installing_PyPhisher_on][bookmark: _Toc133350115]Installing PyPhisher on Kali Linux 

I decided to install PyPhisher on my Kali Linux system by following these steps:

· I opened a terminal window. 
· I cloned the PyPhisher tool from the GitHub platform by running the following command:
git clone https://github.com/KasRoudra/pyphisher

· After cloning the tool, I navigated to the PyPhisher directory using the command:
cd PyPhisher

· Next, I installed the required Python modules by executing the following command:
sudo apt install python3-pip
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[bookmark: _Toc133068884][bookmark: _Toc133347997]Figure 41, Steps to installing PyPhisher on Kali.

· Finally, I ran the PyPhisher tool by entering the following command:
python3 pyphisher.py
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[bookmark: _Toc133068885][bookmark: _Toc133347998]Figure 42, PyPhisher Interface










[bookmark: _Questionnaire_-_Cyber][bookmark: _Toc133350116]Questionnaire - Cyber Security and Social Engineering Knowledge
Instructions: Please read each statement carefully and select a number from 1 to 5 that best represents your level of agreement with the statement. (1) Strongly disagree, (5) Strongly agree.
I am familiar with the basic concepts of cybersecurity and social engineering.
(1) Strongly disagree
(2) Disagree
(3) Neutral
(4) Agree
(5) Strongly agree
I understand the risks and consequences of falling victim to a social engineering attack.
(1) Strongly disagree
(2) Disagree
(3) Neutral
(4) Agree
(5) Strongly agree

I can identify common social engineering techniques, such as phishing, pretexting, and baiting.
(1) Strongly disagree
(2) Disagree
(3) Neutral
(4) Agree
(5) Strongly agree
I am knowledgeable about the various ways to protect myself from social engineering attacks.
(1) Strongly disagree
(2) Disagree
(3) Neutral
(4) Agree
(5) Strongly agree
I regularly update my passwords and use strong, unique passwords for each account.
(1) Strongly disagree
(2) Disagree
(3) Neutral
(4) Agree
(5) Strongly agree
I am cautious when clicking on links or downloading attachments from unknown sources.
(1) Strongly disagree
(2) Disagree
(3) Neutral
(4) Agree
(5) Strongly agree





I understand the importance of multi-factor authentication and use it whenever possible.
(1) Strongly disagree
(2) Disagree
(3) Neutral
(4) Agree
(5) Strongly agree
I am confident in my ability to recognise and report suspicious emails, messages, or calls.
(1) Strongly disagree
(2) Disagree
(3) Neutral
(4) Agree
(5) Strongly agree
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law. If you are not the intended recipient, you should delete this message. Any disclosure, copying, or distribution of this message, or the
taking of any action based on i, is strictly prohibited.
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Alisha 22 PhD Student - Business 3 4 3 4 2 5 3 4 3 3
Karen 47 Receptionist 4 3 4 3 4 4 2 3 2 4
Lewis 19 Carer 2 2 3 4 5 4 4 4 4 4
Emma 44 Purchasing 4 4 3 2 4 4 5 4 3 5
Leon 38 Gym Assistant Manager 3 3 4 4 4 4 4 4 2 4
Becky 37 Primary School Teacher 4 4 4 4 4 4 3 3 3 3
Luigi 68 Retired Store Manager 2 3 4 4 4 4 4 4 4 4
Rose 69 Retired Shop floor assistant 3 3 3 3 3 3 3 3 3 3
Rhys 23 Masters Student - Cyber Forensics 4 4 4 5 5 5 4 4 4 4
Anne 69 Retired Social Care Manager 3 3 3 3 3 3 3 3 3 3
Rob 47 Self Employed - Orthopeadics 4 4 4 4 4 4 4 4 4 4
Phil 45 1T Manager 4 5 5 5 5 5 5 5 5 5
Ellie 18 Pyschology Student 3 3 3 3 3 3 5 3 2 1
Steve 68 Lorry Driver Instuctor / Ex RAF 2 1 1 2 1 3 3 3 2 3

[ Mean value of each question 3.36 321 3.36 35 3.57 3.86 3.64 35 321 343
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by Shouder Surfing, Sherlock OSINT | Uses a lot of instagram, enjoys reels'short videos. Spent alot of time laughing while on Instagram. Isa Jnstagram LeonFindlayl - om Checked phone times
tool Personal Trainer so the use of fitness might influence a positive response from an attack. Instagram
|Shouder Surfing, Sherlock OSINT Outdoor
Becky ouder Surfing, Sherloc Very social media driven, shares lots of family photos online. Facebook, Instagram |  Becky_Findlay  |Activities|  Checked phone 18 times
tool and Eavesdropping N
, Baking
e shouder surfing Noticed playing CandyCrush multiple times throughout the week, also communicated with her friends Facebook, Candycrush Karen_harriest Family Checked phone 12 times
via facebook and whatsapp.
Rob shouder surfing Spends a lot of time managing his content on Linkedin for his business, communicating with connections | Facebook, Linkedin, SynergyOrtho News Checked phone? times
and interacting with posts in the Orthopeadic region. Twitter
Ellie Shouder Surfing Spends most evenings gaming on PC or scrolling through tiktok/instagram. Also has an interest in cars. Instagram, Tiktok lieHarrie Gaming Checked phone 28 times
Alisha Shouder Surfingand Ismassively career driven, focusesall her time on her PhD and potential career paths. Indeed or Linkedin Instagram, Tiktok alishagibbons Business Checked phone 1 times
Eavesdropping would begreat to use.
Phil Shouder Surfing, Sherlock OSINT Very difficult to identify information, victim does not have social media of any kind. Very passionate NoSocials whatsapp phone Y Checked phone 3 times
tool and Eavesdropping about films so could use a streaming platform? number
E shouder Surfing Emma was very difficult to find information about due to the lack of social media presence. Whatsapp or No Socials whatsapp phone Dogs Checked phone 1 times
Message will be best (Pretexting). number
e Eavesdropping, Shoulder Surfing Playsalot of FIFA, hasan interest in Djing, spendsalot of time on social media platforms like Instagram Instagram, Tiktok LewisGibbonss Rap Checked phone 18 times
Reels and Tiktok.
Hasamassive interest in caravaning and camping - | created a convincing scenario which convinced the Outdoors|
whatsapp phone. Checked phone 12 times
Anne&Steve |Pretexting target to give me their personal email and phone number. The scenario was created around offering Whatsapp [Caravan
) number + Email between both
discount for outdoor products. Evidence of this will be in the appendix s
‘As Rhysis pursuing a Master's degreein Cyber Forensics, | decided to assess his vigllance by sending him a
Rhys No information gathered link without any context or disguising my attempt. It is worth noting that our last communication took N/a ‘Snapchat N/a N/a
place more than four months ago.
Luig Shouder surfing Luigi is a very sociable person who loves to make people laugh via whatsapp memes. He shares every single | Whatsapp whatsappphone [ T ohones times
meme with me besides being 69 years old. number
R Pretexting Roseisan innocent lady who will do anything to please, she is a very vulnerable person who will not think Whatsapp whatsapp phone Na Checked phone 1 times
twice about clickinga link number
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instagram.com

aliLinux @ Kali To Docs M Kali Forums & Kali NetHunter t-DB  Google Hacking DB

leonfindlay1 Follow
121posts 43 followers 814 following
Leon Findlay

My day to day life with the kids and wifey B4

This Account s Private

Already follow leonfindiay1?
1o see their photos and videos.
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[*]

[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+1

Checking username LeonFindlayl on:

Anilist: https://anilist.co/user/LeonFindlayl/

Fiverr: https://www.fiverr.com/LeonFindlayl

G2G: https://www.g2g.com/LeonFindlayl

Instagram: https://www.instagram.com/LeonFindlayl

OK: https://ok.ru/LeonFindlayl

Smule: https://www.smule.com/LeonFindlayl

TikTok: https://tiktok.com/@LeonFindlayl

Trello: https://trello.com/LeonFindlayl

Twitter: https://twitter.com/LeonFindlayl

forumhouseRU: https://www.forumhouse.ru/members/?username=LeonFindlayl
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(morgan® kali)-[~]
[—_3 cd sherlock

L—( morgan® kali)-[~/sherlock]
$ python3 sherlock alishagibbons
[*] Checking username alishagibbons on:

[+] Blogger: https://alishagibbons.blogspot.com

[+] Gravatar: http://en.gravatar.com/alishagibbons

[+] Instagram: https://www.instagram.com/alishagibbons

[+] oK: https://ok.ru/alishagibbons

[+] Roblox: https://wmw.roblox.com/user.aspx?username=alishagibbons
[+] SlideShare: https://slideshare.net/alishagibbons

[+] Snapchat: https://wmw.snapchat.com/add/alishagibbons

[+] TikTok: https://tiktok.com/@alishagibbons

[+] Twitter: https://twitter.com/alishagibbons

[+] vsco: https://vsco.co/alishagibbons

[*] Search completed with 10 results
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KaliLinux # KaliTools ¢ KaliDocs W Kali Forums X Kali NetHunter Exploit-DB Google Hacking DB OffSec

2. Search Sign Up

alishagibbons Follow Message

144 posts 4,070 followers 2,042 following

Model
MH o Doctoral student @swanseauni

2080

woofs lil bits mogs travel Shots
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Anne Sterg
ast soen today 3120108

Thanks Based on the preview | had on my Home Screen forthis message, tlooked like a covid covid

]

6 why w1 o covidtestinmy cadr 5,

TooAY

Hiya Anne, e just had this emal from UNIDAYs or a discount and thought you would like to use !
“Dear Morgan Harries,

1 hope this message finds you well and you're enjoying the great outdoors: As a loyal customer and
Supporter of GoOutdoors, we wanted to express our appreciation for your continued dedication to
creating memorable experiences for outdoor enthusiasts everywhere.

To show our grattude, we are thiled to offer GoOutdoors an exclusive 36% discount on our atest
collection of outdoor gear and apparel. We belleve our innovaive products wil complement your
brand's vision and further enhance the outdoor experiences of our valued customers. e

1fyou send me your and Steve's email adcresses | can forward the discount to you.  think you can

both use t once each & s

1UNRERD MESSAGE

HiMorgan- thanks or thinking of me and Gramps.
Nan emailis AW.Sturge@aol com

And Gramps s
@5.05sturge@aol.com

a6 you soon lots of love Morgan.
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[03] Facebook Security [29] DevianArt [55] Apple

[04] Messenger [30] Badoo [56] iCloud
[05] Instagram Traditional [31] Clash Of Clans [57] Vimeo
[06] Insta Auto Followers [32] Ajio [58] Myspace
[07] Insta 1000 Followers [33] JioRouter [59] Venmo
[08] Insta Blue Verify [34] FreeFire [60] Cryptocurrency
[09] Gmail Old [35] Pubg [61] SnapChat2
[10] Gmail New [36] Telegram [62] Verizon
[11] Gmail Poll [37] Youtube [63] Wi-Fi
[12] Microsoft [38] Airtel [64] Discord
[13] Netflix [39] SocialClub [65] Roblox
[14] Paypal [40] Ola [66] UberEats
[15] Steam [41] Outlook [67] Zomato
[16] Twitter [42] Amazon [68] WhatsApp
[17] PlayStation [43] Origin [69] PayTM
[18] TikTok [44] DropBox [70] PhonePay
[19] Twitch [45] Yahoo [71] MobikWik
[20] Pinterest [46] WordPress [72] Hotstar
[21] SnapChat [47] Yandex [73] FlipCart
[22] LinkedIn [48] StackOverflow [74] Teachable
[23] Ebay [49] VK [75] Mail

[24] Quora [50] VK Poll [76] CryptoAir
[25] Protonmail [51] Xbox [77] Amino
[26] Spotify [52] Mediafire [78] Custom
[a] About [s] Saved [x] More Tools [0] Exit

[?] Select one of the options > 14
[?] Do you want OTP Page? [y/n] > n
[?] Enter shadow url (for social media preview)[press enter to skip] :

[?] Enter redirection url[press enter to skip] : https://www.gooutdoors.co.uk/salel




image15.png
GO Outdoors Sale

Mef's





image16.png
[By KasRoudra]

[*] Initializing PHP server at localhost:8080....
[+] PHP Server has started successfully!
[*] Initializing tunnelers at same address.....

[+] Your urls are given below:

Ngrok
URL : : =92-20-197-. -
MaskedURL : https://get-500-usd-free-to-your-account@da6c-92-20-197-229 .ngrok-free.app

CloudFlared
URL : https://rico-centres-crafts-quizzes.trycloudflare.com

MaskedURL : https://get-500-usd-free-to-your-account@rico-centres-crafts-quizzes.trycloudflare.com
LocalHostRun

/30a90416314685.1hr.1ife
https://get-500-usd-free-to-your-account30a90416314685.1hr.1life

[?] Wanna try custom link? [y or press enter to skip] : y

[?] Enter custom domain(Example: google.com, yahoo.com > paypal.com

[?] Enter bait words with hyphen without space (Example: free-money, pubg-mod) > gooutdoors-student-offer3ssf|
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Custom
rURL : https://paypal.com-gooutdoors-student-offer35-@is.gd/brpEPc
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Exciting News, Anne! Your GoOutdoors Student Big Sale Access Is Here! - X
$.D.Sturge@aol.com

Exciting News, Anne! Your GoOutdoors Student Big Sale Access Is Here!

Dear Steve,

We are thrilled to inform you that you have been granted access to the exclusive GoOutdoors Student Big Sale event! To take advantage
of these fantastic discounts, simply visit our website as soon as possible.

Please note that the offers apply only to in-stock items, and with the high demand for our products, they won't last long. So, act quickly
to secure your desired items!

To unlock your special savings, click on the link below:
https://paypal.com-gooutdoors-student-offer35-@is.gd/brpEPc

Wishing you a delightful shopping experience!

Warm Regards,
The GoOutdoors Sales Team
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Exciting News, Anne! Your GoOutdoors Student Big Sale Access Is Here! - X%
AW.Sturge@aol.com

Exciting News, Anne! Your GoOutdoors Student Big Sale Access Is Here!

Dear Anne,

We are thrilled to inform you that you have been granted access to the exclusive GoOutdoors Student Big Sale event! To take advantage
of these fantastic discounts, simply visit our website as soon as possible.

Please note that the offers apply only to in-stock items, and with the high demand for our products, they won't last long. So, act quickly
to secure your desired items!

To unlock your special savings, click on the link below:
https://paypal.com-gooutdoors-student-offer35-@is.gd/brpEPc

Wishing you a delightful shopping experience!

‘Warm Regards,
The GoOutdoors Sales Team




image20.png
Mendse Rearsnce X | Desiring thcalphe. X | @ Desinig shcalphe. X | kb - shrk X | @ s Lapion B0 -morganr X Logintoyou Py s X @ howto spootsener

T ————

P payral

Having roublelogging in?

SignUp




image21.png
[-] Saved in ip.txt

[+] Waiting for next.....Press Ctrl+C to exit

[V] Victim login info found!

[*] Paypal Username: S.D.Sturge@aol.com

PyPhisher Data
[_[*] Password: AnneSteve2023!
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[-] Saved in ip.txt

[+] Waiting for next.....Press Ctrl+C to exit

[V] Victim login info found!

[*] Paypal Username: A.W.Sturge€aol.com

PyPhisher Data
[-[*] Password: OllieCocol23

[-] Saved in creds.txt
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12:31 .

0))

Mother Duck
last seen today at 11:48

Can you get me this for my birthday pls

16:44

16:44

Pleaseeeee 5.5

I can't seeit! (5.5

It won't open the link! X 5.5,

It won't open atall? .5,

Let me try again 5.5+
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[V] Victim IP found!

{— PyPhisher Data

[*] IP
[*] IP Type
[*] User 0S

[*] User Agent
Version/16.3 Mobile/15E14
[*] Version
[*] Browser
[*] Location
[*] GeoLocation(lat, lon)
[*] Currency

R - R

81.159.238.110

IPv4

iPhone

Mozilla/5.0 (iPhone; CPU iPhone OS 16_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko)
safari/604.1

iPhone

Handheld Browser

Llanelli, United Kingdom, Europe

51.680886, -4.160248

British Pound Sterling

[+] Saved in ip.txt

[+] Waiting for next..... Press Ctrl+C to exit

[V] Victim login info found

[*] Ebay Username: Karen.harries23€gmail.com

{— PyPhisher Data

[*] Password: s ge

[+] Saved in creds.txt

[+] Waiting for next..... Press Ctrl+C to exit
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N
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It looks someone is trying to copy your
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[V] Victim IP found!

PyPhisher Data
[*] 1P

[*] IP Type

[*] User 0S

[*] User Agent
Safari/605.1.15
[*] Version

[*] Browser

[*] Location
[*] GeoLocation(lat, lon)
[*] Currency

92.20.197.229
1Pv4

Mac 0S X

Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.4

Mac

safari

Walsall, United Kingdom, Europe
52.586214, -1.982919

British Pound Sterling

[-] Saved in ip.txt

[+] Waiting for next..... Press Ctrl+C to exit

[V] Victim login info found!

[*] Linkedin Username: robert@synergyortho.net

[*] Password: Ortho2023!@f$

( PyPhisher Data
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[+] Your urls are given below:

— Ngrok
URL : https://68dc-92-20-197-229.ngrok-free.app
MaskedURL : https://get-unlimited-followers-for-instagram@68dc-92-20-197-229.ngrok-free.app

— CloudFlared
URL : https://fifty-jewellery-cartridges-stainless.trycloudflare.com
MaskedURL : https://get-unlimited-followers-for-instagram@fifty-jewellery-cartridges-stainless.trycloudflare.com

— LocalHostRun
URL : https://6caf5fad40bf70.lhr.life
MaskedURL : https://get-unlimited-followers-for-instagram@6caf5fad40bf70.lhr.life

[?] Wanna try custom link? [y or press enter to skip] : y
[?] Enter custom domain(Example: google.com, yahoo.com > instagram.com

[?] Enter bait words with hyphen without space (Example: free-money, pubg-mod) > reels-funny

Custom
rURL : https://instagram.com-reels-funny@is.gd/Khxklg
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*
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Phone number, username, or email

Password

Forgot password?

Don't have an account? Sign up
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@& AppStol Google Play





image29.png
[V] Victim login info found!

PyPhisher Data
[*] Instagram Username: alishaapplell@aocl.com Pass: BOnnle0402
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[V] Victim IP found!

PyPhisher Data

[*] 1P : 82.9.90.179
[*] IP Type IPv4
[*] User oS iPhone

[*] User Agent Mozilla/5.0 (iPhone; CPU iPhone OS 16_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko)
Version/16.3 Mobile/15E148 Snapchat/12.30.0.42 (like Safari/8614.4.6.0.6, panda)

[*] Version iPhone

[*] Browser Handheld Browser

[*] Location Cardiff, United Kingdom, Europe

[*] GeoLocation(lat, lon): 51.481581, -3.17909

[*] Currency British Pound Sterling

[+] Saved in ip.txt

[+] Waiting for next.....Press Ctrl+C to exit

[V] Victim login info found!

PyPhisher Data
[*] Instagram Username: rhyss_bones Pass: NelsOnjones
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[?] Wanna try custom link? [y or press enter to skip] : y
[?] Enter custom domain(Example: google.com, yahoo.com > instagram.com

[?] Enter bait words with hyphen without space (Example: free-money, pubg-mod) > hamster-twerking-funny-lol

Custom
[_uu : https://instagram.com-hamster-twerking-funny-lol@is.gd/MyI1Lo

[+] Waiting for login info....Press Ctrl+C to exit
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Leon Yes LeonFindlayl Ashaleela2009!
Becky No

Karen Yes karen.harries23 @gmail.com blurred upon request
Rob Yes rob@synergyortho.net Ortho2023!@£$

Ellie No

Alisha Yes alishaapplell@aol.com BOnn1e0402

Phil No

Emma No

Lewis No

Anne & Steve |Yes a.w.sturge@aol.com / s.d.sturge@aol.com OllieCoco123 / AnneSteve2023!
Rhys Yes rhyss_bones NelsOnjones

Luigi No

Rose No
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VISUAL HACKER VISUAL HACKER

“Curses, folled
again!”

“Curses, foiled
again!”

30° - 45° 30° - 45°

FRIEND You FRIEND

“Indeed, it is a long cat.” “Ha, this

catis long.”

“Indeed, it is a long cat.”
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a1

'Mean Pre-Experiment' and 'Mean Post-Experiment' Comparison

Q2 Q3 Q4 as Q6 Q7 Qa8 Q9 Q10

Question Number

 Mean Pre Experiment ™ Mean Post Experiment
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Question Ql Q2 Q3 Q4 Q5 Q6 Q7 Q8 Q9 Q10
Mean Pre Experiment 3.36 3.21 3.36 3.5 3.57 3.86 3.64 3.5 3.21 3.43

Mean Post Experiment 3.93 3.71 3.57 3.79 4.07 4.07 3.93 3.64 3.79 3.93
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& Prebuilt Virtual Machines

Kali Linux VMware & VirtualBox images are available for users who prefer, or whose specific needs require a
virtual machine installation.

These images have the default credentials "kali/kali".

Virtual Machines Documentation »

h

VMware VirtualBox QEMU

torrent docs sum N torrent docs sum N torrent docs sum

® Recommended ® Recommended ® Recommended
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VI

Local Virtual Machines

VMware Workstation Player v
P

Easily run multiple operating systems as virtual machines on your Windows or Linux PC with VMware
Workstation Player.

DOWNLOAD FOR FREE





image38.png
New Virtual Machine Wizard

Guest Operating System Installation
A virtual machine is lie a physical computer; it needs an operating
system. How will you install the guest operating system?

Install from:
Installer disc:

No drives available

(O nstaller disc image file (iso):

:\Windows10.is0 Browse...

(© 1will install the operating system later.
The virtual machine will be created with a blank hard disk.

Help <Back Next > Ccancel
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Select a Guest Operating System
Which operating system will be installed on this virtual machine?

‘Guest operating system

Version

Debian 10.x 64-bit

Help <Back Next >
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New Virtual Machine Wizard
Ready to Create Virtual Machine
Click Finish to create the virtual machine. Then you can install Debian
10.x 64-bit.

The virtual machine will be created with the following settings:

Name: Debian 10.x 64-bit
Location: C:\Users\Morgan\OneDrive\Documents\Virtual Machine...
Version: Workstation 16.2.x

Operating System: Debian 10.x 64-bit

Hard Disk: 20,6, Spit
Memory: 2048 M8

Network Adapter: NAT

Other Devices:  CD/DVD, USB Controller, Printer, Sound Card

Customize Hardware

<Back Finish Cancel





image41.png
Library
O Type hes

[ My Computer
[ Kali

[ My Computer [ Kahi

O

| 4
5

E=IMemory

L Processors

[ Hard Disk (SCSI)
@ co/oVD (IDE)

3 Network Adapter 2
() UsB Controller
<) Sound Card

5 Printer
[ Display

468

1

2068

Using file D:\kali
Custom (VMnet8)
Present

Auto detect
Present

Auto detect

this virtual

State:

Configuration file:

Hardware compatibility:
Primary IP address:

Powered off

C:\Users\Morgan\OneDrive\ Desktop\Kali.vmx
Workstation 162 virtual machine

Network information is not available
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RootTermi
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"the quieter you become, the more you are able to hear"
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File Actions Edit View Help

[ (rorgan® kali)-(~]

$ sudo apt update

[sudo] password for morgan:

Ign:1 http://http.kali.org/kali kali-rolling InRelease

Ign:1 http://http.kali.org/kali kali-rolling InRelease

Get:1 http://kali.download/kali kali-rolling InRelease [41.2 kB]

Get:2 http://kali.download/kali kali-rolling/main amd64 Packages [19.3 MB]
Get:3 http://kali.download/kali kali-rolling/main amd64 Contents (deb) [44.7 MB]
Fetched 64.0 MB in 51s (1,259 kB/s)

Reading package lists ... Done

Building dependency tree... Done

Reading state information ... Done

14 packages can be upgraded. Run 'apt list —upgradable’ to see them.

[ (norgan® kali)-[~]

$ sudo apt install python3-pip git -y

Reading package lists... Done

Building dependency tree ... Done

Reading state information... Done

python3-pip is already the newest version (23.0.1:dfsg-1).

python3-pip set to manually installed.

git is already the newest version (1:2.39.2-1.1).

The following packages were automatically installed and are no longer required:

bluez-firmware catfish firmware-athok-htc firmware-atheros firmware-brcmg0211 firmware-intel-sound firmware-iwlwifi firmware-libertas firmware-realtek firmware-sof-signed firmware-ti-connectivity
firmware-zd1211 girl.2-xfconf-0 kali-linux-firmware libatkl.0-data libcfitsiog libevé libexporter-tiny-perl libflacg libfmts libgdal31 libgeos3.11.0 libgs9-common 1ibgssdp-1.2-0 libgupnp-1.2-1
libhttp-server-simple-perl libilmbase25 liblerc3 liblist-moreutils-perl liblist-moreutils-xs-perl libllvm1 libmpdec3 libnginx-mod-http-geoip libnginx-mod-http-image-filter libnginx-mod-http-xslt-filter
libnginx-mod-mail libnginx-mod-stream libnginx-mod-strean-geoip libopenexr25 libopenh264-6 libperls.34 libplacebo192 libpoppler1ls libprotobuf23 libpython3.10 libpython3.10-dev libpython3.10-minimal
ibpython3.10-stdlib libpython3.9-minimal 1ibpython3.9-stdlib libsvtavience libtbbl2 libtbbbind-2-5 libtbbmalloc2 libtiffs libwebsockets16 libwireshark1s libwiretapl2 libwsutili3 libzxingcorel llvm-11
1lvn-11-linker-tools 1lvm-11-runtime nginx-core openjdk-11-jre perl-modules-5.34 python-pastedeploy-tpl python3-commonmark python3-dataclasses-json python3-limiter python3-marshmallow-enum
python3-mypy-extensions python3-ntlm-auth python3-requests-ntlm python3-responses python3-speaklater python3-spyse python3-token-bucket python3-typing-inspect python3.10 python3.lo-dev python3.10-minimal

python3.9 python3.9-minimal ruby3.0 ruby3.o-dev
Use 'sudo apt autoremove’ to remove them.
0 upgraded, 0 newly installed, 0 to remove and 14 not upgraded.
1 not fully installed or removed.
After this operation, 0 B of additional disk space will be used.
Setting up initramfs-tools (0.142) ...
update-initramfs: deferring update (trigger activated)
Processing triggers for initramfs-tools (0.142)

~kali7-andes

update-initramfs: Generating /boot/initrd.img-6.1.
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[ (morgan® kali)-[~]

$ git clone https://github.com/sherlock-project/sherlock.git
Cloning into 'sherlock’
remote: Enumerating objects: 7570, done.

remote: Counting objects: 100% (267/267), done.

remote: Compressing objects: 100% (117/117), done.

remote: Total 7570 (delta 136), reused 211 (delta 118), pack-reused
Receiving objects: 100% (7570/7570), 16.32 MiB | 5.59 MiB/s, done.
Resolving deltas: 100% (4774/4774), done.

7303
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(morgan® kali)-[~]
L5724 shertoek

[ (norgan® kali)-[~/sherlock]
5 python3 -m pip install -r requirements.txt
Defaulting to user installation because normal site-packages is not writeable
Requirement already satisfied: certifi>2019.6.16 in /usr/lib/python3/dist-packages (from -r requirements.txt (line 1)) (2022.9.24)
Requirement already satisfied: colorama>0.4.1 in /usr/lib/python3/dist-packages (from -r requirements.txt (line 2)) (0.4.6)
Requirement already satisfied: PySocks>1.7.0 in /usr/lib/python3/dist-packages (from -r requirements.txt (line 3)) (1.7.1)
Requirement already satisfied: requests>2.22.0 in /usr/lib/python3/dist-packages (from -r requirements.txt (line 4)) (2.28.1)
Collecting requests-futures>1.0.0

Downloading requests_futures-1.0.0-py2.py3-none-any.uhl (7.4 k8)
Collecting stem>1.8.0

Downloading stem-1.8.1.tar.gz (2.9 M8)

2.9/2.9 MB 21.2 1B/ eta 0:00:00

Preparing metadata (setup.py) ... done
Collecting torrequest>0.1.0
Downloading torrequest-0.1.0.tar.gz (1.5 kB)
Preparing metadata (setup.py) ... done
Requirement already satisfied: pandas>1.0.0 in /usr/lib/python3/dist-packages (from -r requirements.txt (line 8)) (1.5.3)
Requirement already satisfied: openpyxl<3.0.10 in /usr/lib/python3/dist-packages (from -r requirements.txt (line 9)) (3.0.9)
Collecting exrex>0.11.0
Downloading exrex-0.11.0-py2.py3-none-any.whl (23 kB)
Building wheels for collected packages: stem, torrequest
Building wheel for stem (setup.py) ... done
Created wheel for stem: filename-sten-1.8.1-py3-none-any.whl size-436307 sha256=791fe75437a9ab6b2c12¢00588FF9c218573d4963542d973e4a5F7b2aF Fausdl
Stored in directory: /home/morgan/.cache/pip/wheels/fe/2e/30/1f47dd9ac9a25a607b57973a3f75dab8F1e9F73c98703209
Building wheel for torrequest (setup.py) ... done
Created wheel for torrequest: filename-torrequest-0.1.0-py3-none-any.whl size=1888 sha256=872458b2478eb26047231e4b07303d7d179403bcd72a2¢3F9e3b95Fd90d9241
Stored in directory: /home/morgan/.cache/pip/wheels/ce/76/72/2d834337734cd2d1e8897bec95dF2706239b33achu939a715a
Successfully built stem torrequest
Installing collected packages: stem, exrex, torrequest, requests-futures
WARNING: The script exrex is installed in '/home/morgan/.local/bin’ which is not on PATH.
Consider adding this directory to PATH or, if you prefer to suppress this warning, use —no-warn-script-location.
Successfully installed exrex-0.11.0 requests-futures-1.0.0 stem-1.8.1 torrequest-0.1.0
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[ (norgan® kali)-[~/sherlock]

$ python3 sherlock morganharries

A problem occurred while checking for an update: HTTPSConnectionPool(host="raw.githubusercontent.
NewConnectionError(’<url1ib3.connection.HTTPSConnection object at 0x7f5dc4f24110>: Failed to est
[*] Checking username morganharries on:

[+] Apple Discussions: https://discussions.apple.con/profile/morganharries
[+] Askem: https://ask.fm/morganharries

[+] Behance: https://wm.behance.net/morganharries

[+] Coil: https://coil.con/u/morganharries

[+] Duolingo: https://wm .duolingo.com/profile/morganharries

[+] Flipboard: https://flipboard.con/amorganharries

[+] Instagram: https://wmi.instagram.con/morganharries

1 //kik.me/morganharries

[+] OK: https://ok.ru/morganharries

+1 https: //wm . pinkbike.con/u/morganharries/
+1 https://quizlet.con/morganharries

+1 https: //wm.roblox.con/user .aspx?username=norganharries
[+ https://scratch.mit.edu/users/morganharries

[+] Scribd: https://wm.scribd.con/morganharries
[+] Slideshare: https://slideshare.net/morganharries

[+ // wani . smule . com/morganharries
+1 https: //open. spotify.com/user/morganharries
+1 https: //tiktok.con/amorganharries
+1 https://trello.con/morganharries

1
1
1

1

https://wm.twitch. tv/morganharries
https://twitter.con/morganharries
: https://wmi.wattpad.com/user/morganharries

completed with 22 results
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L—(root@kali)-[—]
# git clone https://github.com/KasRoudra/PyPhisher
fatal: destination path 'PyPhisher' already exists and is not an empty directory.

L—(root@kali)-[—]
# cd PyPhisher

L—(root@kali)-[—/pyphishe:]
# 1s
creds.txt error.log files ip.txt LICENSE pyphisher.py README.md

L—( root®kali)-[~/PyPhisher]
# sudo apt install python3-pip

Reading package lists... Done
Building dependency tree... Done
Reading state information... Done

python3-pip is already the newest version (23.0.l+dfsg-1).
0 upgraded, 0 newly installed, 0 to remove and 1 not upgraded.

L—( root®kali)-[~/PyPhisher]
+1
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