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[bookmark: _Toc230273978]Introduction
As the IT Security Manager for Vigilant Trust & Asset Management or VTAM, the recent phishing attempts and sophisticated ransomware attacks have revealed numerous vulnerabilities in traditional perimeter defence mechanisms. Additionally, due to hybrid working environments and the increased propensity for Cloud adoption, the Attack Surface has significantly increased, placing VTAM directly in the target of financially motivated threat actors seeking to exploit the organisation.  The Board of Directors has made a formal request that VTAM implement a contemporary Zero Trust Architecture or ZTA.
This report provides a solution that follows the NIST Cybersecurity Framework Core Functions, ISO/IEC 27001, and CISA guidelines. There are five elements of this architecture that must be developed, and they are Identify Modern Threats, Develop Security Policies, Develop Technical Mitigation Strategies, Implement Proactive Monitoring/Incident Response and Provide Ongoing Training and Awareness. By implementing these strategies, VTAM’s security will shift from a reactive to a proactive stance, protecting client assets and enhancing organisational resilience.
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[bookmark: _Toc230273980]Identification of modern threat
VTAM has experienced an increased of both internal and external threats. An example of an external threat is Ransomware-as-a-Service or RaaS, which provides a new operating model for attackers that lowers the barrier to deploying ransomware quickly and widely across financial networks [1]. Most attacks using this model target businesses that handle a significant amount of sensitive data from their clients and can cause huge disruptions to operations while asking for extortion demands. In addition, attackers also use AI-based social engineering tactics, such as voice phishing or vishing, using deepfake audio and automated callers impersonating trusted executive-level staff or technical support personnel to bypass traditional email filters, making the attacks much more successful and believable[2]. A third example of an external threat is the targeting of supply chain businesses; the MOVEit file transmission breach is a well-known example in which attackers leaked sensitive client data from thousands of organisations due to a single compromised piece of technology in the supply chain [3]. Cloud implementations introduce additional vulnerabilities due to common configuration mistakes, such as overly permissive access permissions on an IAM role or open storage, which allow an attacker to obtain company data without exploiting a software flaw [4]. With the Move towards hybrid work environments, unknown vulnerabilities, such as using home networks and personal devices to connect to your workplace, further compound the issue of exposure and decrease overall protection for your corporation against unauthorised access. Also, internally, there are potential threats from employees who, either accidentally or purposely, cause breaches of sensitive data through legitimate access via social engineering, leading to errors in judgment or policy violations [5]. Research completed in the area of risk perception has shown that the majority of employees have an inaccurate view of the amount of potential loss to the organisation, and as such, their tendency to take proactive defensive measures against data breaches lowers [6]. All of these threats ultimately will decrease VTAM’s financial data confidentiality, integrity, and availability of its critical systems, and therefore, a security posture must be developed that assumes a breach at every layer.
[bookmark: _Toc230273981]Modern Security Policies
To respond to the risks mentioned above, VTAM will develop and implement a comprehensive set of security policies that will align with the Zero Trust principles policies and internationally recognised security frameworks like the ISO/IEC 27001 will be the aim goal of the security program at VTAM that will provide a structured, repeatable methodology for establishing, implementing, maintaining and continuously improving an Information Security Management System or ISMS. Certification to the ISO/IEC 27001 standard will provide regulatory compliance and will also demonstrate robust internal controls to clients, regulators and business partners. All security policies will have a direct mapping to the NIST Cybersecurity Framework 2.0 functions of Identify, which is to include comprehensive inventories of assets and risk assessments, Protect which is to include least-privilege access, encrypted data, and secure baseline configurations, Detect which is to include continuous monitoring, Respond which is to include clear incident response procedures and Recover which is to include resilience of backups and restoration. The Zero Trust Architecture also requires that all access requests validate the identity of users and the postures of their devices dynamically, as well as the contextual risk of the access request. This means that there is no implicit trust based on location on the network or previous authentication [7], [8]. With respect to administrative policies, these policies require periodic reviews, immediate reporting of suspicious activity, and the use of the CISA Known Exploited Vulnerabilities catalogue in patch management. All of these policies will be formally written and communicated to all employees in several ways throughout the organisation, and will be subjected to an annual internal audit to make sure that they are relevant as threats change and are regulated. The policy framework provides a consistent and auditable basis for all subsequent technical controls.
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Fig 1 (Zero trust system geeksforgeeks.com)

[bookmark: _Toc230273982]Technical Mitigation Measures
The Zero Trust model requires a combination of practical, technical and administrative controls to be operational within the limitations of VTAM resources. Multi-factor authentication using AI will be a very important component of the prevention strategy, combining conventional methods with real-time behavioural analysis, device fingerprinting, and contextual risk scoring to identify and prevent abnormal access attempts [10]. Cloud security posture management systems will continuously scan VTAM's cloud systems to identify misconfigured controls and automatically alert administrators, while starting to enforce remediation to correct any excessive access controls. Network microsegmentation allows restricting horizontal access by creating policies to separate sensitive systems. Immutable backups stored in WORM repositories will allow VTAM to recover from ransomware attacks more quickly without paying ransoms. The patch management activities will focus on addressing vulnerabilities on the CISA Known Exploited Vulnerabilities List to rapidly close known vulnerability windows. Administrative activities will consist of routine access control reviews and the privilege escalation. These controls are directly related to the Protect and Detect functions of the NIST Cybersecurity Framework and CISA's Zero Trust Maturity Model core pillars [8]. The plan is to implement the solution in phases, starting with high-risk assets like customer data repositories and payment processing systems.


[bookmark: _Toc230273983]Proactive Monitoring and Incident Response
Threat detection and response are dependent on having clear visibility over an ever-growing attack surface. Therefore, VTAM will implement everything in one Security Information and Event Management solution integrated with Security Orchestration, Automation and Response SOAR capabilities through the aggregation and correlation of logs from Endpoints, Networks, Cloud Services, and Identity Systems, allowing true 24/7 monitoring [8]. The Incident Response Plan will align with the NIST CSF Respond and Recover Functions and follow CISA’s Guidance on the structured handling of Ransomware and other High-Impact Incidents. The figure below demonstrates each phase of the SIEM-driven incident response process from automated alert generation and triage through the use of enriched investigation via the use of Threat Intelligence feeds, coordinated containment via the automated isolation of networks, forensic analysis, and ultimately, Eradication, Recovery and After-Action Review or AAR. Simulated Ransomware exercises will be conducted to validate the team’s skills to meet defined recovery time objectives. This new, automated approach will improve the Incident Response process, moving from a reactive to a proactive Resilience capability that will drastically reduce potential downtime and the risk of regulatory exposure.
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Fig 2 (Siem process flowchart, ResearchGate)


[bookmark: _Toc230273984]Continuous Training and Awareness
Human vulnerabilities cannot be completely addressed by technical controls. Therefore, VTAM will provide an engaging and ongoing security awareness program that exceeds the minimum compliance requirements. Monthly simulated phishing and vishing exercises based on role-specific scenarios will reinforce recognition of social engineering tactics and improve click rates and incident reporting speed [2], [5]. Interactive modules will provide insight into the real-world financial, operational, and reputational impacts of security breaches and, lastly, will increase employees' perceptions of risk and motivation to practice protective behaviours [6]. Role-specific training will focus on educating employees about the unique threats faced by finance, IT, and executive teams related to CEO fraud and insider threats. A network of security champions will integrate awareness into daily operations, and gamified learning platforms, along with ongoing feedback surveys, will provide continual engagement and evidence of cultural change. This ongoing program will cultivate a security-savvy culture in which every employee recognises their role in safeguarding VTAM’s assets.



[bookmark: _Toc230273985]Conclusion
In conclusion, the recommended Zero Trust model provides VTAM with a modern approach to cybersecurity, enabling the company to address past attacks and current risks. By implementing ISO/IEC 27001 accreditation, NIST CSF and CISA guidance, and technical controls, VTAM will be able to significantly reduce its attack vectors, improve its compliance with regulations, and secure its sensitive client data [7], [8], [11]. Thanks to these effective policies, AI-powered mitigation measures, continuous monitoring, and security training, the firm will be able to adopt a proactive rather than a reactive approach to cybersecurity. The first step towards implementing the proposed framework should be a quantifiable assessment of the Zero Trust maturity level to identify priority initiatives and demonstrate the return on investment to the management. Such an important strategic move will not only protect the firm from cyberattacks but also make it stand out in the industry.
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Full adoption of ISO/IEC 27001 Information Security Management System [11]
Policies mapped to NIST Cybersecurity Framework core functions
Dynamic verification of every user, device, and access request

Zero implicit trust based on network location

The purpose of these policies is to provide a consistent framework that follows
regulatory requirements and builds confidence in clients.They serve as the framework
M O D E R N of the technical controls that VTAM will implement. Regular reviews and annual audits
of the policies will be done to ensure that they remain effective.
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Al-enabled Multi-Factor Authentication with
behavioural analysis [10]

Cloud Security Posture Management automatic
misconfiguration fixes [4]

Network micro-segmentation and immutable
backups

Priority patching using CISA Known Exploited
Vulnerabilities list

The set of practical controls listed above is suitable
for a medium-sized company and can be implemented
in stages.They provide immediate risk mitigation
while preserving operational efficiency. Additionally,
collectively, they are the highest risk closure
opportunities used by modern attackers.
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24/7 MONITORING &
INCIDENT RESPONSE Steps to Design a Zero Trust System

Integrated SIEM + SOAR platform for continuous 24/7
visibility

Zero Trust Architecture
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ransomware

Structured NIST-based incident response process

Regular tabletop exercises to ensure team readiness

This modern monitoring system enables real-time threat
detection and automated response, greatly reducing the time to
contain incidents. The process follows industry best practices and
ensures VTAM recover quickly; ultimately, regular exercises will
prepare the VTAM team for real-world scenarios.
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CONTINUOUS TRAINING &
AWARENESSG

Monthly simulated phishing and vishing exercises
Role-specific training for finance, IT and executive teams
Security champions network embedded across the organisation

Focus on real business consequences to drive behavioural change [6]

 Technology alone cannot protect VTAM. People remain the last line of defence.This
continuous program uses realistic simulations to build awareness and improve reporting
rates. It will create a strong security culture for VTAM.
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BUSINESS BENEFITS &
RECOMMENDATION

= Significant reduction in breach likelihood and impact
* Enhanced regulatory compliance and client trust
* Lower long-term costs through prevention and fast recovery

+ Positions VTAM as a secure leader in financial services

The Zero Trust program will be a strategic investment for business continuity and will protect projected

revenues, reputations, and client relationships. It has also been designed to satisfy the increasing number of
compliance regulations.

It is recommended that the Board of Directors approve the zero-trust program.
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Protecting VTAM Against Modern Cyber Threats
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CHALLENGE OF THE
RECENT SECURITY
INCIDENTS

 The series of incidents we have seen
over the last few years shows us that
VTAM’s current security model no longer

provides adequate protection for the
business. The fact that a large percentage
of the VTAM workforce is working
remotely and our increased reliance on
cloud applications means that the risks to
financial information and business
operations are higher than before.

= Failure to take corrective action puts
VTAM at risk of financial loss, regulatory
fines, and damage to its reputation.
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MODERN THREATS OF VTAM

Ransomware-as-a-Service (RaaS) is fast, affordable, and highly effective [1]
Al-powered vishing (voice phishing) using deepfakes [2]
Supply chain compromises such as the MOVEit breach [3]

Cloud misconfigurations and insider threats [4][5]

These threats are changing quickly and specifically target financial services. Each one has a direct impact
on the business, including lost revenue, clients leaving, and the potential for regulators to investigate
closely. Traditional defences cannot keep up with these advanced attacks.





