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This paper examines the some of the issues surrounding the use of ‘Big Data’ and Artificial Intelligence. The benefit of their use in various aspect of crime prevention, appear to be supported by the theoretical frame work of Situational action theory (SAT). However, certain concerns have been voiced regarding their deterministic use in convictions.
































Through its course of existence, every society faces varieties of threats that pose danger to its survival, development, growth and stability. That very stability provides the necessary environment in which people can cooperate, overcome challenges and threats, thrive and survive. By incorporating various views of what is right and wrong in to a set of rules (laws) people may have tried to identify and deter behaviors and actions that can prove detrimental to the societal coherence. According to Wikström (2013) the law is a set of rules of conduct that states what is the right or wrong thing to do in particular circumstances (p.76). Laws poses moral content, they can be seen as a set of moral rules guiding human actions and interactions (Wikström, 2013). However, the strength and importance that those rules impose on individuals varies from person to person.  In other words, depending on variety of factors in certain situations (or generally) some individuals don’t perceive those rules as sufficient upholding values, which may result in severe cases of crime such as murder (Wikström, 2013). This have led law enforcement agencies to pursue the development of techniques, to prevent the emergency of crimes. In the past decades, the advancement of artificial intelligence and data collection, storage, processing and analysis have led to the development of the so called “Big Data” or big data analytics. This is a computing tools that allow the use of statistical analysis and machine learning in legal decision making (Moses and Chan, 2014).
It is an extremely large set of information, which permits a series of predictions and evaluation of human behavior. Affecting investigations, convictions and sentences based on the probability of a person to commit or repeat a crime (Moses and Chan, 2014). However, the use of such pre-determination techniques forms a chain of moral, constitutional, legal, psychological concerns. This sets a moral inquiry if it can be certain that this individual will in fact engage criminal behavior simply based of probability. Is this notion of purely deterministic behavior accurate from psychological standpoint? And if not, how right is to judge someone for a crime he hasn’t even committed? 
Therefore, this paper will focus on discussing the potential issues surrounding the use of ‘‘Big Data’’ and Artificial Intelligence in criminal cases and try to evaluate the appropriate level of its use for law enforcement purposes.

Before tackling the idea of ‘if and when’ predictive tools, based on artificial intelligence, should be used in the prevention of crime, it is first necessary to examine the question: ‘‘Why crime happens in the first place’’? According to Professor Per-Olof H. Wikström’s (2014) Situational action theory (SAT), ‘people commit acts of crime because they perceive and choose a particular kind of act of crime as an action alternative in response to a specific motivation (p.75)’. Crime is not determine by the individual background, social status, ethnicity et al. Those may be the ‘cause of the cause’ of the criminal act. They are overall less important than the actual interactions between the relevant situational factors, enabling the opportunity for commitment of crime in a specific moment in time (Wikström, 2014). SAT suggests that situational factors are responsible for the specific type of human actions. The main situational aspects leading people to criminal behavior are: ‘‘the person (his or her relevant propensities), the setting (its relevant inducements), the situation (the perception-choice process that arises from the exposure of a particular person to a particular setting), and action (bodily movements such as speaking, walking or hitting)” (Wikström, 2014, p.77).





When the ‘‘right’’ combination of factors arise, people form ‘‘motivation’’ to act (criminally) (Wikström, 2014).  Crimes happen when criminally predisposed individuals find themselves in an illegally inclining environment. Creating the alternative (crime) as the ‘‘most’’ viable way to act in the situation. Motivation can be external (provocation from people causing anger, etc.) or internal (persons desires, needs, etc.). The motivation then is process by a moral filter composed by the individual morals and the ethical norms of the setting. If crime is not perceived as an alternative, then it will not take place. However, in cases of which crime is perceived as an alternative, SAT recognizes to types of choice: ‘automatic (based on predictability) and deliberate (influenced by free will)’ (Wikström, 2014). Automatic or habituated action are reactions to environmental cause, often in a stressful situation. They are based on the person’s past experiences and choices in a particular situation. Meaning that a person who has chosen crime as the only alternative in the past will automatically continue to follow similar behavior pattern (Wikström, 2014). In the case of deliberate actions, the person is placed in unfamiliar situational environment and has to actively evaluate his/her further choices. The strongest preventers of that deliberate type of criminal actions are: ‘self-control’ - the ability to uphold personal moral rules despite the environmental moral norms and ‘deterrents’ - the degree of enforcement of settings moral norms (Wikström, 2014). 

To summarize, according to principles of SAT the introduction of moral imposing deterrents in areas that otherwise will contain the necessary environmental predisposition for commitment of crime can lead to drop in its occurrence. Support for that can be found in the significant decline in football hooliganism in Britain in the past decades. It is partially attributed to the deterrents such as CCTV surveillance (Farrell, 2010). In relation to the topic of the big data analytics and AI usage in law enforcement. The introduction of predictive algorithms such as Epidemic Type Aftershock Sequence (ETAS) crime forecasting in policing, had led to 7.4 % reduction of crime volume as a result of redistribution of police patrols to more dangerous arears. In contrast, the prediction of professional analysts has shown no significant change in crime rates (Mohler et al, 2015). Overall, the results gathered from the implementation of those predictive policing tools have shown promise in crime prevention. However, the potential issues in using predictive analysis are concerned more with the unjust prosecution of people who are seen as dangerous for crimes they haven’t committed.  In the case of LOOMIS V.STATE the court overturned a plea for probation based on Loomis results on COMPAS risk assessment classification instrument (Freeman, 2016). Instead of sentencing him to six years in prison. Furthermore, the court rejected the request of providing the defense with the system specific currieries and evaluating techniques. Preventing them from the construction of counter arguments against the decision. This verdict effectively eliminates any sort of ‘‘reasonable suspicion” provided to any American citizen by the The Fourth Amendment. The harsh sentence may be seen as a form of segregation, denying alternative chance of rehabilitation.  The point here is not to portray Mr. Loomis as a pure hearted victim of the justice system. But rather to introduce the chance of possible analytical errors of the program (given the fact that is computed by humans in first place) or misuse of the data by the court. ‘‘Implicit bias inevitably exists in the ordinary course of police activities but is even more damaging when combined with confirmation bias: “the tendency to bolster a hypothesis by seeking consistent evidence while minimizing inconsistent evidence’’ (Ferguson, 2015, p.403). In that, sense pre-crime analysis tools cannot only prevent subjective biases in trials but cause them as well. ‘‘It is humans who set up the machine learning algorithm, and who make decisions about what type of machine learning to use, which datasets to employ in the analysis’’ (Moses and Chan, 2014 p.648).  
Hypothetically, the system may be one hundred percent correct in the framework of the data it contains and its specific analytical construct of the algorithms. However, it will fail to evaluate variables it does not have access to. Rehabilitation and reintegration techniques specifically chosen for the individual show promise in preventing the repetition of a criminal act by released felons, giving promising longevity results (Wormith et al, 2014).  However, if one of these individuals ware give COMPAS evaluation it is likely that he or she can also be considered as in potential risk for repeating a crime,  Big data analyses, although more powerful than older techniques, still has a way to go (Moses and Chan, 2014).  
Another major concern is that the reliance of Big Data and Artificial intelligence in law enforcement may cause limitations in personal freedom and intrusive use of surveillance. With a heavy presence of artificial police holding a tight grip over society, making sure that people behave in a ‘’desirable’’ way. However, there is also the possibility those tools can be used only for targeted control of crime is also present. Overall, those systems may be useful give that we understand when and how to apply them. 
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