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What’s the verdict?

Quantitative analysis in cybersecurity can play a pivotal role in understanding and bolstering security posture of IT systems [i]. As our our
project centers around this overal abjective the following are some useful forms of quantitative analysis that may be complimentary to
achieving our objectives.

Incident trend analysis [2]
Trend analysis involves scrutinizing the frequency and trends of security incidents over a set period.

Utiising a line chart to visually represent the monthly count of reported incidents. This approach helps s to identify patterns imegularities.
and guides the development of proactive risk mitigation strategies.

Vulnerability severity distribution
Here, we evaluate the distribution of vulnerabilities based on severity levels. Using a straightforward bar chart, we ilustrate the number of
vulnerabilties within each category. This targeted approach ids in taioring our defensive strategies effectively.

Risk score comparison [3]
In this analysis, we conduct a comparative assessment of risk scores associated with various threats or vulnerabilities. Employer a scatter

plot. each point on the chart represents a specific threat or vulnerabilty. This visual comparison simplifies the process, offering insights
that be less apparent in raw data.
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There’s a theme here

The following qualitative data has been organized based on incident reports allowing for the identification of recurring incident types and
trends [4] Each incident is systemically presented with details on description, user responses, impact, and mitigation efforts. The.
structured format provides @ means for easy digestion of complex data.

« Incident ID: IR-2023-001
© Description: Phishing attack targeting employees: malicious emails impersonating HR department.
© User response: Employees reported suspicious emails; some clicked on links. I investigated promptly.
© Impact Limited data exposure, no sensitive information compromised.
© Mitigation: Conducted awareness training for employees updated email filtering rules.

« Incident ID: IR 2023-002
© Description Malware outbreak traced back to compromised vendor.
© Actions Taken Identified and contained the matware: isolated affected systems
© Impact Limited impact as makware contained promptly

°

Mitigation: Strengthen vendor risk assessment: enhance incident response communication

« Incident ID: IR 2023-003

Description Unauthorized access to sensitive customer data via compromised employee account

‘Actions taken Immecdiate suspension of the compromised account

User response: password reset for affect user

Impact Limited data accessed: no evidence of data exiltration

Mitigation: Conducted a thorough investigation; implemented multi-factor authentication for sensitive accounts
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o, Hubbard and R Seiersen, How to Measure Anything in Cybersecurity Risk, John Wiley & Sons, 2016]

2] GaselQ How to Gonduct an Effective Incident Analysis; CaselQ. available oniine: hitps//wwwcaseig.com/resources/how-to-conduct-
an-effective-incident-analysis/, accessed: September, 2023.|

[3] [Infosec Institute, ‘Performing Qualitative and Quantitative Security Risk Analysis” InfoSec Institute, available online:
hitps//resourcesinfosecinstitute com/topics/generaksecurity/perform- qualitative- guantitative-security-risk-analysis/, accessed:
September, 2023

(4] [ Winois Education, “Organizational Data - Qualitative Data Analysis.” University of llinois Library, available online:

hitps//quideslibraryilinoisedu/qualitative/org-data, accessed: September, 2023]
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Project Overview:

The project aims to highlight the relationship
between vulnerability assessment and increased
security posture, utilising quantitative and
qualitative analysis to derive insight and inform
action.

Scope:

Key Focus: Impact analysis

Crucial Elements: Evidence-
based insight

Broader Vision: Cybersecurity
insights

Outcome: Hardened security
posture

Timeline:

Vulnerability Assessment R...
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Objectives:
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Project Reflection

Exploring various research avenues through mind mapping and previous activties has led to me a particular project of interest
centred on cybersecurity and the implementation and analysis of vuinerabilty assessment tools s means to increase overal

security posture.

The projects undertaking presents a dual opportunity: practical engagement with vuinerabiity assessment tools and the exploration
of insights gained through incident analysis and research. The objective & to cultivate a robust understanding of the impact
wuinerabiity assessment can have on an erganization's secuity posture and enhance overall understanding in the field of cyber
security. While also bridging the gap between theoretical concepts and practical application.

Beyond personal development,the broader significance of this project lies n its potential contributions to the cybersecurity
community. in a rapidly evolving digital landscape, where cyber threats are pervasive, the need for effective defence mechanisms is

crucial By dissecting and understanding the impact of implementing vulnerabilty assessment tools, this research aims to inform
strategies that can fortify organizations against cyber threats.

Reflecting on potential challenges, ethical considerations take centre stage. Recognizing the sensitivity of data involved in
cybersecurity project explicit consent becomes a fundamental reqitement Every step has been taken to ensure ethical research
conduct respecting the privacy and rights of individuais associated with the project A transparent and comprehensive project plan
involving key stakeholders is a necessity when undertaking @ project of this nature.

In conciusion the proposed cybersecurity project exploring vulnerabilty assessment and ts relationship with security posture seeks
to amalgamate practical application with theoretical understanding and endeavour not only to expand knowledge but also
contribte valuably to the cybersecurity landscape. Through detailed planning ethical considerations, and a commitment to
addressing cyber threats, this project aims to be a meaningful expioration of the intersection of theory and practice in the field of
cybersecuriy.




