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Abstract
As data becomes increasingly digitalised and technology continues to advance, the need for information security practices has grown. Cryptography is essential in safeguarding data by ensuring its confidentiality, integrity, and authenticity. This paper examines key cryptographic techniques, such as symmetric and asymmetric encryption, hashing functions, and digital signatures, and their application in securing data across areas like communications, storage, and financial transactions. It also explores core information security principles of the CIA triad and strategies to mitigate common threats like malware, phishing, and data breaches. Additionally, the paper highlights security measures, including firewalls, encryption, and multi-factor authentication, as well as the importance of policies and legislation (e.g., GDPR) in shaping effective security practices. This research aims to provide valuable insights into developing resilient security frameworks to protect against emerging cyber threats and secure critical data.

[bookmark: _Toc1463461811]Cryptography
Cryptography is a process of secure communication so that only authorised users can view the message [1]. Cryptography transmits sensitive data by transforming it into coded text by using an encryption algorithm. Encryption protects the data by ensuring confidentiality is maintained during transmission. [2] It also ensures integrity, as it only allows authorised individuals to access data and review it in a readable format. [1] Cryptography manages sensitive information in numerous differing scenarios such as passwords or other methods of proving authentication. Through cryptography, the system can verify the password and the user while concealing the passwords maintaining confidentiality. Furthermore, it also secures the system as the passwords will not be stored in a readable format in the organisation’s database. This means that the system is not as vulnerable to attacks. Other cases where cryptography is utillised are securing websites, cryptocurrency, electronic signatures and private communication including video calls, messages and emails. 
In the case of human communication end-to-end encryption is used. [3] end-to-end encryption is where the data is encrypted when it is transmitted from the device to a server. However, the data remains encrypted until it is received by the responder’s device. This provides a high level of protection as it safeguards from invaders observing data flow through the internet and attackers who can infiltrate the server. [4] The process of cryptography consists of two main stages to protect the data that is being transmitted as shown below.  
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[bookmark: _Toc184904581]Figure 1. Encryption Process [4]
These stages are encryption and decryption. Encryption is the process of converting plain text into ciphertext or code. This makes the data futile for those who do not have the decryption key. Meanwhile, decryption is converting ciphertext back into plain text so that it is readable to the recipient   
In addition, there are different types of encryptions [5]. One being symmetric encryption. This method uses an identical key for both encryption and decryption. It’s quicker and easier than other forms provided that the key remains secret. A common symmetric encryption algorithm is the Advanced Encryption Standard (AES) that was founded by America [6]. However, it has been used by many countries worldwide. It is essential as it protects data for several organisations such as government facilities, to secure web applications and during financial transactions. AES is a block cipher used across the internet and the key lengths range from 128 to 256 bits. Where 256 bits is considered the most secure. Furthermore, symmetric ciphers can also be a stream where the data is encrypted one bit at a time. In contrast to block cipher where the data is encrypted by fixed-sized portions. However, the strength of the key depends on its length, entropy or randomness in creating the algorithm and how easy it is to deconstruct. Additionally, there are other types of encryptions such as asymmetric encryption. Asymmetric encryption, as opposed to symmetric ciphers, uses two differing keys: one for encryption and the second for decrypting. [7] These keys are referred to as the private and public keys and are mathematically linked. The public key is used to encrypt the message and is often easily accessible in an organisation. However, only the private key can be used to decrypt the data. An established asymmetric encryption algorithm is Rivest-Shamir-Adleman (RSA).  In asymmetric encryption, the private key serves as a trapdoor as it’s the only method of decrypting the cipher text. Additionally, the public key is related to a one-way function meaning that the data is easy to encrypt but is very difficult to decrypt the data without the public key. Conversely, the private represents the inverse of that one-way function allowing the recipient to decrypt the message.  
Cryptography is essential for organisations and their day-to-day responsibilities [8]. Many organisations collect sensitive data from their users or customers including passwords, credit card details or identity information. This type of information can also be referred to as Personal Identifiable information (PII). It is the organisations responsibility to safeguard this information as attackers may seek to infiltrate the servers to obtain the information for malicious intent including financial fraud, identity theft or they may sell the data they obtain for profit. For this reason, it is important to safeguard sensitive data and analyse different vulnerabilities that may be present. Many organisations often use cloud storage to gate keep their customer details which can jeopardies not only sensitive information but the organisation’s database. The purpose of cryptography is to address this issue. For this reason, it is important for organisations to implement encryption measures in order to reduce vulnerability and improve security especially with cyber-attacks increasing. Furthermore, there are numerous institutions such as industry standard organisations and the institutions who introduce policies that must be followed and government bodies who set guidelines and legal requirements regarding how sensitive data should be managed or protected and ensure that these regulations are being complied.  
Moreover, there are laws such as the Protection act. This act was introduced in the UK as an implementation of the EU's General Data Protection Regulation (GDPR). The Protection act addresses how data should be managed [9]. This act highlights the necessity for security for organisations as they are holding sensitive data. Particularly, when it comes to protecting data against unauthorised access and data loss as well as maintaining its integrity. Cryptography is important to comply with this standard because it allows organisations to safeguard sensitive data through encryption which can only be converted into readable text by using the decryption key. Furthermore, the act also emphasises the need for security procedures to maintain confidentiality of sensitive data. Other methods similar to encryption such as digital signatures and hashing are important in safeguarding information as well as the organisation’s database, applications and IT infrastructure. These regulations are important to address the increase of cybercrime but also it is in the business’s interest because if the sensitive data is compromised this can lead to temporary shut down and heavy fines. On the other hand, cryptography may also have an adverse effect [10]. For example, ransomware, a type of cybercrime, that has a detrimental effect on organisation’s that have been targeted. Attackers will use encryption, usually on files, preventing victims from accessing their data stored on the device or network. The penetrators will then demand a ransom usually in the form of cryptocurrency for the data to be decrypted.  
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[bookmark: _Toc184904582]Figure 2. Usage of encryption algorithms by major ransomware families 1989-2021 [11]
 As shown in the chart above, most instances of ransomware use AES which is an algorithm that utilises symmetric encryption and RSA algorithms which is an asymmetric encryption method and are commonly used among organisations. In 2021, there were 623.3 million ransomware attacks worldwide [12]. Thus, it is important to implement measures as malware is only ever increasing.  
	Although cryptography is credited as a preventative measure to safeguard data, it can help in detecting suspicious activity and malicious intent by monitoring interactions with the data [13]. For example, through digital signatures, a method of proving identity, can detect malicious activity as it can identify if there has been an intrusion where the person has not shown authorisation and has bypassed these preventative measures. Furthermore, when a system has been threatened or infiltrated alarms or logs may be triggered then an administrator can be notified, and other procedures be conducted such as denying access and logging the occurrence for analysis.  

[bookmark: _Toc1478803296]Implementing Information Security
Information security also referred to as InfoSec, is protecting information and information systems from prohibited access and safeguards the data so that it is not disclosed, altered or destroyed to guarantee confidentiality, availability and integrity [14]. 
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[bookmark: _Toc184904583]Figure 3: CIA Triad [15]
Information security consists of a wide range of areas such as network security, physical security, endpoint security and data encryption. Information security is important for businesses and organisations because they manage sensitive data that is vulnerable to hackers and malicious attackers including Identification assets. There are many negative repercussions if the sensitive information is accessed and exploited [16]. It can have a negative impact on the efficiency of the organisation and particularly financially. This is because it can slow down their devices and decrease productivity. Not only this, but the consequence of a cyber-attack may also cause the organisation to allocate extra funds and time into ensure their information is secured and rebuilt from the loss and repairable damages the attack may have caused. Additionally, the physical assets may be compromised, and this could potentially be catastrophic as it could affect public health, national security or financial systems. Thus, extend beyond the company itself, affecting not only internal operations but also customers, partners, and the broader ecosystem. [17] An example of this is a ransomware attack on the NHS in 2018. This led to emergencies being neglected, urgent surgeries being cancelled and a loss of £92 million. 
Moreover, it is essential for organisations to implement information security particularly because it helps ensure the three principles of the CIA Triad: Confidentiality, availability and Integrity of the company’s information. The information security that an organisation implements can vary depending on their requirements and the type of data that is vulnerable. When creating the methods of security and implementing information security, it is important to consider the organisations policies related to access control risk assessments and safeguarding data [18]. These policies will help guide employees in ways they should manage the information, reducing the number of human errors. Information security is a foundation of the relationship between humans and technology as it involves human practices and aiming to reduce vulnerabilities caused by human error. The interaction between humans and systems is an important factor in ensuring security. Thus, employees’ awareness and training are essential as well as adopting the most efficient procedures to strengthen security. Thus, it is important to maintain a balance between technical controls such as firewalls and access controls and business factors such as staff training and creating policies. This will prevent the detrimental effects of certain attacks that depend on human error and trick victims such phishing and malware. Social engineering attacks are continuing to rise, and these criminal operations are continuing to grow and expand. [19] It is essential that business address this issue among their employees to reduce vulnerabilities as up to 98% of cyber-attacks rely on deceiving people. Thus, the security of an organisation is limited to the employee's knowledge, training and understanding of cyber-attacks.
Furthermore, the business should also create procedures for managing numerous incidents that could occur such as security breaches and set instructions on data backups and updating systems reducing vulnerabilities within the system. Moreover, the organisation will also have to comply with legal requirements such as the General data protection regulation (GDPR) introduced by the EU [20]. It demonstrates how data should be managed. This act also includes organisations not located in Europe but manages data of European citizens. The legislation encompasses numerous factors related to security such as collecting data and informing the customer or user of the organisation’s intentions. For example, it emphasised that only relevant data should be collected and that users should be clarified how the data will be used, gaining their consent for it to be used. Individuals will also be able to access, rectify and delete given information. Additionally, within 72 hours of a data breach the authorities must be informed as well as victims of the attack. [21] 
Furthermore, the Payment Card Industry Security Standards Council (PCI DSS) is a set of guidelines or procedures that have been established by credit card companies such as VISA and must be followed by organisations who manage this type of data. These set of procedures focus on protecting sensitive information belonging to the card holder. They also have several requirements regarding their hardware and software systems including updating their security systems.  and also maintaining this standard. [22] Furthermore, as a component of these policies, organisations should conduct a risk assessment, where the risks are identified as well as potential vulnerabilities. Organisations may also conduct a GAP analysis 
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[bookmark: _Toc184904584]Figure 4. Gap Analysis flowchart [23]
A Gap analysis is a procedure conducted by project managers aiming to demonstrate the contrast between the company’s current state and their desired state. From this, they create a new method in order to achieve the desired state and analyse their performance. Moreover, companies may address their security vulnerabilities with numerous types of security measures including employee training, cryptography and upgrading hardware components. [24] Organisations should implement technical controls such as firewalls to protect the network and reduce vulnerabilities. Firewalls are useful in data protection and assist declaring authorisation to access the system still allowing data to be transported outside the LAN network. Firewalls monitor network traffic and inspect packets, so they are able to detect unauthorised individuals. Thus, protecting sensitive information and preventing identity theft. However, firewalls should be integrated with other security measures such as an Intrusion Detection System (IDS) in order to obstruct any malicious activity. In addition to this, Next Generation Firewalls have an improved ability to detect malicious attacks such as deep packet inspection (DPI). [25] Furthermore, organisations should also create an incident response plan that demonstrates how they intend to manage circumstances. 
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[bookmark: _Toc184904585]Figure 5: The complete incident management process [25]
The incident response plan consists of detecting malicious activity, how they respond and a recovery plan. Additionally, the response plan also includes roles and responsibilities, communication strategies ensuring an efficient response to an attack. 
Information security offers numerous methods and procedures to respond detect, protect and safeguard data that is adaptable to the organisation’s requirements. They can utilise firewalls and IDS as detection methods and incorporate response plans to react to attacks effectively. Furthermore, there are protection measures such as cryptography. By utilising these methods of securing data and enhancing it, organisations can defend against cyber-attacks.













[bookmark: _Toc840931049]Task 2
CyStresSolution (CSS), an intelligence and consultancy company, utilises an online presence. It is important that this company implements security protocols and measures as it continues to expand and oppose cyber-attacks. It is important for CSS to implement a security unit. This will enable them to be more efficient as a functioning business but also to enhance the assistance they can provide to their customers. 

[bookmark: _Toc932436206]Organisation structure
It is important that the company has a clear structure with allocated roles and responsibilities in order to implement security measures and to improve the business’s efficiency. [26] There are two common structures that are adapted in businesses, and these are: mechanistic and organic.  Mechanistic structure is primarily focused on stability, control and maximising productivity. This structure consists of a hierarchy with clear roles. Thus, accountability will be easier to establish. However, this structure can be rigid and make communication difficult among employees. 
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[bookmark: _Toc184904586]Figure 6Mechanistic Organisational structure [27]
Furthermore, an organic organisation structure promotes teamwork by expediting communication with other employers. This structure is less focused on control and hierarchy than the mechanistic structure. This structure promotes creativity and enables the company to create innovative methods on security and create innovative ways to protect their customers from cyber-attacks. Although this structure would benefit CSS, there may be some issues when it comes to role allocation and management. Aspects of consistency can be found in the mechanistic structure. Taking this into account, an implementation of both mechanistic and organic structures is essential for CSS to operate efficiently, by utilising these methods the company can adopt the productivity and stable principles of the mechanistic structure while ensuring the structure is versatile and allowing employees to engage in the working towards protecting their customers from cyber threats and attacks. This hybrid organisational structure will consist of several teams with allocated roles and responsibilities. These teams may be focused on mandatory and conventional procedures or adopt a cross-functional structure like the organic structure to ensure collaboration. Teams who follow the mechanistic structure have responsibilities and roles that involve standardised tasks that are important for the company to function. For example, financial teams are responsible for managing budget and allocating resources efficiently. Moreover, IT management manages the company's hardware, servers and security systems. Furthermore, facilities such as the incident response team and institutes such as the research and development who focus on developing existing methods and adapting to new forms of attacks will utilise principles of the organic structure. This approach ensures they have the freedom and resources to refine and expand on existing ideas, fostering innovation and continuous improvement. It is important that these teams can develop and conform as cybersecurity is ever changing. Thus, for CSS to be successful in safeguarding and protecting their customers they must continue to adapt. In this dynamic, there will be several types of communication. For example, the CEO or other managers may set certain goals. Management roles such as the Chief Information Security Officer (CISO) should provide guidance, support and tasks assisting employees. Furthermore, this structure is intended to promote communication between employees in order to adapt to the challenges of cyber security. This may include communication between different departments. For example, the IT management team will need to cooperate with the compliance officer to ensure their practices comply with their policies and current legislation. 

[bookmark: _Toc932944956]Policies and procedures 
Policies and procedures are essential for integrating security into the company’s affairs. The company’s procedures establish approved practices, provide guidance to employees and ensure the standardised practices adhere to legal necessities. [18] These policies should be regularly monitored and investigated to ensure that the employees comply with the procedures. Furthermore, the policies may need to be changed due to changes in the current legislation. An Information Security Policy (ISP) is a declaration that is created and modified by numerous teams of the organisation. These include network engineers that assist in forming the foundation of the company’s structure as they maintain the physical structure and components. Furthermore, other teams involved may include a legal team and management team. The intention of the policy is to guarantee that all employees understand and are informed of the company's rules and guidelines. The statement contains objectives and information such as guidelines and expectations from management and what they aim to implement in their operations to guarantee that the organisation can function efficiently. The ISP creates a set of standardised rules that must be followed throughout the organisation. It also allows employees to have a clear knowledge of their responsibilities and thus, can work towards their goals with the confidence and the guidance they need. This is also a clear presentation of their guidelines and expectations that can be easily understood by contractors or other parties. This is important for CyStresSolution (CSS) to provide clarity of expectations that aid in decision-making allowing the businesses to operate more consistent and stable. Furthermore, creating policies for CyStresSolution can be useful when it comes to accountability as policies will present information regarding ethics and employee conduct to retain a positive working environment. They ensure accountability as they provide specifications on behavior as well as potential consequences for disobeying these guidelines. Hence, promoting accountability. 

[bookmark: _Toc299309413]Compliance (Laws and ethics)
In addition, the organisation’s policies will have to comply with current and relevant legislation to conduct in an efficient and ethical manner. This will also prevent legal penalties or potential prosecutions in the future. [9] These laws may include the Protection Act that was introduced in the UK as part of the European General Data Protection Regulation (GDPR). Which provides presents regulations for companies that manage sensitive data. These regulations include retaining a compliant security system that will protect sensitive information from potential threats and other factors such as data loss, corruption or damage to components. The act also emphases that sensitive data should only be collected when necessary and only relevant data should be gathered. The Act also alludes to reducing the amount of sensitive data gathered and also emphasises that it should not be retained for longer than required. 
Furthermore, when CyStresSolution creates or modifies policies they will need to consider certain laws and comply with government rules. For example, when managing their customers they will need to attend to factors such as payments. For this, they will need to consider relevant laws such as the Payment Card Industry Data Security Standard to remain ethical and fair to their customers as this will establish trust between the organisation and their clientele. 
Furthermore, there are other factors of the organisation where they will need to consider regulations particularly when it comes to maintaining the physical components as well as storing and safeguarding data. Additionally, this will be important regarding the service they provide to their market as they will be assisting their customers by utilising frameworks and cloud storage. Consequently, they will need to comply with regulations in order to be efficient, ethical and to satisfy their market. Furthermore, CyStresSolution handles sensitive data and aims to protect their customers from potential attacks. For this reason, implementing the ISO/ IEC 27001 into their system would be highly regarded. ISO/ IEC 27001 is a standard for information security management systems (ISMS) that has been accepted globally. Implementing this standard would be beneficial for CyStresSolution because it would promote the principles of the CIA triad and assist in protecting data by providing a structure that would enhance their security of information assets.  
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[bookmark: _Toc184904587]Figure 7: Advantage of ISO 27001 [29]
The illustration above presents the advantages this implementation would have on CyStresSolution and its ability to protect their data as well as enhance the service they provide to their customers. Furthermore, another standard that they will need to consider is those related to Cloud security to further enhance their security. This includes compliance with policies and guidelines such as ISO 27018 
[bookmark: _Toc718658220]Risk Management 
As cybersecurity continues to change and develop it is important that the company continues to investigate and monitor its weaknesses in order to remain efficient. Conducting Risk Assessments and introducing risk management will help achieve this. This framework will be utillised to identify, mitigate, monitor and assess security risks. Adopting this framework will be important as it will minimize the potential loss and damage from threats. 
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[bookmark: _Toc184904588]Figure 8:Components of Risk Management Framework [30]
To implement this, there are several steps that must be conducted which requires the cooperation of several units and roles. CSS can hire and include a Risk Management department to be able to meet the requirements and needs of the business. This department will be governed by a Chief Risk Officer (CRO) who is responsible for identifying and managing risks across all departments. They will also assist in modifying policies in regard to Risk management as well as ensuring that existing procedures are being complied with. They will also be responsible for notifying the CEO and Board of Directors. Furthermore, there will be a process that personnel will conduct to produce a Risk Assessment. The first being identifying the risk or vulnerability in the system. There are several ways they may achieve this, one being is a discussion with the organic structured departments discussing concerns or possible risks they may be able to identify.
 Furthermore, there are frameworks that are often utillised such as ISO 31000
[image: ]
[bookmark: _Toc184904589]Figure 9. ISO 31000 Framework [31]
[bookmark: _Toc1260871469]Contingencies Planning
Additionally, some circumstances may occur that were unprecedented such as natural disasters and impacts of social engineering. That may cause system failures and destruction or corruption of data. [32] It is important to create Contingency plans so that the company is prepared in these circumstances. A discovery recovery plan (DRP) defines the process that should be conducted and should be accessible for employees. It focuses on restoring data and potential damaged components after events such as data loss and natural disasters. The process may include creating backups and enabling access when necessary. This will ease the company strain if there is damage to the infrastructure and data as it will be easier to recover.  
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[bookmark: _Toc184904590]Figure 10:  Contingency plan [33]
Furthermore, there are several plans that can be reinforced to be prepared, one plan being the Business Continuity plan (BCP). An essential property of the contingency plan. [32] It highlights procedures that allow the company to remain operational minimising disturbances in an event including natural disasters or manmade incidents such as human error. It provides expectations when it comes to communication, roles and preparing how to respond to major and well as minor interruptions such as power cuts. [25] Moreover, another section of a contingency plan is an incident response plan which focuses on the company’s defense against malicious activity and how to respond if there is a data breach. Creating and reinforcing a contingency plan is important for CSS in order to be prepared and effectively manage the challenges. Thus, making it successful. These plans once they are established will be displayed in a document and should be available to employees so that they are aware and are able to react appropriately if a dire emergency occurred. This will help the organisation to become more efficient by minimising potential damage and enabling them to react or reconstruct if an attack results in repercussion.

[bookmark: _Toc707856249]Protection Mechanisms 
Integrating protection mechanisms is essential for the company’s security. Without any form of protection, the organisation would be vulnerable to attacks which lead to catastrophic outcomes such as identity theft. Forms of protection that the company could implement may include Multi-Factor Authentication (MFA), Firewalls, encryption and as they utilise cloud storage for their customers it is important they also implement cloud security measures. 
Firewalls are beneficial in enhancing security as they monitor and prevent unauthorised access by examining incoming network traffic and overseeing data packets to detect whether it is acceptable. Additionally firewalls also assist in preventing suspicious or unauthorised users accessing a private network. Which assists in protecting and safeguarding sensitive data that CSS obtained from their customers. Furthermore, Firewalls can help protect against different types of malwares such as worms, viruses and ransomware. As CSS acquires sensitive data firewalls are vital. Considering this, Next-Generation Firewalls (NGFWs) can be used to overall improve the security capabilities of firewalls. [35] NGFWs as they have features such as malware detection and deep packet inspection. Firewalls inspects the packet’s header containing information such as port number and IP address. Furthermore, advanced firewalls may operate with an Intrusion detection system (IDS) to detect malicious activity. 
In addition, a security measure that would benefit the company is introducing Multi-Factor Authentication (MFA). This enhances the authorisation system by requesting for the user to confirm their identity in different formats to prevent a data breach such as asking the user to enter a randomised number that was sent by the system Moreover, the organisation should also have precautions by acquiring antivirus and anti-malware to prevent these forms of attacks. 
Furthermore, another protection mechanism that is important to include is encryption to safeguard sensitive information. This method also ensures confidentiality, and integrity. This is useful when sensitive information needs to be transmitted as it prevents users from accessing the data without the private or public key. [5] There are numerous versions of encryption such as symmetric encryption where the public and private key are identical and asymmetric encryption is where the public key and private key are not symmetric. Although asymmetrical encryption has a different key and encrypt at a higher standard than symmetric encryption. Symmetric encryption may be more desirable because it is faster in encrypting text. However, The AES standard should be used so that the company can seize advantages of both symmetric and asymmetric encryption. AES is a block cipher that can encrypt more efficiently than asymmetrical but is able to encrypt efficiently depending on its length and its ability to create algorithms.  

[bookmark: _Toc40358009]Conclusion
CyStresSolution (CSS) is positioned to thrive in the cybersecurity industry by establishing a proficient information security unit to support its rapid growth and online presence. The proposed framework includes a hybrid organisational structure with specialized teams for governance, risk management, incident response, and technical operations.
Clear policies, aligned with legal and ethical standards, ensure consistency and compliance, while strategic governance keeps security initiatives aligned with business goals. Proactive risk management, comprehensive contingency planning, and advanced protection mechanisms like firewalls and encryption create a resilient defense against cyber threats.
This approach equips CSS to tackle emerging challenges, maintain operational continuity, and deliver exceptional service, supporting both its growth and client trust. Regular updates will keep the unit adaptable to evolving cybersecurity demands.
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