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1. Abstract 
This report will cover the proposed bring your own device (BYOD) scheme for Hyper-Fort. This will provide staff with access to utilise their own devices within and outside of work to access corporate data securely with the aim to increase productivity and employee comfort adapting to new technology. It will also allow guests to utilise their own network separate from the corporate one in order to provide internet connectivity and controlled access to data. The author assumes that the reader will have a good knowledge of technical terminology as well as networking.	Comment by arya sdgh: 
Abstract is too short and not covering the entire scope of report.

2. Introduction 	Comment by arya sdgh: 
In introduction, you are expected to provide a brief overview to the important topics you would be considering as well as discussing the structure of the report.
Throughout this report, the author will be discussing their research and findings from reviewing other company’s data on the implementation of their BYOD policies. This will include how staff received it and the benefits to their working lifestyle, the potential dangers to proprietary information including the corporate network as well as the user, device and security policies top support the new BYOD scheme. Alongside this information, there will also be the proposed network structure for Hyper-Fort.

3. Research and Findings	Comment by arya sdgh: 
Start main sections on a new page, for example, cover page, table of contents, main sections (chapters), references. This will improve the presentation of your report.
[image: screen-shot-2016-01-04-at-6-58-23-am.png]BYOD was a term first introduced in 2009 and started to gain traction in 2010. [1] Since then it has been a growing alternative to providing users with corporate equipment, see figure 1.  This is due to more people becoming integrated with IT, in and outside of work, with an increase in people acquiring newer and more powerful technology as it becomes more commercially available, with a report averaging users to replace their own devices every 22 months [2] which is a good increase on the recommended standard to 3-5 years for corporate issued devices. [3] 	Comment by arya sdgh: 
Good argument for motivation of BYOD.	Comment by arya sdgh: 
Good use of citation in figure.Figure 1: BYOD usage rates 2016 [22]


However, even though implementing may seem like a win-win situation for both employers and employees, it does come with its risks, the major concern being to security. Allowing employees to integrate their work and personal devices into one can allow their online insecurity to effect the business’ some of the major risks are identified in a survey conducted by Information Magazine it showed the main concerns as malicious Wi-Fi and malware involved breaches of data, and insufficient countermeasures and management capabilities [4] for BYOD devices. It is also shown that on average BYOD compliance with policy is far lower than on corporate issued devices [5] further adding to security concerns. These security risks can be controlled with specific rues being applied to the devices that users possess and restricting their means to access the data. This could be things as making sure there are no vulnerable applications present on the device as well as restricted apps such as games. It could also include instructing users of stringent security policies for their devices such as having regularly-changed, complex passwords and maintaining up to date anti-virus. You may also restrict users access to proprietary and sensitive data when working away from the campus and using VPN to connect to the organisational network. Another implementation could be to allocate users a virtual workspace to work on through a remote desktop window and remove user’s ability to transfer data from that RDP session to their own machine, greatly reducing the risk of data leakage [6] and address users concerns of how their work and personal usage will be divided. 	Comment by arya sdgh: 
Use apostrophes (') to indicate possession.
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Through the research, that the author has undertaken it has been found that BYOD schemes do not universally increase productivity and a report stated that “In contrast to controlling aspect, negative outcomes will be returned and then decrease productivity and morale.” Chunxiao Lin et al [7] Showing that if implementation is not completed properly and under well managed circumstances it has been shown to decrease productivity which from then would be costly financially and time wise to rectify. On the point of productivity, if implementation does go through successfully there are many increases to employee satisfaction and productivity to be seen. A Frost and Sullivan Report detailed that introducing just smartphones into the workplace allowed users to achieve an extra 58 minutes of working time per day due to the increase in mobility for them, as well as an overall 37% increase in productivity [8] if combined with other technologies as well could see further improvements on productivity. Figure 2: BYOD benefits and average statistics [23]


4. Potential Benefits of BYOD

BYOD, if adopted properly as discussed previously can greatly increase working efficiency of staff. It can also increase employee happiness at work, due to them being more comfortable and experienced working from their own device.[9] Despite the cost once the changes to infrastructure and policy are complete it will then begin to save money as expenses on computer equipment. As a result, IT support will decrease from employees providing their own devices due to most users having a good deal of familiarity with their own device. This will provide a benefit the organisation assuming they will provide a reasonable quality of system management knowing it is their own device, lowering the workload of the IT support teams.[10][11] From the employees standpoint it has shown a decrease in employee turnover due to more amenities being available to employees. [2] As aforementioned, there [image: ]are also increases in productivity reported from implementation of BYOD but there are also improvements in other areas within the workplace that have been gained from BYOD, as you can see from figure 3. On top of this working in this way will allow more flexible working hours as well as providing more opportunities for employees to work whilst commuting and can be especially effective with employees who are non-office based. [12] Additionally it should create more opportunities for increasingly mobile job roles. Figure 3: Impact of smartphones on work [8]


5. Issues with BYOD
BYOD by essence allows users to bring their personally procured devices into the business to complete their work. As this is the case, there is a good risk that the devices they will bring will be unsecure or infected with malware.[4] This poses a major risk to Hyper-Fort and management and mitigation of these risks will be the main ordeal to overcome when adopting this scheme. Other risks include the Software and Applications already being present on the Employees’ device posing an unfortunate risk to security as they may be able to monitor activity on the device and in these circumstances will include corporate data. In order to circumvent this Mobile device management (MDM) software companies have created ways around this, including but not limited to, phone encryption of particular workspaces, virtual working environments and integration of VPN technology.[13] There may also be complaints from staff who may not want to bring their devices to work, this could possibly from the additional wear and tear to their devices during transportation and by working on the device. There may also be complaints as the users will want to maintain their digital privacy and have concerns as to how their data is handled [14] this will be discussed later within the policies section, see appendix. The concerns from the business’ perspective are how their corporate data is being used on these devices as it poses challenge for being able to manage and track corporate data on employee owned devices. [15] MDM systems for companies are available, providing unique ways of tracking and risk management for the companies allowing BYOD, it will provide a good level of detail and control for the business. This however begins to infringe onto the employees privacy and getting a careful balance of corporate control and anonymity for the employees is crucial.[16] 

6. Implementation throughout the company
Implementation throughout the business should be a carefully handled process as the risk it poses is very high to Hyper-Fort. As the company already works 95% using wireless connections there should little changes to the hardware side of the network. The major challenges will be how employees will adopt the revised policies and how they maintain their compliance with these. From here it would be best to assess how many employees will have compatible devices to provide themselves and then how many will have to be procured and provided to staff to get an estimate for costs. As users may not be familiar with basic device management it would be advantageous to begin educating employees on basic IT management, this should decrease the IT support staff’s workload during and after the changeover period as well as providing a potential increase to compliance with device policies. Rollouts should then proceed, these should be staggered in order to reduce risk and in order to iron out problems during operation [17] these will bring the personal devices into operation. It will involve the IT staff working though checking the devices compliance with policies and will include; Making sure operating systems are of a suitable standard, this will be Windows 10 v1709 or higher for windows devices with all relevant security patches, or under special circumstance MACOS 10.14 Mojave or higher and up to date Linux systems. Reviewing the currently installed applications for any vulnerable ones. Adding on the required applications (including VPN client to local machine) for that employee as detailed by the rollout specification, this will include enterprise standard Anti-virus, assuming there is already one in Hyper-Fort’s possession, then the anti-virus and system will be updated and checked to make sure it is operational and suitable for use. From here the device will be issued back to the user with specific instructions for the complexity of passwords applied, a maintenance schedule with instructions, as well as helpdesk contact information.	Comment by arya sdgh: 
be




7. Proposed Network Redesign

a. Mobile Device Management

For management of mobile devices, the author has selected to use Microsoft Intune. This choice was made due to the wide variety of features available within the platform including remote wipe and locking, support for all major device brands and granular application control. On top of these features as this is a Microsoft product it should integrate very well into a windows-based workplace and as the author is assuming they operate using 365 cloud services, Intune should function optimally. With granular application control it becomes possible to limit access to corporate resources when attempting to access from an un-enrolled device. [18] Within the management portal you may configure device policies and access all the security features, reports and statistics. Although the software does not allow for generation of customised reports. [19] With all of this it also allows user device registration should it be permitted, the author proposes that this be permitted but the registration page be only accessible on the corporate, staff network for security threat mitigation.	Comment by arya sdgh: 
Expand the scope of reference sources consulted to improve the quality of research based tasks.	Comment by arya sdgh: 
Showing good technical knowledge and linking literature to actual industry implementations.	Comment by arya sdgh: 
Your discussion is too brief and does not demonstrate the required level of research. Expand the scope of reference sources consulted.

b. New network Explanation

For this section please refer to the packet tracer diagram for a visual representation of the network discussed.	Comment by arya sdgh: 
Would have been useful to include screenshots within your report. Your aim is to make it as easy as possible for the reader to navigate between various elements discussed in your report. Your assignment should read like a story and have a flow to keep the reader engaged.

As the end user devices are primarily wireless based, the author has proposed a network design that involves two groups of access points, one for staff and another for guests. This system will use 2 VLANs (Virtual Local Area Networks) to allow for easy management of both security and access if properly configured. Using a VLAN system will reduce workloads of network administrators, decreases security threats and allows you to very simply manage staff and guest’s access to corporate data. [20] If implemented correctly using this to divide up the different access points will be especially helpful as the author proposes to severely limit the guest networks access to just web whereby this information will also be cached for security purposes. Both the access point are secured using WPA2-PSK, currently the most secure protection, [21] and each form of access point, staff or guest, will run from its own switch with the guest APs (Access Points) running from SW2 and staff from SW1. 

For the wired side of the network, this has been limited to the core services; servers, switches, routers, firewall, etc. for this system there are presently 5 servers each with their own services that have been shown within the simulation to function but this is under the assumption Hyper-Fort will be configuring all infrastructure equipment. DHCP01 is a server simply just for DHCP and NTP use using DHCP to configure both VLANs and has connections running to both SW1 + 2. It uses a class C IP addressing but the limitations of this are mitigated due to the use of VLANs. The server DNS01 will then also host DNS as well as email services and HTTP services. The server DNS01 will then additionally used to host the staff intranet. FIL01 will be used for AAA (authentication, authorisation and accounting) for security as well as FTP this is what employees will also use as a storage serve so this must be fitted with high capacity drives for this reason and is also the reason it runs the FTP and AAA services. FIL01 server will also run the SYSLOG service for monitoring of activity for the same reason. The VPN server then will govern users working remotely and allow for connections into the network through it. The VPN server itself will sit within a DMZ and for this reason will also host web services this is assuming firewalls have been configured correctly to allow for an effective DMZ as this is not shown within the packet tracer diagram. RDP01 will be the server that the virtual working environment will be hosted on and will not run any other server services.

In terms of physical security for the core services the proposed server room contains a mantrap system with 2 RFID card scanner on both doors to limit access to personnel. Within the mantrap is a CCTV camera in order to capture any people attempting to gain unauthorised access to the server room. The author assumes these have been configured by Hyper-Fort staff. Housed also within the server room will be temperature, humidity, smoke and water sensors that will alert the currently on call networks administrator of any fault as well as CCTV present within the server room itself. These too must be configured by Hyper-Fort staff as configuration is not present within the diagram.

The cloud present within the diagram is to simulate the connection to cloud services as the author assumes all publicly visible websites will be hosted by a 3rd party provider as well as to simulate the incoming and outgoing connections to office 365. 

In terms of security the network diagram demonstrates the practises that should be taken. Firstly, all unused ports on switches have been disabled to prevent unauthorised access. Secondly all switches then have passwords set on both console ports and when first accessing the CLI (command line interface), these passwords are also encrypted to prevent them being viewable when running the show run command. For redundancy purposes all servers have been fitted with connections to SW2 as a failover measure.

8. Conclusion

In conclusion, comparing the potential productivity and financial benefits to the security risks of BYOD the author would advise Hyper-Fort to adopt a BYOD scheme. As the service of BYOD has been developed highly over the last decade with many management and security solutions being updated regularly with new features and more companies adopting these structures it would be highly recommended to implement BYOD. Although this may increase the potential for security and data breaches if the solutions for the network and policies the author has proposed are implemented, they believe this will mitigate these enough to more than justify the change, especially with the benefits considered.	Comment by arya sdgh: 
The conclusion here is too brief. Would have been useful to find sources who implemented your chosen solution and critically evaluated its application. Also a comparison to other available solution would help you justify why the chosen solution is superior.
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10 . Appendix 

Policies

A.  End User BYOD Policy
Scope
This Policy applies to all Hyper-Fort Staff using computer equipment of any sort.

Your Duty
With each device, there is a mandatory maintenance schedule within which will be detailed how regularly operating system, Anti-Virus and software must be updated. As standard anti virus must be updated at least once per week. This is done to upkeep maximum security in the event that automatic updates should fail.

If you suspect there is malicious software present on your machine or there has been a breach of data you must immediately disconnect your device from the Hyper-Fort network and proceed to contact local IT team as soon as possible for how to move forward. Likewise if your device is lost or has been stolen you must immediately contact a member of the IT team.

Acceptable use of systems within work time does not include access to social media or video/audio streaming services and accessing any sites like these or malicious sites through the virtual working environment or local machine is not acceptable. These rules also apply to personal email services and cloud storage services and any employee found to be storing or transmitting corporate data via these platform will be face up to and including termination of employment.

It is the duty of all onsite staff to maintain the physical security, all personnel present onsite, visitor or staff, are always required to have an identification card and if you see anyone without one it is your duty to question them as to why they’re here. This also applies to all doors within the campus, RFID scanners activated by identification cards protect all doors, and doors must be closed securely and made sure to be making contact with the magnetic locks. Additionally to this all computers must not be unlocked whilst unattended.
	
Variant operating systems
In the case of non standard operating systems, MACOS and Linux, system updates must be completed twice as regularly as these cannot be managed as strictly.

Personal Data
In order to maintain maximum security devices are monitored using a Mobile Device Management (MDM) software. This software includes many features for monitoring as well as countermeasures for theft, loss, damage and employment termination. These include the ability to track, lock and wipe your device. These countermeasures will only be used where necessary and IT teams will make every effort to contact you prior to this being done. In the event of loss of personal data Hyper-Fort does not hold responsibility for any of your personal data and it is considered your duty to make sure personal data is backed up appropriately.

In the event of employment termination, you would be expected to return the device to IT support teams for corporate decommissioning. This will involve formatting the device and returning it with the same operating system, prior to this you are expected to have backed up all personal data, but not corporate data, from the device as it will be lost. Failure to bring the device to IT teams prior to leaving employment will result in either the device being locked or wiped and then potentially reclaimed should it have been issued by Hyper-Fort.

Working within the organisational network
If you are working within the Hyper-Fort campus you are expected to work solely through the provided remote desktop session. Within this, you will not have privileges to transfer data of any sort between the device and remote server or vice versa, any unauthorised data transfer between the two is a breach of corporate policy pending disciplinary. To request this ability permanently or on a temporary basis please contact IT support helpdesk.

Working outside the organisational network
If you are working out of a corporate site or from home, there are additional steps that must be taken. Firstly, you must ascertain whether the Wi-Fi connection you will be operating from is secure and password protected, open networks are to be considered unsecure and not to be used. From here you will then connect into the organisational network using the installed VPN client and the credentials issued to you. You are only to use your credentials to connect with the VPN client. From here you will proceed to use the remote desktop session as normal to complete any work. When working over a VPN connection your access to sensitive and proprietary data will be restricted to none-minimal. Higher access to this information over VPN can only be requested on a temporary basis of 10 hours maximum and can be done by contacting the IT support helpdesk 2+ days before you intend to be working offsite.

B. Device Policy
Minimum Specification for Personal Devices
Laptops:
CPU: Intel dual core 2.0GHz or higher, AMD Phenom 2 x3 or higher. Must be 64-bit compatible.
Memory: 4GB DDR3 1600MHz or higher
Storage: 250GB+ HDD or 128GB+ SSD
Operating System: Windows 10 1709 or higher compatible, MACOS 10.14 Mojave or higher compatible, please contact IT support for information on Linux compatibility.
Smartphone/Tablets:
Android:
Memory: 1GB+
Operating System: Android Oreo 8.0-8.1 or higher
Apple:
Memory: 2GB+
Operating System: IOS 12.1+

These minimum specifications have been provided to maximise compatibility throughout the network and prevent cases where users will have to update devices shortly after bringing them into the corporate environment. As well as to make sure devices will work as intended for working through the remote desktop sessions. Mobile devices must be able to function on supported operating system versions in order for anti-virus to function as intended.

Device security
Devices must comply with the following standards to adhere to Hyper-Fort’s security terms.
· Have complex passwords set on the device, 8+ characters with 2+ numbers, 1+ special characters and 1+ capital letters.
· Must be registered to the MDM software and communicate at all times where possible
· Device must not knowingly contain malicious programs or code and if it does it must be reported to a member of IT support as soon as possible.
· There must be a screen timeout set on the device a maximum of 15 minutes.
· Device password must not be the same password used to access VPN or corporate network account
· Devices must not store or transfer illegal material or proprietary information from another company
Any damage to the device is the responsibility of the owner to repair should it not be caused by Hyper-Fort.

c. Security Policy
Scope
This policy applies to all computer equipment operating on the Hyper-Fort network

Information Security
These policies are to be adher]ed to at all times in order to maintain data integrity and confidentiality.
· All work data must be kept within a secure environment, either through the corporate remote desktop session or onto one of the provided file servers, and should not be stored on any local machine hard drives as these are not backed up.
· Data must not be transferred from virtual working environment onto local machine or vice versa, without authorisation.
· All devices attempting to access Hyper-Fort data, network or virtual working environment must be registered onto MDM software.
· Any data containing PII (personally identifiable information), proprietary or client data is to be treated as sensitive and will not be accessible over a VPN connection unless a request has been put forth with applicable reason 2+ days prior to accessing over VPN.
· All laptop and desktop devices must have their hard drives encrypted using Bitlocker drive encryption with an 8-20 character password in-built in Windows 10 pro version and up, if you are using a variant OS please contact IT support helpdesk to get alternative encryption software installed.
· Unauthorised use of 3rd party cloud backup services other than the services provided is prohibited on the corporate network and should never be used for storing work data.
· All sensitive or proprietary data should have three copies with one stored on a secure, encrypted medium, another stored on a file server that is backed up at least 3 times weekly and the last on the cloud service provided by Hyper-Fort.
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