A Customized Security Governance Framework for NatureGreen (NG): Integrating ISO 27001, ITIL, and Zero Trust Architecture
Abstract
As reliance on the Internet and cloud grows, information security governance is critical. NatureGreen (NG), a global health-product provider, faces BYOD adoption, evolving cyber threats, and IP protection challenges. This study examines international frameworks (ISO/IEC 27001, ITIL, COBIT, NIST CSF) to develop a comprehensive governance, compliance, and data security strategy for NG, integrating risk management, policy design, protection mechanisms, emergency planning, and SLA execution. It also highlights the importance of continuously updating security regulations to address emerging threats, regulatory changes, and new technologies, ensuring security governance aligns with business goals and global standards to protect NG’s employees, customers, and IP.
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1.Introduction
As global enterprises increasingly rely on Internet and cloud technologies, their interconnected systems and centralized data expand the attack surface, making critical information assets vulnerable to complex cyber threats like APTs, ransomware, and DDoS attacks. [1]. With billions of Internet users, cyber attacks are becoming easier, more automated, and scalable (Cybercrime-as-a-Service), enabling anonymous cross-regional intrusions that threaten government services, business operations, and personal data. [2]. The growth of cybercrime, coupled with IoT devices and widespread 5G/Wi-Fi 6 networks, creates a complex digital environment, requiring IT professionals to implement dynamic, multi-layered strategies to protect the confidentiality, integrity, and availability (CIA Triad) of critical assets. [3]. 
In this context, information security governance (ISG) is essential for enterprises, aligning security measures with strategic goals while ensuring compliance (e.g., GDPR, ISO 27001), systematic risk management, and continuous monitoring of information systems.[4]. 
This study focuses on NatureGreen (NG), a global enterprise heavily reliant on wireless and multi-cloud infrastructure. NG exemplifies the challenges of complying with international data regulations and protecting high-value intellectual property. The study aims to assess mainstream security governance frameworks (e.g., COBIT, NIST CSF) to develop a systematic, implementable GRC strategy that safeguards employee and customer data, secures intellectual property, and enhances security resilience and operational efficiency.
2.Case background description: 
NatureGreen (NG) is a global health-product brand with 95% wireless network coverage and extensive cloud-based services. Recent pressure to support BYOD has introduced security risks, including data leakage, malware propagation, and unauthorized access [5].
The current security flaws of NG are as Table 1:

Table 1. Security Issue of NG
	Security Issue
	Impact on NG

	Lack of a security policy framework
	Absence of access control rules, increased security incidents

	High global online exposure
	Higher risk of cyber attacks and reputational damage

	BYOD implementation
	Data leakage and compliance violations

	High dependency on cloud environment
	Reduced data governance and compliance control

	High-value intellectual property
	Increased target of ransomware and espionage attacks



Therefore, NG must establish a comprehensive information security governance and compliance system to ensure that business goals are consistent with security measures.

3.Research on various information security frameworks
3.1ISO/IEC 27001 and ISO/IEC 27002
ISO/IEC 27001 is a globally recognized information Security Management System (ISMS) standard that ensures the continuous optimization of the security system through the "Plan - Do - Check - Improve" (PDCA) model [6]. ISO/IEC 27002 provides a practical guide for implementing control measures, focusing on confidentiality, integrity, and availability (CIA) for deployment [7].

Core contents of ISO/IEC 27001 as Table 2:

Table 2. Contents of ISO/IEC 27001
	Category
	Description

	Security Policy
	Strategic direction for information protection

	Organizational Security
	Clear definition of roles and responsibilities

	Asset Management
	Data classification and secure management

	Access Control
	Identity and privilege management

	Incident Response
	Reporting mechanisms and recovery procedures



This framework is applicable to organizations with high compliance and auditing requirements, such as NG, which has a global customer base.
3.2ITIL Security Management Model
ITIL focuses on the management of information technology services to align IT operations with business value [8]. Its service life cycle includes:
1. Service Design: Access Control and Security Design Strategies.
2. Service Transition: Change Management, Risk Assessment.
3. Service Operations: Operation Monitoring, Incident Response, SLA Execution.
4. Continuous Improvement: Continuous Optimization Based on Indicators

For the cloud and wireless service delivery scenarios of NG, ITIL can maintain the parallel development of user experience and security control.
3.3 COBIT Governance and Compliance Framework
COBIT (Control Objectives for Information and Related Technologies) emphasizes enterprise-level IT governance and compliance, and supports the implementation of strategic goals [9]. The five areas highly related to NG in COBIT 2019 are as Table 3.

Table 3. COBIT Domains and Their Applications in NatureGreen (NG)
	Domain
	Application in NG

	EDM (Evaluate, Direct and Monitor)
	Executive-level strategic security governance

	APO (Align, Plan and Organize)
	Security policy development and strategic planning

	BAI (Build, Acquire and Implement)
	Secure cloud deployment and technology selection

	DSS (Deliver, Service and Support)
	Operational security and access management

	MEA (Monitor, Evaluate and Assess)
	Compliance and audit management



This model strengthens the division of responsibilities and safety accountability across organizational departments.
3.4 NIST Cybersecurity Framework
NIST CSF defines network risk management with five core functions: identification, protection, detection, response, and recovery [10]. 
NIST emphasizes:
1. Asset identification
2. Network access and behavior monitoring
3. Intrusion detection response capability
4. Business continuity and disaster recovery

For a wireless and BYOD dense environment like NG, NIST is an important reference for enhancing organizational security resilience.
4.NG Safety Governance and Compliance System Design
Based on the aforementioned framework analysis, this chapter proposes security governance strategies and compliance solutions for NG wireless networks, cloud services, and BYOD usage scenarios.
4.1 Governance and Compliance Structure
Information security governance ensures that the strategic goals of an enterprise are consistent with information protection measures [11]. NG should adopt a multi-tier governance structure based on ISO 27001 and COBIT.

Apply ISO 27001 Clause 5: Leadership
The fundamental problem of NG lies in the lack of top-level design. The success of information security depends on the promotion of the top management
1. Obtain commitment: NG’s top management must demonstrate leadership and take ultimate responsibility for the effectiveness of the ISMS.
2. Unified strategy: Management must ensure that information security policies and objectives, such as IP protection, align with NG’s core business strategy, including global expansion and brand reputation.
3. Resource guarantee: Management must commit resources for the ISMS, including appointing a CISO and establishing a dedicated security team.
4. Establish governance structure: ISMS Committee: Establish an Information Security Management Committee (ISMS-SC) led by the CISO, including IT, legal, HR, compliance, and key business units (especially R&D).

This governance model ensures clear accountability and supports risk priority decision-making.

Table 4. NG suggests a governance structure
	Level
	Responsibility

	Executive Committee
	Strategic oversight, compliance enforcement, resource allocation

	Chief Information Security Officer (CISO)
	Security governance leadership, ISMS implementation

	IT Security Committee
	Policy development and performance evaluation

	Technical Team
	Security operations and implementation of protection mechanisms

	End Users (Employees/Customers)
	Adherence to security policies and usage guidelines


4.2 Security Policy Design
The strategy defines the acceptable behavioral norms for the organization and guides safe operations [12]. Per ISO 27001 Annex A.5.1, NG must draft a top-level “General Information Security Strategy” approved by top management, serving as the foundation for all lower-level strategies and communicated to all employees and relevant parties.

NG should formulate the following core strategies:
1. BYOD Acceptable Use Policy (AUP): Specifies the rules for employees and customers regarding the use of personal devices.
2. Data Privacy Policy: Ensures compliance with global ethics and laws.
3. Access Control Strategy: Based on the principles of "zero trust" and "least privilege"
4. Cloud Security Policy: Defines the obligations of the provider and the responsibilities of NG
5. Password and Multi-Factor Authentication Policy: Enhances identity verification.
4.2.1. Key Compliance: Ethics and Laws
As a "global" company, NG must base its policies design on a profound understanding of the ethics and laws of the places where it operates.

1. Identify applicable laws: NG must comply with the laws of any jurisdiction in which it collects or processes citizens' data. Key regulations include:
a) GDPR (EU): Requires a clear legal basis for data processing (e.g., consent) and grants data subjects strong rights, such as the right to be forgotten.
b) CCPA/CPRA (California, USA): Grants residents the right to know, delete, and opt out of the sale of their personal information.
c) PIPL (China): Imposes strict conditions on personal data processing, especially cross-border transfers, requiring “separate consent” and, in some cases, government security assessment for large-scale data handling.
2. Implement the principles of data governance:
a) Data Minimization: NG must ensure that only the data absolutely necessary to achieve a specific purpose is collected.
b) Purpose Limitation: Collected data may only be used for its originally stated purpose (e.g., customer health data cannot be used for unrelated marketing).
c) Data Mapping: NG must map its data flows to identify where global customer and employee data is stored (e.g., cloud servers by country).

Table 5. NatureGreen Compliance Obligation Matrix
	Regulation
	Key Requirements
	NG’s Compliance Actions

	GDPR (European Union)
	Explicit consent from data subjects; Notify supervisory authority within 72 hours after a data breach
	Compliance Measures: Implement Privacy by Design, appoint a DPO, and ensure cloud providers comply with GDPR.

	PIPL (China)
	Strict restrictions on cross-border data transfer; “Separate consent” required when processing sensitive personal information
	Prioritize local data storage within China; Obtain separate consent before transmission and conduct CAC security assessments if needed

	CCPA (California, USA)
	Provide a “Do Not Sell My Personal Information” option; Transparency on what data is collected
	Update website privacy notices; Establish internal processes to respond to data subject requests (right to know, right to delete)



Table 6. An example of BYOD security policy
	Requirement
	Description

	Device Registration
	Personal devices must be enrolled in a Mobile Application Management (MAM) or Mobile Device Management (MDM) solution before accessing corporate resources.

	Encryption
	Devices must enable full-disk encryption or secure container-based encryption to protect data at rest.

	Antivirus/Malware Protection
	Up-to-date antivirus or anti-malware software must be installed and maintained where applicable.

	Data Isolation
	Corporate data and applications must be containerized and strictly separated from personal data.

	Monitoring Consent
	Users must consent to corporate security monitoring only within the “work container,” ensuring personal privacy is protected.

	Remote Wipe
	Users must acknowledge that the organization has the right to remotely wipe the corporate container if the device is lost or when employment ends.



4.3 Risk Management
Risk Management: Encompassing threat analysis, vulnerability identification, and mitigation planning, risk management is central to ISMS. NG must implement a formal, repeatable risk assessment process in compliance with ISO 27001 Clause 6.1.2.

Risk management process: Dentification, Assessment, Handling, Monitoring and Improvement.

The risk assessment of NG must give priority to the specific high-risk areas in the case:
1. BYOD Risk (R-001): BYOD Risks: Allowing personal devices to access the network exposes NG to device loss, malware, and leakage of enterprise data (e.g., IP) from controlled to uncontrolled applications.
2. Cloud Services and IP Risk (R-002): NG stores valuable IP in the cloud and must assess shared responsibilities in IaaS, PaaS, and SaaS models, retaining ultimate responsibility for IP security.
3. Wireless Network Risk (R-003): With 95% wireless coverage, NG faces a large attack surface, including weak encryption, “Evil Twin” access points, and man-in-the-middle attacks.

Table 7. NatureGreen Critical Risk Register
	Risk ID
	Asset
	Threat
	Vulnerability
	Inherent Risk Level
	Recommended Controls (Risk Treatment)

	R-001
	Global Customer Database
	External attacker moves laterally through compromised employee personal devices
	BYOD devices allowed direct access to internal network; lack of device security posture visibility
	Very High
	Mitigation: WPA3-Enterprise, network segmentation, Zero Trust Network Access (ZTNA), MAM/containerization

	R-002
	Intellectual Property (R&D Design Files)
	Employees leak IP via personal cloud storage, intentional or accidental
	High-value IP stored in cloud services without data leakage monitoring
	Very High
	Mitigation: CASB, DLP solutions, strong access control

	R-003
	Corporate Network Access
	Attackers set up “evil twin” Wi-Fi near HQ
	95% wireless network; potential reliance on weak PSK authentication
	High
	Mitigation: Enforce WPA3-Enterprise (802.1X), Network Access Control (NAC)

	R-004
	Internal Threats
	Disgruntled or careless employees
	Poor enforcement of least privilege principle
	Medium
	Mitigation: RBAC, auditing and logging

	R-005
	Phishing/Social Engineering
	Fraudulent emails targeting employees and customers
	Lack of security awareness
	Medium
	Mitigation: Security awareness training, anti-phishing technical controls



4.4 Protection Mechanism
4.4.1. Core Architecture Principles: Adopt "Zero Trust Architecture (ZTNA)"
Network Security Model: NG’s environment (95% wireless, cloud-first, BYOD) renders traditional “castle-moat” security ineffective; internal networks must be treated as untrusted.

According to NIST SP 800-207, ZTNA addresses BYOD and cloud environments, enforcing the principles of “never trust, always verify” and strict least-privilege access.
4.4.2. BYOD Protection: MAM and Containerization (for R-001)
Question: How can BYOD be allowed while protecting enterprise data and respecting employee privacy?
Solution Comparison (MDM vs. MAM) see as Table 8:

Table 8. MDM vs. MAM
	Aspect
	Mobile Device Management (MDM)
	Mobile Application Management (MAM) / Containerization

	Function
	Manages the entire mobile device (settings, apps, data)
	Manages only corporate apps and data through secure containers

	Control Scope
	Full device control
	Limited to corporate environment on the device

	Privacy Impact
	High (can oversee most apps and configurations, more intrusive)
	Low (protects personal privacy by separating personal and corporate data)

	Remote Wipe
	Wipes the entire device
	Wipes only the corporate container/application data

	Suitable Scenario for NG
	Company-issued devices
	BYOD (employees’ and customers’ personal devices)



4.4.3. Cloud Security and IP Protection (Response to R-002)
Risk: NG's IP is stored in the cloud, lacking visibility and data leakage control.

Solution: Cloud Access Security Broker (CASB):
The CASB is a security enforcement point located between the users of the NG and the cloud service provider. It provides the NG with four core capabilities:
1. Visibility: Identifying all cloud applications used by NG employees, including unauthorized "shadow IT" that has not been approved by IT.
2. Compliance: Assessing whether cloud services comply with the NG's compliance requirements (such as GDPR, PIIPL).
3. Data Security: Applying data loss prevention (DLP) policies to sensitive data entering or leaving the cloud (especially IPs).
4. Threat Protection: Detecting abnormal behaviors (for example, an employee suddenly downloading a large number of IP documents from an unusual location) and automatically mitigating threats.
4.4.4. Wireless Network Security (Dealing with R-003)
Risk: 95% of wireless networks are a huge vulnerable entry point.
Solution:
1. Enforce WPA3-Enterprise (802.1X): NG must replace WPA2-Personal with WPA3-Enterprise, requiring each user/device to authenticate with unique credentials or certificates, eliminating password-sharing risks and enabling identity-based access control.
2. Wireless Network Segmentation (Network Segmentation): BYOD devices and core servers must be on separate networks, using 802.1X and VLANs to enforce strict segmentation:
a) Enterprise Network (Corporate-Secure): For company-owned devices. Use WPA3-Enterprise. Access internal resources.
b) BYOD Network (BYOD-Zone): For employee personal devices (managed by MAM container). Use WPA3-Enterprise. Subject to ZTNA restrictions, can only access specific applications.
c) Guest Network (Guest-Public): For customers and visitors. Completely isolated, only provides internet access, no connection to the internal network.

Data Leakage prevention (DLP) control in a BYOD environment can significantly reduce the risk of data leakage [13]. Combining technology and process defense can enhance the overall security maturity of an organization.
4.5 Emergency and Incident Response Planning
To minimize the impact of security incidents, NG must develop detailed contingency plans, and institutions such as NIST have provided guiding frameworks for this.
1. Business Continuity Plan (BCP): Focuses on maintaining core business functions during disasters.
2. Disaster Recovery Plan (DRP): Concentrates on restoring IT infrastructure.
3. Incident Response Plan (IRP): Defines the steps for detection, response, and recovery from security incidents (such as data breaches).

In the cloud environment, the responsibility for DR: NG must clearly understand its DR responsibilities under different cloud models:
1. SaaS (Software as a Service): The supplier is responsible for most of the DR, but NG still needs to be responsible for the backup of its data and configurations.
2. IaaS (Infrastructure as a Service): NG bears the majority of the responsibility, including the backup, replication, and recovery testing of operating systems, applications, and data.

Disaster Recovery: NG must define clear RTO (maximum downtime) and RPO (maximum data loss) for critical systems and conduct quarterly simulation exercises to test the emergency plan.
4.6 Service Level Agreement (SLA)
Cloud service providers should meet the security requirements of NG through SLA. Standard cloud SLAs mainly focus on "availability" (such as 99.9% uptime) [14]. This is not enough for NG, as its main concerns are security and IP protection. Key contents of NG security SLA as Table 9.

Table 9. Key contents of NG security SLA
	SLA Item
	Objective

	Availability Guarantee
	≥ 99.9%, aligned with Business Impact Analysis (BIA)

	Security Responsibilities
	Clearly defined shared responsibility model (IaaS / PaaS / SaaS)

	Data Protection
	Encryption standards for data in transit and at rest; data retention policies

	Compliance
	Must comply with GDPR, PIPL, ISO 27001 and other relevant certifications

	Breach Notification
	Notify NG within a defined timeframe (e.g., within 24 hours of incident discovery)

	Response Time (secSLA)
	Threat Detection Time (TTD) < X minutes; Threat Response Time (TTR) < Y hours

	Penalties for Non-Compliance
	Service credits or financial penalties for SLA violations, especially security breaches


5.Why must safety regulations be constantly updated
As cyber threats evolve rapidly, outdated regulations and standards will increase the operational and reputational risks of enterprises [15]. The key reasons for updating regulations and standards include:
1. Emerging technologies
The Internet of Things (IoT), artificial intelligence (AI), and cloud-native platforms have brought about complex new vulnerabilities that traditional security standards cannot fully cover [16].
2. New legal and ethical requirements
Global privacy regulations, such as GDPR and CCPA, require enterprises to safeguard users' data rights, enhance transparency and implement compliance measures [17].
3. The means of cybercrime are becoming increasingly complex
Attackers employ advanced methods such as ransomware as a Service (RaaS), supply chain attacks, and AI-driven phishing attacks [18].

Thus:  continue to update the standard to ensure that the organization to maintain the safety of the valid, legal and ethical operation [19]. This reinforces the importance of proactive governance and compliance monitoring, helping NG adhere to laws, regulations and industry best practices on a global scale.
Conclusion
This study develops a customized information security governance framework for NatureGreen (NG), addressing its 95% wireless coverage, multi-cloud, and BYOD environment, and specific risks such as lack of policies and data leakage. The framework integrates ISO 27001 ISMS leadership, COBIT IT governance, and ITIL service management, adopting a Zero Trust Architecture (ZTNA) with technical controls like MAM (BYOD), CASB (cloud/IP), and WPA3-Enterprise (wireless). This multi-layered strategy enables NG to manage risks, protect high-value IP, and comply with global regulations such as GDPR and PIPL. Security governance is ongoing; NG must continuously update standards to address emerging technologies (AI, IoT) and evolving cyber threats, ensuring resilience, compliance, and ethical operations globally.
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