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Abstract: This paper critically analyses Zero Trust Architecture as a modern security model for organizations operating in cloud, hybrid work and data-intensive environments. It explains the core principles of explicit verification, least privilege, micro-segmentation, continuous monitoring and resource-centered protection. The paper argues that Zero Trust is more effective than traditional perimeter-based security because it reduces implicit trust and limits lateral movement; however, its success depends on governance maturity, auditable policies and phased implementation rather than technology purchase alone.
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Introduction
Zero Trust Architecture (ZTA) is a key reaction to the demise of the simple corporate perimeter. The traditional network security approach was built on a premise that the private internal network will be secure as compared to the public Internet. That is no longer true today since enterprise data is accessible via cloud-to-cloud, software-as-a-service to software-as-a-service, mobile-to-mobile, contractor access, remote connection, and partner integration and application programming interfaces. According to NIST [1], the Zero trust paradigm shifts the focus from the network perimeter to users, assets and resources and doesn't assume trust 
The purpose of this research paper is to critically evaluate the principles of ZTA, the challenges of ZTA implementation in the modern organisations and how ZTA is more effective than traditional perimeter based security models. Zero Trust is, strategically, better than perimeter security, as it lowers the level of implicit trust, cuts the lateral movement, strengthens identity-centric access, and improves detection with continuous monitoring, the paper claims. But it relies on governance maturity, visibility of assets, integration with legacy systems, data classification, staff capability and measurable policy enforcement. It is therefore advisable to view ZTA as a phased transformation programme and not as a single technical deployment.
ZERO TRUST PRINCIPLES AND ARCHITECTURAL LOGIC
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Conceptual Zero Trust Architecture showing identity verification, policy enforcement and resource protection.

The basic concept of ZTA is summarized as “never trust, always verify”, but this can be interpreted as a slogan and not an architectural discipline. ZTA must explicitly verify each access request, implement least privilege authorisation, segment resources, have robust identity and device assurance, collect continuous telemetry and make adaptive access policy decisions. According to NIST SP 800-207 authentication and authorisation should take place prior to initiating a session and should take into account both the subject and the device [1]. This makes it a decision process where the access is not denied due to network location, but rather due to the fact that a policy engine can obtain enough evidence that the requesting entity, device, session context, and the requested resource meet specified risk conditions [2].
Recent surveys reveal that ZTA is based on a mix of identity and access management (IAM), multi-factor authentication (MFA), encryption, micro-segmentation, endpoint security, trust evaluation, and security automation [3] [4] [5]. Identity becomes the new control plane as it connects users, devices, applications and data to policy. Micro-segmentation is the concept of breaking up the infrastructure and apps into smaller surfaces of protection which means that if one service is compromised, attackers will not be able to move around that much [6]. Continuous monitoring provides another layer of detection to reassess access when risk indicators are detected, including being at an unusual location, an unmanaged device status, impossible travel, abnormal data transfer or access to high-value records.
A mature ZTA also considers data as a protected surface. The organisation determines what data stores, business services and workflows are important and then designs controls around those. This is especially applicable for regulated industries where non-compliance often happens through unmanaged access to sensitive data, poor auditability, and prolonged response times to incidents and a lack of evidence for risk management. NIST CSF 2.0 facilitates this governance in that it links cyber security outcomes to enterprise risk management via these functions: Govern, Identify, Protect, Detect, Respond and Recover [2].
LIMITATIONS OF TRADITIONAL PERIMETER SECURITY
Traditional perimeter security is based on boundary defence. Edges of network placed with firewalls, virtual private networks, demilitarised zones and intrusion prevention systems to prevent external attackers. This model is still valid, but it is no longer enough with the blurring of the perimeter in the cloud and remote working and third-party ecosystems [6]. A VPN can confirm that a user has accessed the network; however, many legacy networks grant wide access once a user has logged on. This hard shell soft centre dilemma is that powerful external structures can be paired with over-trusting internal structures [3].
Perimeter models fall short with today's identity threats, too. Adversaries may masquerade themselves via phishing, credential stuffing, session hijacking, device stealing, and compromising. If the network is implicitly trusted after authentication then security staff would only know about the abuse upon its access or exfiltration. In contrast, ZTA takes the stance that compromise is necessary and it continually monitors access based on identity, device health, sensitivity of the application, and behavioral telemetry [5]. Perimeter controls are not irrelevant, but rather should not be the primary emphasis of the perimeter of the trust.
IMPLEMENTATION CHALLENGES
The first challenge is visibility of assets. Zero Trust is impossible to implement if the organisation does not know what applications, data stores, devices, service accounts and privileged pathways exist. There are shadow IT, unmanaged SaaS tools, and legacy servers and even undocumented dependencies in many enterprises. The lack of accurate inventory and data classification can lead to either inadequate policies for mitigating risk or overly strict policies for managing data that impede business operations. Therefore, ZTA migration studies focus on preparation, identification of protected surfaces and mapping of transaction-flows before enforcement [5].
Legacy integration is the second challenge. There are many older applications that were developed for network-based trust that do not natively support the latest generation of identity protocols, adaptive authentication, or fine-grained authorisation and detailed logging. Their replacement involves high cost and potential operating risk. Organisations might require identity-aware proxies, segmentation gateways, privileged access management (PAM) and compensating controls during transition. This helps to build a phased maturity model instead of a "big bang". This is also true of CISA's Zero Trust Maturity Model, which outlines the Zero Trust journey with a story of identity, devices, networks, applications/workloads, data and cross-cutting visibility/analytics/automation [2,3].
User experience and organisational change is the third challenge. Continuous authentication and device compliance checks and conditional access can cause friction if not well-designed. ZTA can be seen as surveillance or obstruction by staff if security staff do not design usable workflows and explain the risk basis. Security teams need to acquire new expertise in identity engineering, cloud policy, telemetry analysis and automation as well. In fact, several recent pieces of literature point to complexity, skills shortages, cost and varying interpretations of what Zero Trust is as stumbling blocks to the adoption of ZTA [6] [7].
The fourth challenge is related to the quality of policy. ZTA relies on specific, testable and auditable access policies. Having a policy like “users must be verified” is not sufficient. An measurable policy would be that privileged access to customer data should be given with phishing resistant multi factor authentication, compliment and managed device, just in time approval and logging and terminating sessions on risky activity. Badly written policies can result in security holes, or inefficient operations. Hence, governance review, change management, exception handling, and metrics such as mean time to detect, percentage of privileged accounts that are covered by MFA, critical applications behind conditional access and number of excessive permissions removed should be incorporated into the implementation.
EFFECTIVENESS COMPARED WITH TRADITIONAL MODELS
      ZTA offers better perimeter security in four ways. One of the ways it does this is by reducing the implicit trust. In the traditional world, security means that once a person or device has crossed the perimeter they are secure. The Zero Trust approach is to presume that all requests could be dangerous and require showing proof before access is granted [1]. Secondly, ZTA has a restriction on the lateral movement. Micro-segmentation and least privilege restrict the ability of an attacker to roam freely in the environment after compromising one account or one server. Third, ZTA is capable of telemetry of access decisions, which helps detect. The security team will be able to view who accessed what, on what device, when, and how they accessed it with their actions. Fourth, ZTA enhances compliance as it creates the stronger evidence of audit for access governance, protection of data and investigation of incidents.
      The effectiveness of ZTA should not be overstated. It does not make an organization breach-proof. Software vulnerabilities, unauthorized access to a privileged identity, policy configuration errors, and attacks against the ZTA control plane are all possible attack strategies employed by an attacker. Additionally, the improper implementation of Zero Trust can lead to a false sense of security when organizations purchase stand-alone tools without the rethinking of governance, asset management and response procedures. Recent reviews have come to a more balanced conclusion that ZTA is conceptually and technically stronger than perimeter security, but empirical evidence with respect to cost-effectiveness, sector-specific outcomes and their impact on long-term operational impact is still evolving [7]. The application of this restriction becomes relevant for analysis level 5, as it demonstrates that the ZTA is no magic bullet, but a risk management approach, which depends on the capability of organizations.
PRACTICAL DEPLOYMENT MODEL
     A practical deployment should begin with governance. Risk appetite, critical assets, compliance requirements and funding priorities should be established by the board and senior management. Security leaders should then list out today the following protected surfaces: customer databases, customer identity platforms, payment systems, source code repositories, high-risk SaaS applications and critical operational systems [8]. Then, transaction flows should be mapped, and the organization should have insight into which users, applications, service accounts and devices have legitimate access. This helps to avoid over-segmentation and ensures business continuity.
      Once mapped, the organization can institute conditional access and least privileges. In particular, high-risk resources should be protected first, as they impose the highest risk for business and for regulations. Technical controls include phishing-resistant MFA for privileged users, device compliance checks, privileged access management, endpoint detection and response, security information and event management, data loss prevention, encryption and automated vulnerability scanning [9]. Security orchestration automation can decrease response time by disabling suspicious accounts, isolating devices, revoking tokens, creating incident tickets, and holding onto evidence. They are controls that are directly related to the assignment requirement and are used to anticipate, protect, detect and automatically respond to threats [10]. The comparison below is a summary of the architectural change.
CRITICAL EVALUATION
    ZTA's biggest selling point is that it brings security in line with enterprise reality. There is no longer one trusted network where organizations run, and there is no longer just one data center where sensitive data is stored. ZTA can therefore be a response to risk conditions which perimeter security is not designed to manage. It also enhances accountability as access decisions get logged and made explicit. This aids in meeting privacy, operational resilience and information security standards as organizations can demonstrate who accessed sensitive assets and for what purposes.
     However, ZTA may fail when treated as a vendor-driven technology purchase. The Zero Trust principles of asset ownership, policy governance, data classification, and incident response maturity are not built into MFA and endpoint tools and segmentation and cannot be had without implementing it. The other downside is price. There is a need to invest in identity platforms, monitoring, cloud security, staffing and process redesign for ZTA. Smaller organizations might not require an enterprise-wide change but a prioritized version, based on the most valuable data. The third is complexity. The more dynamic the policy engine becomes, the more important it is to test decisions, prevent lockouts and monitor policy drift. So in order to achieve ZTA, it is imperative that the continuous improvement cycle, rather than the one-off migration is followed.
 The difference is that ZTA is not perimeter centric. It introduces resource-centred protection and continuous verification that better align with cloud, hybrid work and API connected environments.
METRICS, GOVERNANCE AND CONTINUOUS IMPROVEMENT
     Organizations must consider measurable outcomes in advance to assess the effectiveness of ZTA. Some of these metrics to consider are percentage of critical applications protected by conditional access, percentage of privileged accounts using phishing-resistant MFA, the number of stale privileged accounts removed, mean time to detect, mean time to contain, percentage of devices managed that meet compliance baselines and the number of policy exceptions older than 30 days 
      Continuous improvement is required as well as the trust decision is dynamic. Until identity integration, logging, data classification, vulnerability scanning and access policies have been approved, new systems should not go live. This will turn Zero Trust into an ongoing governance practice, not a short-term project.
These exceptions should not be hidden, but should be documented with business owners, compensating controls, and expiry dates and review evidence. It is a more realistic and more audit-friendly method than promising 100% compliance
     Finally, ZTA should be connected with supplier and cloud governance. Managed service providers and SaaS administrators, as well as third parties, can establish privileged routes that circumvent internal controls. These are therefore some key components of a full Zero Trust environment: contractual security clauses, federated identity, logging requirements, and periodic access reviews.
CONCLUSION
     Zero Trust Architecture is more secure than the traditional perimeter defense approach by eliminating implicit trust, focusing on protecting resources, implementing the principle of least privilege, enhancing identity assurance, and enabling micro-segmentation and ongoing monitoring. It's particularly relevant for organizations that are hybrid, cloud, SaaS dependent and regulated. However, ZTA alone is not the whole solutionThe best line of defense is to choose Zero Trust as a cybersecurity transformation process that can be executed as a phased approach and aligns with the NIST SP 800-207 and NIST CSF 2.0. While it is more resilient against credential abuse, lateral movement and uncontrolled data access when compared to traditional models, it still needs to be measured, audited and continually improved to provide real security value.
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1. Introduction and Case Context
The 2017 Equifax breach is a major case for studying data security and compliance because it shows how a single unpatched vulnerability can become an enterprise-level governance failure. Equifax announced in September 2017 that attackers had accessed personal information relating to approximately 143 million U.S. consumers, later reflected in regulatory settlement material as 147 million people [1]. 
The purpose of this task is to design a structured cybersecurity programme that would address the weaknesses evident in the case. The proposed programme uses NIST CSF 2.0 as the strategic framework, supported by Zero Trust Architecture, ISO/IEC 27001-style governance, vulnerability management, incident response planning, continuous monitoring and data protection controls. The programme is designed to anticipate, protect, detect, respond and recover, while also creating board-level accountability and auditable compliance evidence.
2. Organisational Structure and Accountability
Equifax's first failure was accountability. A cybersecurity programme cannot be built solely on the shoulders of technical teams, as it relies on governance principles such as patching, risk acceptance, budget, public notification and consumer protection. The proposed structure will thus bring cybersecurity oversight to the Board level via a Board Risk and Cybersecurity Committee. This committee should be provided with monthly cyber risk dashboards, and escalation to the committee for critical vulnerabilities that impact internet-facing systems or regulated personal data should be done within 24-hours. 
A series of five operational roles are needed below CISO. The Zero Trust design, segmentation, secure access and control standards are owned by a Security Architecture Lead. A Vulnerability and Patch Manager is the owner of the asset-based vulnerability scanning, exception reporting and remediation service-level agreements. Secure Coding, Dependency Management, Code Review and Application Security Testing are the responsibility of a Secure Software Development Lead. The role of the Security Operations Centre Manager is to have ownership of SIEM, EDR, threat hunting and incident triage. The Data Protection and Compliance Officer is responsible for compliance, breach notification protocols, records of processing, retention requirements and regulatory records. There needs to be measurable responsibilities and escalation authority for each role. This framework transforms cybersecurity into a well-managed risk management process.
[image: ]
Figure 1. Proposed governance and accountability model for an Equifax-type organisation.
3. Policies and Procedures
Enforceable policies that are measurable, auditable and enterprise risk aligned are required for the programme. The vulnerability management policy should include a full asset inventory of the internet-facing assets, internal servers, cloud workloads, 3rd-party components, software libraries and business owners. Any internet-facing systems with critical vulnerabilities should be remedied within 72 hours, high-priority vulnerabilities within 7 days, and medium-priority vulnerabilities within 30 days; unless approved by the CISO in accordance with the following documented risk exception process and reported to the risk committee. 
The patch management procedure should define intake, testing, deployment, verification and evidence retention. A closure ticket should include some documentation that the patch was applied or that the vulnerability was removed. Email requests cannot be honored because it is not proof of remediation. For applications that process sensitive data, the secure software development lifecycle policy should include dependency scanning, software bill of materials, static and dynamic application testing, peer review and pre-production secure configuration review and sign-off [2]. Furthermore, the monitoring policy should include the centralized collection of logs from web apps, identity platforms, endpoint tools, databases, firewalls, and cloud services. Alerts need to have response playbooks mapped to them, and high-severity alerts need to be owned and have a time target. 
4. Governance and Strategic Alignment Using NIST CSF 2.0
NIST CSF 2.0 is suitable because it connects cybersecurity with enterprise risk management. It has six functions: Govern, Identify, Protect, Detect, Respond and Recover. The Govern function is of key importance for Equifax-type organizations as consumer trust, regulatory compliance and business continuity rely on the accountability of the Executive. This programme should set out a cyber-risk appetite statement that outlines unacceptable risk situations like Internet-facing services with critical vulnerabilities not patched, access with privileged credentials without multi-factor authentication, processing of regulated data using unsupported software, unencrypted bulk data extraction etc [3].
Inventory assets, business-impact analysis, mapping and data classification from third parties are identified. Responding should include tested incident playbooks, decision trees for legal notification, communications with the Executive and forensic preservation. Recover involves business continuity, disaster recovery, consumer support, and lessons learned and control improvement [4]. This alignment reveals that cybersecurity is not just a standalone objective but an integral component of business objectives. It helps to safeguard customer trust and minimize customer regulatory risk, ensures services are continuous and enhances long-term service resilience.
5. High-Level Risk Management and Assessment
There are four priority risks identified in the Equifax scenario in a high-level risk assessment. First of all, web applications that are exposed to the Internet are high likelihood, high impact, as they are accessible to attackers and can contain regulated personal data. The Apache Struts issue is an example of such an issue. External attack-surface management, emergency patching, web app firewalls, application security testing and compensating isolation (CAI) when there is no patch available immediately are all mitigations [5]. Second, patch gaps lead to systemic risk, as once public proof-of-concept information is available, there is an easier path to exploit the known vulnerabilities. The mitigation(s) are software bill of materials, dependency scanning and vendor advisory monitoring. Fourth, a segmentation weakness has an impact because once an attacker gains access to one application, they have access to databases or other systems. The Zero Trust mitigation measures are Zero Trust segmentation, identity-based access, network allowlisting, and database activity monitoring [6].
Risk prioritization should combine likelihood, impact and maturity control. The most critical vulnerabilities that affect applications running on the web that are connected to sensitive data should be prioritized as they are known to be exploitable, have a high exposure and severe regulatory impact. Risks should be documented in a live risk register and added to the Board Risk and Cybersecurity Committee's agenda to be reviewed by the accountable owner(s). If mitigating the risk is not possible in the timeframe requested, then the residual risk should be accepted only when the business owner, CISO and executive risk owner agree that suitable controls have been put in place to compensate for this risk.
Table 1. High-level risk assessment for the Equifax breach scenario.
	Risk
	Likelihood
	Impact
	Priority
	Main mitigation

	Internet-facing vulnerable web applications
	High
	Very high
	Critical
	Attack-surface management, emergency patching, WAF and isolation

	Patch gaps and weak remediation evidence
	High
	Very high
	Critical
	SLA-based patch process, validation scans and executive exceptions

	Open-source and third-party component exposure
	Medium-high
	High
	High
	SBOM, dependency scanning and vendor advisory monitoring

	Weak segmentation between web tiers and sensitive databases
	Medium-high
	Very high
	Critical
	Zero Trust micro-segmentation and database access monitoring

	Insufficient monitoring and expired inspection certificates
	Medium
	High
	High
	SIEM/EDR health checks, certificate monitoring and alert ownership



6. Compliance, Incident Response and Protection Controls
The compliance programme should clearly specify what constitutes a breach and how it is communicated before it happens. This encompasses U.S. state breach notification laws, the expectations of the Federal Trade Commission, industry requirements and contractual requirements, as well as notification requirements under the GDPR if applicable for the affected jurisdictions. A breach notification decision tree should include criteria to determine when to engage legal, privacy, executive and communications teams; the facts required for notification; who will approve external communications; and how to support affected individuals. The lack of communication and consumer support is another example of how poor communication and unclear consumer support can exacerbate the damage done after a technical incident has been contained, as Equifax's response demonstrates [7].
The lifecycle of preparing, detecting, analyzing, containing, eradicating, recovering and learning from incidents should be followed in incident response. Preparation involves playbooks for exploited web apps, credential compromise, data exfiltration, ransomware and insider misuse. Detection should be a combination of SIEM correlation, endpoint detection and response, cloud telemetry, database monitoring and anomalies [8]. Systems must be patched and rebuilt in a validated manner and have improved monitoring and executive sign-off before returning to service. Disaster recovery plans must provide for the safety of critical consumer services in the event of a failure while systems that are compromised are isolated.
Consider using multiple layers of protection controls. Continuous vulnerability scanning and external attack-surface monitoring can predict vulnerabilities by detecting vulnerabilities before they are exploited. Through endpoint detection and response, suspicious process behavior is detected, thereby decreasing dwell time. If someone accesses the data without permission, encryption will ensure that confidentiality is maintained. The use of strong authentication and privileged access management helps to minimize credentials abuse [9]. Network micro-segmentation restricts the extent of the organization’s impact by blocking lateral movement within the network from a breached web application to the sensitive databases. Devices can be auto-isolated, accounts can be disabled, incident tickets can be opened and notified to responders, and SOAR playbooks can do all these, decreasing response time.
Table 2. Control mapping to reduce dwell time and organizational impact.
	Control
	Purpose
	Impact on dwell time / breach impact

	Continuous vulnerability scanning
	Finds exposed weaknesses before attackers exploit them
	Reduces likelihood of preventable compromise

	SIEM and database activity monitoring
	Correlates logs and flags abnormal queries or transfers
	Shortens detection time and identifies exfiltration

	EDR
	Detects suspicious endpoint processes and lateral activity
	Enables rapid isolation of affected hosts

	MFA and privileged access management
	Controls account abuse and admin access
	Limits unauthorised privilege use

	Encryption and tokenisation
	Protects sensitive personal data
	Reduces impact if storage is accessed

	SOAR playbooks
	Automates isolation, account disabling and evidence capture
	Accelerates containment and response consistency



7. Design Justification and Programme Roadmap
A programme to be implemented in stages should be proposed. The first phase (0-90 days) should be oriented towards critical risk reduction: asset inventory for internet-facing systems, critical vulnerability remediation, multi-factor authentication for privileged accounts, centralized logging and incident response escalation. Phase two (3-9 months) will be required to deploy secure SDLC, dependency scanning, EDR, SIEM use cases, database monitoring and database data classification. The third phase (9-18 months) will bring in Zero Trust Segmentation, Just in Time Privileged Access, Auto SOAR Response, Continuous Control Monitoring and Board Level Risk Dashboards. 
Root Cause is the basis for design and not just treating symptoms. Using a web application firewall alone may limit the risk of being exploited, but if there is no governance, asset inventory and verified patching, then this failure can continue to happen. Credential abuse can be mitigated with MFA alone, but within applications an attacker may be able to find a path to sensitive databases. While encryption will protect confidentiality, monitoring is crucial to detect any exfiltration promptly if it occurs – otherwise the organization may fail to be aware. The programme thus integrates the accountability of organizations, enforcement of policy, strategic integration, risk assessment and technical protection into a unified security operating model.
Table 3. Phased cybersecurity programme roadmap.
	Phase
	Timeframe
	Priority actions
	Expected outcome

	1
	0-90 days
	Critical asset inventory, emergency patching, MFA for privileged users, centralised logging
	Immediate reduction of preventable high-risk exposure

	2
	3-9 months
	Secure SDLC, dependency scanning, EDR, SIEM use cases, data classification
	Improved detection, application assurance and data governance

	3
	9-18 months
	Zero Trust segmentation, PAM, SOAR automation, control dashboards
	Resilient and auditable security operating model



8. Assurance Metrics and Review Mechanisms
The programme needs to be evaluated with quantitative and qualitative measures. KPIs should cover such things as percentage of critical assets that have owners, percentage of internet-facing assets that are scanned daily, mean time to remediate the critical vulnerabilities, percentage of privileged users that are protected by MFA, number of high-risk exception that have not been resolved, mean time to detect suspicious activity, mean time to contain confirmed incidents, and percentage of incident-response playbooks that are tested within the past 12 months. The metrics should be communicated to the Board Risk and Cybersecurity Committee to make cybersecurity risk transparent along with financial and operational risk.
The last assurance mechanism is evidence retention. The organization must keep records of artefacts for each critical control, e.g. vulnerability scan reports, patch validation screenshots, change tickets, access review records, incident timelines, legal notification decisions, recovery test results and board dashboard minutes. Staff training and role-specific exercises should also be a part of the programme. In the security development world, secure coding and dependency management training are required; system owners must be responsible for patching and asset management; executives must be able to be exposed to simulations of incidents and make decisions; and customer-facing staff need to be provided with breach communication scripts. This helps to enhance transferable professional practice; cyber security is no longer a specialist role that's carried out in the security operations Centre [10].
To keep the programme, proportionate, controls should be reviewed after incidents, major system changes and audit findings. This ensures that the design remains forward-looking and does not only respond to the previous breach pattern, while maintaining evidence that controls remain effective, affordable and aligned with changing organizational risk.

9. Conclusion
The Equifax breach demonstrates that cybersecurity failure is rarely just a technical event. The exploitation of Apache Struts was the entry point, but the scale of impact reflected governance weaknesses, patch-management failure, asset-visibility gaps, limited segmentation, inadequate monitoring and poor response readiness. A structured cybersecurity programme must therefore combine board accountability, enforceable policies, NIST CSF 2.0 alignment, risk-based prioritization and layered technical controls. The proposed programme would reduce breach likelihood by improving asset discovery, patch assurance, secure development and access governance. It would reduce dwell time through continuous monitoring, EDR, SIEM, database activity monitoring and automated response. It would reduce organizational impact through encryption, data protection, segmentation, incident response and disaster recovery. Most importantly, it would turn cybersecurity into an auditable business resilience function rather than a reactive technical activity.
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