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Lab: IPv4, Subnetting, VLSM and IPv6 Addressing


Understanding IPv4 and IPv6 addressing (word count 1000) 
This part of lab worksheet require you research and write a report on “Features of IPv6”. You may discuss but not limited to structure, address types, advanced functionalities and security.  
Subnetting and VLSM

NOTE: To complete this part you would need full understanding of Lab 10 to 14. 
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Using the Network address 172.16.2.0/24, VLSM the network to support the following requirements: 
Subnet A: 16 hosts       
Subnet B: 2000 hosts  
Subnet C: 6 hosts
Subnet D: 500 hosts
Subnet E: 60 hosts
Subnet F: 180 hosts and Serial links between routers
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Table 1
	Subnet
	Network Address
	Subnet mask
	First Address
	Last Address
	Broadcast Address

	B   /21
	172.16.2.0
	255.255.248.0
	172.16.2.1
	172.16.9.254
	172.16.9.255

	D   /23
	172.16.10.0
	255.255.254.0
	172.16.10.1
	172.16.11.254
	172.16.11.255

	F   /24
	172.16.12.0
	255.255.255.0
	172.16.12.1
	172.16.12.254
	172.16.12.255

	E   /26
	172.16.13.0
	255.255.255.192
	172.16.13.1
	172.16.13.62
	172.16.13.63

	A   /27
	172.16.13.64
	255.255.255.224
	172.16.13.65
	172.16.13.94
	172.16.13.95

	C   /29
	172.16.13.96
	255.255.255.248
	172.16.13.97
	172.16.13.102
	172.16.13.103

	R1 to R2
/30
	172.16.13.104
	255.255.255.252
	172.16.13.105
	172.16.13.106
	172.16.13.107

	R2 to R3
/30
	172.16.13.108
	255.255.255.252
	172.16.13.109
	172.16.13.110
	172.16.13.111

	
	
	
	
	
	



                                     Features of IPv6
This report will be covering IPv6 with small aspect of IPv4 to explain and understand why we are moving from the older version. Along with this the report will go over several features that IPv6 has to offer.

History of IPv4
IPv4 has been around for several years and has allowed us to connect to networks and communicate over the internet from anywhere on the planet. [1] work on TCP/IPs started during the late 1960s however version 4 was finally created and published in 1980 where it became the formal standard. Back then everyone thought the number of IPs available from IPv4 will be enough to last forever but after entering the 21st century we have realised that we will run out very soon. The CEO of American Registry for Internet Numbers announced in 2015 that there was an exhaustion of the North American IPv4 pool [2]. After 35 years of IPv4, we officially run out of addresses in certain areas and is the reason behind we needed a new version to allow more devices to be connected especially when everything works through the internet. 

The creation of IPv6
IPv6 was created in the late 1990s as a draft version as there was a large amount of IPv4 addresses taken by this time. Early deployment started in 2009 to test how the address would work in the public area. This was done as an emergency as it could’ve potentially slowed down everything on the internet. John Chambers [3] stated, 
“if we don’t overcome the challenges of IPv6 we will slow down the growth of the internet and lose momentum as an industry.” 
This is an example of how dangerous the industries saw this situation as, which indeed it was and if done incorrectly we could’ve run out of usable IPs.

How IPv6 works
IPv6 works much differently to its older version. IPv4 used 4 8-bit octets to make up a 32-bit address which allows 4.2 billion addresses [4]. However, IPv6 quadruples the number of bits used equalling to 128-bits which allows around 32 undecillion addresses. A massive difference with the IPv6 IPs is that IPv6 uses hexadecimal numbers which is why it creates the 128-bit addresses. With how good it may sound it still might take a while for IPv6 to fully take over, this is because ISPs, websites etc need to allow IPv6s to be able to connect. 

Features of IPv6
IPv6 has some new features improving upon its predecessor. One main upgrade from IPv4 will be security and with the improvement of technology and hackers becoming more intelligent security is a very serious topic. [5] One security benefit alone is the sheer size of the IP address, hackers would scan through IPv4 addresses and the whole internet could be scanned within half a day with the correct internet. However, with IPv6 having 320 undecillion addresses it would take far too long for hackers to be able to scan and get IPs that easily as they would require more information to precisely find an IP. Its also said that IPsec is another security feature within IPv6. In IPv4 IPsec was optional and could be activated providing high-quality security services for the traffic at the IP layer, with IPv6 it has been made mandatory making much more secure and safe. The security is dependant on the implementation of IPv6 which requires more work. Another feature of IPv6 is the packet processing. As of now, IPv6 works by tunnelling through the IPv4 packets allowing it to connect to things that only use IPv4, this works by the IPv6 packets being placed within the IPv4 packets.[6] IPv6 has a simplified packet header which allows the processing of packets to be more efficient. It also reduces the size of routing tables as it allows ISPs to aggregate the prefixes of networks into single prefix. Finally, it allows simpler network configuration due to the address assignment being built-in within the IPv6 [7].

Disadvantages of IPv6
One of the disadvantages is how long it would take for IPv6 to be fully published and used everywhere on the internet. The Hong Kong Government [8] has stated that organisations wouldn’t be able to switch to IPv6 quickly. IPv6 would have to be deployed over time and would mean there is a dual-protocol environment which creates more security risks. Another disadvantage of moving to IPv6 would be that everyone would have to be trained again, professionals are already comfortable with IPv4 and would require additional training to get used to IPv6. CISCO has a training set up for IPv6 where the boot camp alone has 6 modules with 4 hours of video [9]. Not only would this cost additional money as each individual that already understands IPv4 has to learn IPv6 to improve networks and maintain them. Finally, another disadvantage would be trying to remember the IP addresses. Network engineers have learnt to remember the simple numbers that display in an IPv4 address as it only contains 4 octets and uses our number system. However, IPv6 uses hexadecimal meaning there are 16 numbers and letters before you advance to the next one. Remembering the whole address would be a nightmare and would require learning the prefixes of the addresses or potentially finding a completely new way of remembering the address [10]. 

Conclusion
[bookmark: _GoBack]IPv6 is the way forward no matter what the disadvantages may be. The advantages alone completely weigh out any negatives towards the new version. We need more available IPs to allow the internet to continue growing. IPv6 is much more secure and with the correct implementation, it can be made much better than IPv4 was. Finally, IPv6 has features that IPv4 could not have and overall is a massive improvement upon the previous version, when everyone is fully trained and understands how it works it will allow for much more to be done more efficiently than ever.
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