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This project details the development of a Radio Frequency (RF) electronic device detection system for use in security scenarios such as school exam halls or prisons. The system aims to counter surveillance techniques used by those with malicious intent; reducing the risk of policy violations and electronic communication in restricted areas; and the risk of contraband items being accidentally carried into sensitive areas; such as cellular devices or other internet of things (IoT) devices. 
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Our project aims to determine:
Whether RF Transmission sources can be detected using a low-cost system manufactured from Commercial Off the Shelf (COTS) components
and
Whether Software Defined Radios can be used to implement real-time detection of electronic devices
[bookmark: _Toc170829751]Objectives	Comment by Alistair Lounds (2227990): Added by Alistair Lounds, Henry Rennison & Molly Scarlet
Peer Review by All
In order to satisfy these aims, the following objectives have been set:
· Background Research - Scoping of a RF detection system design
· Design - Development of an Initial Prototype to prove the design concept
· Implementation - Manufacture of a Final System Build that can be shown to our customer in a laboratory demonstration
· Analysis and Quality Assurance - Characterisation of prototype systems detection range
· Review – Discussion with customer to gain feedback that can be acted upon
[bookmark: _Toc170829752]Background Research & Literature Review 
This section details the background research and literature reviewed during the group project, coving the topics of Legality, Ethics, Spectrum Allocation, SDR Usage and Existing Detection Methods.	Comment by Alistair Lounds (2227990): Added by Alistair Lounds
Peer Reviewed by Molly Scarlet
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From a legal perspective, the only concerns with the project relate to the issue of interception and unlawful surveillance. Referring to OFCOM’s website allows us to see the specific details on RF communications including the offence of interception. To summarise, unless actually transmitted data is read there is no offence committed and therefore all legal worries are avoided. This will be reflected in the ethical review form as well. [1]
From an ethical and safety standpoint, an ethical review form and a supporting risk assessment for the project has been completed. These cover the work done on the project and detail all the relevant measures taken to ensure the project is safe and ethical. [2] [3] These documents can be seen in Appendix E.
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RF threat detection is a critical aspect of security and surveillance in modern environments. It involves identifying and mitigating unauthorized or potentially harmful RF signals that could compromise security, privacy and operational integrity. Below is a list of common RF threats, their typical frequencies, and the potential impacts they pose:
Eavesdropping Device - 10 MHz - 1 GHz
Signal Jamming - GPS: 1.575 GHz (L1), 1.227 GHz (L2), Cellular: 850 MHz, 900 MHz, 1800 MHz, 1900 MHz, 2100 MHz, Wi-Fi: 2.4 GHz, 5 GHz
RF Hacking and Cyber Attacks: Wi-Fi: 2.4 GHz, 5 GHz, Bluetooth: 2.4 GHz, RFID: 125 kHz, 13.56 MHz
Rogue Access Points - 2.4 GHz, 5 GHz 
RF threats span a wide range of frequencies. RF threat detection and mitigation require a thorough understanding of the frequency characteristics of each threat type, along with advanced detection technologies.
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In 2009, the United States Air Force Institute of Technology released an academic report detailing how they had utilised commercially available Software Defined Radios (SDRs) to make networks that locate RF devices, using RF characterisation and detection algorithms. This paper and its underpinning research focused on power, path loss, directionality and beamwidth parameters to conduct spatial estimation. [4][5]
The research utilised the Universal Software Radio Peripheral version 1 (USRPvl) SDR. [4] For reference, a similar commercially available SDR such as the Ettus Research USRP B210; a dual channel transceiver capable of operating across a band of 70 MHz to 6 GHz, would cost around £1920. [6]. This SDR was programmed using Python with GNU Radio, an open source software development tool designed for Digital Signal Processing (DSP). Complex signal data was stored as binary-encoded files. [4] This is a similar methodology seen in other SDR research based papers that conducted laboratory testing using universal SDRs such as the USRP B210 and RTL-SDR receiver. [7]
The study explained the implementation of Power Spectrum Density analysis. [4] Power Spectrum Density (PSD) is the measurement of signal power against frequency, usually conducted for a sample of data taken from a frequency bin. [8] The received IQ data was converted to the frequency domain, and PSD analysis implemented to determine a Received Signal Strength (RSS) for each sampled frequency band. The RSS was output as a voltage measurement, which was converted to a decibel (dB) signal power using a MATLAB script. [4] This can done by calculating the root mean squared value for voltage and then using  Power=10log10(RMS magnitude). [9]
Validation was conducted predominantly through simulation, with some actual hardware equipment. An outdoor trial was conducted at Wright Patterson Air Force Base Ohio with equipment set up at a distance of 50 feet away from reflective surfaces. [4]
The report identified learning such that RSS measurement vary due to the operating environment. Influencing factors were that of Multipath Fading, a phenomenon where signals combining at different amplitudes and phases, experience constructive and destructive interference before being received by the SDR; and Shadowing, where signals are absorbed and attenuated by obstacles in the transmission path, such as buildings and foliage. [4]
In conclusion, our literature review provides an good baseline for a technical approach to this problem space. This will enable the project to learn from others and hopefully not have the same shortcomings as them.	Comment by Alistair Lounds (2227990): Added by Molly Scarlet
Peer Reviewed by Alistair Lounds
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The main benefit of this system is its cost compared to other devices on the market. [6] This was one of the main goals of the device as the intended use is for schools and prisons. This is important as several devices would be needed. It also helps if any components stop working they would be very cheap to replace.
Possible draw backs of using cheap components can be their reliability. When deciding to use to cheaper components to keep costs down it is about weighing up the negatives and positives. In this system design if any of the parts do break they are easy to replace.
While there are benefits to using cheaper components, it is essential to balance cost savings with quality. Over-reliance on low-cost components can lead to durability issues or negatively impacting customer satisfaction. Therefore, careful selection and quality control are crucial to ensuring that cost savings do not come at the expense of product performance and reliability.
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Peer Reviewed by Molly Scarlet & Henry Rennison
During conversations held with our customer we were able to outline the following Statement of Requirements:
Key User Requirements (KuR)
The user should be able to:
· Detect transmitters within a range of 20m from the device
· Output information to a Human Machine Interface (such as a GUI to display detections)
· Provide an Indication of Transmitter Direction
System Requirements
The system must be able to:
· Passively Detect Transmitters
· Powered by 230V 50Hz Mains Electricity
· Nominal Impedance 50Ω
· Low unit cost – below £1000
Non-essential requirements that are ‘nice to have’:
· Transmission Source Categorisation
· Potable System - Low SWaP (Size, Weight and Power)
[bookmark: _Hlk169645677][bookmark: _Toc170829759]Software Selection
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Peer Reviewed by Alistair Lounds
The three most used programming languages are Python, Java and JavaScript. Refer to Table 1, a brief overview of the key features of each one.
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[bookmark: _Ref170477103][bookmark: _Toc170829739]Table 1 - Programming Language Comparison [10]
In this report the language selected was Python for the following reasons [10]:
· Ease of Learning: Ideal for beginners due to its simple syntax.
· Versatility: Used in web development, data science, artificial intelligence, automation, scientific computing, and more. 
· Rapid Development: Facilitates quick prototyping and development cycles.
· Support: With python being such an established programming language there is lots of support for it.
· Cross platform Compatibility: Python code can run on various operating systems (Windows, macOS, Linux) without modification, making it a versatile choice for cross-platform development.
Operating System 	Comment by Alistair Lounds (2227990): Added by Alistair Lounds
Peer Reviewed by Molly Scarlet
The Operating System (OS) selected was Ubuntu 24.04 (Noble Numbat) due to its compatibility with the Raspberry Pi 5 Single Board Computer (SBC). Ubuntu 24.04 provides Long Term Support (LTS) unlike alternative options. LTS mitigates some of the security risk associated with OS usage, as Common Vulnerabilities and Exposures (CVEs) will be triaged and patched by updates supported up until August 2029, prolonging the systems lifespan. [11] 
We opted for a Linux based OS as it is Open Source, therefore being Free at point of demand reducing the system cost. [12] These OS’s are well documented and highly configurable. It can also be argued they are less vulnerable than Windows OS. [13] An alternative would be to use DragonOS, as it is designed to be highly compatible with SDRs, however this less commonly used and our customer has more relevant experience using Ubuntu. [14] 
[bookmark: _Toc170829760]Hardware Selection
Single Board Computer (SBC)	Comment by Alistair Lounds (2227990): Added by Molly Scarlet
Peer Reviewed by Henry Rennison
To provide the compute and human interface capabilities, a SBC will be used. The peripherals (such as SDRs) will be attached and the SBC will output the GUI to a separate display. There are a number of choices, with the most obvious being the Raspberry Pi 5 (RPI5) which is a small SBC designed for a wide variety of applications. [15] It can host a variety of operating systems, such as Ubuntu and is very compatible with Python, the programming language of choice. Adding in the good value it is an excellent choice for this project. A variety of competitors where evaluated, and ultimately the RPI5 turned out to be the best choice with a wider range of peripheral choices, the best price and the most existing documentation and information. [16]
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HackRF is a hardware platform designed for Software Defined Radio (SDR). HackRF operates over a wide frequency range, typically from 1 MHz to 6 GHz. This makes it suitable for a wide variety of applications, including AM/FM radio, GSM, Bluetooth, Wi-Fi, and more. [17] This is very useful for this project as we will need to scan a wide range of RF devices. HackRF connects to a host computer via USB, allowing it to be controlled and powered by the computer. This makes it easy to use with a variety of SDR software. The hardware design and software for HackRF are open-source, allowing users to modify and improve the device as they see fit.
Adalm PlutoSDR, is a versatile SDR platform developed by Analog Devices. PlutoSDR is a transceiver, meaning it can both transmit and receive signals. This makes it a flexible tool for developing and testing wireless communication systems. PlutoSDR connects to a host computer via a USB 2.0 interface, which provides both data and power. [18]
RTL-SDR (Realtek Software Defined Radio) is an affordable SDR platform based on the RTL2832U chipset. Unlike some more advanced SDRs, RTL-SDR is a receive-only device. It cannot transmit signals, which makes it suitable for monitoring and listening applications rather than two-way communication. [19]
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Table 3 - SDR Comparison
RF Front End	Comment by Alistair Lounds (2227990): Added by Alistair Lounds
Peer Reviewed by Molly Scarlet & Henry Rennison
It is important to ensure all the components are Impedance matched, when selecting parts for the receiver system. Therefore all components selected for the front end have a Nominal Impedance of 50Ω. [20] This provides Electromagnetic Compatibility (EMC), as if not matched correctly signal reflections will occur at joins in the transmission path resulting in inefficient power transfer, and potentially reduce detector sensitivity. [21]
Pugh Decision Matrices were used for down selection of components to be used in our system; these being shown by Table 4, Table 5, Table 6 and Table 7. Greater detail of this process can be found in Appendix A.
Passive Directional Antennas
Refer to Table 4, the ‘Sevskiy GmbH RF ANT LPDA Directed SMA 0.79-9GHZ’ antenna was selected to capture transmitted signals. It was decided to use four passive directional antennas, to enable a direction finding capability, with each conducting surveillance in one of four zones dictated by their beamwidth. This antenna can effectively operate across the DC to 6 GHz frequency range and hence was chosen.
[image: ]
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Transmission Lines
Refer to Table 5, five ‘Wurth Elektronik Male to Male SMA Coaxial Cable 304.8mm RG316’ can be used to connect the Directional Antennas to the RF switch, and then join them to the SDR via the common output port. These cables can handle signals across a DC to 6 GHz band.
As all the RF components use Female SMA connections, we can join them with one Male to Male SMA cable type. This common component reduces cost and system complexity. Minimises the number of joins in the RF chain components reduces the risk of backscatter/signal reflections.
These are cheaper coaxial cables with a small bend radius. Thick diameter cables have lower insertion losses, however are less suitable for this application due to their larger bend radius and increased unit cost. The high quality of technical datasheet provided by Wurth Electronik made this comparison easier.
[image: ]
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RF Switch
Refer to Table 6, the ‘Analog Devices Inc HMC241 SP4T Evaluation Board’ was selected to facilitate electronic switching between the 4 directional antennas. This component is suitable as only one antenna is required to pass signals to the SDR at any time. This board is capable of operating across a frequency range of DC – 6 GHz and can be powered by a Raspberry Pi 5 SBC using either its 5V or 3.3V output pins from its GPIO connector.
This board can act as a SP4T (Single Pole 4 Throw) switch, having 5 ports. Four act as input ports, one per antenna, and then there is a common RF port that can be used to connect each to the SDR. The switch is capable of isolating the other antennas from the common port during operation.
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SMA Termination Plug
Refer to Table 7, the ‘Amphenol RF 50Ω Straight SMA RF Terminator 0 -18GHz’ was selected as it is capable of absorbing transmitted signals, attenuating across the Pluto SDRs output band. As the Analogue Devices Pluto SDR has separate Receive (Rx) and Transmit (Tx) channels, a Sub-miniature Type A (SMA) termination will be fitted to the unused Tx port. [21] This acts as a fail-safe, ensuring no signal transmission from the Tx port, remaining passive; and reduces the risk of coupling between ports that could cause self-detection.
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[bookmark: _Ref170088557][bookmark: _Toc170829745]Table 7 - Pugh Decision Matrix - Termination Plug
[bookmark: _Hlk168952073][bookmark: _Toc170829761]Testing Methodology	Comment by Alistair Lounds (2227990): Added by Molly Scarlet
Peer Reviewed by Alistair Lounds
The device will be tested in a series of basic tests to ensure the device is functioning as expected. These tests will allow the device to be evaluated for core functionality before fine-tuning occurs. Once the core functionality is confirmed working a more detailed set of tests will be completed. A full test plan can be seen in Appendix G. This can be summarised as:
· Evaluate core functionality (device turns on, code runs, SDR scans for frequencies).
· GUI displays basic information.
· Frequency sweep detects no signals when no Wi-Fi transmissions detected.
· Frequency sweep detects signals and notifies GUI of change. 
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For the initial design, we have conducted cost analysis by following a down selection process to identify components to be used in the system. These components are stated in the BoM in Table 8.
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[bookmark: _Ref170477468][bookmark: _Toc170829746]Table 8 - Bill of Materials
Budget for System Build	Comment by Alistair Lounds (2227990): Added by Henry Rennison
Peer Reviewed by Molly Scarlet & Alistair Lounds
It was agreed with our customer that the budget for the system build would be £1000 per unit. The total costs of our BoM is £824.88, making this system design financially viable against the customer requirement.
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Figure 1 show a Gantt chart produced to schedule the development of the RF detection system. This supports effective time management, illustrating the project phases and provides a followable framework to ensure project deliverables are met within the dictated timescales. [22] This project management method also acts as a useful tool for stakeholder engagement; allowing them to monitor progression and clearly see when tasks are due to be completed.
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[bookmark: _Ref170477528][bookmark: _Ref170477520][bookmark: _Toc170829729]Figure 1 - Gantt Chart – Project Time Management
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Refer to Figure 2, this block diagram shows the planned assembly of the RF Detection System.
The Raspberry Pi 5 SBC main function is to run a program that control the SDR and routinely switch between the directional antennas, executing a routine frequency sweep function to identify RF signals. Collected IQ data will undergo Power Spectral Density (PSD) digital signal processing; by which any RF transmission above the determined noise floor will be output as a Graphical User Interface (GUI) on the HDMI screen. [30]
The Raspberry Pi 5 will power the 4 Way RF Switch and enable isolation of the antennas from the RF Common port, only allowing one directional antenna to work at any time, providing a crude direction-finding capability. More detail is included in Appendix B and C.
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[bookmark: _Ref170091426][bookmark: _Toc170829730]Figure 2 - RF Detection System - Block Diagram
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Refer to Figure 3, the source code was divided into two python scripts. Code ‘main6.py’ initialised the program, calling functions in the detection loop. It executes the ‘frequencysweep()’ code enabling the Pluto SDR to detect RF transmitters at 2.4GHz. The directional antennas are switched between by executing the ‘antennacheck()’ function with the results output to a Human Machine Interface (HMI) using ‘gui.py’. Refer to Appendix H for a breakdown of the source code produced. 
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[bookmark: _Ref170352007][bookmark: _Toc170829731]Figure 3 - Software Structure – Python Files
[bookmark: _Toc170829768]Difficulties Encountered
During this project a multitude of difficulties were encountered. Procurement issues occurred when RF Switch, SDR and Directional Antennas ordered failed to arrive from Digikey UK. The initial order was accepted on the 17th June, yet components did not arrive before our submission deadline.	Comment by Alistair Lounds (2227990): Added by Alistair Lounds, Molly Scarlet & Henry Rennison
Peer Reviewed by All
This procurement issue was highlighted to the customer. We overcame this issue by repurposing similar components supplies we had stocked prior for research and RF development. However, these had to be released by Central stores; having its own unique challenges with access complications and 48-hour notice periods causing unnecessary delays.
Another significant difficulty is that of not being able to install the dependencies required to run the Pluto SDR using Ubuntu 24.04 LTS. This was firstly due to the ‘Pip’ package manager being discontinued due to Ubuntu policy issues – not being compatible with the Pi5. A workaround was to create a virtual environment, in which enables pip to be used, however we observed that the Pluto SDR drivers are unsupported, only being supported up to Ubuntu 22.04 LTS ‘Jammy Jellyfish’. This older OS version is not supported by the Pi 5, therefore we overcame this problem by using a Raspberry Pi 4B with an Ubuntu 22.04 LTS image. 
[bookmark: _Toc170829769]Tested System Design	Comment by Alistair Lounds (2227990): Added by Alistair Lounds
Peer Reviewed by Molly Scarlet & Henry Rennison
Therefore, due to these technical difficulties, the hardware implementation tested varies slightly from the initial system design. Refer to Figure 4, this shows the prototype system, developed using a ‘Raspberry Pi 4B’ and two 698-4000 MHz, 9 dBi gain ‘LPDA Yagi-Uda Directional Antennas’ connected using a ‘Mini Circuits ZX80-DR230-S+ Solid State SPDT Switch’ capable of operating across a DC - 3000 MHz range, and having a 50Ω impedance. [23]
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[bookmark: _Ref170476915][bookmark: _Toc170829732]Figure 4 - RF Detection System Prototype
Table 9 shows the GPIO pins used on the Raspberry Pi 4B to enable switching between antennas, giving two directional surveillance channels.
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[bookmark: _Ref170255323][bookmark: _Ref170255320][bookmark: _Toc170829747]Table 9 - Pinout for Raspberry Pi 4B [24]
[bookmark: _Toc170829770]Results and Analysis
[bookmark: _Toc167989109][bookmark: _Toc170829771]RF Test 1 Results	Comment by Alistair Lounds (2227990): Added by Alistair Lounds
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Noise Floor & Minimum Detection Threshold
Figure 5 shows the use of ‘Matplotlib’ to plot Power Spectral Density (PSD) against Frequency. The source code produced for this test was named ‘test3.py’. This program was configured to receive at a centre frequency of 2.47GHz, taking 3 million samples across a 100 MHz Bandwidth. To determine the noise floor, the receiving directional antennas were placed inside a Rasmey Box (Faraday Cage) with no 2.4GHz transmission source, this isolates the antennas from unwanted transmission sources. 
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[bookmark: _Ref170476336][bookmark: _Toc170829733]Figure 5 - test3.py – Ramsey Box with No 2.4GHz Transmission Source
Figure 5 shows that the noise floor having a Power Spectrum Density of 90 dBm/Hz. However, due to the summation of the raw IQ data a Direct Current (DC) spike occurs at the 2.47GHz centre frequency. This DC spike could cause a false indication of a emitter being detected. Therefore to mitigate this minimum detection threshold needs to be above the peak DC spike PSD; this being 101 dBm/Hz. Therefore we have set the minimum detection threshold to a PSD value of 110 dBm/Hz, providing a small buffer zone. When the SDR receives a signal with PSD greater than 110 dBm/Hz the system will indicate a 2.4GHz transmitter has been detected.
2.4 GHz Transmitter Initial Test
Figure 6 shows the output of the ‘test3.py’ program when a Samsung Galaxy S10 5G cellular device  was place inside the Rasmey Box as the emission source, with Bluetooth and 2.4GHz mobile hotspot enabled. This was conducted to test whether the system could identify an RF transmitter.
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[bookmark: _Ref170476682][bookmark: _Toc170829734]Figure 6 - test3.py - Ramsey Box with Samsung Galaxy S10 5G 2.4 GHz Transmitter
Figure 6 shows the successful detection of the Samsung Galaxy S10 5G emitter. As the centre frequency was defined as 2.47GHz in the source code, we have determined that cellular device transmits at two frequencies across the scanned bandwidth being 2440 MHz and 2460 MHz, both with a PSD of around 95 dBm/Hz. The 100 dBm/Hz PSD signal shown at the centre frequency is the DC spike. 
[bookmark: _Toc170829772]RF Test 2 Results
Testing Antenna Switching - Passive Detection of 2.4 GHz Transmission Sources
Figure 7 shows a screenshot of the Command Line Interface (CLI) after running the ‘main4.py’ program. This program was configured to receive at a centre frequency of 2.44GHz, scanning across a 800 MHz Bandwidth; these being the optimal settings determined for detecting RF transmitters at 2.4GHz. 
During this test, Directional Antenna 1 was placed inside the Ramsey box to isolate it from any RF transmissions. Directional Antenna 0 remained outside the Ramsey box in an environment where a 2.4GHz cellular devices and a WiFi router were emitting. Therefore, a successful test will show that Directional Antenna 1 does not detect any 2.4 GHz emitters (transmission sources above 110 dBm/Hz PSD) and that Directional Antenna 0 does detect 2.4 GHz emitters.
This test was conducted to ensure that Mini Circuits ZX80-D230-S+ switch was programmed correctly, alternating between RF ports 1 and 2; so that surveillance is conducting for two zones, antenna switching between Directional Antenna paths 0 and 1.
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[bookmark: _Ref170479435][bookmark: _Toc170829735]Figure 7 - main4.py – Antenna Switching Test
Figure 7 shows that Directional Antenna 0 (zone1) has not detected any RF signals at 2.4GHz, and that Directional Antenna 1 (zone2) has detected RF signal at 2.4GHz, above the PSD threshold of 110 dBm/Hz. This confirmed that the antenna switching was working, outputting results that we would expect.
When the ‘frequencysweep()’ and ‘antennacheck()’ functions are executed, PSD signals above 110 dBm/Hz are printed on the CLI after the string “WiFi Tx Detected (Samples above 110 PSD)”. When there are no values in this array, no RF signals have been detected at 2.4 GHz. When values are displayed in the array RF signals have been detected. 
Figure 7 shows that when the ‘frequencysweep()’ function is executed, information is printed to the terminal and the antenna is switched to the alternate RF port; cycling back and forth between Directional Antennas 0 and 1. The antenna used during the sweep is printed below detected signals, for instance “Directional Antenna 0”. 
[bookmark: _Toc170829773]RF Test 3 Results
Free Space System Testing - Passive Detection of 2.4 GHz Transmission Sources
Figure 8 shows the RF detection system during a Free Space system test. This test was conducted using Python program ‘main6.py’. The SDR was configured to receive a centre frequency of 2.44GHz, scanning across a 800 MHz Bandwidth. Directional Antenna 0 was pointed at an orientation 180 degree different to Directional Antenna 1, giving two detection zones, defined as zone1 and zone2 respectively.
Directional antenna 0 (zone1) was pointed towards a TP link WiFi router and a Samsung Galaxy S10 5G cellular device, both emitting 2.4GHz signals. Directional antenna 1 (zone2) was pointed towards a concrete wall in a direction where there were no 2.4GHz RF transmission sources to our knowledge. The TP link router and cellular device were positioned at a distance of 5 meters from the detection system.
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[bookmark: _Ref170477732][bookmark: _Toc170374346][bookmark: _Toc170829736]Figure 8 – RF Detection System during Free Space System Testing – using main6.py 
Figure 9 shows the Command Line Interface (CLI) after running the program. Directional Antenna 1 (zone2) did not detect any RF transmitters during this test duration. This was indicated to the user, by printing the string “No Transmitters Detected in Zone2” and by displaying the GUI status by printing the string “GUI Green – status False”. 
Directional Antenna 0 (zone1) did detect the 2.4GHz TP link WiFi router and Samsung Galaxy S10 5G mobile phone emitters. This was displayed to the user on the CLI, printing the string “Transmitters Detected in Zone1” and display the GUI status by printing “GUI Red – status True”. These are the result we expected for this system test.
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[bookmark: _Ref170478644][bookmark: _Toc170829737]Figure 9 - main6.py – Open Air Testing of RF Detection System
[bookmark: _Toc170829774]GUI Testing Results	Comment by Alistair Lounds (2227990): Added by Henry Rennison
Peer Reviewed by Molly Scarlet & Alistair Lounds
The GUI was created in python using guizero, guizero is a Python library designed to make it easy to create simple graphical user interfaces (GUIs) [25]. Initially code was created to make two boxes that are green. One on the left of the display and one on the right, each box signifies an antenna. The boxes were programmed to stay green until it picked up a frequency above a certain threshold which would then trigger the box to go red to signify a device is active in the antennas range. The image below shows that one of the antennas has picked up a device and the other has found no devices while sweeping.
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[bookmark: _Toc170829738]Figure 10 - GUI Testing
The initial code was tested by adding simple buttons that manually do a sweep of the antennas and then change colour accordingly. The latest version of the code does this automatically as soon as the code is run and will update frequently.
[bookmark: _Toc170829775]Analysis	Comment by Alistair Lounds (2227990): Added by Molly Scarlet
Reviewed by Henry Rennison & Alistair Lounds
Overall, our results tell us that the system whilst not perfect, does operate at a fairly good standard. The DC spike within the centre of the frequency sweep did cause some issues however thanks to the fine tuning we were able to modify the device so that it accounted for this within the detection calculation. The testing made sure that all major flaws were ironed out and the device was able to operate in a reasonable deployment location with minimal issues.
[bookmark: _Toc170829776]Evaluation 	Comment by Alistair Lounds (2227990): Added by Alistair Lounds, Molly Scarlet & Henry Rennison
Peer Reviewed by All
User Requirements Check
Comparing back to the original user requirements, the device is able to detect a transmitter from within a range of at least 20 metres, output this information to a human machine interface via a graphical user interface as well as the Linux terminal. It is then able to provide an indication of RF transmission direction. Therefore, the device meets all of the KuR.
System Requirements Check
As per the essential system requirements, the device is powered by UK mains electricity, with an RF nominal impedance of 50Ω. The SDR used does not transmit at any point in time making the device completely passive with its detection. As per the BoM, the total cost was £824.88 which meets the cost requirement.  
However, for the non-essential requirements – no categorisation was done as this is a highly complex process that was not achievable within the timescales given. Whilst the device is able to be moved from room to room, due to the mains powered nature a portable version was not possible. On the other hand, these were additional system requirements that were not necessary in order to meet the customer requirements.
Aims Check
Whilst improvements could be made to the system as detailed below, overall the project was able to achieve the desired aim of the project as it was a low-cost system manufactured from COTS components that utilised an SDR to implement real-time detection of electronic devices.
Conclusion & Recommendations 
In this report, we have detailed the project management and delivery of an RF detection system prototype, successfully navigating the negative factors of procurement issues, unwieldy internal processes and tight timescales. 	Comment by Alistair Lounds (2227990): Added by Alistair Lounds
Peer Review by Henry Rennison
[bookmark: _Toc170390808][bookmark: _Toc170829777]Conclusion
The main benefit of this work is that of providing a RF detection device at a lower price point that commercially available systems, being a more financially viable option for use in school examination hall, prison monitoring and commercially sensitive area contexts. The development of this system has potentially reduced the time taken to detect electronic devices for the customer.	Comment by Alistair Lounds (2227990): Added by Alistair Lounds, Molly Scarlet & Henry Rennison
Peer Reviewed by All
Whilst the build and test process was hampered by procurement issues, once these were resolved the project continued smoothly and on-time with the timescale. Software and hardware was cooperative with the efforts of the team and all the testing was smooth and went as expected. All project team members were present and contributed towards the development throughout the process.
[bookmark: _Toc170390809][bookmark: _Toc170829778]Future Recommendations
One system improvement would be to enable detection of devices across a wider frequency range such as those identified in our background research: 433 MHZ/868MHz transponder keys, LoRa transceiver modules and other contraband. 	Comment by Alistair Lounds (2227990): Added by Alistair Lounds
Peer Reviewed by Henry Rennison
Another improvement would be that of selecting a wider band choice for the RF switch, as this is the limiting factor of the system, limiting detection of transmissions to a 790 MHz – 4000 MHz frequency range.
Furthermore, we could expand upon the existing design’s crude direction finding capability, utilising the antennas originally ordered that did not arrive to create a more directional detection system that covers a wider surveillance area. This would have originally been done if not for the procurement issues previously discussed.  	Comment by Alistair Lounds (2227990): Added by Molly Scarlet
Peer Reviewed by Alistair Lounds
Additionally, further testing could be conducted into the range detection measurements, in order to specify the true maximum detection range as well as potentially using the signal strength to determine an approximate distance between the transmitter and the receiver.
More optimisation could have also occurred within the software domain, in order to implement faster processing speeds and algorithms which would in turn reduce the time taken for detection to occur. This could also be achieved through the use of higher grade and more expensive processing technology although this would have to be balanced against the user cost requirement. 	Comment by Alistair Lounds (2227990): Added by Henry Rennison
Peer Reviewed by Molly Scarlet
Whilst current the system is portable to a degree, it is still a mains powered device and cannot be taken to far from UK mains powered. A more portable battery powered system could be developed which would result in a wider range of potential use cases.
[bookmark: _Toc170829779]Reflection
[bookmark: _Toc170829780]Lessons Learnt 
Reflection – Molly Scarlet	Comment by Alistair Lounds (2227990): Added by Molly Scarlet
Peer Reviewed by Henry Rennison
In reflection, whilst this project was likely more complex than necessary, it was a good challenge and thoroughly enjoyable. Not only have I improved my technical skills particularly for me developing my RF skills and interfacing RF technology with software, but I have also improved my electronic and software skills as well. On the soft skills side, I have learnt a lot more about technical project management including time management and planning to meet an objective by a date, including all technical and non-technical reviews by external individuals to improve on the quality and ensure the task stays on point. 
I would definitely do things differently in the future if I was to do this again, such as ensuring parts were ordered and arrived a lot earlier, planning an extra amount of time contingency within the timescale of the project as well as just choosing something a bit simpler that also demonstrates my skills well.
Reflection - Alistair Lounds	Comment by Alistair Lounds (2227990): Added by Alistair Lounds
Peer Reviewed by Molly Scarlet
During this project, I have continued my personal development (CPD) in software engineering disciplines, improving my knowledge of Python and how to apply the programming language when interfacing with RF components. This has enabled me to become a more Suitably Qualified and Experienced member of Personnel (SQEP), supporting the employer aim of increasing understand and SQEP in the business. 
I have also learnt how to divide tasking more effectively within a team and hold accountability for my work from a project management perspective. This has improved my customer engagement skills. One key learning point is to conduct research into the software dependencies of programmable devices during the research and development methodology phase. If we were to compare the SDRs dependencies against what the Operating Systems supports, this would have mitigated compatibility issues and allowed more time for system development rather than troubleshooting.
Reflection – Henry Rennison	Comment by Alistair Lounds (2227990): Added by Henry Rennison
Peer Reviewed by Alistair Lounds
After completing the project, I can say that on a personal level I have improved my background knowledge in RF and programming languages and what programming languages to apply in particular scenarios. In Particular I created a GUI for the first time in python from start to finish. I have also gained a lot of knowledge of SDRs and their use cases.
I also was part of project planning which involved working out timescales and budgets for the project as well as meeting the customer to make sure we get the customer needs before starting the project so that I had a clear end goal for the project.
If I was to change anything about the project or steps that were taken it would be to do with the procurement side as this was the biggest struggle. I think the simplest way to improve this side of things would have been to order the equipment much earlier or if it was for a very important project with strict deadlines ordering two of everything from different suppliers to increase the chances of all the kit arriving in a timely manner.
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Technical Datasheet Hyperlinks

Directionsl Antennas

Digikey Part Number
‘Sevskiy GmioH RF ANT AN220206-001

VIVALDI UWB 1.2-96HZ

Datashest
ttps:/Jmmdigkey.com Volume)/opasdata/2200

OL/mediss/docus/5165/AN220206-001 oo

Sevskiy GmoH RF ANT
VIVALDI 1.2:9GHZ

“AN22020201A

ttps://mmdigkey. com Nolume/opasdata/2200

OL/mediss/docus/5154/AN220202-01A pdf

Sevskiy GmoH RF ANT LPDA
Directed SMA 0.73-8GHZ

“AN22020105C

ttps://mmdigkey. com Nolume/opasdata 82200

OL/mediss/docus/§154/AN220201-05C pof

Sevskiy GmioH RF ANT UWB
Array Antenna

“AN220207-001

ttps://mmdigkey. com Nolume/opasdata/2200

O1/mediss/docus/5159/AN220207-001. pdf

Transmission Lines

Toble 1- Directional Anterna Technical Datosheets.

500 Coaxial Cables - With Male SMA RS Stock  Datasheet
Connectors Number

‘Worth Elektronik Male SMA o Male | 181-0014 | hitps.//docs r=-

SMA CoaxialCable, 304.8mm, RG174 online com/3335/09007668169a12.0f
Crystek RG 174 Series Male SVA to Male | 7924083 | hitps/Jdocs -

SMA CoaxialCable, 304.8mm, RG174 online com/e25/0900766581265504 pdf
‘Worth Elektronik Male SMA to Male | 1810024 | hitps.//docs r=-

SMA CoaxialCable, 304.8mm, RG316 oniine com/6€25/09007658169af1a paf
‘Worth Elektronik Male SMA to Male | 1810085 | hitps.//docs r=-

SMA CoaxialCable, 304.8mm, RS online com/5¢5/09007665816398156.pd

Radio Frequency Switch

4Way RF Switch

‘Analog Devices Inc AMC241
SPAT Evaluation Board

Table 2~ Transrission Lines Technical Dotoshezts

Datasheet
ttps:/ /o analog. com) media/en/techni

documentation)data-sheets/nmc24 1aio3e odf

“Anaiog Devices Inc ADRF040
Evaluation Board

“ADRF040-EVALZ

Titps:/Jonwusanalos. com/media/enfiechrical

documentation)data-sheets/ADRF5040.041

Skyviorks SKYI5245-686LF
SPAT GPIO Antenna Tuning
Switeh

V15245 G86LF EVE

Titps /o SkyvioriSin com/-
[media/SkyWorks/Documents/Products/2201-
2300/5K119245 686LF 2038708 PS oo

‘Analogue Devices Gaas NIMIC
SPBT Non-Refictive Switch

EVIRVC53A0523

ttps://onwus analog.com/media/en/techrical

documentation)data-sheets/nmc25320524 oo

‘SMA Termination Plugs

Table 3~ Radio Frequency Swich Techrical Datasheets

SMA Terminal Pug. RS Stock Number Datasheet
Radiall 500 Straigt SMIA R 2632716 https://docs r5-

Terminator, 0> 4GHz, 1W Average online com/35d2/0900766680080612 ot
Power Rating

‘Amphenol RF 500 SUalght SVA RF | 1480920 Tiips/docs s

Terminator, 0> 18GHz, 2W Average online com/29¢t/090076608160e102 o

Power Rating

FubersSunner 500 Sragnt SWIA Ves RF | 434735 Tiips/docs s

Terminator, 0> 18GHz, 1W Average: online.com/ddba/0300765080660402.pdf
Power Rating
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‘Amphenol RF 500 Straight SMA RF
Terminator, 0> 18GHz, 1W Average:

se32034

https://docs rs-
online.com/d58a/0900766680641d7.paf

Power Rating
Table 4 SMA Plug Terminations Technical Datasheets

Component PartNumber Datasheet

‘Analogue Devices PIuto. | 505-ADALM- | https://vkianalog.com/university/tcols/pluto

SR PLUTOND

Respberry Pi5 86 2648 SCL1IZ-ND | hitps://datoshests raspberrypl comJrpis/raspbermy-or

‘broduct-brief paf

Kingston 128 GB MicrosD | 1958383 Titps //docs rs-oniin com/cisb/A70000000663916 09t

Card, Class 10, UHS |

Seeed Studio LCD Display | 1723273 Tttps://docs r5-online com/eb35/0500 766081644160 ot

1366768 10.0

Raspberry Pi Rea, White | 1857708 Tttps://docs r5-online com/7161/0500 766081667266 03t

Raspberry Pi Mouse

Raspberry P1 Im FOMIto_| 1671577 itps://docs rs-onling com/6815/0300 7660 61GrE3.od

Micro HDMI Cable in Black.

Togitech K120 Wired Uss | 7950930 Titps://docs rs-onling com/ed23/030076608 1282538 od

Keyboard, QWERTY (UK),

Black

Raspbery PISCLIdD PIS | 751288 ot Applicable

27W USB-C Powier Supply

Unit White UK

Table 5~ Adaitonal Bl of Materal (5oM) Technical Datasheets

Component Pugh Decision Matrices

Decision Matrix Weighting
Table § shows the weighting scale used for the Pugh Decision Matrices.

REFront End

Weight

Table 6 - Pugh Decision Matrx Weightings Scale

Whenselecting componentsto b used i our Radio requency receiver system, it s important to
ensure allcomponents are Impedance matched. Therefore al components i the receiver's front
end are chosen having a Nominal Impedance of 500 Nominal Impedance. [20] This ensures that all
components have Electromagnetic Compatibility (EMC), as if components are not matched correctly
tgnal rflecton will occur atinsin th transmission path resutin n ineficient povr transfe,
and could recuce the systems decection characterisics. (21]

Pugh decision matrices were used to down select, making a decision as which Antennas,
Transmission Lines, RF switch and Termination plug to use for our system.
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Passive Directional Antennas

Refer to Table 7 and Table 8, the ‘Sevskiy Gmbr RF ANT LPDA Directed SMA 0.79-9GHZ' antenna was
selected to faciltate the capture of transmitted signals. S0 that the system can provide a direction
finding capabilty, it was decided upon to use four passive directional antennas, with each antenna
conducting surveillance in one of the four zones, dictated by their beamwidth. As this antenna met
the requirement of operating effectively across as much of the DC to 6 Gz frequency range as
reasonably practicable it was chosen.

Directional Digkey  Connector Cost Availabiliy Operating Maximum Peak.
Antenna Part No. ® T

Ronge  Power (8]

W)
‘Sevskiy GoH RF | AN220206- 200 |5

ANTVIVALDI UWE | 001

12.96H7
Sevskiy GmoH RF | AN220202- | SVA

ANTVIVALDI12- | 01A Female
saiz
Sevskiy GmioR RF_| AN220201- | SVA

ANT LPDA 03¢ Female
Directed SMA
0759GHZ

Sevskiy GmoR RF | AN220207- | SVA

ANTUWBAMay | 001 Female
Antenn

Table 7- Directional Antenna - Pugh Decision Information

Directional Digitey  Connector Cost Avalabiity ~Operating Maximum Peak Return Decision
Antenna  Part Frequency Input  Gain Loss
Number Range  Power

Seuskiy | AN220205-
GmoHRF | 01

ant

VIVALDI
UWB 12-
schz

Sevskiy | AN220202- | SVA
GmoHRF | 014 Female
ant

VIVALDI
12:96HZ
Sevskiy | AN22020T- | SVA 3
GmbHRF | 03C Female
ANT LPDA
Directed
SMA 079
sahz

Sevskiy | AN220207- | SVA 3
GmoHRF | 01 Female
ANTUWS
armay

Antenna

3

%

Toble - Directional Antenno - Pugh Decision Matrix
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Transmission Lines

Refer to Table 3 and Table 10, the ‘Wurth Elektronik Male to Mole SMA Goaxiol Cable 304.8mm
RG316" was selected. Five of these coaxial cables will be used to transfer signals from the receiving
Directional Antennas to the Radio Frequency switch, and then out from common port of this switch
to Softuare Defined Radio. The most important factor when selecting these transmission lines was
that the component is capable of handling a carrier wave within the frequency range of DC to 6 GHz.

As the RF Switch, Directional Antennas and SDR all use a Female SMA connections; we are able to
use a single coaxial cable type with Male SMA connections at both ends. This reduce cost and system
complexity being a common component, This keeps the number of oins betwieen RF chain
components to a minimum, reducing the risk of backscatter/signal reflections.

To maintain a lower cost of manufacture, cheaper coaxialcables with a small bend radius have been
selected. Thick diameter cables may have lower insertion losses, however larger bend radius are less
sutable for this application. Wurth electronics also provide high quaity technical datasheets making
the cable selection process easier.

Worth Elektronik Male | 13- | RG174/U pc-1 |02 30
SMA to Male SMA Coaxial | 0014, GHz

Cable, 304 8mm, RG174.

Crystek RG 174 Series Male | 752 | RGI74/U | 17.28

SMA to Male SMIA Coaxil | 4063
Cable, 304 5mm, RG174.
Worth Elektronik Male | 187 | RG316/U | 1963 12
SMA to Male SMA Coaxial | 0024

Cable, 304 5mm, RG316
Worth Elektronik Male | 181 | RG8 |[47.08, oc-1 (03 5
SMA to Male SMA Coaxil | 0035 GHz

Cable, 304 5mm, RGSE

Table 5~ Transmisson Lines — Pugh Decision Information

500Coaxal  RSStock Cable  Cost Awalabilty Operating Mamum Bend Dedsion
Cables-With  Number  Type Frequency  Insertion Radius

Male SMA Range L

Connectors

Worth RGL74/U 2

Elektronik
Male SMA to
Male SMA
Coaxial Cable,
304.8mm,
RG174
Crystek RG RGTAU
174 Series

Male SMA to
Male SMA
Coaxial Cable,
304.8mm,
RG174
Worth R0
Elcktronik
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Male SMA to
Male SMA
Coaxial Cable,
304.8mm,
RG315
Worth T [Res & 2 3 3 |7
Eekronk | 0095

Male SMA to
Male SMA
Coaxial Cable,
304.8mm,
Res8

Toble 10- Transmission Lings — Pugh Decision Matrix

RE Switch

Refer to Table 11 and Table 12, the ‘Analog Devices Inc HMC241 SPAT Evaluation Board was selected
for use as an RF switch in our system, to faciitate electronic switching between the 4 directional
antennas. This component was selected as it s capable of operating over a Frequency range or DC—
6GHz and can be powered by a Raspberry Pi 5 SBC using either its SV or 3.3V output Pins from its
GPIO connector.

“This board s suitable for application as it can act as 4 way ‘Single Pole 4 Throw’ switch. It has a
minimum of 5 ports: 4 input ports, one per antenna and a common RF port to accept signals from all
antennas ports, passing the signal as an output to the SDR. As we require only one antenna to pass
signals to the SDR at any one time, the input ports need to capable of digital isolation from the
common port.

RFSwitch Cost(£) Avallabiliy Operating Supply  Insolation _Insertion.
Frequency Voltage (d8) Lossat
Range v Centre
Frequency
@B)
‘Analog Devices | 108333-
InCHIC261 | HMC241L63
SPAT Evaluation
Board

‘Analog Devices | ADRFSO0-EVALZ
Inc ADRFS040

Evaluation
Board

Skywiors V15245 686LF
SK19245- Evs

686LF SpaT.
GPIO Antenna
Tuning.
Switch

‘Analogue EVIRVC53A0523
Devices Gaas

MMIC SPET
Non-Reflective
Switeh

Table 11— Racio Frequency Switch ~Pugh Decision Information




image27.png
RFSwitch  Digikey Part Cost Availaility Operating Number Supply  Insolation Insertion Decision
Number Frequency ofRF  Voltage Lossat
Range  Pons Centre.
Frequency

108333~
HMC241ALP3

Hvic261
sea
Evaluation
Board
‘Analog | ADRFS040-EVALZ
Devi
Inc
ADRFS040
Evaluation
Board
Sqworks | SKVI5285-686LF-
sKv1s225- | EVB

686l
SPATGPIO
antenna
Tuning
Switch
‘Analogue | EVIRMCZSIAGS2E

Reflective
Switch

Table 12 Radio Frequency Switch - Pagh Decision Matrix

SMA Termination Plugs
Refer to Table 13 and Table 14, the ‘Amphenol RF 500 Straight SMA RF Terminator 0-18GHz' was
selected. As the Analogue Devices Pluto SDR has separate Receive (Rx) and Transmit (Tx) channels
that can be operated in a full duplex configuration, itis good practice to fit a Sub-miniature Type A
(SMa) termination to the unused Tx port. [21] This component has been selected, as it is capable of

absorbing transritted signals, attenuating across the Pluto SDRs output band. This component a
as a fail-safe, ensuring no signal transmission from the T port, remaining passive; and reduces the
risk of coupling between ports that could cause self-detection.

Radiall 500 Straight SWIA RF Terminator, 0 | 263 | 562 0-aGH [ 1
> 4GHz, TW Average Power Rating 2716

“Amphenol RF 500 SUaight SVA RF
Terminator, 0> 18GHz, 2W Average | 0920
Power Rating

FuberSunner 500 Stra ght SWIA Ves RF
Terminator, 0> 186Hz,
Power Rating

%60 1
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‘Amphenol RF 500 Straight SMA RF 693
Terminator, 0> 18GHz, 1W Average | 2834
Power Ratin

Toble 13- SWIA Termination Plg - Pugh Decision nformation

‘SMA Termination Plug. RS Cost Avalabilty Operating Average De
Stock Frequency  Power Rating

Number Range a5
Radiall 500 Straigt SMIA RF Terminator,
0> 4GHz, 1W Average Power Rating.

“Amphenol RF 500 SUaight SVIA RF
Terminator, 0> 18GHz, 2W Average
Power Rating

FubersSunner 500 Stra ght SWIA Ves RF
Terminator, 0> 18GHz, 1W Average:
Power Rating

“Amphenol RF 500 SUraIght SVEA RF
Terminator, 0> 18GHz, 1W Average:
Power Rating

Table 14— SWA Termination Plug - Pugh Decision Matrix
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Radiating Near Field Calculations

Radiating Near Field Formula

1 orderto conduct System Testing of the Radio Frequency detection system, we need to consider the
Radating Near Field of the Directional Antennas used in the system. The Racliting Near Fild s the region
ose to the antenna where an inductive field occurs. [26] Tis can nfluence the antennas radiation pattern
and signal strangeh, asf varies the electrc and magnetic felds around the antenra.

Tnerefore by calculating this value, e can assess the performance of the detection system at longer ranges;
Keeping transmission sources outsice of the Near Field Region, 5o e can characterisig the systems response
across the operating band without transmicters behaviour being influenced by the nductive fields. 27]

‘When an object/transmission source i outside of the Radiating Near Field, t i consicere to be n the Far
Field. igure 1 gves the Formula used to calculae this Radlating Near Fild region. 28]

Radiating Near Field > 2~

Where:

D~ Lorgest Antenna Dimension (m)
A~ Wavelength (m)
e~ Velocity of Light (m/5)

igure - Radting Near ieid Fomut 28]

Wavelength Calculations

From the Sevskiy GmbH RF ANT LPDA 0.75-9 Ghz Directional Antenng’ technica datasheet we can find that
the antennas largest dimension s it length being 0.262 metres. Therefore as we know that .= c/f
(wavelength = velociy of ight/requency), e can determine the wavelength atfrequencies within a ikely
operating band; enabling us to determine values for where the Far Field Region begins

Far Field Region

‘Tnerefore using the formula given by Figure 1, Excelspreadsheets was used to calculate the distance from the
Directional Antenna at which the Far Feld Region begins across likely operating frequences, for instance a 70

MHz 10 6000 MHz span.
Frequency (MHz) __Far Field Region (m) (24p)

70 003
500 023
1000 045
1500 068
2000 052
2500 114
3000 137
3500 160
4000 183
2500 206
5000 230
5500 252
5000 275
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Table 1 Far Field Region for Seuskiy Gmb# RF ANT LPDA 0.76-9 Ghiz Directional Anterino

Table 1 snowis that during the system testing phase of the projects development, ignal ransmission sources.
must be beyond 1.14 metres away from the ‘Seuskiy Gmbt RF ANT LPDA 0.75-9 Gz Directional Antenns'to.
ensure they remain outside of the Raciating Near Field Distance (inthe Far Feld] when testing 3t 2.4 GHz.
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Free Space Path Loss

Free Space Path Loss (FSPL) is the loss in signal strength as the signal travels through free space ‘air’. This is useful as we can use this to produce an estimate of the signal
power s the receiving Directional antenna for the link budget calculations. This is depicted by Figure 1.

Freespace path Loss

R -—

1, Transeit Antemna G Recelve Antenna
™ Gan d81) Gain (d81)
Transmiter  [Come toms Coble omes

™
Recaivr

R
DETECTION SYSTEM

TR L |
L

Figure 1 - Free Space Path Loss (FSPL) Diagram [24]
Figure 2 shows the formula used to calculate Free Space Path Loss.
FSPL = 2010g10(d) + 20l0gy(f) + 20l0g1o (‘T") — Gy — Gy
Where:
d - Distance Between Antennas (m)
£~ Frequency (Hz)
¢~ Velocity of Light in a Vacuum (m/s)
61~ Transmiting Antenna Gain (d8)

Gy Receiving Antenna Gain (d8)

Figure 2 - Free Space Path Loss (FSPL) Formula [29]

In an office/floor plate environment it is likely that the antennas of the transmitter and receiver system will be in close proximity to eachother, being separating by a short
distance. Therefore for the purpose of modelling we have used a separation distance of 20 meters, and are assuming the use of a typical mobile phone/cellular device that
is likely to be Wireless Fidelity compatible, being a transceiver capable of emitting signals at a frequency of 2.4GHz.

d Distance (m) 0
FFrequency (Mz) 2200
Gt Transmitter Gain (d8) 1
Gr Receiver Gain (d8) 5
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c speed of Light (m/s) 299792458
fs Free Space Path Loss (dB) 7

Table 1- Free Space Path Loss for 2.4 GHz Transmission over a Distance of 20 Metres

Signal Power at Receiving Directional Antenna

For the purpose of modelling we are assuming the use of a Typical Mobile Phone Transmitter that has an Effective Isotropic Radiated Power (EIRP) of 27 dBm. [30]

Po.Signal Power at Transmitting Antenna (d8m) 27
Gy, Transmitter Antenna Gain (dBi) T
Ly Transmitter Losses (d8) 1
L, Free Space Path Loss (dB) 60.07
L, Miscellaneous Losses (dB) 0
Gy, Receiver Antenna Gain (dBi) 5
L, Receiver Losses (8]

Py, _Signal Power at Receiving Antenna (dm)

Table 2 - Signal Power at Receiving Antenna

RF Link Budget Calculations

To determine the maximum safe operating parameters for the RF Detection System, calculations have been made assuming that the signal transmitted by the Transmission
Source s of 0.5 W (27 dBm) Effective Isotropic Radiated Power (EIRP). This being a typical EIRP value for cellular devices. [30] For the purpose of this model, we are also
focusing on calculation around a frequency of 2.4 GHz frequency, commonly used Wireless Fidelity (Wi-Fi) applications.

RE Link Budget Model Assumptions
‘When producing the Link Budget in Table 3, the following assumptions have been made:

- RF component performance will be at its worse, having the worse performance parameters stated by the technical datasheets. For instance, assuming the highest
noise figure for each component.

- The Analog Devices Adalm-Pluto SDR will be programmed to have 2508 of Gain; this can be defined with the programming controlling the SDR
- Assuming the Transmission Source s Isotropic, dissipating power equally in all direction; with a Gain of 1d8.
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Prx Signal Power at Rec
Antenna (dBm)

Component impedance Stage _Stage _Stage _signal Cascade
LowFreq HighFreq  Los OP3  WP3  Power Max
(Mbz) (k) Figure  (dBm) (dBm) (dBm) (dBm) Input
(dB) (dBm)

Sevskiy GmbH RFANT | RF Receiving | 50 s |70 5000 5 3698 | 5 3807 | 500 | 500 368

LPDA Directed SMA 0.79- Antenna

sctz

‘Wurth Elektronik Male | RF Cable 50 1z | oo 5000 12 0 |12 3927 | 620 620 10500

SMA to Male SMA
304.8mm Coaxial Cable

‘Analog Devices Inc RF Antenna | 50 s | 250 2000 is 85 |15 29 @ | 4077 |70 | 770 230 | 3470
HMC241 SP4T Evaluation Switch

Board

‘Wurth Electronik Male | RF Cable 50 1z | oo 5000 12 0 |12 “1s7 | 80 | s8s0 10770

SMA to Male SMA
304.8mm Coaxial Cable

"ADALM-PLUTO Software | RF SoR 50 s |70 5000 33 25 |33 5 ) 657 | 1610 | 1220 | 61000 | 1140
Defined Radio

Table 3 - RF Link Budget Calculations - Transmitter Detection System

RF Link Budget Model Findings
The RF Link Budget in Table 3 has enabled us to estimate that:

The Cascade P1dB Compression Point is -6.10 dBm. This means that the Receiver System will be in compression when signal power received by the ‘Sevskiy
GmbH RF ANT LPDA 0.79-9 GHz Directional Antenna’ exceed -6.10 dBm.

The Maximum Safe Input Power is 11.40 dBm. Therefore it is likely that the RF Front End will break when the signal power received by the ‘Sevskiy GmbH RF
ANT LPDA 0.79-9 GHz Directional Antenna’ exceeds 11.40 dBm.

The Operating Band of the RF Detection System is that of 790 MHz to 4000 MHz, with the ‘Analog Devices Inc HMC241 SPAT Evaluation Board’ 4 Way switch
being the main limiting factor.

For these conditions, this means that a 790 MHz Transmission Source with EIRP of 0.5W (27 dBm) would have to be placed within a 0.37 m (3sf) distance of RF detection
system in order for the system to break. A 790 MHz Transmission Source with EIRP of 0.5W (27 dBm) would have be within a 2.72 m (3sf) proximity to cause the system to
operate beyond the P1dB Compression point, at which frequency response no longer acts linearly. This is undesirable as it this could introduce unwanted harmonics,
intermodulation products and distortion to the received signal
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A 4000 MHz Transmission Source with EIRP of 0.5W (27 dBm) would have to be placed within a 0.072 m (3sf) distance of RF detection system in order for the system to

break. While a 4000 MHz Transmission Source with EIRP of 0.5W (27 dBm) would have be within a 0.538 m (3sf) proximity to cause the system to operate beyond the P1dB
Compression point.

Therefore, during system testing we must ensure that no reference transmission sources are placed within 0.37 m of the system to prevent the system from become
damaged or inoperable.
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‘Additional Design Considerations

Passive Sustem

The statement of requirements states that the system needs to be passive. Should the RF Detection
system be used in commercially sensitive areas where cellular devices are not permitted; the
‘Wireless Fidelity (WiFi) connectivity must be removed to ensure that the system remains compliant.
“This can be done via Software and Harduware means.

To ensure compliance with our customers internal policy we can implement a hardware modification
to ensure passivity of the system, desoldered the Dual Band 802 11ac Wireless and Bluetooth 5.0
module from the antenna, therefore preventing the transmission of any signals from this module by
isolating/attenuating the signal

Figure 1 shows the WIFi antenna position on the Raspberry Pi 5 Single Board Computer (SBC).

Figure 1 Raspberry P15 WiFi Antenna & Wireless Modlle [31]
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Where research activity is carried out in collaboration with an external organisation
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Does this organisation have its own ethics approval system? | YES | @ | No | O
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SECTION E: Details of Research Activity
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Indicative ttle: Radio Frequency Cell Phone Detection System
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« Proposed Research Question
o Aims of Research Activity

« Objectives of Research Activity
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Purpose of Research Activity
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12 [Research activity outside of the UK
If research activiy will take place overseas, you are responsible for ensuring that local ethical
considerations are complied with and that the relevant permissions are sought. Specify any local
quidelines (e.g_from local professional associations/leamed societiesluniversities) that exist and
whether these involve any ethical stipulations beyond those usual in the UK (provide detals of any
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5[ research activty may include senstive, embarrassing or upsefiing (opics (e.g_sexual activity.
drug use) or issues likely to disclose information requiring further action (e.g. criminal activity),
details of the procedures to deal with these issues, including any support/advice (e.q. helpline
numbers) to be offered to participants. Note that where applicable, consent procedures should
make it clear that if something potentially or actually ilegal is discovered in the course of a project,
it may need to be disclosed to the proper authorities
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In completing this section refer to the University’s Research Data Management Policy and the
extensive resources on the University's Research Data Management web pages

(hitp:/Juwtsd.ac ukllibrarylresearch-data-managementl).
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15| will the research activity involve any of the following activities: YES NO
16 | Electronic transfer of data in any form? o =
17 | Sharing of data with others at the University? [5] (]
18 | Sharing of data with other organisations? o =
79| Export of data outside the European Union of imporing of data from outside = -
the UK?
20 [ Use of personal addresses, postcodes, faxes, emails or telephone numbers? [5] =
21 | publication of data that might allow identification of individuals? [5] =
22 [ Use of data management system? [5] (]
23 | Data archiving? [5] (]
24 { IFYES to any question, please provide fulldetails, explaining how this will be conducted in
accordance with the GDPR and DPA (and/or any interational equivalen)
25 [ List all who will have access to the data generated by the research activity:
Projedt team
26 [ List who will have control of, and act as custodian(s) for, data generated by the research activily
Projedt team
27 | Give details of data storage arrangements, including securlly measures in place fo protect the data,
where data wil be stored. how long for, and in what form. Will data be archived ~ if so how and if
not why not
Data stored on host device only, host device stored in secure facily.
28 | Please indicate if your data wil be stored in the UWTSD Research Data Reposiory (see
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research has completed or the end of your funding NO ]





image49.png
) y of PG2/E1 FORM

SECTION K: Declaration

31 [ The information which | have provided is correct and complete to the best of my knowledge | have
attempted to identfy any risks and issues related to the research activity and acknowledge my
obligations and the rights of the participants.

In submitting this application | hereby confirm that | undertake to ensure that the above named
research activity will meet the University’s Research Ethics and Itegrity Code of Practice which is

published on the webisite: itps /iwwv.unisd ac ukJresearchiresearch-ethics/
Date: 0310612024
Signature of applicant: | MSCARLET
For STUDENT Submissions:
32| Direclorof Date:
Studies/Supervsor
ECq e
ignature
For STAFF Submissions:
34 | Academic Director? Date:
Assistant Dean
3% | signature:
Checklist: Please complete the checkist below 1o ensure that you'have completed the form

according to the guidelines and attached any required documentation
® |1 have read the guidance notes supplied before completing the form.
® | | have completed ALL RELEVANT sections of the form in full
® | | confirm that the research activity has received approval i principle
B |1 have attached a copy of finallinterim approval from external organisation (where appropriate)
s | ! have attached a ful risk assessment (and have NOT completed Section H of this form) (where
appropriate) ONLY TICK IF YOU HAVE ATTACHED A FULL RISK ASSESSMENT
@ | Lunderstand that it s my responsibifty to ensure that the above named research activity will meet

the University's Research Ethics and Integrity Code of Practice

| understand that before commencing data collection ll documents aimed at respondents.
® | (including information sheets, consent forms, questionnaires, interview schedules etc.) must be
confirmed by the DoS/Supervisor, module tutor or Academic Director.

B | | have deleted the guidance notes before submitiing the PG2 for consideration

RESEARCH STUDENTS AND STAFF ONLY
All communications relating to this application duringits processing must be in writing and emailed to

paresearch@uwtsd ac.uk , with the title Ethical Approval followed by your name.
You will be informed o the outcome of your claim by emai; therefore it is important that you check your
University and personal email accounts regularly.

STUDENTS ON UNDERGRADUATE OR TAUGHT MASTERS PROGRAMMES should submit this form
(and receive the outcome) via systems explained to you by the supenvisorimodule leader.
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ble electronically from the Academic Office web pages:
hitps/juww uwtsd ac uk/academic-officelappendices-and-forms/

Application Process

Al staff research projects and all research students must submit the Ethical Approval Form 1o the
University Research Ethics Committee via the Academic Ofce (pgresearch@uuisd.acuk) — Staff
tesearch directly n relation to personal study for taught undergraduate or Masters programmes should be
submitted via the Institute procedures explained below.

Taught masters and taught undergraduate research Ethical Approval Forms are considered within
Institutes. Insitutes vill provide details of the specific processes for this. Where the Ethical issues within any
single ethical application are of particular concen the Instiute wil refer these o the University Research Ethics
Committee. Any student actvty that involves the collection of primary data needs to Undergo Ethical approval,
this includes assignment work as wellas dissertations

Notes for guidance in completion of this form

Section A: About You
Please complete all relevant sections

Section B: Approval for research activity
Research proposas must be approved in principle before applying for Ethical Approval. The proposal approval
only becomes final when the ethical approval is received.

“The process for proposal approval varies according the individual and programme of study:
+ Research studens, by application on form PG1 to the Research Degrees Committee
+ Taught students by review of research proposal within Insttutes (Insitutes provide specifc details of
these processes)
+ Staf, by agreement by the Academic Director/Assistant Dean

Section C: External Ethical Guidance materials
Many discipine areas are required to operale with the discipline specific codes of research efhics (for example
health, psychology, education etc.), any such codes must be fited and you must tik to confirm that you have
consuited with these.

Section D: Extenal Collaborative Research Activity

Provide details of the extemal collaborative partners, where appropriate you might want to subimit a copy of
the external collaboration agreement with the Ethical Approval Form.If the pariner requires the research to
be subject to ts own internal Ethical approval process then please provide detais of that process and a copy.
of any final (or interim) approvas received from the organisation.

Section E: Details of Research Activity
Remember that the indviduals reviewing this Ethical Approval Form may not have Seen your research
proposal, and also may not be experts n the specific area of your research. The information provided should
therefore be jargon free and clearly stated

Indicative Tie: please use the same title as used on the research proposal.

Purpose: the Ethical approval process will want to ensure that the methods you propose are adequate and
appropriate to address the research aims and objectives. Excessive additional data collection can be seen as
unethical.

Proposed Methos: the Ethical approval process seeks to ensure that you understand the methods that are
intended, and that the implementation of those methods vil be appropriate and without unnecessary impact
on respondents. This section must explain how the methods described willlead to the collection of necessary.
and sufficient data, but not excessive data. Please be Specc

Location:_this needs to mention geographical location and also local situation (for example, within Local

Authortty Ofices in Cardif, using a prvate room but close to other individuals). f you are collecting data within
an organisationa setting then you need {o explain the permissions that you have obtained o do this

October 2020 2 Ethical Approval Form
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Research Activity outside of the UK: please complete this section in detai, and note any guidance you
have received. Also describe your ovn familiarity (or not) with the location that you il be utising.

Section F: Scope of Research Activity
Please tick AL of the research aciivities that might be undertaken. ~If any additional types of activity are
intended then please add an exira box and describe these.

Ifyou have answered no to all questions in F then sections G and | do not need to be completed. . Signatures
are stil required in section K

Section G: Intended Participants
Please tick all categories that might apply.

Numbers & Source: if you are using a series of difierent methods of research actvties please list numbers.
for each stage/phase. Be clear about how you will ind respondents. - Will you use intermediaries, and If so
how? How will you ensure compliance vith your sampiing strategy?

Information for participants: all participants should be appropriately informed about the research, what is
expected of them and what il happen to the nformation that they provide. The Ethical review process does.
ot ask to see this documentation, but requires this to be reviewed and approved by the Director of Studies in
the case of research students, the supervisorimodle tutor n relation to students on taught programmes and
the Academic Director/Assistant Dean n relafion to staf research.

Section H: Anticipate Risks
Al research carties some level of risk_The answiers you provide to questions in this section will be revieved
to ensure that you have an appropriate understanding of the type of risks involved and how you can mitigate
against these risks. I you have completed a fullisk assessment, as required for example for laboratory work,
field wiork, clinical ests, diving operations, or by a collaborative partner, you may append that to this form. In
that case; please fick the box indicating this has been provided. You will not then be required fo complete
Section H.

Risk to participants _ Thirk very carefully about how your actions/questions/discussions might affect the.
people you are involving as participants. You might identity the risk as small but it would st be a isk. Many
types of question have the potentialto make respondents less content with theirlfe/job; you need to recognise:
and try to ameliorate any such effects

Ifthese are business owners, time with you may reduce profit

In'some locations physical iskis very real to both partiipants and yourself, lease consider this.

Risk to you, the researcher _Think about where you will meet people, if there are any dangers involved in
the location. I you are meeting people as individuals think about using a public place. I general do not visit
people n their own homes or remote locations. If you are talking o individuals abou certan issues think about
how their responses might affect you emoionally. What about the risk of collecting insufficient data?

Risk to the University When undertaking your research, you are acting as a member of the University
(student or staff). Professionalism is important, <o it is important to be wiell organised and well prepared.
Functuaity, clarty etc-are all part ofthis. What vl you do o ensure this? You must ensure you do not hamm
the good name of the University in any way and do nothing to undermine the reputation o the research it
conducis and sponsors. Upholding high standards of conduct and integrity are vial in this regard. You must
also conduct the research in such a way to minimise the potental for claims of negligence made against the
Universiy,its researchers and any collaborating individual or organisation. In this respect you should alvays.
comply vih ethical,legal and professional frameworks, obligations and standards as required by statutory and
reguiatory authorites, as well as the university's Research Integrty and Ethics Code of Practice. Research
misconduct in tis respect can take many forms, including:
+ fabrication: making up resuls of other outputs (eg, artefacts) and presenting them as if they were real
+ falsiication: manipulating research processes of changing or omitiing data without good cause
+ plagiarism: using other people’s material without giving proper credit
+failure to meet ethical, legal and professional obligations: for example failure to declare competing
interests: misrepresentation of involvement or authorship: mistepresentation of interests; breach of
confideniality lack of informed consent; misuse of personal data. and abuse of research subjects or
material
+ improper dealing with allegations of misconduct: failing to address possible infingements such as
attempts to cover up misconduct and reprisals against whistie-biowers

Adverse Outcomes. Think carefully about the possbilfies, and cover here
October 2020 3 Ethical Approval Form
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Section I: Feedback, Consent and Confidentiality

PG2/E1FORM

yof

Feedback to participants: outine your approach. Wil interview iranscripts be shared with respondents o
check accuracy? Wil summaries of questionnaire analysis be made available to respondents in some way?
Wil an overview report be provided? How and when?

Informed consent. Draft etier / e-mail / or heading (or footer) section of questionnaire must be approved by
DoSisupervisor (i research student), supervisorimodule tutor if taught student, or Academic Director /
Assistant Dean if a member of Saff.

Confidentiaty/Anonymity. Explain clearly how you will ensure confidentality and anonymity.

Section J: Data Protection and Storage
Before completing tis section itis necessary to read the University's Research Data Management information
‘The questions that follow are designed to ensure compliance with the Data Protection Act as well as
established research protocols.

Many research actvities will involve electronic transfer of data and use of data management systems in the
‘summarisation and analysis of data. You will need to explain these in relation to compliance with the Data
Protection Act.

‘Think carefully about who will have access {o your data, this wil include supervisors and examiners. Also that
a thesis will be made available via the University library and the Biitish Library system. If you are seeking an
access bar for a period of fime after completion then mention it here. If you il provide  copy of your findings,
or intend to give a presentation, to @ faciltafing! supportinglaccessing organisation then explain that in this
section. Bu also think about ihe general principle of data sharing, as explained in the Research Data
Management information.

Interms of storage of data please ensure security, and also mitgate against loss of data
Section K: Declaration

Ensure the appropriate countersignatures have been provided
Look carefuly at the checkist and ensure that you comply with and fick all that are relevant to your research.

October 2020 14 Ethical Approval Form
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Appendix F — HS&E Risk Assessment Form

Purpose
This form is to be used by trained Risk Assessors to record the identification and mitigation of risk(s) prior to undertaking the task being assessed

DIIS Reference Number | DOC/00001 Risk Assessor Molly Scarlet Signature SCARLET

(print name)

Title Radio Frequency (RF) Cell Phone Detection System
Associated Work ACDAS5017 Group Project — Radio Frequency Cell Phone Detection
Procedure / Trial Plan
number(s)
Division cTs/CIs Group Electronic Warfare | Overall Residual Risk | Low
and Communications,
Cyber Technologies
Date of Issue 21/06/2024 Review Date 21/06/2024 Type of Assessment | Task (Trial)
Health, Safety and Environmental Risk Assessment Page 1 of 12

Date of issue Sep 20 OFFICIAL Dsti/Themis/Version.1.0
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Location

(Site, building, etc.)

Building 5, Lab 238,
Building 800 Lab
109

Names of all persons
involved in

conducting the

Molly Scarlet, Alistair Lounds, Henry Rennison

assessment

Other associated Title Reference No
assessments and

Group Project Report — Details brief of tasks to be carried out Click here to enter text
documents

Lab 238 General Risk Assessment — Risk assessment covering general work in Lab 238 Click here to enter text

Lab 238 EMF Risk Assessment — Risk assessment covering EMF work in Lab 238 Click here to enter text

Lab 109 Risk Assessment — Risk assessment covering all work in Lab 109 Click here to enter text

Brief Description of Task
(include sufficient details
to make the scope of the
RA clear)

Please provide a brief description of the task / activity only

Main detail and process efc. should be in the Work Instruction, SOP, Trial Plan or other supporting documentation

Build, test and evaluation of RF Cell Phone Detection Device for university group project

Health, Safety and Environmental Risk Assessment

Date of issue Sep 20

Page 2 of 12

OFFICIAL Dsti/Themis/Version.1.0
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Hazard How could harm Wholwhat could | Control Measures Residual Risk Rating
Description occur? be harmed
Likelihood | Severity | LMH
Manual handling | Incorrect iting technique | Project team, other | 1. Where possible larger loads will be broken down into more 2 c
1 | andiifing resulting in back or Iab users, equipment | manageable loads
internal injury, equipment 2. Al staff will have completed mandatory manual handiing and
‘damaged i dropped or health and safety training
stored incorrectly, lifter 3. Anything over 25kg is to be considered a 2+ person ift and not
being crushed under to be conducted by a single member of staff.
object 4. Heavier items will be stored lower down on shelving and
storage.
5. Heavy objects must be correctly labelled with the weight and
required persons for lift
6. Routes and final destination are to be checked before
performing the ift to check for obstacles and hazards
d | Slips, trips and | Slips, trips and falls over | Project team, other | 1. Where possible cables are run overhead to and between work | 2 c
5 |t spillages, loose cabling, | Iab users, equipment | areas
uneven floors or 2. When cables have to be placed on the floor, a suitable cable
incorrectly stored items cover is to be used and the cable removed as soon as work has
finished.
3. Equipment, packaging, etc. must be stored in the appropriate.
places e g. on shelving.
4. Walkways are to be kept clear
5. Personal belongings are to be kept out of the lab when
possible. Any bags etc. brought in are to be kept under desks out
Health, Safety and Environmental Risk Assessment Page 3 of 12

Dsti/Themis/Version.1.0
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of the way of walkways.
6. Any spilages are to be cleaned up immediately.
Display screen | Teammembersfailto | Project team 1. All team members are to have completed a DSE assessment | 2 B
equipment follow the guidance form.
DSE 2. Each individual's line manager is to ensure the DSE
0sB) assessment is kept up to date
Very-low power | Very low (riskgroup 1) | Medical 1. All EMF equipment used is to be probably assessed and 1 c
EMF (<1W) devices impacting devices/implants and | marked as risk group 1
medical device operation | the users of them 2. Users of medical devices and implants are to ensure that the
malfunctioning device Is not kept at an extremely close distance from the EMF
source.
3. EMF sources are not to be used or activated when not
necessary
Use of electrical | Exposed wires and Project team 1. All portable items are subject to Portable Application Testing | 2 c
equipment connectors leading to (PAT)
shocksibums 2. Electrical equipment s to be closely inspected by users before
and after use. Faulty items are to be taken out of use immediately
and reported appropriately.
Hand tools and | Noise when in use. Project team 1. Alltools are to be inspected before and after use. Faultitems | 2 c
power tools Inappropriate use of are to be taken out of use immediately and reported appropriately.
mechanical tools 2. Equipment and tools are to be used s designed and not used
against the manufacturer's instructions.
3. Appropriate PPE must be used, e.g. goggles, gloves. Users are
Health, Safety and Environmental Risk Assessment Page 4 of 12

Date of issue Sep 20 OFFICIAL Dsti/Themis/Version.1.0
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o check that PPE is fit for purpose and in an appropriate condition

for use
8 | Soldering Inhalation of fumes Project team 1. Appropriate PPE is to be used when soldering including eye | 2 c
causing lung damage protection. Users are to ensure PPE is in good condition and fitfor
purpose

High heat causing bums
2. Suitable fume extraction systems are to be used when

soldering
3. All users are to engage with occupational health and perform
lung function tests yearly or more when required.

4. Soldering equipment is to be tumed off when not in use.

Review and Authorisation
Review and authorisation are to be recorded in the table below. Further review and/or revision are required:

« when the task being performed no longer matches the risk assessment

« every three years, based on the authorisation date

Review history should be summarised in the Change Record on the next page.

Review by line manager Name NN Signature I Date 05/06/2024
" . Name Henry Rennison Signature
Peer / technical reviewer HRENNISON Date 02/06/2024
Health, Safety and Environmental Risk Assessment Page 5 of 12

Date of issue Sep 20 OFFICIAL Dstl/Themis/Version.1.0
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SH&EP review (Mandatory review required Name Signature Date

for all residual risk at Medium or above)

Additional review (if required) Name Signature Date

On behalf of Dstl, | authorise the activity covere:
considered and the associated risks demonstrably controlled to as low as reasonably practicable (ALARP).

d by this risk assessment to commence / continue on the basis that fl

he hazards have been thoughtfully

AUTHORISATION W Signature Date 05/06/2024
Change Record
Record here the review history and key changes to the Risk Assessment
Issue Date Review / Change Summary Reviewer
0.1 01/06/2024 Creation of RA Name Molly Scarlet Signature MSCARLET
0.2 01/06/2024 Peer review Name Alistair Lounds Signature ALOUNDS
03 02/06/2024 Peer review Name Henry Rennison Signature HRENNISON

Health, Safety and Environmental Risk Assessment

Date of issue Sep 20

OFFICIAL

Page 6 of 12

DstliThemis/Version.1.0
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Issue Date Review / Change Summary Reviewer

1.0 05/06/2024 LTR Review Name [N signature NN

1.0 05/06/2024 Line Manager Review Name [N signature [N
Name Click here to enter text. Signature
Name Click here to enter text. Signature
Name Click here to enter text. Signature

Each new Issue of the Risk Assessment must be authorised on the previous page at the appropriate level of delegation. Authorised copies of all Issues
must be retained as defined in the ‘Records’ section of the HS&E Risk Assessment process.

Health, Safety and Environmental Risk Assessment Page 7 of 12
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Risk Assessment Awareness Record (Delete this page if an alternative method of recording is used)
The following staff have read, or been briefed, and understand the requirements of the attached risk assessment and will comply with the controls

specified therein.

Name Signature Date
Molly Scarlet MSCARLET 05/06/2024
Alistair Lounds ALOUNDS 06/06/2024
Henry Rennison HRENNISON 06/06/2024

This Risk Awareness Record sheet should be retained locally, in line with Divisional/Department requirements.

Health, Safety and Environmental Risk Assessment

Date of issue Sep 20

OFFICIAL

Page 8 of 12
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Residual Risk Rating Action required Review Authorisation

This represents a low residual risk; where the | Local line management Local line management
risk is expected to be effectively managed and
no further controls are needed other than
monitoring.

However this is dependent on the control
measures being applied and maintained

Consider only simple, low-cost additional Local line management Local line management
controls.

Consider a range of additional controls to Local line management Division Manager (CL, GL)

manage the residual risk OR accept that risks or their

(HSSE review required)

have been adequately controlled and are

delegated authority
demonstrably ‘As Low as Reasonably Where residual risk for very low

Practicable’ (ALARP) likelihood, high severity hazards remains

at Medium, Local line management must
make department/ Divisional managers
aware and pass up for review as
required

Health, Safety and Environmental Risk Assessment Page 9 of 12
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D
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Action must be taken to review the (HS&E review required) Executive or delegated
proposed/existing controls. Work should not authority
commence or should be suspended pending
the outcome of the review.
Where all possible mitigation has been
exhausted and all risks demonstrably ALARP,
seek ‘Executive Authorisation’ to proceed.
Key to colour coded areas: Very Low (G) = Green, Low (Y) = Yellow, Medium (A) = Amber, High (R) = Red
Risk Matrix
Likelihood 1Very Low 2Low 3 Medium 4High 5 Very High
Expected to occur
May occur but only in
Not likely to occurin | May occur at some | Expected to occurat | regularly under
Probability of Occurrence exceptional
normal circumstances time some time normal
circumstances
circumstances

Health, Safety and Environmental Risk Assessment

Date of issue Sep 20 OFFICIAL

Page 10 of 12
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Severity Health & Safety Property & Equipment Environment
A No likely injuries or Injuries requiring First | Non-disruptive unplanned property | Small-scale contained spillage
Minor Aid damage or programme disruption
B Minor non-disabling injury requiring Minor unplanned property damage | Minor localised spillage or release requiring action at
Moderate | Professional medical advice or programme disruption local level to contain and clear effectively.
c Superficial Injuries or acute illness Damage or plant and equipment up | Uncontained spillage or release causing with pollutant
Major resulting in temporary discomfort or to £5k causing disruption to confined to the site. No damage to the local environment
disability programme and no breach of any statutory limit
D Lacerations, bums, concussion, sprains, | Extensive damage o loss of plant, | Localised contamination with limited intervention
severe chronic illness o permanent disablement. | equipment, and/or facilities, up to | required to remediate. Breach of statutory limits, with
RIDDOR reportable injuries /diseases £50k causing extensive disruption to | potential for enforcement action.
programme
E Fatality or serious life changing injury with | Complete loss of equipment, plant | Significant / permanent or long term damage to the
Critical major effect on quality of life. and/or infrastructure greater than | environment. Significant sustained remediation

£50K with loss of programme:

required. Regulatory enforcement action likely.

Health, Safety and Environmental Risk Assessment

Date of issue Sep 20

OFFICIAL

Page 11 of 12
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Probability of Likelihood

Severity

(E) Critical

(D) Severe

(C) Major

(B) Moderate

(A) Minor

1 Very Low

2Low

3 Medium 4 High 5 Very High

Key to colour coded areas: Very Low (G) = Green, Low (Y) = Yellow, Medium (A) = Amber, High (R) = Red

Health, Safety and Environmental Risk Assessment
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Appendix G — System Test Plan

Module: Group Project ACDAS017

Course: BEng (Honours) Embedded Electronic Systems
Students: Alistair Lounds 2227990
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System Test Plan

Health and Safety

In order to access the laboratory for testing, we have read, understood and signed laboratory
specific risk assessments produced by the Work Place Managers (WPM), being in compliance with

workplace safety procedures and policy. The WPM provided a laboratory induction after our team
leaders had confirmed that we are Suitably Qualified and Experienced Personnel (SQEP).

Aindividual isk assessment has been produced for the development and testing of the Passive RF
Detection system. Refer to Annex F - Risk Assessment for more information.

Spectrum Usage and Permissions

All testing of the passive RF detection system, will be conducted within the Industrial, Scientific, and
Medical (15M) band, therefore we do not need to seek permission from the laboratory Spectrum
Manager to conductive testing

‘Sustem Test Limitations

- Do not conduct tests using transmission sources above 1W Effective Isotropic Radiated
Power (EIRP) s per the risk assessment. Refer to Annex F

- Do not exceed the Maximum Safe Input Power of 11.40 dBm for the passive RF detection
System, as input power above this level i likely to break the RF front end.

- Do not exceed an Input power of -6.10 dBm, as this s the Cascade P1dB compression point
determined for the system.

- Do not test the passive RF detection system outside of the 790 MHz to 4000 MHz band

Transmission Sources

During testing Transmission Sources with EIRP of 0.5W (27 dBm) will be used, these being a Samsung
Galaxy 510 56 cellular device and a TP link Wi router. Testing wil be conducted with devices
emitting at 2.4 GHz. For a 4000 MHz Transmission Source with EIRP of 0.5W (27 dBm) would have to
be placed within  0.072 m (3sf) distance of RF detection system in order for the system to break.
‘While 2 4000 Mz Transmission Source with EIRP of O SW (27 dm) would have be within a 0.538 m
(35f) proximity to cause the system to operate beyond the P1dB Compression point.

RETest1

Noise Floor & Minimum Detection Threshold

RF Test 1 uses a Faraday Cage/Ramsey Box containing the receiving directional antennas to
determine the noise floor and therefore the minimum detection threshold of the RF detector
System. No 2.4 GHz transmission source will be emitting inside the Ramsey box. The program was
configured to receive at 3 centre frequency of 2.47GHz, taking 3 million samples across 3 100 Mz
Bandwidth.
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Figure 1-RF Test 1-Ramsey 80 with No 2 4GHz Transmission Source

Placing a Samsung Galaxy $10 56 cellular device inside the Rasmey Box, having an EIRP of 0.5W (27
‘dBm), emitting with Bluetooth and 2.4GHz mobile hotspot enabled. This was conducted to test
whether the system could identify an RF transmitter.

Ry b i )

Figure 2 RF Test 1-Romsey Box with Samsung Goloxy S10 56 2.4 G Transmiteer

RETest2

Testing Antenna Switching - Passive Detection of 2.4 GHz Transmission Sources

During this test, Directional Antenna 1 was placed inside the Ramsey box to solate it from any RF
transmissions. Directional Antenna O remained outside the Ramsey box in 2n environment where a
2.4G#z Samsung Galaxy 510 5 mobile phone and a WiFi router were emitting.
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Figure 3 - RF Test 2 Equipment Configuration

RETest3

Free Space System Testing - Passive Detection of 2.4 GHz Transmission Sources

This is 3 Free Space test of the RF detector system. This test was conducted using Python program
‘mainG.py'. The SDR was configured to receive a centre frequency of 2.44GH, scanning across a 500
Mz Banduwidth. Directional Antenna 0 was pointed at an orientation 180 degree different to
Directional Antenna 1, giving two detection zones, defined as zone1 and zone? respectively.

Directional antenna 0 (zone1) was pointed towards a TP link WIFi router and a Samsung Galaxy S10
56 cellular device, both emitting 2.4GHz signals. Directional antenna 1 (z0ne2) was pointed towards
a concrete wall in a direction where there were no 2.4GHz RF transmission sources to our
knowledge. The TP link router and cellular device were positioned at a distance of 5 meters from the
detection system.

Figure 4 - RF Test 3 - Equipment Configuration
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Module: Group Project ACDAS017

Course: BEng (Honours) Embedded Electronic Systems
Students: Alistair Lounds 2227990, Henry Rennison 2218326, Molly Scarlet 2216419
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Source Code
test3.ov Python Program Listing

Refer to Figure 1, this shows the Python program source code 'test3.py’ and comments explaining its
operation and program flow. This demnstrates an understanding of the Python programming

language and the application of its syntax, definitions of functions, while loops, conditional
statements and other basic constructs.

Figure 1~ test3py Python Program Listing
4 maind py Python Program Listing

Refer to Figure 2, this shows the Python program source code ‘maind.py’ and comments explaining
its operation and program flow.
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this shows the Python p s -ode ‘mainé.py’ and comments explaining
operation and program flo
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Figure 3~ main6.py Python Program Listing
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‘Eulpy Python Program Listing

Refer to, this shows the Python program source code ‘gul.py’ and comments explaining fts
operation and program flow.

Figure 4 - gui py Python Program Lsting
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Appendix | — Group Meeting
Minutes

Module: Group Project ACDAS017

Course: BEng (Honours) Embedded Electronic Systems
Students: Alistair Lounds 2227990, Henry Rennison 2218326, Molly Scarlet 2216419
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Group Meeting Minutes/Key Notes

Mesting Date 26.05.2024
- Defined Project Idea

- Defined Aim & Objectives
- Allocation of Tasking spit equally betuween Henry, Molly and Alstair

Mesting Date 29.06.2024

- Programming - consist of a Software Structure of program files; kely using Python
programming language, therefore main.py, frequencysweep.py, antennacheck py and gui.py

- Use of Ubuntu operating system

- Common Commercial Off the Shelf (COTS) Software Defined Radios (SDRs) — RTL SDR,
Greatscott Hack RF SDR and Pluto SDR

- Commercial Off the Shelf (COTS) Single Board Computers (SBC) — Raspberry Pi 5, Raspberry
Pi 48, Odroid XU, Beaglebone

- RF design requirement of nominal impedance of 50 ohms across all components - simplifies
Impedance Matching process

Mesting Date 07.06.2024

- Contact University by COB to ask for Ethics Review Form — to be completed as a group for
our project

- Laboratory access needs to be arranged to ensure everyone in the group is able to workin
the same Electronics laboratory, and are working in accordance with Health & Safety
legislation and the businesses internal policies

- Risk assessments will need to be read for the laboratory in which the group project willtake:
place and Lab introductions conducted by a Work Place Manager

- Submission of Business Case with Employer to support funding stream

- Regular meetings to be held with Customer — each Monday would be preferable

- Order Bill of Materials (Bol) as soon as funding/system design is approved by customer

Mesting Date 25.06.2024
- Solutions to Problems noted for write up
- Wednesday 26.06 2024 — Send Draft Report to Lead Technical Reviewer (LTR)
- Wednesday 26.06 2024  Final development of GUI and PSD calculations to be conducted,
scaling PSD to Power in d8m

- Thursday 27.06.2024 ~ Collate all components of Report and final additions before further
LTR review

- Friday 28.06.2024 — Document with LTR and any further Customer communications

- By Tuesday 2.07.2024 — Final Proof Read of Report with Team then Submit Document and
‘Additional Supporting Appendices
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Appendix J — Customer Meeting

Minutes

Module: Group Project ACDAS017

Course: BEng (Honours) Embedded Electronic Systems
Students: Alistair Lounds 2227990, Henry Rennison 2218326, Molly Scarlet 2216419




image77.png
Customer Meeting Minutes

Mesting Date 06.06.2024
- Project dea discussed with Team Leader — Key Stakeholders Identified for project

- Identification of potentialfunding streams and where our business case will need to be sent
to approve funding

Mesting Date 10.06.2024

- Discussed Key User Requirements (KuR]

- Bounded our Research to set customer expectations and define key gateways

- Customer feedback — may requirement more information focused on how system s
packaged — Operating Life Time, Reliability, Ruggedisation for transportation and so forth

- Customer asked about system testing and out plans

- Customer asked about Cost — BoM for system design and future Labour costs discussed will
be discussed with customer in next mesting.

- Discussion of Likely Risks,Issues and Concerns

Mesting Date 17.06.2024
- Agreement of Requirements and System Design
- Business Case and Funding streams agreed with Customer
- Lead Technical Reviewer (LTR) introduction
- Time Management plan - Gannt Chart shared with Customer
- Update on Risks, Issues and Concerns — Procurement seems to be problematic
- Derisking Procurement ssues discussed - Customer Happy with Response:
- Any other Business Discussed

Mesting Date 24.06.2024

- Discussed Project progression against Gannt Chart timescales

- Send Draft Report to Lead Technical Reviewer — as soon as possible - preferably by COB
Thursday 27.06.2024 due to him limited availability

- Isit worthwhile adding in @ section explaining its Unique Selling Point and how this could be
implemented in an Bulk Manufacture process with Industrial engagement?

- Procurement challenges explained to customer, and work around discussed — Customer
happy with arrangements for system prototype and testing




