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This Report will determine why and how social media affects companies. Furthermore, it shall evaluate the security ramifications that companies are at risk of and the precautions that can be implemented in aide of this. Moreover, the report will evaluate why and how a company uses social media to create the digital identity of its consumers. Additionally, the report shall assess the ramifications of these identities and the risk that they face.











[bookmark: _Toc534902091]Marketing with Social Media 
Due to the growth of the population and the time consumers spend shopping and socializing online, many companies have now added their marketing strategies to include online forums and social media to market their brand. “The key is to go where your audience is” (Ryan, 2015). By utilising social media platforms and forums its adds a benefit of retaining customers, improving customer services, promoting an offer or new brand. It is also a way of influencing customers perception to any negative media. Social media has now become an area of “attracting and retaining customers and delivering new levels of value and growth” (KPMG, 2017 ). Companies use social media as a way of cultivating and collaborating information to utilize the data and offer products of value to the consumer. An example of this is Microsoft, Microsoft utilises data collected to reinvent their technology and customise people's personal online searches (Nadella, 2018 ). Additionally, Amazon is another company that also use's personal data to customises peoples search parameters to improve their services (Amazon, 2018 ). Moreover, Facebook is a social marketing platform that uses cookies to “help personalise content, tailor and measure ads and provide a safer experience” (Facebook, 2018 ). Tesco is one of the companies that has updated its marketing strategies to include online forums including ‘click and collect’ (Staff, 2016 ) and home delivery giving ease to their consumers. 

[bookmark: _Toc534902092]Security Ramifications 
However, due to the security ramifications of the online world many companies now face threats to online hacking and leakages. Nevertheless, in May 2018 the new General Data Protection Regulation (GDPR) came into effect. This law not only safe guards’ consumers but also companies against fraudulent consumers online. Online shopping is now affected by “the active participation and influence of others on a consumer’s decision-making process” (Soloman, 2018). Damian Ryan wrote that “Customer experience is the only currency that will make a real difference in the competitive world” (Ryan, 2015). Furthermore, without consumers trusting the products due to bad reviews, press or staff slandering their products, consumers rates will decline. Confidential information leaks by disgruntle employees and basic negative people, this can be from customers leaving negative reviews and ratings by making fake accounts;
· There are the ramifications of posts on social media such as Facebook and Twitter. These can stem from employees posting inappropriate images or posts;
· Intellect property theft, this could be from someone or a company copying ideas from other companies for example ‘knockoffs’ and ‘piggy backing’ on brand ideas;
· Legal ramifications from prejudice people, also law’s that employees may accidently break.
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The security ramifications can be lessened using a Risk Management approach to mitigate the chances of them coming to fruition. As the probability goes down so does the cost of the risk.
· Strategies, by strategizing the company and implementing policies such as – don’t use social media or use a different name on social media to reduce the chances of negative image. By creating a policy that the company can stipulate that any employee who uses social media will have to undergo a course and understand the implications of said policy. An example of a policy is below;
· “Avoid any defamatory, offensive or derogatory content. It may be considered as a violation of our company’s anti-harassment policy, if directed towards colleagues, clients or partners.” (Workable, 2018)
An Example of the ramifications should this policy be breached;
· “We may have to take disciplinary action leading up to and including termination if employees do not follow this policy’s guidelines.” (Workable, 2018).

· Share the risk, ensure that the company is insured against security measures. Insurance companies such as AXA, Direct Line etcetera can help lessen the damage. Moreover, by having a monitoring sector to the company they can have the PR employees to counter the risk in a timelier manner. Additionally, mitigating who is allowed to use certain applications for the company reduces the risk of disgruntled employees from sabotaging the company;
· Accept the risk, by acknowledging that there is going to be some negative affects from using social media platforms and forums and ensuring there is insurance in place means that it is not a shock when it happens. For many multimillion companies paying out several thousand pounds to insurance companies does not affect their image in such a negative way;
· Mitigating and control, by controlling what a company has in place helps to mitigate the effects. This can be done by putting policies in place, adding surveillance into their software, keeping up to date with software security such as firewalls and antiviruses etcetera. 
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On the 30th November 2018 there was a data breach within the Marriott International Hotel leaking the personal data of up to 500 million of its customers breaking GDPR laws. However, a news article suggested that after “further investigation revealed unauthorised access to the guest reservation database dating back to 2014” (Hern, 2018). 
· Security ramifications; Confidential Leaks 
· Risk management; Share - if the company had shared the leakage when they first became aware back in 2014 the public ramifications may not have been as high. Additionally, by having insurance in place will help with the financial implications to the millions of customers. Furthermore, by having a security company from an outside source who is impartial to investigate they may have caught the culprit, or at least found out if it was an internal threat or not;
· Mitigate and Control; in 2014 if Marriott hotel had done a thorough investigation back in 2014 of their staff and technology this may have been averted. Additionally, they could have updated firewall’s and antivirus etcetera. Risk assessment table is an additional way of controlling the outcome of any risk and preparing the company in advance. Below is an example of a Marriott’s basic risk assessment table;
	[bookmark: _Hlk531690738]Social Media Risk 
	Probability / likelihood 
	Cost 
	Risk 

	Data Leakage/ Hacking 
	0.5
	£234,000,000
	£117,000,000



However, should the Marriott have put in place the required security measures such as, adequate firewalls and antivirus to mitigate the probability. An example of this assessment table is below with the estimated data after control measures are in place;
	Social Media Risk 
	Probability / likelihood 
	Cost 
	Risk 

	Data Leakage/ Hacking 
	0.2
	£234,000,000
	£46,800,000
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With the new GDPR legislation that came into effect in May 2018 companies are now obliged to inform their consumers what their data is being used for. Consumers are also able to demand companies to delete their data from their sites. Which in turn is helping to evolve the consent aspect of data sharing. However, these evolved regulations only apply to new data. Nevertheless, there was protection for both the consumer and company beforehand from the Data Protection Act, the GDPR however is more progressed. This circular economy of data recording and giving is empowering people to control and utilise their personal data. 
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	Data privacy is about controlling what data companies are holding about an individual. Every company must now adhere to the GDPR. GDPR has now brought in new legislation that stipulates that companies that “breach of its provisions will be punished by a sanction of up to 4% of the yearly worldwide turnover” (Albrecht, 2016 ).
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	GDPR gives the customer the right to;
· Rectification – consumers are able to change the data;
· Erase – consumers may now demand companies to erase personal information;
· Restrict Processing – companies are now obliged to inform consumers what their data is being used for;
· Data Portability – Data shared between other companies, cities and countries;
· Right to object – consumers are now able to object to their data being shared with others;
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	All companies know that to become successful they need customers.  Due to GDPR companies are now having to change their customer approach. Whereas under the Data Protection Act companies ‘owned’ their data on consumers, companies are now having to have a symbiotic relationship with their consumers. This is restricting the data imparted from the consumer. However, to improve this system companies could provide targeted products at a discount to their consumers for their data, thus building a symbiotic relationship. An example of this is a company called ‘Just Fab’. This company holds a survey when a consumer logs on to the site as to customise their experience and should the consumer join and become a VIP member they are able to buy products at a discounted price (Fab, 2018). Another is Apple who offers “10 percent discount online to veterans & active duty US military” (Owen, 2018). There is a continues circle of sharing data between companies and their customers. The companies need the feedback from the customers to continue to grow, but to do this the customer needs to trust the company. For trust to grow companies must deliver valuable goods and service, which in turn builds trust, from this trust consumers are comfortable to exchange information of the goods and services. Nevertheless, trust between consumers and companies is not always available as many retailers share “customer information with a complex network of advertisers, marketing companies, data analytics groups and other “selected partners”” (Thompson, 2018 ).  An example of this is the company ‘John Lewis’ who shares “personal data with third parties and suppliers outside the European Economic Area (EEA), such as Australia or the USA.” (Partnership, 2018). However, with the new GDPR legislation consumers control on their data has increased.

[bookmark: _Toc534902099]Digital Identity of customers generated online
	When a consumer uses the local shop frequently the shop owner becomes aware of their shopping habits this is the same with online consumers (Eliezerov, 2018). Through the scope of online consumers companies generate individual identities of their consumers through using cookies. This enables them to evaluate their consumer base and products for continuous improvement. Companies such as Amazon, Microsoft and Apple use this technique. Companies are now needed to operate on a vale – trust – exchange bases with their consumers as the consumer gains more control over the company (Eliezerov, 2018).

[bookmark: _Toc534902100]Ramifications that companies face 
	Due to GDPR and the increase in control that consumers now have regarding their own data has increased the difficulty for companies to gather their consumer data. However, this does not stop the risks consumers face. A written article about the breach of consumer data by Amazon’s Alexa shows this (Nash, 2018). Some of the ramifications that they face are listed below;
· Consumer Froud 
· Confidential leaks
· Legal ramifications 
· Phish for personal information 


[bookmark: _Toc534902101]Precautions to mitigate the risks 
There are many precautions that companies implemented to mitigate the risks for their customers. Many of these reflect on the company policies protecting themselves. These include;
· Policies and strategies;
· Sharing the risk and; 
· Accepting the risk;
· Mitigate the risk
By implementing these precautions, the probability of a company being fined and prosecuted by the public would be greatly reduced. 
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	Through writing this report it has come to light that the relationship between companies and consumers is changing. The ease in which companies were able to attain their consumer identity has become more difficult. However, this change has allowed the consumer to control the information that companies hold to better protect their own identity. With the GDPR regulations now in place the relationship held between consumers and companies must grow and develop with respect and discretion in order for our society to flourish. 
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