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Objectives

In continuation to our earlier lectures, this tutorial helps in providing you an
overview of tools used to gather information and perform footprinting.

ETHICAL STATEMENT

The tools and techniques you are exposed to’ in this lab is to work only on a
virtual machine environment and the purpose is entirely to demonstrate various
types of cyber-attacks. Experimentation with these tools, techniques, and
resources is at the discretion of the instructor and institution. If you as a student
consider using attack tools for educational purposes on an outside
environment, you should contact me prior to any experimentation.

Note: Unauthorized access to data, computer, and network systems is a crime
in many jurisdictions and often is accompanied by severe consequences,
regardless of the perpetrator’s motivations. It is the learner’s responsibility, as
the user of this material, to be cognizant of and compliant with computer use
laws.

You shall complete Parts 1 - 4 in a Windows Machine. | would strongly recommend to
work on a Windows Client rather than a Windows Server.

Part 1: Use Windows Command Line Utility to Gather Information

Part 2: Use Web Data Extractor tool to extract data from web pages. (Web
Scraping or Web Data Mining)

Part 3: Use Email Tracker Pro to trace and track delivered email.

Part 4: Use TCP View tool to identify the processes running on a Machine.

You shall complete Parts 5 and 6 in a Linux Environment. | would strongly recommend to
work on latest Kali Linux rather than other OS.

Part 5: Use Sublist3r tool to enumerate subdomains of Websites using OSINT

Part 6: Use Recon -ng tool to gather information
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ICONS Used in this document:

ﬂ Find out the outcome/ Answers/ Solution
[

[ ]
?-
([T
: Do research and complete the task. Need referencing/ in-text citations.

Shall be included as a part of your coursework.

Recommended Screenshot (with Timestamp) for your Coursework.

25 Recommended to address this part in your Coursework.
v

Lab Topology

Guide to Setup
your Lab

S
Attacker

Machine

‘ Victim Machine

Victim Machine

Victim Machine

Attacker Machines: Kali Linux, Parrot, Ubuntu (Its your Choice)

Victim Machines: Combination of Win 10, 11, Win Server 2019, 22, Linux
(CentOS, Debian)
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Part 1: Use Windows Command Line Utility to Gather Information

Task: Gather information about the authoritative name server and its IP Address
of www.itsecgames.com

Why? In future, to exploit the server to perform a DoS, DDoS, URL ﬂ
[ ]

Redirection attacks.

[
S
How?

C:\Users\Administrator>ping www.itsecgames.com
Pinging itsecgames.com [31.3.96.40] with 32 bytes of data:
Reply from 31.3.96.40: bytes=32 time=26ms TTL=128
Reply from 31.3.96.40: bytes=32 time=21ms TTL=128
Reply from 31.3.96.40: bytes=32 time=24ms TTL=128
Reply from 31.3.96.40: bytes=32 time=22ms TTL=128
Ping statistics for 31.3.96.40:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 21ms, Maximum = 26ms, Average = 23ms
C:\Users\Administrator>ping www.itsecgames.com -f -| 1500
Pinging itsecgames.com [31.3.96.40] with 1500 bytes of data:
Packet needs to be fragmented but DF set.
Packet needs to be fragmented but DF set.
Packet needs to be fragmented but DF set.
Packet needs to be fragmented but DF set.
Ping statistics for 31.3.96.40:

Packets: Sent = 4, Received = 0, Lost = 4 (100% loss),
C:\Users\Administrator>ping www.itsecgames.com -f -| 1472
C:\Users\Administrator>ping www.itsecgames.com -f -| 1473

Q.1. What is the outcome of the above two ping commands? What is the .ﬂ
reason for the two outcomes? .&


http://www.itsecgames.com/
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C:\Users\nitheesh>tracert itsecgames.com

Tracing route to itsecgames.com [31.3.96.40]

over a maximum of 30 hops:
1 1ms 1ms <1ms ttrouter [192.168.1.1]
2 8ms 8ms 7 ms ae54-ner001.csm.as13285.net [78.144.1.17]
3 10ms 9ms 12ms ae56-scr001.slh.as13285.net [78.144.1.48]
4 10ms 10ms 11 ms ae64-scr101.thw.as13285.net [78.144.1.134]
5 20ms 20ms 19ms 195.66.227.118
6 20ms 20ms 20 ms te0-14.cr1.nkf.as49685.net [95.142.106.211]
7 21ms 23ms 20 ms eth42.eq3-iec-rtr-002.cloudvps.nl [176.74.228.8]
8 18ms 18 ms 18 ms web.mmebvba.com [31.3.96.40]

Trace complete.

[Output may vary]

C:\Users\nitheesh>ping www.itsecgames.com -i 4 -n 1
Pinging itsecgames.com [31.3.96.40] with 32 bytes of data:
Reply from 78.144.1.134: TTL expired in transit.
Ping statistics for 31.3.96.40:
Packets: Sent = 1, Received = 1, Lost = 0 (0% loss),
C:\Users\nitheesh>ping www.itsecgames.com -i 8 -n 1
Pinging itsecgames.com [31.3.96.40] with 32 bytes of data:
Reply from 31.3.96.40: bytes=32 time=19ms TTL=54
Ping statistics for 31.3.96.40:
Packets: Sent = 1, Received = 1, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 19ms, Maximum = 19ms, Average = 19ms
C:\Users\nitheesh>ping www.itsecgames.com -i 9 -n 1
Pinging itsecgames.com [31.3.96.40] with 32 bytes of data:
Reply from 31.3.96.40: bytes=32 time=18ms TTL=54
Ping statistics for 31.3.96.40:
Packets: Sent = 1, Received = 1, Lost = 0 (0% loss),

Approximate round trip times in milli-seconds:
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Minimum = 18ms, Maximum = 18ms, Average = 18ms

Q.2. By issuing the -i command, you are setting the TTL to a certain value to ]

check the time span of the packet. By setting the TTL to 1, 2, 4, 5, 9 etc what ‘.

piece of information did you gather? -
2] =
-
-
v -

R.1. Do a research in the internet and find out what are the options, you can L> lire
use with ping command and what are their functionalities with suitable =
example?

C:\Users\nitheesh>nslookup
Default Server: ttrouter
Address: 192.168.50.10
> set type=a
> www.itsecgames.com
Server: ttrouter
Address: 192.168.50.10
Non-authoritative answer:
Name: itsecgames.com
Address: 31.3.96.40
Aliases: www.itsecgames.com
> set type=cname
> www.itsecgames.com
Server: ttrouter

Address: 192.168.50.10

Non-authoritative answer:

www.itsecgames.com  canonical name = itsecgames.com
> set query=ns

> www.itsecgames.com

Server: ttrouter

Address: 192.168.50.10
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Non-authoritative answer:
www.itsecgames.com  canonical name = itsecgames.com
itsecgames.com nameserver = ns53.domaincontrol.com
itsecgames.com nameserver = ns54.domaincontrol.com
ns53.domaincontrol.com internet address = 97.74.106.27
ns53.domaincontrol.com AAAA IPv6 address = 2603:5:21a2::1b
ns54.domaincontrol.com internet address = 173.201.74.27
ns54.domaincontrol.com AAAA |IPv6 address = 2603:5:22a2::1b
> set type=a
> ns53.domaincontrol.com
Server: ttrouter
Address: 192.168.50.10
Non-authoritative answer:
Name: ns53.domaincontrol.com
Address: 97.74.106.27
C:\Users\nitheesh>ping ns53.domaincontrol.com
Pinging ns53.domaincontrol.com [97.74.106.27] with 32 bytes of data:
Reply from 97.74.106.27: bytes=32 time=25ms TTL=52
Reply from 97.74.106.27: bytes=32 time=25ms TTL=52
Reply from 97.74.106.27: bytes=32 time=25ms TTL=52
Reply from 97.74.106.27: bytes=32 time=26ms TTL=52
Ping statistics for 97.74.106.27:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 25ms, Maximum = 26ms, Average = 25ms

Q.3. By issuing the above steps, you may get the records of domain from an ]
authoritative server. What is so important in getting the information like this? 20
-

R.2.How can we prevent our Infrastructure from these kinds of attack? Could ]
you reflect your reviews in a short description with appropriate citations? Why 20
do we get an output like this? -
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Part 2: Use Web Data Extractor tool to extract data from web pages. (Web
Scraping or Web Data Mining)

Download Web Data Extractor

) Web Data Extractor Pro 4.1. Trial Version. You are on day 1 of your 15 day evaluation period. — [ ] >
” - e = 0 B/
= [ B 1l = = IS o
edit session start pause stop options
Process log Results Bad URLs b4
Fitter [| ]
N= Title Started Paused Finished
Processing time: |- Sites processed: |- Downloaded: |- Avg. Speed: |-

Start a scan to extract information like Emails, Data, Phone number etc.

=&, Session >

= Some of the parameters could not be modified for sessions which has been already stated. Please create new session instead.
General

Advanced
Group Iitsec_act 1 | Save Load Cookies:
Session name [2022-02-07-05-26-34—http_www_itsecgames_com Capture Cockies
Timeline Started: 07/02/2022 05:27:53, Stopped: 07/02/2022 05:28:06 B
Use JavaScript engine
Data source WWait for the end of the AJAX execution
Site Search Engines U List Filter 2 < | seconds
Start URL hitp -/ /www itsecgames.com Nl relaiear
Depth 100 ~ Positive Negative
Fixed number of pages Treat redirected URL like error:
Extraction data Custom data expressions: not complete
Custom data Custom Data Editor ~4 Datal
URLs Proxy gins
Domains
Meta Tags
Emails Filter
Phones
Filter
Faxes Remowve Duplicates Remove HTML Tags
Heilp New Session Start! Close

Q.4. What information did you gather? Did you get the below result? If so, why?

If not, what would be the reason for an outcome like the below one? ‘.ﬂ
.
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Fitter |
URL Emor
http -/ Awww itsecgames com/downloads/bWAPP_intro pdf Timeout of parsing is expired

Start a scan to extract information like Emails, Data, Phone number etc. from similar
web site. (Make sure you are only using education based vulnerable websites)
Do-not try any of this in a production environment.

http://www.certifiedhacker.com

™ Web Data Extractor Pro 4.1. Trial Versicn. You are on day 1 of your 15 day evaluaticn period. —_

O >
i 5 I 1 [ =
new session edit session start pause stop options

Process log Bad URLs (12) Stored Sessions

MetaTag (18) Fax (178) Link (53) Domain (1)

Phone Tag ud Title Host =
800-63-3. http://certifiedhacker.com/Under’20... Clear Construction certifiedhacker.com

(666) 256-8972 Call http://cenifiedhacker.com/Real.20E... Professional Real Estate S... certifiedhacker.com

1-800-123-986563 call http:-//certifiedhacker com/Social%20... Unite - Togetheris Better (... certifiedhacker. com

564 2891 http://certifiedhacker.com/Social%“20... Unite - Togetheris Better (... certifiedhacker com

27 9844 hittp://certifiedhacker com/Online%20... Online Booking certifiedhacker com
398349200359256 http://certifiedhacker.com/Online%20... Online Booking certifiedhacker.com

19.16015625 http://cerifiedhacker.com/Online%220... Online Booking cernifiedhacker com
005972656239187 http://cerifiedhacker.com/Online %220 .. certifiedhacker com

5298828125 hittp://certifiedhacker. com/Online %20 .. certifiedhacker.com

79989118208832 http://certifiedhacker.com/Online %20.. certifiedhacker.com

133.59375 http://certifiedhacker.com/Online % 20... certifiedhacker.com
710991655433229 http://cerntifiedhacker.com/Online%20... Online Booking certifiedhacker com

214453125 http://cerifiedhacker.com/Online%20... Online Booking certifiedhacker com
837982453084834 http-//certifiedhacker com/Online%20... Online Booking certifiedhacker com

2034175184893 http://certifiedhacker.com/Online%20... Online Booking certifiedhacker.com

1-800-123-986563 call hitp://certifiedhacker.com/Online%20... Online Booking certifiedhacker.com

{666) 256-8972 Call http://certifiedhacker com/Real%20E... Professional Real Estate S_. certifiedhacker. com

{666) 256-8972 http://cernifiedhacker com/Real%.20E... Professional Real Estate S__. centifiedhacker com

(888) 555-4689 Call http://certifiedhacker.com/Real220E... Professional Real Estate S... certifiedhacker.com

086036420 hitp -/ /certifiedhacker.com/Real220E... Professional Real Estate S... certifiedhacker.com

{666) 256-8972 Call http://certifiedhacker.com/Real%20E... Professional Real Estate S... certifiedhacker.com

086036420 http://cenifiedhacker.com/Real%20E... Professional Real Estate S...  cenifiedhacker.com

086034867 http://certifiedhacker com/Real.20E... Professional Real Estate S._.. certifiedhacker.com

nocnc2297 It /S adtfiadih ool ar coon /R asl s INE Drfaccinnal Daal Cotata © n-d'_F e b

Processing time: [00:02:11.606 Sites processed: |66 / 77 Downloaded: |4,176 KB Avg. Speed: | 1,272 KB/s
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) Web Data Extractor Pro 4.1. Trial Version. You are on day 1 of your 15 day evaluation period.

new session
Process log
MetaTag (18)
Description

Turbo max powerfull one pa
A short description of your c

Online Booking

Online Booking
A short description of your c

<

Email (9)

A brief description of this we ..

Professional Real Estate Se...

A brief description of this we...

A short description of yourc.

A short description of your ...
A short description of yourc..
A short description of yourc..
A short description of yourc ...

A short description of yourc...

il i
Ppause stop
URLs (12)

Phone (179)
Keywords

keywords, or phrases. asso__
real estate. real estate listin...
Turbo max , owltemplates c_ .
Some keywords that best d_ ..

keywords, or phrases. asso...
booking, hotel, hotels, rese...

Some keywords that best d

Some keywords that best d_._
Some keywords that best d...
Some keywords that best d___
Some keywords that best d...
booking, hotel. hotels, rese...
Some keywords that best d.

Some keywords that best d...

Stored Sessions

ax (178)

Link (53)
Title

Certfied Hacker
Clear Construction

Professional Real Estate S...

P-Folic

Turbo Max Theme - OwiTe.
Your compary - Homepage
Under the Trees

Unite - Together is Better (..
Online Booking

Your company - Recipes d___

Your company - Contact us
Your company - About us
Your company - Recipes
Your company - Menu
Online Booking: Sitemap

Your company - Recipes c...
Your company - Menu cate...

Domain (1)

Ud
http-//www certifiedhacker.com/

hitp-//certifiedhacker.com/Under%20...
hitp-//certifiedhacker.com/Real %.20E...
http://cenfiedhacker.com/corporated...
http://certifiedhacker.com/Pfolio/ind...

http://centifiedhacker.com/Turbo %20.

http:-//certifiedhacker. com/Recipes/i...
hitp://certifiedhacker.com./Under%20..
http://cenifiedhacker.com/Social %.20...
http-//centfiedhacker.com/Online%20..
http-//certifiedhacker com/Recipes/a. .
hitp-//certifiedhacker.com/Recipes/c..
http:-//certffiedhacker.com/Recipes/a..
http-//centfiedhacker.com/Recipes/r...

http-//cenifiedhacker.com/Recipes/.

http-//certifiedhacker.com/Online%20..

http -/ /certifiedhacker.com./Recipes/r.
hittp://cerifiedhacker.com/Recipes/...

= o >

options

Host

certifiedhacker.com
certifiedhacker.com
certifiedhacker.com
certifiedhacker.com
certfiedhacker.com
certifiedhacker.com
certifiedhacker.com
certifiedhacker.com
centfiedhacker.com
centifiedhacker.com
certifiedhacker.com
certifiedhacker.com
certifiedhacker.com
certfiedhacker.com
certifiedhacker.com
certifiedhacker.com
certifiedhacker.com
certifiedhacker.com

Processing time: [00:02:11.606

Sites processed: |66 / 77

' Downloaded: (4,176 KB

Avg. Speed: [1,272 KB/s

Q.5. What information did you gather?

R.3. Do research on the internet and find out similar tools used? Document
them with their operations, functions, and screenshots.



ACCB6000 Dr. Nitheesh Murugan Kaliyamurthy — n.kaliyamurthy@uwtsd.ac.uk

Part 3: Use Email Tracker Pro to trace and track delivered email.

Email Tracking helps you identifying the details of an email like when it was received,
read, location of the recipient, time spent in the email, links, attachments etc.

Download eMAILTracker Pro. Install along with its dependencies. Work in Windows
Machine.

=4
File My Inbo: Help
7 - * r Everythin
“ [©)] |‘.~,; f ything
l o Se—_ : il // = Set to keep
My My Trace Receive Clean Whitelist Blacklist Create
Inbox Reports Mail ~ Mail - Address A Filter ~ Set to delete
e heck Mail Rul s & Sear
Welcome to eMailTrackerPro version 10.0b (build 4116) . ) No ",13“ to show | > Rules & Filters |
BelsioisRas SHRIEEE Edition Selection > [iE Add Rule Add Fitter X ™y
White Black Filters
(Current Edition) 22
=Trace emails and email =All Standard edition Ct
addresses features plus... PD -
= = NS cklisted
=Find the locstion of the aTrace multiple emails at Incclixted
email sender once
=Locate the Sender's ISP =Stop spam before it
to report abuse reaches your In Box
=Quickly identify =Validate emails before
misdirected emails they reach your In Box
¢/~ Noemailal =Helps identify =Automatically remaove
{ = fraud/phishing emails unwanted emails
N— =ldentify spammers =ldentify misdirected
S Repormbias emails before delivery
Bhow this diaiog when eMailTrackerbro starts ok

Select My Trace Reports, Trace Headers. Select Trace an email | have received and
enter the email header you wish to track

4. Reply
[:=-3 Forward

Filter messages like this

jock. Print

Delete this message

Block "Docker”
e tc

Report spam

Report phishing
altfos

show original

>cker. Y Translate message

ons fas
Download message

Mark as unread

It TO e=mwase=—wce-
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Click on Show Original, and you may find out the information along with an option to
copy to clipboard (in Gmail). May be different in other email services. Copy the header
file and paste it in Email headers and click Trace

Enter Details
Mote: If you are using Microsoft Outlook, you can trace ;hé%aﬁ';;s"s;!;e art?:;t‘lv“from Outlook by using the
eMailTrackerPro shortcut on the toolbar.

Email headers:

Trace Cancel

“P eMailTrackerPro v10.0b Advance: d Edition. Trial day 1 of 15 - [m] <

File | Help

= ’/_1)1. ps | @ % Export Rules

Trial Edition

My My Trace Trace Trace Email Settings
Inbox Reports Headers  Address Accounts
iew New Email Trace Configure

Home | Subject [Docker] You x

[ The trace is complete, the information found is displayed on the right New Trace View Report ] Email Summary

m
Date: Wed, g

Subject: [Docker] You + Docker = Ready for Action
Location: San Antonio, TX

Misdirected: No

Abuse Address: abuse@ mailgun.org
Abuse Reporting: To automatically generate an email

abuse report click here Bi
S ———

System Information:

‘@ There is no SMTP server running on this system
(the port is closed).

‘@ There is no HTTP server running on this system
(the port is closed).

# Hop IP Hop Name Location e -~
1 10.10.10.2 @ There is no HTTPS server running on this system
End Ol = —— San Antonio, TX {the pock & closer].
‘@ There is no FTP server running on this system

(the port is closed). =

Network Whois

’ Domain Whois

| Email Header

Click on view Report to analyse the outcome.

Q.6. What information did you gather?
N2

R.4. Do research on the internet and find out similar tools used? Document it
them with their operations, functions, and screenshots. -" |
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Part 4: Use TCP View tool to identify the processes running on a Machine.

Identify the processes running on a computer, the protocol they are using, and their
local and remote port addresses.

Download and install the TCPView software.
Use a browser and observe the TCPView window.

Description

For a hacker to establish a connection to a remote computer, a port must be listening
on that device. This may be due to infection by malware, or a vulnerability in a
legitimate piece of software. A utility, such as TCPView, can be used to detect open
ports, monitor them in real-time, and close active ports and processes using them.

1. Download and install the TCPView software.

Search internet for TCPView Software. List out the websites which offers a .ﬂ
download. Which website/ link do you think is safe to download the software? -2
Why?

2. Create a folder on the desktop named TCPView.
3. Extract the contents of the zip to this new folder.
4. Start the Tcpview Application.

5. Finally, agree to the software license terms.

& TCPView - Sysinternals: www.sysinternals.com EI@

File Options Process View Help

IE A =

Process ¢ FID Protacal Local Addiess  Local Pot Remote Address Remate Pot State Sent Packets Sent Bytes Revd Packets  Fovd Butes -

T lsass.exe 476 TCR pi havnz pi 0 LISTENING

T lsass.exe 476 TCRVE pi havnz pi 0 LISTENING

W servicesexe 463 TCR pi 49155 pi 0 LISTENING

W servicesexe 463 TCRVE pi 49155 pi 0 LISTENING

B swchastexe  T1B TCP pi epmap pi 0 LISTENING =

B sychostexe  TEB TCR pi 49153 pi 0 LISTENING

B sychostexe 924 TCR pi 49154 pi 0 LISTENING

B gvchostexe 1408 UDP pi.cisco.com ssdp * * 36 17.142 462 51,080

B svchostexe 1408 UDP pi ssdp ®

B swchastexe 32 uoP pi we-digcovery * *

B svchostexe 1408 UDP pi we-discovery ®

B svchostexe 1408 UDP pi we-discovery ®

B sychostexe 312 UppP pi we-discovery ®

B sychostexe 972 UppP pi Tt ®

B swchastexe 972 uoP pi 54649 *

B svchostexe 1408 UDP pi E1427 ®

B sychostexe 312 UppP pi E1464 ®

B svchostexe 1408 UDP pi.cisco.com E3677 ®

B svchostexe 1408 UDP pi E3678 ®

B swchostexe 716 TCPVE pi Epmap pi 0 LISTENING

B sychostexe 2300 TCPVE pi 3h87 pi 0 LISTENING

B sychostexe  TEB TCRVE pi 49153 pi 0 LISTENING

E 924 TCPYE pi 49154 pi 0 LISTENING )
e 08 UDPYR 0:0:0:1] 1500 il B'

Endpoints: 55 Established: 1 Listening: 24 Time Wait: 0 Close Wait: 0

How many Endpoints are listed?

How many are Listening? ‘= .ﬂ
V — ..
v= -

How many Endpoints are Established?
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Set your TCPView to “Always on Top”. Use a browser and observe the TCPView
window.

Note: Use the Help section of the program to help you answer the following
questions.

Open any browser and browse any website. EQ: google.com, cisco.com etc ..ﬂ
What happens in the TCPView window? )
You could see a lot of colors highlighting in the tool. What is represented by the colors?
Close a process (my choice would be the web browser) and see what happens?

Note:

To close a process directly, right-click the process and choose End Process.
Using this method can cause a program or the operating system to become
unstable. Only end processes that you know are safe to end.

This method can be used to stop malware from communicating.
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Part 5: Use Sublist3r tool to enumerate subdomains of Websites using OSINT

C ¢ @ kaliorg/tools/sublist3r/#:~:text=This%20package%20contains%20a%20Python,Bing %2C%20Baidu%2C%20and%20Ask. 2 X @

id.docs.kali.or‘
q tr.docs.kali.org
< Su b|ISt3r forums.kali.org
git.kali.org
http.kali.org

images.kali.org
pkg.kali.org
repo.kali.org
security.kali.org
tools.kali.org

Packages and Binaries:

version: 1.1 arch: all

® sublist3r Homepage | <> Package Tracker | sublist3r

3 Source Code Repository

This package contains a Python tool designed to enumerate subdomains of websites using OSINT. It helps
penetration testers and bug hunters collect and gather subdomains for the domain they are targeting. Sublist3r
enumerates subdomains using many search engines such as Google, Yahoo, Bing, Baidu, and Ask. Sublist3r also
] everything enumerates subdomains using Netcraft, Virustotal, ThreatCrowd, DNSdumpster, and ReverseDNS.

Metapackages ¢

Subbrute was integrated with Sublist3r to increase the possibility of finding more subdomains using bruteforce
Packages & Binaries with an improved wordlist, thanks to TheRook, author of subbrute.

@ sublist3r
s sublist3r

Installed size: 1.84 MB
How to install: sudo apt install sublist3r

Open Terminal in Kali Linux

$ apt update && apt -y install sublist3r
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- show this help message and exit
—d DOMAIN, -——domain DOMAIN
Domai
-b [BRUTEFORCE], —bru

—-p PORTS, -—ports PO
subdomains against specified tcp ports

-v [VERBOSE], -—verbos
rbosity and display results in realtime

-t THREADS, -—threads
f threads to use for subbrute bruteforce

-e ENGINES, --engines
fy a comma-separated list of search engines

the results to text file
-n, —no-color t thout coleor

Example: python3 /fusr/lib/python3/dist-packages/sublist3r.py -d google.com

Sublist3r will give you information about any subdomains. -d is to search
subdomains, -t 3 with 3 threads, -e bing is to search in the bing platform

google.com

More commands could be used to gather further information. Here is only to find out
which subdomain has port 80 open.
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google.com

Jhome/kali

R.5. Do research on the internet and find out similar tools used? Document i
them with their operations, functions, and screenshots. = -
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Part 6: Use Recon -ng tool

It is another information gathering tool, like Metasploit. It is a collection of many
features to gather information. Use Kali Linux.

Install Recon -ng
Install Marketplace

R.6. Do research on the internet and find out the purpose, functionality of

L s
this tool. In relation to this tool, find out what Market place is? :

] version check disabled.

Sponsored by ...

] No modules enabled/installed.

1-ng][default] > show modules
irious framework items

[recon-ng][default] > help

Commands (type [helpl?] <topic>):

back
dashboard

Walkthrough Commands and its features (make yourself familiar)

[ recon-ng ] > help
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workspaces (create workspaces) Creating a user space.

Leeconnel[defaul t] SEnia e e workspaces load ACCB6000

[recon-ng][A » workspaces list

workspaces remove ACCB6000

Workspaces | Modified

+
|
+
|
|
+

Snapshots (saves the work)

s][default] > snapshots t
t I spap
1][default] > snapshots list

snapsho

[recon-ng][
B Loads a
[recon-ng][default] > snapshots e

workspace snapshots Usage: snapshots load <name>

Usage: snapshots <list|load|remove|takes [ ...]

[recon-ng][default] > |]

[recon-ng][default] >

Show (Shows various framework items)
Shell (Execute shell commands)
pdb (As a developer if you wish to check your codes, use pdb — python debuger)

Options (Setting of the framework)
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[recon-ng][default] > options
Manages the current context options

Usage: options <list|set|unset> [ ...
[recon-ng][default] > options list

Name Current Value Required Description

NAMESERVER 8.5.8.8 yes default nameserver for the resolver mixin

PROXY no proxy server (address:port)

THREADS 10 yes number of threads (where applicable)

TIMEOUT 18 yes socket timeout (seconds)

USER-AGENT Recon-ng/v5 yes user-agent string

VERBOSITY 1 yes verbosity level (@ = minimal, 1 = verbose, 2 = debug)

[recon-ng][default] > options set THREADS 11
THREADS = 11
[recon-ng][default] > options list

Name Current Value Required Description

NAMESERVER 8.8.8.8 yes default nameserver for the resolver mixin

PROXY no proxy server (address:port)

THREADS 11 yes number of threads (where applicable)

TIMEOUT 18 yes socket timeout (seconds)

USER-AGENT Recon-ng/v5 yes user-agent string

VERBOSITY 1 yes verbosity level (@ = minimal, 1 = verbose, 2 = debug)

[recon-ng][default] > options unset THREADS 11
THREADS = None
[recon-ng][default] > options list

Name Current Value Required Description

NAMESERVER 8.8.8.8 yes default nameserver for the resclver mixin

PROXY no proxy server (address:port)

THREADS yes number of threads (where applicable)

TIMEOUT 18 yes socket timeout (seconds)

USER-AGENT Recon-ng/v5 yes user-agent string

VERBOSITY 1 yes verbosity level (8 = minimal, 1 = verbose, 2 = debug)

Marketplaces (Interface with the module marketplace — many tools using for
hacking could be found here)

[recon-ng][default] > marketplace
Interfaces with the module marketplace

Usage: marketplace <info|install|refresh|remove|search> [ ...

[recon-ng][default] > marketplace search

Path Version | Status Updated

installed | 2020-18-13
installed | 2021-10-04
installed | 2019-06-24
installed | 2019-10-08
installed 2019-08-09
installed 2019-06-24
installed 2020-04-07

discovery/info_disclosure/cache_snoop |
|
|
|
|
|
|
| installed | 2020-10-06
|
|
|
|
|
|
|

discovery/info_disclosure/interesting files
exploitation/injection/command_injector
exploitation/injection/xpath_bruter
import/csv_file

import/list

import/masscan

import/nmap
recon/companies-contacts/bing_linkedin_cache
recon/companies-contacts/censys_email_address
recon/companies-contacts/pen
recon/companies-domains/censys_subdomains
recon/companies-domains/pen
recon/companies-domains/viewdns_reverse_whois
recon/companies-domains/whoxy_dns

installed | 2019-06-24
installed | 2021-85-11
installed 2019-18-15
installed 2021-85-10
installed 2019-18-15
installed | 2021-088-24
installed | 2020-06-17

—_—_—————e— e ——— — —  — +

Lol el T oS I e o R e e e i e el T ]
e e A = e =

Dependencies and API keys. Tools will work only if all dependencies and API
keys are installed.
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Path | Status

recon/domains-hosts/netcra - | not installed

endae

es

e
r

Re

[recon-ng][default] > marketplace
Interfaces with the module marketplace

Usage: marketplace <infolinstalllrefresh|removel|search> [ ...

[recon-ng][default] > marketplace inmstall metcraft

All the tools installed are saved/ located in modules
[recon-ng][default] > module

Recon

[recon-ng][default] > modules

—z = r ine cte/nateraf
co= cedln Smeis Lzl mrafmlEs recon/domailns-hosts/netcratt

e: modules <load|lreload|search> [ ... [recon-ng]l[default] > |}

on-ng][default] > index
a module index (dev only)

Usage: index <module|all> <indexz>

[recon-ng][default] > index recon/domains-hosts/netcraft
Building in markup ...
- author: thrapt (thrapt@gmail.com)
dependencies: []
description: Harvests ho from Metcraft.com. Updates the '"hosts® table with the
results.
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Using Recon-ng (Add Workspace, Domain Names)

[recon-ng][default] > workspaces load ACCEG60@@
[recon-ng]][ACCBG6@A@] > db domain
Interfaces with the workspace's database

Usage: db <deletelinsert|notes|query|schema> [ ...

[recon-ng ][ACCE6@00] > db domain schema
Interfaces with the workspace's database

Usage: db <deletelinsertlnotes|querylschema>

[recon-ng ][ACCBE@@@] > show domains

rowid | domain

| itsecgames.com
| bmw.com
| certifiedhacker.com

rows returned

Let us use Recon-ng with available modules to gather information about our
target.

Our Target:

http://lwww.itsecgames.com/

http://Iwww.certifiedhacker.com/

You may also use other vulnerable sites discussed during our lectures.
Use Netcraft

1. Load Netcraft module in recon-ng

[recon-ng][ACC > modules load recon/domains-hosts/netcraft

[recon-ng][ACC netcraft] > run

ITSECGAMES. COM
URL: http://searchdns.netcraft.com/?restriction=site%2BE with&host=itsecgames.com
No results found.

BMW . COM

URL: htt t e with&host=bmw.com
No re

URL: htt 2Be 2Bwithfhost=certifiedhacker.com
No resul



http://www.itsecgames.com/
http://www.certifiedhacker.com/
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In this screenshot, no results were found. However, outcomes may vary.

2. Load Bing. — Select bing_domain_web module as it is more suitable for
the task we are doing.

@][netcraft] > modules load bing
modules match 'bing’.

[recon-ng][ACCB! i etcr > a t ng_domain_web

[recon-ng][ACCB6@@@] [ne > oad recon/domains-hosts/bing_domain_web

d lock .
.bing.com/search?first=06q=domain%3 s Awww . itsecgames.com !

?first=0&g=domain¥%3Acertifiedhacker.com+-domain .certifiedhacker.com

search?first=05q=domain¥%3Acertifiedhacker.com+-domain .certifiedhacker.com+-domain:

otal (58 new) hests found.

Using the above methods to gather information, as per this screenshot, 58 new
hosts are found. However, you may use different modules to identify more
hosts.

Q.7. What information did you gather?

R.7. Do research on the internet and find out other modules to find out more * i
hosts. Document them with their operations, functions, and screenshots. - |
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Similar to Bing_domain_web, we could also use, Brute_hosts

1. Search for Module Brute Hosts and run

SUMMARY

[*] 58 total (58 ne osts found.
[recon-ng][A 1 domain_web] > modules load brute
Multiple modules match 'brute’.

Exploitation

ploitation/injection/xpath_bruter
on

n/domains-domains/brute_suffix
recon/domains-hosts/brute_hosts

con-ng ][ACCB6@@8][bing_domain_we
econ-ng J[ACCB J[brute_hosts]

Ip_Addre
titud

ord found.
found.
cord found.

rd found.

ecord found.
ord found.
ecord found.
ord found.
ord found.
rd found.
ord found.
rd found.
ord found.
No T rd found.
cord found.
ord found.
cord found.
No r rd found.
record found.
> No record found.
No record found.
= No record found.
No record found.
= No record found.
cord found.
No ord found.
> No ord found.
No record found.
No ord found.
No ord found.
ord found.

As per the screenshot, 144 new hosts found. Now, we shall do a reverse lookup
for the IP Address to know the Hostnames.
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2. Search for Module Reverse Lookup

[recon-ng][ACC p@]1[brute_host
Multiple modules match 're

Recon

on-ng][ rute_hc sts/reverse_resolve
recon-ng] [ACC :

Country
Host:

Latitude: None
Longitude: None
Motes: None
Region: MNone

Country: None

Host: yours-customised-nasfree.mini.com
Ip_Address: 160.46.231.23¢

Latitude: None

Longitude: None

Motes: None

Region: None

No record found.
> No record found.
6 = No record found.
None
1.iconmobile.com

Latitude: None
Longitude: MNone
Notes: None
Region: MNone

41 = No record found.
4 = No record found.

box .bluehost.com
Ip_Address: 162.241.216.11
Latitude: MNone
Longitude: None
Notes: None
Region: MNone

No record found.

found.

-
-
se_resolve] > ||

total ( ew) host
[recon-ng] [ A( B][rever

As per the screenshot, 33 new hosts are found.
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3. Let’s look at the hosts

[recon-ng][ACC r rse_resol > show hosts
+

| rowid | regic country | latitude
notes | module

| wow.its
| bing_domain_

lhr3.r.cloudfront.net
deploy.static naitechnologies.com
eu-central-1.compute.amazonaws.com
L-1.compu ZONaws . com

.customer.m-online.net
deploy.static ai .com

.deploy.stat maitechnologies.com

1itechnologies.com

ol
onmobile.com
ol

5 rows returned
n-ng][ [reverse_reso

4. Use Reporting module to gather the information and analyse them for
further attacks.

output.html
output.html
et CREATOR Nith

[html] > options set CUSTOMER ACB
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5. Report
AC B www.recon-ng.com
Recon-ng Reconnaissance Report
-
[-] Summary
table count
domains 3
companies 0
nethlocks 0
locations 0
vulnerabilities ]
ports 0
hosts 235
contacts ]
credentials a
leaks a
pushpins 0
profiles ]
repositories 0
([1-] Domains J
([+] Hosts ]
Created by: Nitheesh
Mon, Feb 07 2022 04:11:09
-
-
-
-

Overall Reflection

Understanding on the activity

Understanding about various tools used

New/ Similar tools you identified and used

Compare and Contrast the tutorial tools with your identified tools

Rate yourself: How confident are you to do footprinting and reconnaissance
activity ethically?

6. Any other Troubleshooting Steps, you need to share?

ARl




