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The purpose of this project is to work alongside my employer the Driver and Vehicles Licensing Agency (DVLA) to investigate areas of the business which could be susceptible to internal fraudulent activity and investigate a solution using AI and algorithm techniques to prevent/mitigate the issue moving forward along with other prevention tactics. The scope of the project therefore includes reviewing current internal fraud prevention tactics to ensure the agency is as efficient as possible in its approach. This has been identified as a potential issue due to increased numbers of staff being approached by individuals in person to process transactions on their behalf, sometimes coming across as an innocent party, others directly offering financial bribes.
Having worked in the IT sector as a Business Analyst for 5+ years I’d like to put the skills I’ve learned during my time at UWTSD and skills I’ve developed within the workplace together to provide a holistic solution to the business that can prevent internal fraudulent behaviour. This solution not only provides value to the business but will hopefully prevent a colleague from falling into the hands of organised crime and throwing away their future. The behaviour is driven by organised crime, managing to infiltrate the business, and using their target to amend vehicle details to avoid capture or identification when committing crimes.
I feel I’m the correct person to progress this project, my business knowledge along with my business analysis experience and expertise picked up during my time with UWTSD can improve the internal fraud prevention tactics of the agency. I have 7+ years of service, having worked in various areas of the business I have valuable business knowledge of processes, systems, and personnel. 
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According to the Fraud Act of 2006, Fraud can be defined as “to make gain for themselves and cause loss to another or to expose another to a risk of loss.” [1]
The topic of my proposed research is Fraud Prevention. The subject of Fraud prevention is a broad one, it can affect a variety of sectors from Business, Government, Finance, and various forms of Fraud like cyber, identity and financial. Fraudulent Activity can also be categorised as internal or external, as my employer wishes to investigate Internal Fraud Prevention specifically, that will be the focus of the project.
According to Association of Certified Fraud Examiners (ACFE), Internal Fraud is the “use of one's occupation for personal enrichment through the deliberate misuse or misapplication of the employing organization's resources “[2]
Theoretical Frameworks
When it comes to conditions required for fraud to occur, a model well known in the anti-fraud community is of the Fraud Triangle. The model looks at three specific factors, Motivation, Opportunity, and Rationalization, the presence of those three factors increases the probability of fraud being committed. The model was coined by Steve Albrecht, using the criminology research by Sutherland and Cressey [3]
Figure – Fraud Triangle
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There is another model, based on the Fraud triangle, the Fraud Diamond created by Wolfe and Hermanson [4] adds a fourth factor to the triangle, which is competence. This builds upon the original model, with the additional view that competence is a factor in fraudulent activities. With the idea your average joe is less likely to commit fraud compared to an individual with the capability and expertise when the three factors of the fraud triangle are present. This is supported by T. Ruankaew’s review “Beyond the Fraud Diamond” [5] who arrives at a similar conclusion that capacity plays a key role in fraudulent behaviour. This underlines that prevention should address not only the motivation of fraudsters, but also the opportunities and their complexity.
Strategies for Fraud Prevention
One strategy to counteract fraudulent behaviour should be well known as this tactic is Employee Training and awareness. Most companies will offer in-house mandatory fraud prevention training run by HR or Security team, along with raising awareness. The general purpose of this tactic is to minimise the risk of fraud, and ensure staff understand the procedures and behaviours expected in this situation. M.Button [6] emphasises the factor of building an anti-fraud culture within organisations along with other internal control strategies. Without having a strong strategy on employee awareness along with other internal strategies, the implementation of an expensive complex AI solution would be ineffective.
Another strategy involves the use of Data, utilising analytics techniques to detect any suspicious transactions. Some advanced solutions deploy machine learning to comb through transactional data to highlight any suspicious looking transactions based on the business rules/input.  This is supported by R.J. Bolton’s “Statistical Fraud Detection: A Review” [] which reviews varying strategies but places a focus on the effectiveness of various statistical machine learning tools in a variety of sectors in the battle against fraud. 
Internal Controls are another strategy for fraud prevention, and detection. Controls aiming to decrease issues before the transaction are known as Preventative measures, while detective controls aim to highlight issues after transactions have occurred. Along with employee training, access control and physical control/security act as preventative measures. Detective controls primarily focus on reconciliation, whether that’s monies or transaction counts and audits. This is supported by Leonard W. Vona’s “The Fraud Audit: Responding to the risk of fraud in core business Systems” [8], specifically chapter 6 which covers the importance of developing a strategy for responding to fraud concealment opportunities. 
Challenges
Fraudsters are continually evolving their tactics, making fraud prevention an ongoing challenge unlike a process which can be re-engineered and then forgotten about. The digital era has brought new dimensions to fraud, with cybercrimes and identity theft becoming the norm. As a result, organizations must adapt their strategies to address the moving target of emerging trends. Respected Investigative journalist B. Krebs highlights emerging trends in his blog “Krebs on Security” [9] provides an updated blog covering emerging cyber threats to organisations. 
F. W. Abegnale [10] looks at fraud from a fraudster’s perspective given his history as a former con artist. He provides insights into fraud prevention from the perspective of an individual who knows the ins and outs of fraud.
Conclusion
To conclude, the literature I have looked at shows that the area of fraud prevention needs a holistic approach ensuring all strategies are efficient rather than solely relying on implementing an advanced data analytics solution. While looking at implementing these strategies a lot of emphasis needs to be on continuous improvement, making sure that the strategies are continually reviewed so that they are as up to date as possible to combat the emerging trends and threats of Fraudulent activity. For guidance with the subject, organisations can register for free membership with the ACFE [11] to access a global network of anti-fraud professionals for further support. 
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The overarching aim of this project is to improve the identification, mitigation, and prevention of internal fraudulent activity/behaviour within the agency to safeguard employees and to prevent potential infiltration by organised crime. 
Objectives to meet the aims of the project include:
-Review of current Deterrence controls to identify potential improvements. This includes access control, authentication, encryption. These controls being as robust as possible minimises the chance of an employee finding themselves in a situation to risk fraudulent behaviour.
-Exploration and Implementation of Detection solutions, this could include machine learning algorithms and monitoring systems to better identify suspicious activities. The implementation of a detection solution will allow the agency to pinpoint instances of misconduct and investigate preventing the individual from going on to commit vast instances of fraudulent activities.
-Improve Employee Training and Awareness. Education of employees of the risks involved when engaging in fraudulent behaviour. Ensuring policies and procedures are well known to all employees, to improve recognition and response to potential fraud indicators.
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[bookmark: _Toc145015645]4.1.1 Philosophy

When it comes to Research Philosophy, I intend to follow a mixed methods philosophy, and the rationale for selecting this approach being combining the positives of both Interpretivism and Positivism seems the optimal way forward for the project.
The Pragmatic approach is both flexible and balanced. The flexibility allows the researcher to combine the positives of the other methods and adapt it to the subject. This project will utilise both quantitative and qualitative data methods as set out in the objectives, so this approach lends itself to triangulating findings by using both statistical and qualitative data.
The main reason for selecting this approach however is it should lead to practical solutions. The research should not only lead to a practical solution, but recommendations which can be documented and actioned within the project timescales.
The main disadvantage of this approach is the intensive resource required. Due to the combination of quantitative and qualitative data gathering, it’s going to stretch not only my resource but valuable time in designing, gathering, and analysing the data. This adds further complexity as there is expertise required when designing surveys, organising a focus group, planning, and executing Interviews, as there is expertise required to analyse the various statistical data. Analysing the data is another complexity, as there will be differing techniques to analyse the different types of data, as will integrating the data to arrive at conclusions. 
The pragmatic approach will be applied in the data gathering aspect of my project, as it will to the conclusion of the project by having recommendations as a minimum expected output.

[bookmark: _Toc145015646]4.1.2 Approach

Like the philosophy, the approach for the project will be a mixed approach of both Deductive and Inductive, predominantly the Inductive approach.
The Deductive approach is appropriate as I have the specific research question around internal fraudulent behaviour within my organisation and given the field of Fraudulent Behaviour is well known it allows evaluation of existing theories to the agency’s situation. Using this approach, I intend to maximise my resources, in particular the gathering of the data, and progressing deliverables to counteract the usual rigidity of the approach. By gathering Quantitative data alongside Qualitative data it allows for triangulation of results, which is something an inductive approach of just qualitative data would struggle to achieve.
The inductive approach will be utilised within the research methods, I am looking to collect qualitative data using surveys, and this approach is flexible with questioning and methods which lends itself to my back up plans of using further methods like interviewing and focus groups. Inductive is open minded by nature, without using pre-conceived theories or hypotheses which is like my project, there are behaviours, policies, processes that need investigating rather than a specific hypothesis. To counteract the usual unstructured approach and time/resource intensive aspects of the project, I’ll utilise Jira to create a workflow of deliverables to maintain some structure to the delivery. I’ll also need to avoid data overloading, and keeping sample sizes sensible will be imperative, when looking at the data I’ll have to assess an appropriate cut off point.
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4.1.3.1 Literature Review

Literature Review has been used as a research strategy because it helps add context to the research I’m looking to undertake, what knowledge is already there, what has been done historically and whether there are any gaps in previous research. Looking at previous research can build a picture of what resources are available to support or discredit any ideas I already have. A thorough literature review will also build the credibility of my project, as it shows I have delved deep into the subject.
4.1.3.2 Survey

A survey is one of the more efficient data collection methods both on resource and time. It’s the best method to reach large numbers of participants efficiently. For this project it’s the only method which can gather both qualitative and quantitative data simultaneously. The survey will build a picture of the culture within my organisation using standardised questions that lend itself to creating comparative and quantitative outputs, some of which to be visualised using PowerBI.
4.1.3.3 Secondary Data

Secondary data is an effective research strategy as it requires less resources to provide data and provides access to a larger sample data size. By gathering secondary data, I can compare it to the internal data gathered within the agency to conduct comparative analysis and replicate existing studies and cross reference with primary data to validate my findings. Secondary data however does rely on that data being available and of quality. 

4.1.4 [bookmark: _Toc145015648]Risks & Limitations

I have identified the following limitations involved with a project investigating internal fraudulent behaviour:
· Cost. The Development and implementation of prevention measures can be a costly exercise. Technical solutions are expensive, and even activities to improve staff awareness and training comes at a cost, both time and human resource to create, approve and distribute. To alleviate the limitation of costs, I will undertake a review of the current policies and procedures and provide recommendations.
· Resources. It will just be myself working on this project, while keeping other areas like fraud prevention and cyber security informed. Where possible, resources like current policies and procedures will be amended rather than creating policies from scratch. I will liaise with counter fraud, and other key stakeholders relating to fraud prevention for input around policies/procedures/solutions. These stakeholders should provide clarity on what solutions are possible given all constraints, minimising occasions of wasting resources and time.
· False Positive Alerts/Complexity. An automated detection system could flag transactions as suspicious when they are indeed legitimate. This is a big risk to the project, given my limited expertise in this area, so there will be reliance on assistance from counter fraud on directives for the development and deployment of a solution. If software solutions are proven too complex or too costly, I can provide recommendations to the agency based on both of those factors to implement a solution in the future.
· Employees, Collaboration and Resistance to Change. There is a culture within my organisation of being resistant to change, the implementation/introduction of new policies and/or processes might be accepted at board level, however employee compliance and acceptance of anything new ways will take time. 
Employees do generally partake in surveys, given it will be for a colleague to progress with their degree it should be well received, and I expect a larger data sample than the minimum of 20 participants I’m hoping for. If I do struggle to get responses, I will use my contact book within the organisation and persuade colleagues to partake and encourage their area to do so. A desperate measure will be sending a message via the intranet asking DVLA colleagues to partake in the survey to assist my studies.
· Data Quality. A project relating to fraud prevention relies on quality data to test the functionality, therefore I will liaise with the relevant development teams to obtain satisfactory dummy data for testing purposes. If I am unable to get the required data, I intend to search for Secondary data to help test functionality.
Similarly for my research purposes, the data collection element specifically, I will put a lot of time and effort into designing my methods, for example the questions for a survey and interview and an agenda for a focus group. Given that my findings will rely on both quantitative and qualitative data, I need to ensure the data collected is usable to provide legitimate findings.
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Having looked at the research topic, I don’t believe a fraud prevention project would lead to any potential physical harm. There are ethical issues however which could affect not only the researcher, but participants, my employer, and the university. 
Risk to Participants, include conflict of interests and possible emotional distress. To mitigate the risk to the participants I will remind them that the investigation is a hypothetical one, and their opinions are valuable as they will help shape the project, gaining their buy in and trust. By expressing their opinions on fraudulent behaviour it does cause a conflict of interest against the codes of secrecy that civil servants sign when joining the sector.
Avoiding gathering sensitive PII I’m hoping this will put their mind at ease, knowing their opinions expressed will be completely anonymous, and lead to more honest responses and more accurate outcomes.
A reminder at the beginning of both the survey and interview if required that opinions expressed won’t lead to investigations or loss of job, but if actual activity is disclosed then the participant will be informed prior that this will need to be progressed further. If any participant requires further support around the topics delved into, I am in discussions with HR around what supporting mechanisms are best to offer the participants.
The risks to the researcher and my employer include conflict of interests and negative publicity. To mitigate the risk, I am investigating potential for fraudulent behaviour rather than ongoing and/or closed cases. This will avoid any negative publicity to the organisation in my findings, focussing on improving current processes and policies which my organisation are content with.
Having already discussed the topic and my intentions with the fraud prevention team, I will approach the topic as a hypothetical question, to look at improving already robust processes and guidelines. This should prevent any negative publicity moving forward, while I will also take care to remove any PII and sensitive data from my project.
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4.1.6.1 Validity

I believe this approach is appropriate to the problem on Internal Fraud Prevention because there are set frameworks for Fraud prevention along with strategies to prevent and detect fraudulent activity. Fraud Prevention isn’t a new emerging threat, it has been for many years, the tactics I will look to improve and experiment with have been tried and tested previously. Given the motivation for fraud as defined in the triangle involve behaviours, I feel that gathering both Quantitative and Qualitative data is the best approach for a complete conclusion.
4.1.6.2 Reliability

I believe the results will be credible because there have been previous studies conducted into the various aspects of fraud prevention and their effectiveness. Given the nature of the problem combines behaviours and transactions, I feel other researchers would adopt a similar approach of combining statistical transaction data along with organisation behavioural data. 

4.1.6.3 Generalisability

Although the topic of fraud prevention is condensed down into internal fraud prevention for my project, the results can be generalised. As seen in the literature review, fraud can affect differing departments within an organisation, and organisations from different sectors. Although the data will be specific to my organisation, the results around the strategies of fraud prevention and their effectiveness is likely to be a similar finding to other organisations. 
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4.1.7.1 Data Collection

The data I’m looking to collate is Quantitative and Qualitative data. Quantitative data relating to any numerical data collected and/or analysis of that data. Techniques intended for Quantitative data include:
· Simulation modelling to test different prevention strategies for differing scenarios. 
· Survey utilising closed questions to identify statistics. (20+ Respondents)
· Data analysis of transactional data to unearth anomalies.
· Secondary data to provide large scale data I don’t have the resource to produce.
Qualitative Data relates to soft data that’s based on opinions and/or open to interpretation. Usually exploring ideas or subject opinions. Techniques intended for Qualitative data include:
· Document analysis of internal documentation, policies/protocols specifically.
· Observations of areas most likely to suffer fraudulent activities. 
· Focus group of different stakeholders providing differing views and experiences to build a picture of the organisation. 
· If further data is required, a backup plan would involve Interviews if resource constraints don’t apply.
As can be seen from the inclusion of Interviews and Focus Groups, these are further options at my disposal if I’m unable to gather sufficient data from the Questionnaires and the other methods planned. If I fail to gather sufficient Primary data, I’ll look at further Secondary data options like similar completed surveys, or if the test data I can produce isn’t sufficient I’ll look for readily available test data to test solutions.

4.1.7.2 Data Evaluation

Qualitative Data will be gathered as part of my strategies of Surveys and potentially Interviews and Focus groups. To identify patterns and trends in the data a thematic analysis can be undertaken. According to V.Clarke it is a “method for identifying, analyzing, and interpreting patterns of meaning within qualitative data.” [12]
The process of thematic analysis involves gathering the data, identifying themes within the dataset and allocating responses into the overarching themes. This can then provide a numerical output of the themes which can then be analysed, popular themes identified, and visual output created, if necessary, but the findings can be used to formulate recommendations and provide steer on potential solutions. 
Quantitative data will be gathered and generated for the project, and this data can be statistically analysed. Following the collection and analysis of the data it can be presented visually and applied to the project question of the effectiveness of fraud prevention. Depending on the data, this can provide figures around averages, mean, median and mode, as can it be visualised using bar, line and scatter graphs using PowerBI.
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Having worked within a development team as a Business Analyst for the previous 4 years I intend to adopt an AGILE development methodology for this project. According to T. Dingsøyr “At its core, agility entails ability to rapidly and flexibly create and respond to change in the business and technical domains”. [13]
I have previous experience of the Atlassian offerings, using Confluence to document my recommendations and store documentation relating to the project and Jira to manage workflow which will only be viewable by the Researcher. I intend to borrow some aspects of Feature Driven Design by creating a feature to encompass each deliverable and splitting the feature into manageable chunks of work known as user stories. 
To ensure deliverables align with the plans, I’ll prioritise the features and stories against the project timeline I’ve created so that the highest priority work is taken in to 2-week sprints, which should prevent project phases from overrunning. By working in 2 week sprints it allows me to fail fast and amend plans and/or ways of working before wasting too much time and resource.
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Other than a networked Laptop, further Hardware resource required for this project include:
- Storage, for this I’ll utilise the SAN solution already in place at the agency.
- Network infrastructure, a lot of this is set up, however I may require my own segment, and will liaise with the Networking team to set this up.
- Security Hardware, I will liaise with Cyber Security to ensure the solution doesn’t cause potential openings for cyber threats, and that it is covered by current security tactics.
- Scalable Hardware, when identifying a solution I must make sure it is able to scale with increased data volumes.
[bookmark: _Toc145015656]5.2 Software Resources

Additional Software required for the project include:
-Office Products (Word, Excel, Powerpoint, Publisher)
-Collaboration tooling, Microsoft being the agency’s tool of choice so Teams and Outlook will be used for communication purposes along with meeting needs.
-Survey Tooling (Survey Monkey)
-Confluence/Jira, this Atlassian offering will be used to manage workflow and track progress (Jira) while Confluence will be used for documentation purposes of recommendations and findings.
-Analytics and Machine Learning Framework, likely to use Python to build machine learning models
-Database Management Systems (DBMS), for this I will use MySQL as it’s the agency’s tool of choice.
-Business Intelligence tooling, PowerBI will be used to display any visualisations of data gathered as it’s the agency’s tool of choice.
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Additional information resources that will be required to progress this project include:
- Mock data taken from an online source to test algorithm
- Organisational Chart
- Further resources around the Internal Systems
- Example Test data to test solution prior to Internal Test data
- Internal Dummy data to test algorithm
- External Data if Internal Data Quality is insufficient.
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Additional Human resources required for this project include:
- My Line Manager, he has a vast experience in Data and Analytics so his experience will be useful when weighing up options.
- Minimum of 20 respondents required for a survey/questionnaire.
- Cyber Security contact to ensure any solutions are compliant with the agency’s standards on cyber safety.
- Further Participants from varying areas of the business for a Focus Group and/or Interviews if required (8+ participants) to capture further primary data.
- Counter fraud contact for advice regarding processes, policies and business rules.
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Below is a Gantt chart I have created to visualise the Project timeline. Some of the dates are TBC, including the milestone hand ins and Vivas, however this chart provides a rough estimate of timescales. Discipline will be needed to ensure phases don’t overrun and effect the timing and work required for following stages. An important stage will be the further preparation stage, although there are two other modules to complete alongside full time employment, I will look to complete some further preparatory actions to allow the project to hit the ground running from January onwards.
Figure – Project Timeline
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