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Introduction

Nowadays, networking has become very important especially in our dynamic world of digital
communication. In fact, during our project, we will understand key concepts such as IP
addresses, subnetting and even the different types of hypervisors.

These concepts will help us understand how network devices communicate with each other. We
will also cover new topics that will help us to better understand the project such as various
networking components, functionalities and even architectures and the enhancements in
Network Operating systems.

Our project will be carried out in two stages. In the first stage, we will do some research,

followed by building and deploying a virtualized network. Then, in the second stage, we will
configure and manage the virtualized network.
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I- Research

1- Hypervisor

a- Types of hypervisors

The hypervisor is an essential element of virtualization. In fact, it is a software that is used
to run multiple virtual machines on a single physical machine by efficiently distributing
hardware resources such as CPU, storage and memory among different virtual machines.

There are two types of hypervisors:
- Type 1 acts like a small, efficient and uses minimal resources operating system. It is

designed for high availability and scalability.
- Type 2 runs on any hardware supported by the host OS. (1)

e Installed directly on the top of a e Runs on any host operating
hardware (server, computer, system
supercomputer...) e Easier fo manage than Type 1
¢ A minimum level of technical hypervisor
skills is required e Less secure because issues with
e When talking about security, any other application may crash
availability and efficiency, Type host OS
1 is better than Type 2 Lower performance than Type
e High stability because no other 1 due to resource sharing with
services and applications affect other applications
the hardware Examples:
e Can be managed from any web- VMware Workstation Player
browser Sun’s VirtualBox
e Examples:
VMware ESXI
Microsoft H

Figure 1: Type of hypervisors
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VM VM VM

Win OS Lin
Type 1 Type 2 Hypervisor /
Hypervisor / BM Hosted

Figure 2: Architecture of Hypervisors

b- Architecture of hypervisors

Hypervisor type 1 is installed directly on top of the physical server’s hardware, without an
operating system or any software layer in between. The kernel determines how the hypervisor
interacts with hardware and manages system resources.

Hypervisor type 2 is hosted on the operating system and runs on that layer as another software
to enable virtualization. (2)

c- Hardware requirements

For type 1:
- Minimum 2 Gb of RAM
- Network card
- SSD disk, minimum 25 GB of storage

For type 2:
- Any processor with x86 architecture only
- Asupported host OS
- Minimum of 2 Gb of RAM

d- Advantages of hypervisor
A type 1 hypervisor delivers the best performance for VMs and their workloads because it
directly accesses the computer’s hardware resources. Moreover, this type of hypervisor

efficiently control CPU and memory, allowing demanding operations to run smoothly without
experiencing delays.
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With a type 2 hypervisor, there is no need to install a separate software package. Additionally,
the interfaces are designed to be easily handled by beginners. (3)

e- Scalability and security of hypervisor

Type 1 hypervisors can handle large-scale deployments, supporting hundreds of virtual
machines on a single physical server. This type of hypervisor offers enhanced security features
by operating directly on hardware. Thanks to its architecture, type 1 hypervisor can operate in
node groups or clusters.

Type 2 hypervisor inherit vulnerabilities from their host, making them less suitable for high-
security applications. The security of a type 2 hypervisor depends on the security measures of
the host system and is not fully customizable. (4)

f- Different types of hypervisor solutions available in the market

VMware vSphere:
- High availability
- vMotion: technology that enables live migration of a virtual machine from one physical
server to another without any downtime.
- vSphere Data Protection: used for backup and restore virtual machines

Oracle VirtualBox:
- Simplify software distribution: distribute applications inside a VirtualBox
- Works on different host OS platforms
- Has an extremely modular design with well-defined internal programming interfaces.

)
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2- 1P addressing
a- Meaning and functionality

Every computer network uses a unique IP address to communicate with other computers,
websites and all part of cyberspace. Thanks to their IP address, computers could contribute to
finding data or content by making every machine easily identifiable. When a request is sent, the
device divides the data into packets. These packets travel through a series of routers and
switches and finally reach its destination. (6)

b- The Role of Routers and Switches in Data Transmission

A router is a networking device that forwards data packets between different computer
networks.

Once the packets are created, they are sent over the Internet through many switches and routers.
Thanks to the routers, data can easily find their path between all the different networks. So,
routers make sure that web traffic gets to the appropriate device. A switch connects devices
within same network. Unlike routers, switches use MAC

addresses to sends data to the appropriate device. (7)

c- Structure and representation of IPv4 and IPv6 addressing
IPv4, known also as Internet Protocol Version 4, is the First Internet Protocol to be deployed. It
uses a 32-bit address system, allowing for approximately 4.3 billion unique addresses. It is

expressed in dotted-decimal notation and is separate by periods. IPv4 address is divided into
two parts for subnetting purpose into network and host field.

195.34.23.7

11000011.00100010.00010111.00000111

Network field Host field

32 bits

Figure 3: Structure of IPv4
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In the early 1990s, the Internet Engineering Task Force started to worry about the issues of [Pv4
and began to look for a replacement.

IPv6, or Internet Protocol Version 6, has been developed based on the using of [Pv4. It uses a
longer 128-bit addressing system and they are represented in hexadecimal format, divided by
colons. It provides therefore a larger address space than the IPv4 address. It represented as eight
groups of four hexadecimal digits, separated by colons. (8)

2002 :db8 :0000 :0000 :0000 :8a3f :0362 :7897

2002 :db8 ::8a3f:0362 :7897

128 bits

Figure 4: Structure of IPv6

d- Concept of Subnetting

Subnetting is a method used to split a single IP network into multiple smaller networks. This
method boosts security and make it easier to manage the network as routing works more
efficiency.

Subnetting separate the network portion and the host portion, allowing a single IP network to
be divided into multiple subnetworks. Subnetting enhances network performance optimization
by reducing routing table complexity and improving address allocation efficiency. (9)
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3- Routing
a- Fundamental concepts of routing protocols

A routing protocol is a software designed to enable routers to exchange routing information,
allowing them to determine the best routes between any two nodes on a computer network. The
main purpose of a routing protocol is to identify networks destinations.

They first determine all available paths that data can follow to reach its destination. Then, they
assess theses paths by considering factors such as speed and congestion. And when a path
become congested, routing protocols adapt dynamically and find new best paths. (7)

b- Key differences between static and dynamic routing protocol

Static Routes define an explicit path between two networking devices. Unlike a dynamic routing
protocol, they are not automatically updated and must be manually reconfigured if the network
topology changes. Also, they use less bandwidth than dynamics routing protocols.

However, the main disadvantage of static routing protocols is the lack of automatic
reconfiguration if the network topology changes.

Dynamics routing protocols are used by routers to automatically share information about the
reachability and status of remote networks. It is more complex than static routing protocols
because it creates more possible routes to send packets across the network and, they consume
more bandwidth than static routing. (7) (10)

Static routing Dynamic routing

Easy to configure and manage No need for manual route

on smaller networks calculations or management
Easy to configure on sub New routes are automatically
networks added

More secure Extremely adaptable

Hard to manage on larger Need some initial setup to
networks function properly
The routers must be updated Less security

manually if there is a change in Requires more bandwidth
the network

Figure 5: Static Routing vs Dynamic Routing

AL MUTWALY Nour 10



c- Exploring Real-World examples of Routing Protocol Deployment in Real-Time
network: Benefits and Challenges (8)

BGP (Border Gateway Protocol) is the routing protocol used on the Internet to route traffic
between different autonomous systems.

Akamai, which is one of world’s leading content delivery network providers, uses this type of
protocol to provide users with a path that is closer to the data center, ensuring fast access to
content with minimal delay. BGP can scale to hundreds and thousands of routes, making it the
most scalable routing protocol ever developed. However, information exchanges may fail if the
data is improperly formatted. Routers could also be slow and run out of storage. (12)

EIGRP (Enhanced Interior Gateway Routing Protocol) is a dynamic routing that allows routers
to automatically exchange routing information.

Coca-Cola is an example of a large retail chain that use EIGRP for efficient routing across its
network. This enterprise has many stores spread across the country, so it requires a network
capable of managing communication between its head office, distribution centers, and store
locations. It is an advanced protocol that helps in configurations n a computer network. While
it can be easy to configure, it can be very difficult to manage it. (11)

4- Network Services
a- VPNs

The Virtual Private Networks (VPNs) is an encrypted connection from a device to a network
over the Internet, ensuring that data is safety transmitted.

VPNs secure communication and protect against threats. It can also help maintain user privacy
and anonymity online.

Some of the best practices of VPNs include first choosing an VPN that uses strong encryption
protocols to defend data against hackers or unauthorized access. Then, it is crucial to hide the
IP address and routing the traffic via a remote server. (13)

b- DHCP

DHCP is a network management protocol that automatically assigns an IP address to devices
or nodes on a network, enabling them to communicate via IP. It automatically assigns new IP
addresses when devices move, eliminating the need for manual configuration or reconfiguration
by networks administrators.

The key features of DHCP are the following:

- It monitors all IP addresses to the network to ensure no two devices share the same one.

- Itassigns IP addresses only when necessary and reclaims them when devices disconnect

from the network.

- It provides extra information, such as the subnet mask and DNS server addresses.
Also, DHCP can allocate IP address ranges carefully to prevent conflicts and ensure enough Ips
for all devices. It can also involve setting up DHCP failover or multiple servers to maintain IP
address assignment if one server fails. (14)
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c- Active Directory Domain Services

An Active Directory Domain Services (AD DS) is a directory service that runs on Microsoft
Windows Server that enables users to authenticate and access resources on the network.
This service serves especially for authentication and authorization. It usually checks the
user ID and password of the user, and it allow each user to access only the data they are
allowed to use.

Some of the AD DS best practices are:

- Keep the number of privileged users to a minimum

- Protect account with administrator privileged

- Use a strong password on service accounts (15)

d- Certificate Authorities

A Certificate Authorities (CA) is a company or organization that provides digital certificates to
verify the identities of websites, email addresses or even companies. It also helps protect online
communication by issuing certificates that enable encryption, ensuring that data remains
private. (16)

II- Technical documentation

1- Choice of the Hypervisor

For this coursework, I have decided to use a type 2 hypervisor, Oracle VM VirtualBox, for
several reasons.

One of the main reasons I chose this hypervisor is that it is easy to install and manage. Installing
this type of hypervisor does not require any skills unlike a type 1 hypervisor. It is exactly the
same as installing a software application on a computer. So, there is no need for complex server
setups and to have a strong base knowledge in hypervisors. Any beginner can use a type 2
hypervisor, whereas a type 1 hypervisor requires much expertise.

It is loaded in an OS running on a hardware so that why sometimes it has a slow performance
because it relies on the host OS. (17)

Even though a type 1 hypervisor is known for its better performance, security and reliability, I
chose a type 2 hypervisor because it is cheaper. Generally, a type 2 hypervisor is more affordable
than a type 1 hypervisor because it does not require advanced features such as a specialized
infrastructure. For this project, we have used VirtualBox Oracle, which is free, making it the
perfect choice for type 2 hypervisor, as it saves a lot of money.(18)

Moreover, a type 2 hypervisor is known for its flexibility and combability. It supports a diverse
selection of guest operating system such as Linux, Windows and MacOS. This will be very
useful for our next Coursework, as we have to manage different network services.

Also, we can do snapshots on VirtualBox, so it makes troubleshooting easier.

To save all the virtual disk files, we can move them to a drive, which can be very useful,
especially for beginners who are unfamiliar with VirtualBox.
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Finally, this is why I have chosen a type 2 hypervisor. Even though a type 1 hypervisor has
many advantages, a type 2 hypervisor is still the best choice, especially for beginners.

2- Download and setup

First, we had to install the VirtualBox on the computer.

3 VirtualBox Home Download Documentation ~Community (@

Download VirtualBox

The VirtualBox Extension Pack is available for personal and educational use on this page under the PUEL license. The VirtualBox Extension Pack is also
available under commercial or enterprise terms. By downloading, you agree to the terms and conditions of the respective license.

VirtualBox Platform Packages VirtualBox Extension Pack
VirtualBox 7.1.6 Extension Pack

V/ ([

VirtualBox 7.1.6 platform packages

ﬁ Windows hosts This VirtualBox Extension Pack Personal Use and Educational License governs

v your access to and use of the VirtualBox Extension Pack. It does not apply to

B macos / Intel hosts the VirtualBox base package and/or its source code, which are licensed

macO0S / Apple Silicon hosts under version 3 of the GNU General Public License “"GPL").

[ Linux distributions

KY Solaris hosts

K Solaris 11 IPS hosts VirtualBox Pack Use and License
(PUEL)

Platform packages are released under the terms of the GPL version 3

See our FAQ for answers to common questions.

Change Log File Checksums User Guide

Listof changes | CLAACC ~hasbeime MR shasbeime Hlmnn Fuiida IBACY  §lmas Fuida (UTMI

Figure 6: Screenshot of the Installation of VirtualBox

The main objective of this coursework is to connect the LAN SWANSEA to the LAN
CARDIFF. In other words, Windows machines are connected to the LAN SWANSEA and the
LINUX machines are connected to the LAN CARDIFF. Each operating system is connected to
its respective network and only the Windows Server 2022 and Debian servers are connected to

the external network.

The diagram below illustrates the topology, including the IP addresses assigned to each
operating system.
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LAN SWANSEA

86.24.33.1 (/30) 192.168.10.1 (/24)

S-DC

External 192.168.10.10
Network

Windows 11

86.24.33.2 (/30) 172.22.30.1(/24) 172.22.30.10

LAN CARDIFF

Figure 7: Topology of the network

To install the Type 2 hypervisor on VirtualBox, we started by downloading the Windows Server
2022, S-DC. After taping Windows Server 2022 Evaluation in the browser, we downloaded 64-
bit ISO edition.

In VirtualBox settings, we allocated 8000 MB of base memory and 4 processors, as this server
requires a good amount of memory to run efficiently without overloading the host machine.

B® Microsoft Evaluation Center Windows «  Windows Server ~  SQL Server System Center ~  Microsoft Security ~  Additional products + All Microsof ft
]

Please select your Windows Server
2022 download

English (United States)

Iso VHD Try on Create a VM in
downloads download Azure Azure
64-bit 64-bit Learn Learn more >

edition edition more

Chinese (Simplified)
Iso
downloads
64-bit
edition

French
Iso
downloads
64-bit

Figure 8: Download of Windows Server 2022
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Then, we set only 2 adapters both named “Internal Network™.
In the System, we unchecked the floppy box and reversed the Optical and Hard disk box.

C':} s-dc - Settings

Basic M Search settings
@ General LE
System
@ Display Attached to: | Internal Network

Storage Name: | External

Adapter Type: Yol PROJIGIIIT e sh g (SPAI
(D:J Audio :

Adapter1  Adapter2 =~ Adapter3  Adapter4

Promiscuous Mode: | Deny
L__|'1 Network MAC A

£ Serial Ports Cable Connected

& usB

Serial Ports
[ Shared Folders

Port 1 Port 2
lf‘ User Interface

Cancel

R Type here to search
Figure 9: S-DC Settings Adapter 1

¥

Network
@ General

Adapter1  Adapter2 = Adapter3 = Adapterd
System
@ Display Attached to: | Internal Network

Storage Name: | LAN SWANSEA

Adapter Type: |t PROJIIIT IR ctp (BISAVEN)
@p Audio

etwork Adapter

Promiscuous Mode: | Deny
=
MAC Addres

@ Serial Ports Cable Connected

@ uUsB

[] Shared Folders

Serial Ports

Port 1 Port2 Port 3 Port4

[] userinterface ik oo

5:42 PM

& 3/3/2025 -

Figure 10: S-DC Settings Adapter 2
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After doing this, we run the Virtual machine, and we had to check boxes such as the language.
Then we selected Windows Server 2022 Standard Evaluation (Desktop Experience) because it
is the best option for beginners, as it is easier for users to interact with the system and then we
chose the Custom option. After that, the Installation began.

Then we had to install the Windows Client (Windows 11).

. A
=' Microsoft | Software Download Windows «  Windows Insider Preview « All Microsoft «  Search O Signin :\R‘/‘

Download Windows 11

(Current release: Windows 11 2024 Update | Version 24H2)

There are 3 options below for installing or creating Windows 11 media. Check out each one to determine the best option for you.

Before installing, check the Windows release information status for known issues that may affect your device. If you're running a prior version of Windows, see the Upgrade to
Windows 11:FAQ for additional information.

Windows 11 Installation Assistant

This is the best option for installing Windows 11 on the device you're currently using. Click Download Now to get
started.

Note: Wind 1" llati i doesn’t run on Arm-based PCs; it only works for x64 processors.

> Before you begin using Installation Assistant

Download Now

Figure 11: Download Windows Client (Windows 11)

For the Client Windows, we had to use just one adapter. And on the settings, we have put 4GB
of Memory and 2 processors.
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| General
System
] oisplay
Srrre
(DJ Audio

Network

Adapter1  Adapter 2

ork Adapt

Attached to:
Name:
Adapte

ype

Promiscuous Mode:

U’j Network

£S5 serialPorts
(5 use

[] Shared Folders

MAC Address.

Serial Ports

Port 1 Port 2 Port

‘f‘ User Interface

Search settings
Adapter3 = Adapter4
er

Internal Network

LAN SWANSEA

Vatel PRIOJCOG T e skeap (S2580EVY
Deny
08002777AASC

Cable Connected

Port 4

3

Cancel

17:43
03/03/2025

Figure 12: Windows 11 Settings Adapter 1

After downloading all Windows, we have to download and setup Linux.
For Debian, we have decided to take the complete installation even though we could get the
small installation. We have use 4GB for the Memory and 4 processors.

@ Blog Micronews Planet

Search

debian / download debian

Download Debian

This page has options for downloading and installing Debian 12.9.0, the stable release.

« Download mirrors of installation images

« Installation Manual with detailed installation instructions
« Release notes

« I1SO images for Debian testing

« Verifying authenticity of Debian images

Download an installation image

« Asmall installation image: can be downloaded quickly and should be recorded onto a
removable disk. To use this, you will need a machine with an Internet connection.

=0 64-bit PC netinst iso, 32-bit PC netinst iso, 64-bit PC netinst torrents, 32-bit PC netinst torrents

« Alarger complete installation image: contains more packages, making it easier to
install machines without an Internet connection.

= 64-bit PC DVD-1 iso, 32-bit PC DVD-1 iso, 64-bit PC torrents (DVD), 32-bit PC torrents (DVD)

Buy CDs, DVD B sticks from a vendor of D

installation media

Many of the vendors sell the distribution for less than US$5 plus shipping (but not always
internationally).
Here are the basic advantages of CDs:

Try Debian live before installing

You can try Debian by booting a live system from a CD, DVD or USB key without installing
any files to the computer. You can also run the included Calamares Installer. Only available
for 64-bit PC. Read more information t this method.

=/ Live Gnome, Live Xfce, Live KDE, Other live ISO, live torrents

Use a Debian cloud image
An official cloud image, built by the cloud team, can be used on:

« your OpenStack provider, in gcow2 or raw formats.

64-bit AMD/Intel (qcow2, raw), 64-bit ARM (qcow?, raw), 64-bit Little Endian PowerPC (qcow?, raw)

Figure 13: Download Debian
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And finally, we have download Ubuntu which is the Client of Debian.

€ Downloads Desktop  Server  Core

Download Ubuntu Desktop

Ubuntu 24.04.2 LTS

The open source desktop operating system that powers millions of PCs and laptops
around the world. Find out more about Ubuntu's features and how we support
developers and organisations below.

Discover Ubuntu Desktop Check out the blog »

term support — which means five years of free security and maintenance updates,
extended up to 12 years with Ubuntu Pro.

Download 24.04.2 LTS 5.9GB

For other versions of Ubuntu Desktop including torrents, the network installer, a list of
local mirrors and past releases check out our alternative downloads.
What's new System requirements How to install
@ New Desktop installer with support for autoinstall
@ New App Center and Firmware Updater applications
@ GNOME 46 with support for quarter screen tiling

@ Advanced Active Directory Group Policy Object support for Ubuntu Pro users

Figure 14: Download Ubuntu

3- Configure IP Addressing

Once all the Windows and Linux systems were installed and configured, we needed to configure

the IP addresses of each system.

For the Windows Server 2022, we ran the virtual machine and entered the command “ncpa.cpl”
to access to the two Ethernets connections. Then, we configured the IP address in the network
connection panel in windows, as shown in the photo below.
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¥

Recycle Bin

» @' <« Network and Internet > Network Connections

Organize v Disable this network (1=

Internet Protocol Version 4 (TCP/IPv4) Properties
General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(O Obtain an IP address automatically
(@) Use the following IP address:
IP address: 86 .

24.33.1

255 . 255 . 255 . 252

Obtain DNS server address automatically

(@ Use the following DNS server addresses:

Subnet mask:

Default gateway:

Preferred DNS server:

Alternate DNS server:

[validate settings upon exit

L Type here to search

{ General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
,  for the appropriate IP settings.
(O Obtain an IP address automatically
(@ Use the following IP address:

IP address: 192.168 . 10 . 1

255 .255.255. 0

Obtain DNS server address automatically

Subnet mask:

Default gateway:

(®) Use the following DNS server addresses:
Preferred DNS server:

L - ]
L. . -]

Alternate DNS server:

[validate settings upon exit Advanced...

Cancel

Figure 15: Configuration of IP addresses Windows Server 2022

Based on information from Wikipedia, we can find a wide range of IP addresses that can be

used. According to the available address ranges, we assigned IP addresses to each operating
system. (19)

T~ Qi:-' <« Network and Internet >

N

Disable this netw( [l Febommcs Seasc
17 -

Network Connections Search Network Connections

Organise v

: \ Ethemnet

= Unidentified network
S Intel(R) PRO/1000 MT D¢

~ 0 @

e
Networking

oy
d Internet Protocol Version 4 (TCP/IPv4) Properties

General

Th You can get IP settings assigned automatically if your network supports

this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(O Obtain an IP address automatically

© Use the following IP address:

1P address: [192.168. 10 . 10 |

Subnet mask:

[[255 . 255 .255. 0 |

Obtain DNS server address automatically

Default gateway:

© Use the following DNS server addresses:
Preferred DNS server: [192.168. 10 . 10

Alternative DNS server: ‘ 8 .8 . 8 ‘

() validate settings upon exit Advanced...

litem  1item selected

Cancel

17:32
EE O search

03/03/2025

Figure 16: Configuration of IP addresses Windows 11

AL MUTWALY Nour 19



Mar 3 17:40

Settings = Network

Network -

Cancel Wired
Bluetootf
Details Identity IPv4 IPV6 Security

Displays

IPv4 Method Automatic (DHCP) Link-Local Only

emi o Manual Disable

Power Shared to other computers

Multitaski Addressas

Appearan
172.22.30.10 255.255.255.0

Ubuntu D

i Apps
L Notificati

Search

Online Accounts

Sharing

Figure 17: Configuration of IP addresses Ubuntu

Auto capture keyboard ...

o &) G @ 3] right Ctrl
17:38
03/03/2025

Figure 18: Configuration of IP addresses Debian
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4- Test and Troubleshoot

Once we configured all the IP addresses for each operating system, we tested the connectivity
by pinging the IP addresses.

First, to allow ping request, we needed to enable the firewall, as shown below.

@ Windows Defender Firewall with Advanced Security — O X

File Action View Help
e | nH = HE

@ Windows Defender Firewall wit] B e L0 Actions

Inbound Rull ~
&3 Inbound Rules Name Group Profile  Enabled  Action * || Inbound Rules =
Outbound Rules

Connection Security Rules & Core Networking - Internet Group Mana... Core Networking All Yes Allow &l NewRule...
%, Monitoring @ Core Networking - IPHTTPS (TCP-In) Core Networking All Yes Allow T Filter by Profile »
9 Core Networking - IPv6 (IPv6-In) Core Networking All Yes Allow
@ Core Networking - Multicast Listener Do...  Core Networking All Yes Allow Y Filter by State 4
& Core Networking - Multicast Listener Qu... Core Networking All Yes Allow Y Filter by Group »
£ Core Networking - Multicast Listener Rep... Core Networking All Yes Allow View »
9 Core Networking - Multicast Listener Rep... Core Networking All Yes Allow T
£ Core Networking - Neighbor Discovery A... Core Networking All Yes Allow & i
£ Core Networking - Neighbor Discovery S... Core Networking All Yes Allow = Exportlist..
@ Core Networking - Packet Too Big (ICMP... Core Networking All Yes Allow Help
0 Core Networking - Parameter Problem (l.. Core Networking All Yes Allow
@ Core Networking - Router Advertisement... Core Networking All Yes Allow Sclected ttems =
I} & Core Networking - Router Solicitation (IC... Core Networking All Yes Allow O EnableRule
@ Core Networking - Teredo (UDP-In) Core Networking All Yes Allow ‘% Cut
@ Core Networking - Time Exceeded (ICMP... Core Networking All Yes Allow
Core Networking Diagnostics - ICMP| i Private... H| Copy
Enable Rule
Core Networking Diagnostics - ICMP| i Domain K Delete
Core Networking Diagnostics - ICMP Cut gnostics  Private.. No Allow Help
Core Networking Diagnostics - ICMP Copy gnostics Domain  No Allow
/] Delivery Optimization (TCP-In) Delete 1 All Yes Allow
9 Delivery Optimization (UDP-In) 1 All Yes Allow
) Desktop App Web Viewer Help swer All Yes Allow
9 DAL protocol server (HTTP-In) DIAL protocol server Private Yes Allow
@Al protocol server (HTTP-In) DIAL protocol server Domain  Yes Allow
Distributed Transaction Coordinator (RPC) Distributed Transaction Coo... All No Allow
Distributed Transaction Coordinator (RPC... Distributed Transaction Coo... All No Allow
Distributed Transaction Coordinator (TCP... Distributed Transaction Coo... All No Allow
File and Printer Sharing (Echo Request - |...  File and Printer Sharing All No Allow
File and Printer Sharina (Fchn Reauest - 1. File and Printer Sharina All No Allow N
< >|| < >

5:35 PM

L Type here to search ' : 2 & s 3/3/2025 ~

Figure 19: Screenshot of the Firewall
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Recycle Bin

¥ Administrator: Command Prompt

16.10

5:37 PM

& dx 3/3/2025 -

Figure 20: Pinging from Windows Server 2022

As shown in the photo above, we received a response from Windows 11 and Debian, but not
from Ubuntu. This indicates that Windows Server 2022 is successfully connected to both
Windows 11 and Debian.
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ﬁ

[&s] Command Prompt

rosoft Windows [Version 10.0.26100.3194]
Microsoft Corporation. All rights reserved.

Pinging 192.168.10.1 with 32 bytes of data:
Reply from 192.168.10.1: bytes=32 time<lms TTL=128

| Ping statistics for 192.168.10.1:
Packets: Sent = 1, Received = 1, Lost = © (8% loss),
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = @ms, Average = Oms
Control-C

2C
C:\Users\Nour>ping 86.24.33.2

Pinging 86.24.33.2 with 32 bytes of data:
Reply from 192.168.10.10: Destination host unreachable.

Ping statistics for 86.24.33.2:
Packets: Sent = 1, Received = 1, Lost = @ (8% loss),
Control-C
2C
C:\Users\Nour>ping 172.22.360.10

Pinging 172.22.360.10 with 32 bytes of data:
Reply from 192.168.10.10: Destination host unreachable.

Ping statistics for 172.22.360.10:
Packets: Sent = 1, Received = 1, Lost = © (8% loss),

= - ~ T = 17:33
- am Searc L O - C B8 g A B 03/03/2025

Figure 21: Pinging from Windows 11

As shown in the photo above, we received a response only from Windows Server 2022. Debian
and Ubuntu are unreachable so the pinging test is correct.

For the OS Debian, we have only 2 interfaces.

e UNKNOHN ip default glen 1006

up default glen 1600

up default glen 1000

Figure 22: Interfaces Debian
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As shown in the photo below, only Ubuntu and Windows Server 2022 are responding. The
Windows Client is unreachable, so the ping test is correct.

of data

from 172.

1845ms

) . v data.
icmp b =5 i o 3] time=6

icmy 2 tt time=6.275

iomesnourd p
Metwork 1
‘nour#
Anourg
GMT

Figure 23: Pinging from Debian

Finally, only Debian is connected to Ubuntu. The ping test is also correct.

Mar 3 17:41

1 nour@ubuntu-cardiff: ~

To run a command as administrator (user "root"), use "sudo <command>".
See "man sudo_root" for details.

:-$ ping 172.22.30.1
PING 172.22.30.1 (172.22.30.1) 56(84) bytes of data.
64 bytes from 172.22.30.1: icmp_seg=1 ttl=64 time=1.21 ms
(&
- 172.22.30.1 ping statistics ---
1 packets transmitted, 1 received, 0% packet loss, time Oms
rtt min/avg/max/mdev = 1.211/1.211/1.211/0.000 ms
:-$ ping 86.24.33.1
ping: connect: Network is unreachable
:-$ ping 192.168.10.10
ping: connect: Network is unreachable
:$ ping 192.168.10.1

ping: connect: Network is unreachable

~$ l

Figure 24: Pinging from Ubuntu
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III- Personal and Technical Reflection

1- Technical Reflection

During this coursework, I encountered some challenges, especially during the Task 2.

First, after downloading all the operating systems on VirtualBox and powering off the
virtual machines, some of the files became inaccessible. I uploaded the files to OneDrive,
but I copied and pasted them incorrectly. As a result, all the files were deleted from the
VirtualBox and I had to restart the download and setup process multiple times.

2- Personal Reflection
Before doing this Coursework, the concept of networks and IP addresses was completely

unfamiliar to me. But thanks to this project, [ was able to reinforce my knowledge and develop
new skills.
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