


Table of Contents
Introduction	1
Implementation	1
Database	1
Data Transfer	2
Security	2
Login	2
Password Hashing	2
SQL Injection	3
Searches and Queries	3
Graphs	3
Conclusion	3
References	4

[bookmark: _Toc33790491]Introduction
Throughout development it was important to ensure all aspects were planned to make the solution a successful one. The areas of implementation which complete the project are discussed below, categorised into the following sections; database, security, searches and queries, and graphs.
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The first element that needed to be developed was the database, so that values collected by the sensors could be stored into the database, in a structured format, rather than in a flat file. Appropriate data types and lengths needed to be decided for each column, the below table illustrates this for both tables in the rainfall database; credentials and rainfall_data.
	Column
	Data Type
	Length
	Table

	Id
	Int (Auto-increment)
	255
	Rainfall_data

	Rainread
	Int
	3
	Rainfall_data

	DT
	Timestamp
	timestamp
	Rainfall_data

	sensor
	Int
	1
	Rainfall_data

	CredID
	Int (Auto-increment)
	3
	credentials

	Username
	Varchar
	25
	Credentials

	Password
	varchar
	255
	Credentials

	Userlevel
	Int
	1
	credentials



As can be seen in the table, most lengths for columns are quite low, the reason for this is to make the database more efficient and to save disk space over time by not reserving space that isn’t required. One such example of this is “rainread” having a maximum length of three, this is because the maximum required will not be larger than three, CNN state that in “sub-tropical Hong Kong, the most severe black rainstorm signal will be hoisted if the rainfall exceeds 70 millimeters (2.75 inches) in an hour” [1], this shows than there will not likely be a value of over one hundred but never a value of one thousand. Therefore, rainfall would not increase by over eight hundred millimetres so a length of three is fine. On the other hand, the password field in the credentials database is a length of two hundred and fifty-five because this allows for passwords to be hashed in the future with high level algorithms.
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After creating the database, the next feature required was the data transfer from text file into the database. Without first transferring data from the text files into the database the whole web interface would have no data to display. 
To transfer data, three values were read into an array containing the name of the three files to collect data from. This array was then called upon within a counted loop, the loop counting for three times, as there were three files. Code within the loop created a connection to the file, then read all data from the file. Data was then trimmed to clean the line break, into three values which were to be put into the database using the ‘INSERT INTO’ SQL command. Lastly data needed to be cleaned from the file once read to ensure duplicate values were not inserted into the database after already being imported. 
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Security is pivotal and must be considered when designing and building the rainfall reading configuration, the following considerations have been made and are discussed below in further detail:
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A working login is the first aspect of security used within the rainfall reading page. A separate table has been setup in the rainfall database, which stores credentials for users which have been granted access to the database. A login page is presented to users of the site, then a second page “checklogin.php” checks the credentials entered against those found in the database of users. If user is authenticated, they are then shown the home page of the rainfall page and a session is started with their username. However, if they cannot be authenticated against credentials in the credential table then they are greeted with an error message and a link to the login page. 
 A second level of authentication was also implemented on the page where users can be registered. On ‘admin’ users were allowed access to register new users onto the system to have logon rights. This was done by creating the column ‘Userlevel’ in the credentials table, this column stored values of either ‘5’ or ‘1’ for a user, level five is an admin, level one is a standard user. Values in between one and five could be filled in further down the line if certain users required additional rights, but not full admin; such as amending records in the database.
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[bookmark: _GoBack][bookmark: _Toc33790498]During development password hashing was researched extensively, in basic terms; “A password hash is a cryptology encoded string version of a user or system password” [2]. Initially passwords were hashed using the function “password_hash”, the hashing of password worked successfully, placing hashed passwords into the database. However when trying to use the reverse function, “password_verify”, to confirm passwords entered by users were the same as the password stored in the database the function was unable to return a true value back despite the password being the same that was entered before being hashed. Therefore, this was removed.
SQL Injection
SQL injection is where somebody is able to exploit a database system by entering commands into text fields, which are then inserted into queries in the backend and  ”alters existing SQL commands to expose hidden data, or to override valuable ones, or even to execute dangerous system level commands on the database host.” [3].
To avoid SQL Injection attacks, the only fields available on the form to filter data readings were radio buttons or a date. By only allowing data to be entered that is going to be of a certain format, it prevents malicious users entering queries that could modify data incorrectly. However, on the front end of the database the username and password box should have used prepared statements to also prevent against SQL Injection attacks.
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The searches used to collate and present data from the database was completed using if statements which could filter on date, sensor, or a combination of data and sensor. The if statements captured input for the filter from by checking if form fields were filled in. for example:
 if (!empty($_POST["sensor"])) {
    $sensor = $_POST["sensor"];
    $query = "SELECT * FROM rainfall_data WHERE sensor = '$sensor'";

 The above code checks if the sensor value is not empty, if not then it means a value has been inputted. This then changes the SQL query to collect data to search where the sensor column is equal to the value entered by the user in the search.
Another query used to collect data from the database is:
"SELECT * FROM `rainfall_data` order by rainread DESC limit 5";

The above query collects the top five highest rain readings. The query orders results by ‘rainread’ and limits the amount of results to 5. The data collected is then presented on the main home page, this would be useful of users to quickly notice if rainfall had picked up at a certain location where one of the sensor is based for example, further down the line an alert could be sent if the top five readings were all from the same sensor.
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The graphs presented on the site are each created using a separate php page, with an individual query to collate the correct data. Graphs were created using phpMyGraph5.0. phpMyGraph5.0 is included at the top of the page used to create the graph, then data is collected via a query and cleaned to take out spaces using function (ob_clean), then inputted into a data variable. Values are hardcoded into a configuration variable, including details such as size (height and width). Both data and configuration variables are then used to fill the graph and produce as an image. Each php page used to generate a graph is then included onto the main graph page as an image link.
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Overall the solution developed is fit for purpose and allows users to view and filter rainfall data, however there are certain features previously mentioned that could be improved upon. The main area of improvement being prepared statements being used for the username and password input box, at current there is a weak link that could be exploited.  
Another security feature that was looked at was password hashing, as previously mentioned there were issues implementing the two functions regarding hashing, but this would be investigated further and added into a future release at It provides for a more robust system.
Another area to be improved would be the aesthetics of the site, elements such as forms and possibly the background could be changed to a different colour scheme to be more easily interpreted for all users, including those with some form of visual impairment.
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