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Introduction

Globalisation, technology and the internet have emerged as the most significant forces
influencing humans. The secure connection among these three makes them operate as one
unstoppable force. Judging by popularity, the internet seems to cause a much higher impact on the
lives of people. This is because of the current information era where nearly every information is
accessible through devices such as smartphones, tablets, and iPhones. The internet contains content
in the form of web pages. A typical example is when an internet user accesses the content of a web

page generated by a server application.
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Structure of the 3-tier web hosting.

A 3-tier web service hosting would consist of three tiers or layers: the client tier also called
presentation tier, the application tier and database tier [1].

presentation Layer

Java, NET, ca Python, Ces

Application Layer

Data Layer

Figure 1: 3-tier web hosting [2] [3]
“3-tier web hosting cluster”

It is often considered that both cloud computing and cloud services played major roles in current

and new web application hosting environment. Mainly driven by the requirement of web applications and
some of the great characteristics of could services like elasticity and scalability [1].
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Nabil Ouzahra

Page 2|7




The unique structure of the 3-tier web architecture is designed to allow great flexibility and
higher level of security for every service level, at the level of web application there is a big increase
of performance because the tasks are shared between servers and high security is applied across
the 3 layers.

The first key element on this web service would be the user interacting with the web application
using different systems and a variety of devices. For this process to take place many services play
great roles to achieve successful and secure interaction.

In this part, details of the 3 tiers components:

Nabi

Front or “Edge” service

DNS server: Domain Name System (DNS) help to translate URL text to an IP
address so that the client successfully manages to communicate with the Web
server.

Content Delivery Network: by deploying a good number of geographical
distribution systems servers to serve many users so that the service is highly
available and reduce latency.

Firewall: provide good level of security to the network traffics in and out, they
could be hardware or software in an operating system.

Load balancer: they distribute the network traffic across the resources to
achieve high throughput, reduce the latency and achicve high reliability. they
can be used either locally or globally.

Web Service Tier

This is achieved using some Program logic on the web service tier to generate

dynamic web content, applications and web servers can take different forms
depending on objective, either integrated or separated by load balancers.

1.

Web Application Servers: their primary role is to return resources like web
content or images when responding to a HTTP request, they could also support
clustering, high availability and auto scaling.

Cache: helps to reduce latency to the client requests by storing temporary data
sent by the web application server.

Files Repositories: they are applications or devices that allow access to files
repositories, so they can be deleted, retrieved or stored.

User Directory: this is where all credentials and user IDs are to access the web
servers, applications servers and database.

Transformation and Connectivity
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The primary role of this service is to establish a secure connection between all
the systems within the enterprise, also it allows filtering, collecting and modifying
of the data moving across the web components. It also includes these capabilities:

1. Enterprise Secure Connectivity
2. Transformation
3. Enterprise Data Connectivity

API Management

These API management functionalities help to advertise all services available
that the application can access, they offer API discovery and catalogs.

1. API Discovery/Documentation: This allows mobile developers finding APIs
and using them in secure mode.
2. Management: They deliver a management view to the API usage.

Service tier

1. Enterprise user directory: This is where security data is stored, these information
support authentication, authorisation and personal data.

2. Enterprise data: These will include the records of the enterprise applications as
well as all the metadata.

Security across the 3 tiers

It is fundamental that every business need to have good security implemented
across their entire IT infrastructure regardless if it is local or cloud based, the aim is to
achieve data confidentiality, data integrity. high availability and achieve industry
compliance.
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Evaluation of 3-tier web hosting clustering strategy.

The clustering strategy for a 3-tier web hosting can vary depending on the type of service
provided, the size of the enterprise hosting it. the potential number of users and the type of data
dealing with it. The design should always serve its purpose.

For example, small business web hosting will be very different from large corporate, when
dealing with big names like Facebook or Bloomberg, engineers start to deal with farm servers
not single ones [4].

The aim of using this strategy is to provide high availability, good scalability, high level of
security and good redundancy.
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Figure 3: Topology of these 3-tier web hosting clustering strategy

In this model we will apply load balancing [5] between the top layers, clients and
application layer, this will help to provide high connectivity and achieve high availability, and
also configure and place firewall at the top of application tier and data tier to protect against any
SQL injection of hacking attacks.

It is also possible that we could enhance our clustering strategy by using De-Militarised
Zone (DMZ) [6] approach to protect our servers against any outside attacks, it is not always 100
percent secure but it adds an extra layer of security to the internal network infrastructure.

At bottom tier data layer, implementing failover [7] feature would improve availability and make
our strategy more fault tolerance [8].
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And last element to be implemented is using RAID 10 across the four discs of data storage, this
is done through mirroring and stripping of the data. This will provide a good combination of
performance and redundancy [7].

RAID 10 diagram

Conclusion

In conclusion, satisfying tight specifications conditions to create an ideal Web hosting
clustering strategy is not an easy task. The dependence of multi-tier web system tends to offer
relief since the needs are spread out to realize parallel processing using multiple systems. Despite
this, the clustering strategy must meet certain level of satisfaction on both sides, users and
webhosts. It is always important to have high availability, robust security and more scalability

for future growth.
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