[image: C:\Users\arya\Documents\logo\fwdnewuniversityandschoolofappliedcomputinglogos\image005.png][image: C:\Documents and Settings\qlt-aj\Local Settings\Temporary Internet Files\Content.Word\TSD_swan2013.jpg]



DATA SECURITY, GOVERNANCE AND COMPLIANCE

Computer Networks and Cyber Security

Aida Luca Lamer

1706552

ACCA7028

January 2022


Table of Contents
Table of Figures	4
Table of Tables	4
Abstract	5
Chapter 1-Introduction	6
Chapter 2-Research Into Security Frameworks (Task 1)	7
2.1 ITIL Framework	7
2.2 COBIT 2019 Framework	9
2.3 ISO 27001	10
2.4 Conclusion	11
Chapter 3-CoffeeBlue Security Framework Design (Task 2)	13
3.1 Security Management Model	13
3.2 Cyber Security Policy	14
3.2.1 Governance	14
3.2.2 Asset management	14
3.2.3 Risk assessment	15
3.2.4 Risk management	15
3.2.5 Assurance	15
3.2.6 Supply chain security	15
3.2.7 Privileged access	16
3.2.8 Identity and access management	16
3.2.9 Cybersecurity policies and practices	17
3.2.10 Physical security	17
3.2.11 Data security	18
3.2.12 System security	18
3.2.13 Network and system resilience	18
3.2.14 Device security	18
3.2.15 Security monitoring and operations	18
3.2.16 Anomalies, events and detection process	19
3.2.17 Cyber incident response	19
3.2.18 Recovery planning	20
3.2.19 Education awareness	20
3.3 Compliance Laws and Ethics	20
3.3.1 General Data Protection Regulation (GDPR)	20
3.3.2 Other Laws	21
Conclusion	22
References	23
Appendices	26
Appendices 1-Employee Roles and Responsibilities	26
Appendices 1.a-CoffeeBlue Employee’s Roles and Responsibilities Defined	26



[bookmark: _Toc89294200]Table of Figures
Figure 1-ITIL 4 Dimensions of Service Management Model	7
Figure 2-ITIL Framework 5 Lifecycle Stages	8
Figure 3-CIA Triad	10
Figure 4-Security Framework Model	13
Figure 5-GDPR Principles and Rights of The User	21

[bookmark: _Toc89294201]Table of Tables
Table 1-Asset Management Requirements [12]	14
Table 2-APO12 Subdomains and Functions	15
Table 3-ISO 27001 Supply Chain Security Requirements [12]	16
Table 4-ISO 27001 Access Control Requirements [12]	17
Table 5-ISO 27001 Information Security Policy Requirements [12]	17
Table 6-ISO 27001 Physical and Environmental Security Requirements [12]	17
Table 7-ISO 27001 Operations Security Requirements [12]	19
Table 8-ISO 27001 Information Security Incident Management Requirements [12]	19
Table 9-CoffeeBlue Employee Roles and Responsibilities	26


[bookmark: _Toc89294202]Abstract
The global use of Internet is growing more so in recent times than before, because of this the demand for and reliance on Internet based information created an increased expectation of access. Because businesses are more reliant on the Internet, threat of attacks on information assets increased and the need for professionals to protect those assets became more imminent. In the following paper Chapter 2 carries out various research on security frameworks and models that CoffeeBlue company’s security, governance and compliance would benefit from. The framework and models are to be critiqued, analysed, and compared with each other and discuss why it is good practice to have constantly new or updated regulations and standards. The frameworks researched include ITIL framework, COBIT 2019 framework, and ISO 27001 standard. Furthermore, based on the research carried out on the security frameworks and models in Chapter 2, an approach is designed in Chapter 3 to meet CoffeeBlue company’s information system security, governance, and compliance needs. The approach includes a security management model, cyber security policies, compliance laws and ethics tailored to meet CoffeeBlue company’s security requirements.


[bookmark: _Toc89294203]Chapter 1-Introduction
With the increase growth of the Internet in the recent years, the dement for and reliance on Internet based information increased amongst users. With this growth, businesses and organisations became more reliant on the Internet, and the number of threat attacks increased. Companies and organisations require professionals to protect the company assets more so in recent times. CoffeeBlue is a company that sells Blue Mountain Peak coffee from Jamaica, and the company has extensive presence around the globe. The company uses cloud services to deliver IT services to staff and clients. 95% of the company’s network us estimated to be wireless based. Online presence and social media presence to promote the company activities is used. The company is under pressure the allow their staff to utilise their personal devices to access the company’s network and resources. The company’s major concern is security of personal staff’s data and client’s data. The intellectual properties which are worth billions are another concern to the company. The priority of the company is Information Security, however there is no established policy to date that cover’s the company’s security needs.


[bookmark: _Toc89294204]Chapter 2-Research Into Security Frameworks (Task 1)
In the following section, research is conducted into three security frameworks and models to critique, analyse and compare with one another. The following section discusses the reason of good practice to constantly have new and updated regulations and standards. The security frameworks discussed are ITIL framework, COBIT 2019 framework, and ISO 27001 standard.

[bookmark: _Toc89294205]2.1 ITIL Framework
IT Infrastructure Library (ITIL) framework is an Information Technology (IT) management framework introduced in the 1980s, informing organisations how to use it in business transformation, development, and change more efficiently. This “framework is designed to standardise the selection, planning, delivery, maintenance, and overall life cycle of IT services within a business.” [3] ITIL Framework includes ITIL service value system (SVS) which provides an operating model for creation, delivery, and the continual improvement of services. ITIL SVS’s core components include ITIL service value chain, ITIL practices, ITIL guiding principles, governance, and continual improvement. [1] ITIL also provides specific information regarding the processes or functions that are to be planned and implemented.
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[bookmark: _Toc89294239]Figure 1-ITIL 4 Dimensions of Service Management Model
Figure 1 illustrated ITIL’s four dimensions of service management model includes organisations and people, information and technology, partners and suppliers, and value streams and processes. [1]
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[bookmark: _Toc89294240]Figure 2-ITIL Framework 5 Lifecycle Stages
Figure 2 demonstrates the ITIL framework’s 5 service lifecycle stages. [4] The service strategy stage establishes services the organisation will offer, and capabilities required including definition of markets, development of strategic assets, preparations of deployment, and definition of offers. [4]
The service design stage plans and designs the organisation’s IT strategies and improve existing ones. This stage covers management issues including service levels, capacity, availability, service continuity, information security, service cataloguing and supplier management processes. [4]
The service transition stage is where organisations build, test and implement their new designs. The organisation is ensuring no disruptions arise to the service by following these steps and correcting problems identified. This is very useful when modifying existing and future services. This stage covers the transition planning and support, change management, release and deployment management, service validation and testing evaluation, and knowledge management processes. [4]
The service operation stage places the services into a live environment once they have been validated. Issues can be reduced and minimised, but they cannot be eliminated from the organisation, and new errors arise with customer use. Organisations must monitor all service’s delivery and be prepared to resolve service failures, carry out routine operational tasks, fix problems, and fulfil user requests. [4]
The continual service improvement stage focuses on continuous improvements within the organisation as organisations should not be content with the quality of the services. This stage of ITIL focuses on analysing the previous four stages to identify potential improvements.
ITIL uses the seven-step improvement process which includes: define what should be measured, define what can’t be measured, gather data manually with measuring tools, process the data, analyse the data, present the data to the appropriate audience, and implement the corrective actions. [4] ITIL Framework must be adapted to the specific environment so the practices match the corporate culture, management style and IT environment. ITIL framework facilitates coordination and alignment between information security and risk management when used with ISO 27001 standard. [9]

[bookmark: _Toc89294206]2.2 COBIT 2019 Framework
COBIT framework is another popular framework that is designed to aid organisations developing and implementing governance and information management strategies. This framework provides resources to build, monitor, and improve upon implementation, and providing solution for risk management. COBIT is a high-level framework that outlines everything to be taken into consideration to define good control of the enterprise IT. However, different to ITIL, COBIT lacks providing detail of how individual processes and functions are to be implemented.
This framework is intended to coexist along with other frameworks like ITIL, unifying the processes across the organisation. This framework addresses specific challenges that modern enterprises face such as emerging trends, security concerns, and emerging technologies. [1]
COBIT core model contains 40 governance and management objectives supervising companies to establish solid governance framework, align business goals with IT goals, and navigate risk management, security, and information governance. [1]
The COBIT framework is based on six core principles, these include:
· Providing stakeholder value: “The governance system must satisfy stakeholder needs and generate value by balancing resources, benefits, and risks to develop an actionable strategy.” [2]
· Enabling holistic approach: Ensures the system possesses several components of the same or different types that can operate together in a holistic way.
· Dynamic: If multiple design factors change, the impact on the enterprise governance of information and technology (EGIT) must be considered.
· Governance distinct from management: The governance system’s structures and activities are different from managements.
· Tailored to enterprise needs: The system interprets design factors to customise and prioritise the components of the governance system to the enterprise.
· End-to-end: “Governance encompasses all enterprise functions, including all information and technology that the enterprise uses.” [2]
The use of COBIT enables the service management processes and functions to be integrated within the organisation’s governance system, allowing better coordination with the business processes, internal control systems and business objectives. COBIT framework focuses on IT controls to benefit the organisation. COBIT framework is globally recognised by organisations and is applied globally. [9] This would suit CoffeeBlue company as they provide service globally.

[bookmark: _Toc89294207]2.3 ISO 27001
International Standards Organisation (ISO) 27001 is an information security management standard focused on information security controls providing the specifications of an effective information security management system (ISMS). [5] ISO 27001 framework focuses on three key aspects; Confidentiality, Integrity, and Availability (CIA) of information.
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[bookmark: _Toc89294241]Figure 3-CIA Triad
Figure 3 illustrated the CIA triad’s principles and the benefit of their combined use. Information must not be disclosed or available to unauthorised entities. Information must be complete and accurate and protected from corruption. Information must be available and accessible when authorised user requests it.
ISO 27001 increases resilience against cyber-attacks and adapts to changes inside the organisation and in the environment, responding to evolving security threats. [5] ISO 27001 also improves company culture by ensuring staff understand the risks and adapt security into their everyday working practices and reduces information security costs by implementing only security controls required. [5] ISO 27001 also protects data information in forms of digital, hard copy and cloud storage, and also meets contractual obligations by demonstrating the commitment to data security and valuable credentials when tendering new businesses are provided. [5]
ISO 27001 contains 114 best practice controls in Annex A including firewall policies, physical access control, security staff awareness programmes, encryption, procedures for monitoring threats, and incident management processes. [5] ISO 27001 requires implemented controls to be compared with best practice controls outlined in Annex A. Not all controls are necessary to implement, however it is required to provide explanation for missing controls not implemented. Annex A.9.1-A.9.4 outlines access control’s four objectives; require limited access to information and information processing facilities in the organisation, prevents unauthorised access of systems and applications, controls user access management, and user accountability to safeguard personal authentication information.[6] Annex A.16.1 is about information security incident management and the objective of this policy is to ensure effective and consistent approach to incident, events and weaknesses lifecycle. [6]
ISO 27001 framework is focused on information security and includes detailed information security control requirements. ISO 27001 is GDPR compliant and is an internationally accepted security standard. ISO 27001 best works along with ISO 27002 standard. Whilst ISO 27001 provides an overview of tasks to complete to achieve compliance, ISO 27002 provides a comprehensive overview containing description of each control’s operations, objectives and how to implement the controls.

[bookmark: _Toc89294208]2.4 Conclusion
COBIT and ITIL are both popular systems used in IT service management for governance and when combined, these frameworks offer guidelines for effective management of IT services. “COBIT framework provides the “what” and ITIL shows the “how”. In their recent update they only continue to complement each other.” [2] These two frameworks focus on transforming stakeholder desires into value and are both created to be completely tailored for the organisation. COBIT and ITIL Framework complement each other when used together in and IT organisation. ITIL possesses information on functions and processes, which COBIT does not. ISO 27001 framework covers all governance and security controls focusing on the CIA of information. ISO 27001 should be followed with ISO 27002 as one outlines the tasks to complete, whilst the other standard provides an overview of description for each control’s operations, objectives and how to implement the controls.
In conclusion, research found that ITIL, COBIT, and ISO 27000 family are the most popular best practices implemented. [9] COBIT and ISO 27001 integrated together compliment one another’s deficiencies to increase benefits of IT security in the organisation. ISO 27001 provides detailed explanation of what requirements are to put in place in an information security system, which COBIT framework lacks details on, as COBIT framework focuses on the application of IT governance. [9] ISO 27001 can also be integrated with ITIL framework to improve information security and IT services. [9] Both ISO 27001 and ITIL framework use Plan-Do-Check-Act (PDCA) process model, and almost all of ISO 27001 security controls are part of ITIL service management. In outcome, ITIL and ISO 27001 continues to facilitate information security and risk management to keep coordinating and aligning. [9] As ISO 27001 contains detailed security control requirements whilst COBIT framework does not, they are compatible to implement in information security governance for organisations. [9]
In conclusion, ISO 27001 and ITIL framework increase the credibility of information security in IT service management when integrated together, whilst COBIT and ISO 27001 increases the credibility of information security in IT governance when integrated together. [9] All frameworks are widely recognised, especially COBIT framework which is globally recognised.



[bookmark: _Toc89294209]Chapter 3-CoffeeBlue Security Framework Design (Task 2)
Own security framework design approach created to meet CoffeeBlue company’s information system security, governments and compliance utilising the research from part one. This section contains tables and diagrams to aid demonstrate the approach.

[bookmark: _Toc89294210]3.1 Security Management Model
The security management model used for CoffeeBlue is based on the research from Chapter 1 on ITIL Framework, COBIT 2019 Framework and ISO 27001 framework’s Annex A.
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[bookmark: _Toc89294242]Figure 4-Security Framework Model
The framework shown in Figure 4, outlines the relevant security policy measures in place for CoffeeBlue company. The cyber security responsibilities include:
· Identifying the risks appropriately, assess, treat, and escalate cyber security risks where necessary.
· Resilience and security of networks, systems, and services to be suitably assessed.
· Maintain confidentiality, integrity and availability of networks, systems, services, and data information.
· Action plan in place to ensure cyber security defences in place remain capable, effective, and detect cyber security threats and events that effect the systems, networks, or services.
· Establish action plan to minimise and manage the impact of cyber security incidents.

[bookmark: _Toc89294211]3.2 Cyber Security Policy
The purpose of the policy is to set out an approach to meet CoffeeBlue’s cyber security information system security, governance, and compliance and ensure the networks, systems and digital services are resilient and secure. The scope of the policy applies to all CoffeeBlue employees working for the organisation. Refer to Appendices 1.a that defines CoffeeBlue company’s employee roles and responsibilities that they must have awareness on and follow. This policy applies to all CoffeeBlue equipment, hardware and software that connects to CoffeeBlues systems, services, and networks.
The objective of policy includes three objectives; defend, respond, and develop. Defending ensures appropriate safeguarding of data information, resilient and secure infrastructure, services, systems and networks and adequate protection for users. Responding by developing cyber incident response plan as cyber incidents are inevitable and will target the organisation at some point. A cyber incident plan reduces the impact on the organisation when an incident occurs, keeps the data information protected, ensures fast recovery of services and operations, minimising the chance off reoccurrence. Developing cyber security is essential as attackers and attacks are developing ever so rapidly in the recent years and raising awareness and mandatory training should be put in place for end users to develop their skills and provide safer cyber security as most cyber incidents occur due to user error.

[bookmark: _Toc89294212]3.2.1 Governance
 Cyber security governance ensures all CoffeeBlue’s staff and customers data is maintained with appropriate confidentiality, integrity and availability and internal and external threats and risks are managed. This policy operates in line with ISO 27001 three key aspects; confidentiality, integrity, availability of information.

[bookmark: _Toc89294213]3.2.2 Asset management 
All CoffeeBlue’s assets that contribute to meeting the company’s strategic objectives are to be identified, managed and protected based on their value to the company. The assets include devices, data, systems, infrastructure, networks, users, facilities, and services. If an asset over the cost of £150 is unaccounted for, an investigation is to be carried out. If data is lost or physically stolen an investigation is to be carried out.
	ISO 27001 Asset Management Requirements

	Responsibility for assets
	Information classification
	Media handling

	Inventory of assets
	Classification of information
	Management of removable media

	Ownership of assets
	Labelling information
	Disposal of media

	Accessible use of assets
	Handling of assets
	Physical media transfer

	Return of assets
	
	


[bookmark: _Toc89294244]Table 1-Asset Management Requirements [12]
Table 1 lists ISO 27001 standard asset management requirements that all CoffeeBlue staff require to follow.

[bookmark: _Toc89294214]3.2.3 Risk assessment
Conducting cybersecurity risk assessments on CoffeeBlue’s organisation to provide insight into the cybersecurity risks and foresee upcoming future threats.

[bookmark: _Toc89294215]3.2.4 Risk management
Risk management is a policy that outlines risks, identifies way to manage risks, defines reason for risk, and resolves risks. COBIT 5 framework focuses on risk management and can be used to measure the risks that the company will face. [10] COBIT 5 includes the APO12 domain which is focused on risk management ad contains six subdomains focused on risk management.
	Subdomain
	Subdomain function

	APO12-01 Collecting Data
	This subdomain contains official rules on how to technically collect data. [11]

	APO12-02 Analysing Risks
	This subdomain contains the rules related to technical IT risk analysis.[11]

	APO12-03 Maintaining Risk Profile
	This subdomain contains the rules related to retaining assets in response to the impact of IT risk. [11]

	APO12-04 Articulate Risk
	This subdomain technical rules to determine the suitable tangents to relevant stakeholders. [11]

	APO12-05 Lowers Risk Impact
	This subdomain contains rules to minimise the impact of IT risks. [11]

	APO12-06 Respond to Risk
	This subdomain contains rules that determine the appropriate action following the occurrence of an IT risk. [11]


[bookmark: _Toc89294245]Table 2-APO12 Subdomains and Functions
Table 2 portrays APO12’s 6 subdomains and their function in risk management that would be suitable for CoffeeBlue.

[bookmark: _Toc89294216]3.2.5 Assurance
CoffeeBlue’s organisation assurance framework ensures security measures and controls are in place to protect the network, systems and services continue to be effective over the lifetime they require.

[bookmark: _Toc89294217]3.2.6 Supply chain security
Services, networks and systems that are provided by a third party or managed service provider will need to meet all CoffeeBlue’s security requirements.
	ISO 27001 Supply Chain Requirements

	Information security in supply relationships
	Supply service delivery management

	Information security policy or supplier relationships
	Monitoring and review of supply services

	Addressing security within supplier agreements
	Managing changes to supply services

	ICT supply chain
	


[bookmark: _Toc89294246]Table 3-ISO 27001 Supply Chain Security Requirements [12]
Table 3 lists the ISO 27001 supply chain security requirements that CoffeeBlue should integrate.

[bookmark: _Toc89294218]3.2.7 Privileged access
CoffeeBlues privileged access is to be managed appropriately, based on the minimum privilege requirement for the user. This is to identify appropriate use of privilege for completion of the task and role of the user. Uses with least admin duties are to be allocated minimal privileged access. This is also part of ISO 27001 access control requirements shown in table 4.

[bookmark: _Toc89294219]3.2.8 Identity and access management
Ensure only users with legitimate rights have access to CoffeeBlues systems, networks and services. All users who are entitled to access to CoffeeBlues systems, networks and services must be appropriately identified, authenticated, authorised and verified. CoffeeBlue is to ensure that all users access is limited and protected from unauthorised individuals. Principles include providing minimal least privilege to the users, only allow access to information that the user requesting is entitled to based on their role in the organisation, and only allow activities to be carried out that is outlined in the user's duties and responsibilities.
	ISO 27001 Access Control Requirements

	Business requirements of access control
	User access management
	User responsibilities
	System and application access control

	Access control policy
	User registration and de-registration
	Use of secret authentication information
	Information access restriction

	Access to networks and network services
	User access provisioning
	
	Secure log-on procedures

	
	Management of privileged access rights
	
	Password management system

	
	Management of secret authentication information of users
	
	Use of privileged utility programs

	
	Review of user access rights
	
	Access control to program source code

	
	Removal of adjustment of access rights
	
	


[bookmark: _Toc89294247]Table 4-ISO 27001 Access Control Requirements [12]
Table 4 lists ISO 27001 access control requirements to be used for CoffeeBlue to harden the access security.

[bookmark: _Toc89294220]3.2.9 Cybersecurity policies and practices
CoffeeBlue is to outline policies, standards, plans, guidelines, and process is to communicate, direct and control cybersecurity practices.
	ISO 27001 Information Security Policy Requirements

	Management direction for information security

	Policies for information security

	Review of the policies for information security


[bookmark: _Toc89294248]Table 5-ISO 27001 Information Security Policy Requirements [12]
Table 5 lists the ISO 27001 information security policy requirements.

[bookmark: _Toc89294221]3.2.10 Physical security
All assets and facilities of CoffeeBlue is to be appropriately assessed, protected and accounted for. These physical devices include laptops, hard drives, monitors, headphones and so on.
	ISO 27001 Physical and Environmental Security Requirements

	Security areas
	Equipment

	Physical security perimeter
	Equipment sighting and protection

	Physical entry controls
	Supporting utilities

	Securing offices, rooms and facilities
	Cabling security

	Protection against external and environmental threats
	Equipment maintenance

	Working in secure areas
	Removal of assets

	Delivery and loading areas
	Security of equipment and assets off-premises

	
	Secure disposal or reuse of equipment

	
	Unattended user equipment

	
	Clean desk and clean screen policy


[bookmark: _Toc89294249]Table 6-ISO 27001 Physical and Environmental Security Requirements [12]
Table 6 lists ISO 27001 physical and environmental security requirements. These requirements are to be in place for CoffeeBlue organisation to maximise the security of all assets.

[bookmark: _Toc89294222]3.2.11 Data security
Services, networks and systems ought to be designed, implemented and maintained to protect both data in transit and at rest.

[bookmark: _Toc89294223]3.2.12 System security
Networks, systems, and services are to be securely designed, configured, and managed. This ensures protection of the organisations networks, and systems and services have reliable security controls in the case of an event of a cyber-attack.

[bookmark: _Toc89294224]3.2.13 Network and system resilience
The design concept of the networks, systems and services must be resilient, and the security requirements should be embedded. Resilience and security requirements must be built into the implementation, operation and management of the services, systems, and networks.

[bookmark: _Toc89294225]3.2.14 Device security
All CoffeeBlues devices must meet company standard security settings and requirements. CoffeeBlue outlines suitable protective and detective cybersecurity measures and controls to protect all company devices. All company devices should be fitted unique ID tags logged to the user the device is assigned to. Passwords used on all devices should be minimum of 11 characters including upper case, lower case, special characters and numbers. It is recommended to use three random words. The use of multi factor authentication is recommended by the National Cyber Security Centre (NCSC) to be used on all important accounts and assets including laptops and admin accounts. [8] The device security should also be in line with the operations security requirements listed in table 7.

[bookmark: _Toc89294226]3.2.15 Security monitoring and operations
CoffeeBlue ensures the continuous monitoring of systems, networks and services to identify cyber security events and track the existing state of cyber security controls and measures.
	ISO 27001 Operations Security Requirements

	Operational procedures and responsibilities
	Protection from malware
	Back up
	Logging and monitoring
	Control of operational software
	Technical vulnerability management
	Information systems audit considerations

	Documented operating procedures
	Controls against malware
	Information back up
	Event logging
	Installation of software and operational system
	Management of technical vulnerabilities
	Information systems audit controls

	Change management
	
	
	Protection of log information
	
	Restrictions on software installation
	

	Capacity management
	
	
	Administrator and operator logs
	
	
	

	Separation of development, testing and operational environments
	
	
	Clock synchronisation
	
	
	


[bookmark: _Toc89294250]Table 7-ISO 27001 Operations Security Requirements [12]
Table 7 shows a list of the ISO 27001 operations security requirements that are required to be implemented for CoffeeBlue.

[bookmark: _Toc89294227]3.2.16 Anomalies, events and detection process
Anomalous events to be detected in line with acceptable downtime and recovery time. The anomalous event is to be analysed to establish how to avoid, fix and strengthen cyber security in the organisation. Detection process is in place to ensure timely acceptable identification and resolution to the problem, threat or risk identified. Most anomalous events should be resolves, analysed and reported on within 72 hours of receiving report.

[bookmark: _Toc89294228]3.2.17 Cyber incident response
Cyber security threats should be resolved in an acceptable time phrase in line with the seriousness of the risk and weight over risk impact when occurring.
	ISO 27001 Information Security Incident Management Requirements

	Management of information security incidents and improvements

	Responsibilities and procedures

	Reporting information security events

	Reposting information security weaknesses

	Assessment of and decision on information security events

	Response to information security incidents

	Learning from information security incidents

	Collection of evidence


[bookmark: _Toc89294251]Table 8-ISO 27001 Information Security Incident Management Requirements [12]
Table 8 lists the ISO 27001 information security incident management requirements. These requirements are to be used in response to cyber incidents in CoffeeBlue.

[bookmark: _Toc89294229]3.2.18 Recovery planning
Systems, services and networks are to ensure timely restoration when affected by cyber security Incidents. CoffeeBlue is to plan, maintain and make continuous improvements on recovery planning in case of a cybersecurity incident.

[bookmark: _Toc89294230]3.2.19 Education awareness
In accordance with ISO 27001 standard, improving company culture requires all CoffeeBlue users are to engage in cyber security awareness and further education to embed a cyber security culture where users are aware of their surroundings and consequences of their actions.


[bookmark: _Toc89294231]3.3 Compliance Laws and Ethics
Compliance laws and ethics for CoffeeBlue to comply with.

[bookmark: _Toc89294232]3.3.1 General Data Protection Regulation (GDPR)
The GDPR is a set of data privacy regulations created by the EU and is aimed at all EU and European Economic Area (EEA) countries. GDPR obliges to all organisations that collect data from the EU and EEA regions. The aim of GDPR is to provide control over personal data to users and to unify the regulations for organisations handling data in the EU. GDPR contains regulations on personal data privacy, data minimisation, and security. [7]
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[bookmark: _Toc89294243]Figure 5-GDPR Principles and Rights of The User
Figure 5 illustrates the GDPR principles and rights of the user list. Although the GDPR was passed in Europe under the EU, companies must comply with the regulations that collect data from EU and EEA regions. As CoffeeBlue operates internationally, the company must comply with the regulation for all EU and EEA users.

[bookmark: _Toc89294233]3.3.2 Other Laws
· Computer Misuse Act 1990 [14]
· Data Protection Act 2018 [15]
· Privacy and Electronic Communications Regulations 2003 [16]


[bookmark: _Toc89294234]Conclusion
Using the research carried out in Chapter 2 on ITIL framework, COBIT framework and ISO 27001 standard, A hybrid security management model has been created to meet CoffeeBlue company’s security requirements. Using the security management model, a cyber security policy has been drafted up to help govern, comply, and secure CoffeeBlue company’s data. The policies used are based on the frameworks and the standard requirements researched. Furthermore, the compliance laws and ethics outline the GDPR with figure 5 portraying a list of principles and rights of the user the data is collected from.
In conclusion, a combined strategy of implementing ITIL framework, COBIT framework and ISO 27001 standard allows for the implementation of a more comprehensive ISMS. [13] These two frameworks and standard are the most popular standards, and they can be merged and adapted to the organisation’s requirements, which would benefit CoffeeBlue company. ITIL and COBIT framework focus on information security and project management and IT governance relationships whilst ISO 27001 is focused on information security management. [13] COBIT framework is recommended to use as it establishes a general control framework based on IT processes that can be applied to any organisation. ITIL framework and ISO 27001 standard controls integrated practices can be used to define and cover certain security areas. [13]
Research agrees that “ISO 27001 is like English, has a proven international value” [13] concluding that ISO 27001 standard is internationally used and recognised, and it can easily be implemented in the most cost-effective way. [13] ITIL and COBIT framework implementation costs would be greater, and they are slightly less recognised globally. Both frameworks and standard complement one another and they can all be integrated to any organisation. This hybrid method approach is recommended for CoffeeBlue to enhance their security of all collected data.
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[bookmark: _Toc89294238]Appendices 1.a-CoffeeBlue Employee’s Roles and Responsibilities Defined

	Employee Role
	Responsibility

	All CoffeeBlue Employees
	· Keeping up to date cyber security awareness.
· Reporting on anomalies and events.
· Keeping devices secure in line with security policy requirements.

	Information Governance Officer
	· Ensures compliance with organisation’s cyber security policy, laws and legislations.

	CoffeeBlue Management Team
	· Ensures all staff within assigned team are aware of the cyber security policy, laws and legislations followed by CoffeeBlue.

	Head of Cyber Security
	· Draft and implement cyber security management model and policy.
· Monitoring operations and infrastructure.
· Maintaining security tools and technology up to date.
· Compliance monitoring.
· Risk assessment, management and reduction.
· Introduce new improvements to current security technology.
· Observes security operations across company network.

	Data Protection Officer
	· Ensures all data processed by CoffeeBlue is in compliance with company policies, laws, and legislations.
· Education of company compliance awareness for all CoffeeBlue staff.


[bookmark: _Toc89294252]Table 9-CoffeeBlue Employee Roles and Responsibilities
Table 9 lists the roles and defines the responsibilities of all CoffeeBlue staff regarding security. The responsibilities of the roles should be known and followed by all members of CoffeeBlue company. All CoffeeBlue employees should be aware of the cyber security policies in place to protect the company, and the compliance laws and ethics followed.
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