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Task 1 - Managing and Maintaining Network Resources Using Network Policy and Security


1.1 - Understanding NTFS and Share Permissions 
[image: ][image: ][image: ][image: ]
In the above screenshots, a folder was made and a file was created within it. Then permissions were changed to only allow access to these through one user. This will deny access to anyone else accessing it besides the user with full control. After that, another user was added but only given read and execute permissions, meaning that they cannot modify the contents at all.


1.2 Share Permissions


[image: ]
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In this section, a shared storage service was created. This was done by loading into the server manager on the Server 1 VM and going through the process of setting up the shared storage, which includes entering the name and location of the shared storage and specifying permissions. As mentioned in the worksheet, administrators were given full control while 2 more users were added with only read and execute permissions.



1.3 Accessing the file share/server over a network
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This shows that a network mapped drive was created in order to make sure that potential snoopers won’t be able to find/access the shared drive.


2.1 Configuring User Environment and Computer Environment, ‘Network Group Policy Objects’


GPO 1 - Moderating Access to Control Panel
[image: ][image: ][image: ][image: ]
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Group policy management was used to restrict access to the control panel. Since it wouldn’t be ideal to restrict all users' access, user groups had to be created using GPO so that the restriction only affected certain users, this was done via use of the Organisational Units. This is because some users need access to the control panel while some other users do not benefit from it at all, so it has been restricted for the ones that don’t require access for security purposes. The final 2 screenshots above show that the restriction had worked.


GPO 2 - Removing Access to Command Prompt 
[image: ][image: ]
Due to the same reasoning as the control panel restrictions, the command prompt was also restricted to the same group of users by using the same method. The above screenshot shows that the restriction had succeeded.


GPO 3 - Restricting Access to Removable Media Devices
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In order to keep the networks secure, a restriction on access to removable media devices was also made. This is due to them being an easy way to carry viruses and malware. The same restriction as the previous 2 tasks was applied here.


GPO 4 - Restricting Software Instals
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Unauthorised software installations can be dangerous for a network. This is because the software can be used to exploit vulnerabilities in the network. Due to this, a restriction was set on users in which only authorised administrators could install software to these machines. The final screenshot above shows this in effect.


GPO 5 - Enforcing Password Policy in the ‘accatask.msft’ Domain
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To further increase security, a password policy was added across the entire network. This policy ensured that passwords had to be at least 7 characters in length, and that the policy remembers the previous 3 passwords so that a user couldn’t keep reusing the same 2 passwords over and over. A complexity requirement was also added to make sure that the passwords were as secure as possible.


Task 2 - Routing and Packet Filtering Within Core TCP/IP Services and Critical Failover/Redundancy Practices


1 - Utilising ARP and Routing Tables
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The “arp -A” and the “route print” command were used to display the MAC table, which includes the NIC, the MAC and the IPs of the NICs. 



2 - Deploy Core Services
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In this section, an FTP server was created into the network, this allows the exchange of files across the network. A new user was created with the name of “ftpuser23” and following that, the Internet Information Services (IIS) tool was used to add an FTP Site with the name of “MYFTPSITE”. After that, the new user was given read/write permissions to this FTP Site. The FTP Site was customised with a banner as a way to greet users and to inform them that they were connecting to the right server. The final screenshots show that the connection to the FTP service was successful.






3 - Installing and Configuring the Routing and Remote Access Service 
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As a side note, the user then repeated this process over again for the second server to make sure that both of them are equipped with Direct Access and VPN with the routing services.



[image: ]
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In this section, two local area networks were created and connected using routing protocols. This was done using the Server Manager on the Windows Server OS. These LANs were configured to allow remote connections by using the “Add roles or features” section of Server Manager. The routing protocols were added to the interfaces used to connect both the public and private network in the servers.



4 - IP Packet Filtering


Filter 1
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The first filter was used to stop users from pinging the router firewall service, this was done via IP filtering, this was used as a firewall to prevent unwanted outbound and inbound data. This was configured using the “Routing and Remote Access” section of Server Manager. This filter was then tested in the final screenshots above.


Filter 2



[image: ]



[image: ]


[image: ]


The 2nd filter was to restrict access to the FTP service running on Server 2 to only the users on the PrivateNet2. This was once again achieved by using the “Routing and Remote Access” tool available in Server Manager. This filter was then tested as shown in the final screenshots above.


Filter 3


[image: ]


Server 1
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Client 1 success
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Server 2 
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Client 1 
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Client 2


Filter 3 was used to only allow specific hosts on PrivateNet1 to access the FTP service which was running on Server 2. This was done by creating our own rule which allowed us to put a restriction on the access to the FTP server on anyone except Client 1. The final screenshots above show this in effect.













TASK 3 – OBSERVATIONAL TASK

1. SOHO enhance security 
A small office home office is an environment of several laptops and other devices that can connect to a network which can be used to share resources and exchange information [1]. A small office home office usually only consists of one to ten devices, this is also known as a LAN – local area network. As a small office home office environment contains several devices, the risk of cyber activity such as viruses, malware and data loss increase. 
There are several ways an organization can enhance security, one of which is to change the default SSID. An SSID is configured into all wireless networks. The default settings on the SSID reveal the manufacturer's information or the model number of the device [2]. As the settings are set to default, it is possible that the username and password is also set to default. This can be an easy target for hackers and cyber criminals as they can access sensitive information about the SSID by finding out the manufacturer, then the username and password and gain access into the system. Changing the default settings of the SSID can enhance security and lower the risk of cyber attackers from accessing the username and password.
Another method to enhance security is to use WPS. Wi-Fi protected setup is a method that requires a user to enter a PIN and press a push button. The user can create a unique PIN, this PIN allows them to access and configure the SOHO router. This provides protection and security of the device as it prevents attackers from accessing it [3]. The push button is a feature that users must press to keep the connection to a wireless network active. The push button provides great security as the user must physically push the button making it more difficult for hackers to gain access to the SOHO system.
Lastly, a method users can use to prevent attackers from gaining access to their system is to enable MAC Filtering. MAC Filtering is a security measure that prevents unauthorized devices from accessing a wireless network. A user can configure the settings in the MAC filter to choose which devices can access and share resources on the network. Any device that is not listed in the MAC filter will be filtered out from the system. MAC filtering provides great security in a wireless network as only assigned devices can access the network [4].




2. Explain the concepts of Failover Cluster. Also, show one possible role within the Window OS Server.
Failover clustering consists of multiple computing devices that share resources that provide high availability or continuous availability. This means that if one of the servers shuts down unexpectedly, another node in the environment can obtain its workload by the measures of the minimum or no downtime at all [5]. The objective of a failover cluster is to ensure that applications in the environment have high availability or continuous availability. This means that an application will have two or more nodes, if one shuts down the other will replace it. The main goal of Failover cluster is to ensure that users can still access applications without experiencing any issues if a server goes down [6]. The following listed below are the benefits and uses of failover clustering:

1. Scalability 
Failover Clustering utilizes a group of clusters that run in a system. A user can increase the number of clusters to provide more scalability and make the workflow more efficient.
2. Stability 
If nodes in the cluster shut down unexpectedly or have issues, other nodes in the cluster can easily replace the ones with issues. This provides stability.
3. Monitoring
Clusters and nodes are being monitored regularly. They are kept on track and inspected to monitor any issues that could potentially cause any issues.


3. Draft a policy for an Enterprise Network that functions in multiple locations 
Policies for an Enterprise network that functions in multiple locations contain rules and regulations that govern devices on a network [7].

1. Account Management 
Consists of administrative rights such as creating and removing accounts in a network. 
2. Password policy
The password policy ensures that strong, encrypted and safe passwords are used in the system. Strong passwords increase the security of the system.
3. Vulnerability Assessment
This policy explores the flaws of the system in depth and assesses the risks and measures involved to increase better security.
4. Reflection on the tasks completed. 
The purpose of the tasks in the worksheet is to manage and maintain resources with the use of network policies and security practices.  Configuring the server and enhancing security was involved also filtering packets. Overall, the tasks gave an insight into the importance of security in the system and how systems can be left vulnerable for attackers to easily access the system. Also, the tasks demonstrated the importance of data availability and methods in which this can be obtained such as fail over clusters.
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