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1. Introduction:

Most of the people does not know how important the Internet Protocol in their life is. As a user they want to use their devices for work or for entertainment. Users usually like faster and faster connection to get more and more information and data. Internet Protocol has a big role to make the connection quicker and more secure. The security of data gives new challenge time to time to the developers. As a first term student I would like to give a deeper picture of the Internet Protocol, as deep as my knowledge allowed. The report based on internet protocol journals, IT themes websites and blogs. The propose of the report is to show and analyse the security issues of IPv6.


2. Introduction and comparison of Internet Protocol v4 and Internet Protocol v6

To understand the security issues of Internet Protocol v6 (IPv6) have a quick look of the function and operating of Internet Protocol v4 (IPv4) too. The dissimilarity of the versions is important to check, to see the advantages and disadvantages of each protocol. 

2.1. Function of IP in the process of data exchange

Communication or data exchanging between two hosts are provided by the network layer (Layer 3 in OSI model). Network layer responsible for addressing, encapsulating, routing and de-encapsulating of the data. Through this process the network layer adds the source and destination IP address to the IP header.

2.2.  Internet Protocol version 4 main features

· Addresses are 32 bits length
· Ip header includes checksum
· IPSec support optional
· Uses broadcast addresses to reach all nodes
· Fragmentation is supported at originating hosts and intermediate routers
· Address Resolution Protocol (ARP) uses broadcast ARP Request frames to resolve an IPv4 address to a link layer address
· Addresses must be configured either manually or through DHCP
 [image: ]
2.3.  Internet Protocol version 6 main features

· Addresses are 128 bits length
· IP header does not include a checksum
· IPSec support is required in a full IPv6 implementation
· There are no IPv6 broadcast addresses, multicast scoped addresses are used
· Fragmentation is not supported at routers, it is supported at the originating host only
· Uses multicast Neighbour Solicitation messages for address resolution
· Addresses can be automatically assigned using stateless address autoconfiguration, assigned using DHCPv6, or manually configured
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3. Internet protocol version 6 security issues and vulnerabilities

This chapter contains the security problems, issues and vulnerabilities. The order of the issues does not reflect the importance or the dangerousness of the issue. Rather look this chapter, like a selection of problems to show how wide the range of the issues about IPv6.

3.1.  Lack of IPv6 security training/education

One of the biggest risks recently is the lack of IPv6 security knowledge. Enterprises must invest time and money in IPv6 security training upfront, before deploying. Beneath training companies must give enough time to IT employer to make the network secure. That or risk compromise and spending more time and more money on security later to plug the holes. This is not an area to skimp on, must to look at it like an investment, not like an unwanted cost. (B. Sinclair, 2013)
 
3.2.  Large addresses space

Nowadays port scanning has become one of the most common used techniques. Port scanning allows “black-hats” to listen to specific services that could be associated to well-known vulnerabilities. IPv6 subnets use 64 bits for allocating host addresses, scanning a 264 bits long address is not an impossible `mission. The hackers have started exploring IPv6 and they are constructing tools that leverage weaknesses, back doors and bypass firewalls in the protocol. (H. A, Dawood)

3.3.  Poor support of IPv6 at internet service providers and vendors

A test network and a test plan for all protocols involved must be devised to test all equipment – especially new security tech from vendors. Further complicating the issue is not having a native IPv6 connection from your provider. (B. Sinclair, 2013)

3.4.  Multicast Security Vulnerability

The Ipv4 uses the broadcast address to reach all nodes in the network, IPv6 has no broadcast method of packet forwarding and instead uses multicast for neighbour discovery, DHCP and traditional multimedia applications. If an attacker could send data to these multicast groups and all the systems that are part of these groups respond, that would give the attacker information that could be used for further attacks. Hackers would get information about all the routers within the IPv6 network and all the DHCPv6 hosts. To launch a blind attack (no return traffic) against all DHCPv6 servers, the attacker has only to send his packet to FF05::1:3. Securing multicast has historically been a challenge. The nature of multicast is that there is a single source sending to many receivers. (H. A, Dawood)

3.5.  Bugs in the new code

Along with any new code will be bugs. Unfortunately, in this case they can be found in the code around TCP/UDP and networking software libraries, that do not completely support IPv6 yet. Technologies such as SIP, VoIP and virtualization can also be vulnerable. At best bugs are an annoyance, at worst they can introduce new vulnerabilities in your network. The solution is testing as always. A test network and a comprehensive test plan would expose defects well enough to isolate them. (B. Sinclair, 2013)

3.6.  Neighbour Discovery and Solicitation Security Consideration

Subnets are generally small in IPv4, usually made just large enough to cover the actual number of machines on the subnet and let a small percentage to growth. On the other hand, the default IPv6 subnet size is much bigger, so large to covers trillions of addresses, the overwhelming number of which will be unassigned. Consequently, simplistic implementations of Neighbour Discovery can be vulnerable to denial of service attacks whereby they attempt to perform address resolution for large numbers of unassigned addresses. Such denial of service attacks can be launched intentionally (by an attacker) or result from legal operational tools that scan networks for inventory and other purposes. (H. A, Dawood)

3.7.  Fragmentation related security threats

According to IPv6 protocol specification, packet fragmentation by intermediary nodes is not allowed. Since in IPv6 networks the usage of the path MTU discovery method (based on ICMPv6 messages) is an obligation, packet fragmentation is possible only at the source node. The minimal recommended MTU size for IPv6 networks is 1280 octets. For security reasons it is highly recommended to discard all fragments with less than 1280 octets unless the packet is the last in the flow. Using fragmentation an intruder can achieve that port numbers are not found in the first fragment and in that way bypass security monitoring devices (which do not reassemble fragments) expecting to find transport layer protocol data in the first fragment. By sending many small fragments an attacker can cause an overload of reconstruction buffers on the target system potentially implying a system to crash (a type of a denial of service attack). To avoid such problems, it is a recommended security practice to limit the total number of fragments and their allowed arrival rate. (E. Durda – A. Buldub, 2010)

3.8.  Congruence of security policies in IPv4 and IPv6

Weak IPv6 security policies are a direct result of the current deficit in IPv6 security knowledge. Not only do the depth of the IPv6 security policies need to be equal to that of their IPv4 counterparts but their breadth must be wider to encompass new vulnerabilities that didn’t need to be considered in an IPv4 homogeneous environment.  (B. Sinclair, 2013)
4. 
Conclusion

As the long list shows above, the developers have job for the next few years. To bringing up, the IPv6`s methods to same security level like the IPv4 has now, is a great challenge for computer experts. The remedy is more difficult than ever: the conversation would done without any outage of all exist networks. The issues and threats are advanced and developed by hackers, these force the developers to quicker job.  As the internet growing rapidly, the networks and different kind of devices need more and more IP address to work securely and properly. However, this problem is not the most important in our life, urge to find solutions to avoid a posterior collapse of networks and to keep on the quality service level of internet working.
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Assessment task description

Design an IP addressing scheme for School of Computer science and Engineering.
As a network administrator, you are asked to design a hierarchical IP addressing scheme for Faculty’s networks. Choose a suitable network address to support more than 2000 users and future growth.
The requirements are:
IP addressing scheme to support:
a) School of Applied Computing: 20 staff, lab301 – 60 pcs, Lab302 – 30 pcs, Lab303 – 36 pcs, Lab 304 – 45 pcs, Lab306 – 40 pcs, Lab308 – 140 pcs, Lab309 – 50 pcs and Lab310 – 18 pcs.
b) School of Automotive Engineering: 25 staff, lab101 – 40 pcs, Lab102 – 25 pcs, Lab103 – 35 pcs, Lab205 – 40 pcs, Lab206 – 48 pcs, CAD lab – 20 pcs and Lab301 – 50 pcs.
c) School of Engineering: 18 staff, lab201 – 20 pcs, Lab202 – 80 pcs, Lab203 – 65 pcs, Lab205– 25 pcs, Lab404 – 45 pcs, Lab408 – 28 pcs, Lab409 – 80 pcs, Lab410 – 45 pcs.

· A Test centre – 20 pcs, 1 IP phone, a printer
· An Open Access lab with 245 pcs and 5 printers
· Assign appropriate IPv6 address for 6 servers located at the University building
· The servers are DNS, Email, Finance, Registry, File server and a Print server. Assign appropriate IPv6 address for the link between MP and ISP



Address schemes:

	For the future growth 4 spare hosts was given to each lab. In my construction the Open lab and the Test centre was added to the School of Engineering building. The address scheme based on star topology in all buildings.

[image: ]
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[bookmark: _GoBack]The IPv6 address scheme for servers at University building:
	DNS
	Global unicast
	2003::0000

	Email
	Unique local
	fc00::0000/7

	Finance
	Unique local
	fc00::0001/7

	Registry
	Unique local
	fc00::0002/7

	File Server
	Unique local
	fc00::0003/7

	Print Server
	Unique local
	fc00::0004/7

	MP
	Global unicast
	2003::0001

	ISP
	Global unicast
	2003::0002
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Lab name Lab pcs Network address First IP address Last IP address Broadcast address Subnet mask Subnets

Lab 308 140+4+2 172.20.0.0 172.20.0.1 172.20.0.254 172.20.0.255 255.255.255.0 24

Lab 301 60+4+2 172.20.1.0 172.20.1.1 172.20.1.126 172.20.1.127 255.255.255.128 25

Lab 309 50+4+2 172.20.1.128 172.20.1.129 172.20.1.190 172.20.1.191 255.255.255.192 26

Lab 304 45+4+2 172.20.1.192 172.20.1.193 172.20.1.254 172.20.1.255 255.255.255.192 26

Lab 306 40+4+2 172.20.2.0 172.20.2.1 172.20.2.62 172.20.2.63 255.255.255.192 26

Lab 303 36+4+2 172.20.2.64 172.20.2.65 172.20.2.126 172.20.2.127 255.255.255.192 26

Lab 302 30+4+2 172.20.2.128 172.20.2.129 172.20.2.190 172.20.2.191 255.255.255.192 26

Staff 20+4+2 172.20.2.192 172.20.2.193 172.20.2.222 172.20.2.223 255.255.255.224 27

Lab 310 18+4+2 172.20.2.224 172.20.2.225 172.20.2.254 172.20.2.255 255.255.255.224 27

N/W Lab 308 4 172.20.3.0 172.20.3.1 172.20.3.2 172.20.3.3 255.255.255.252 30

N/W Lab 301 4 172.20.3.4 172.20.3.5 172.20.3.6 172.20.3.7 255.255.255.252 30

N/W Lab 309 4 172.20.3.8 172.20.3.9 172.20.3.10 172.20.3.11 255.255.255.252 30

N/W Lab 304 4 172.20.3.12 172.20.3.13 172.20.3.14 172.20.3.15 255.255.255.252 30

N/W Lab 306 4 172.20.3.16 172.20.3.17 172.20.3.18 172.20.3.19 255.255.255.252 30

N/W Lab 303 4 172.20.3.20 172.20.3.21 172.20.3.22 172.20.3.23 255.255.255.252 30

N/W Lab 302 4 172.20.3.24 172.20.3.25 172.20.3.26 172.20.3.27 255.255.255.252 30

N/W Staff 4 172.20.3.28 172.20.3.29 172.20.3.30 172.20.3.31 255.255.255.252 30

N/W Lab 310 4 172.20.3.32 172.20.3.33 172.20.3.34 172.20.3.35 255.255.255.252 30

School of applied computing
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Lab name Lab pcs Network address First IP address Last IP address Broadcast address Subnet mask Subnets

Lab 301 50+4+2 172.21.0.0 172.21.0.1 172.21.0.62 172.21.0.63 255.255.255.192 26

Lab 206 48+4+2 172.21.0.64 172.21.0.65 172.21.0.126 172.21.0.127 255.255.255.192 26

Lab 101 40+4+2 172.21.0.128 172.21.0.129 172.21.0.190 172.21.0.191 255.255.255.192 26

Lab 205 40+4+2 172.21.0.192 172.21.0.193 172.21.0.254 172.21.0.255 255.255.255.192 26

Lab 103 35+4+2 172.21.1.0 172.21.1.1 172.21.1.62 172.21.1.63 255.255.255.192 26

Lab 102 25+4+2 172.21.1.64 172.21.1.65 172.21.1.94 172.21.1.95 255.255.255.224 27

Staff 25+4+2 172.21.1.96 172.21.1.97 172.21.1.126 172.21.1.127 255.255.255.224 27

CAD lab 20+4+2 172.21.1.128 172.21.1.129 172.21.1.158 172.21.1.159 255.255.255.224 27

N/W Lab 301 4 172.21.1.160 172.21.1.161 172.21.1.162 172.21.1.163 255.255.255.252 30

N/W Lab 206 4 172.21.1.164 172.21.1.165 172.21.1.166 172.21.1.167 255.255.255.252 30

N/W Lab 101 4 172.21.1.168 172.21.1.169 172.21.1.170 172.21.1.171 255.255.255.252 30

N/W Lab 205 4 172.21.1.172 172.21.1.173 172.21.1.174 172.21.1.175 255.255.255.252 30

N/W Lab 103 4 172.21.1.176 172.21.1.177 172.21.1.178 172.21.1.179 255.255.255.252 30

N/W Lab 102 4 172.21.1.180 172.21.1.181 172.21.1.182 172.21.1.183 255.255.255.252 30

N/W Staff 4 172.21.1.184 172.21.1.185 172.21.1.186 172.21.1.187 255.255.255.252 30

N/W CAD lab 4 172.21.1.188 172.21.1.189 172.21.1.190 172.21.1.191 255.255.255.252 30

School of Automotive Engineering
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Lab name Lab pcs Network address First IP address Last IP address Broadcast address Subnet mask Subnets

Open Access lab 245+4+2 172.22.0.0 172.22.0.1 172.22.0.254 172.22.0.255 255.255.255.0 24

Lab 202 80+4+2 172.22.1.0 172.22.1.1 172.22.1.126 172.22.1.127 255.255.255.128 25

Lab 409 80+4+2 172.22.1.128 172.22.1.129 172.22.1.254 172.22.1.255 255.255.255.128 25

Lab 203 65+4+2 172.22.2.0 172.22.2.1 172.22.2.126 172.22.2.127 255.255.255.128 25

Lab 404 45+4+2 172.22.2.128 172.22.2.129 172.22.2.190 172.22.2.191 255.255.255.192 26

Lab 410 45+4+2 172.22.2.192 172.22.2.193 172.22.2.254 172.22.2.255 255.255.255.192 26

Lab 408 28+4+2 172.22.3.0 172.22.3.1 172.22.3.62 172.22.3.63 255.255.255.192 26

Lab 205 25+4+2 172.22.3.64 172.22.3.65 172.22.3.94 172.22.3.95 255.255.255.224 26

Lab 201 20+4+2 172.22.3.96 172.22.3.97 172.22.3.126 172.22.3.127 255.255.255.224 26

Test centre 20+4+2 172.22.3.128 172.22.3.129 172.22.3.158 172.22.3.159 255.255.255.224 26

Staff 18+4+2 172.22.3.160 172.22.3.161 172.22.3.190 172.22.3.191 255.255.255.224 26

Open Access lab printers 5+4+2 172.22.3.192 172.22.3.193 172.22.3.206 172.22.3.207 255.255.255.240 28

Test centre IP phone + printer 2+4+2 172.22.3.208 172.22.3.209 172.22.3.214 172.22.3.215 255.255.255.248 29

N/W Open Access lab 4 172.22.3.216 172.22.3.217 172.22.3.218 172.22.3.219 255.255.255.252 30

N/W Lab 202 4 172.22.3.220 172.22.3.221 172.22.3.222 172.22.3.223 255.255.255.252 30

N/W Lab 409 4 172.22.3.224 172.22.3.225 172.22.3.226 172.22.3.227 255.255.255.252 30

N/W Lab 203 4 172.22.3.228 172.22.3.229 172.22.3.230 172.22.3.231 255.255.255.252 30

N/W Lab 404 4 172.22.3.232 172.22.3.233 172.22.3.234 172.22.3.235 255.255.255.252 30

N/W Lab 410 4 172.22.3.236 172.22.3.237 172.22.3.238 172.22.3.239 255.255.255.252 30

N/W Lab 408 4 172.22.3.240 172.22.3.241 172.22.3.242 172.22.3.243 255.255.255.252 30

N/W Lab 205 4 172.22.3.244 172.22.3.245 172.22.3.246 172.22.3.247 255.255.255.252 30

N/W Lab 201 4 172.22.3.248 172.22.3.249 172.22.3.250 172.22.3.251 255.255.255.252 30

N/W Test centre 4 172.22.3.252 172.22.3.253 172.22.3.254 172.22.3.255 255.255.255.252 30

N/W Staff 4 172.22.4.0 172.22.4.1 172.22.4.2 172.22.4.3 255.255.255.252 30

N/W Open Access lab printers 4 172.22.4.4 172.22.4.5 172.22.4.6 172.22.4.7 255.255.255.252 30

N/W Test centre IP phone + printer 4 172.22.4.8 172.22.4.9 172.22.4.10 172.22.4.11 255.255.255.252 30

School of Engineering
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