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This document will go over the security features that have been implemented on the website, how they help the website and how they were implemented. It will also go over some of the security issues that the website has currently and how they would be fixed if the website was to go live. 
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Within the website I have implemented security features to protect the data on the database. These features allow the website to go live with little threat in these areas. One of the most important security features I implemented was SQL Injection protection, SQL Injection can be done at any point where a user can input text. Its one of the most common attacks on security breaches to a database and can lead to an attack getting all the database’s information or just cause massive problems by simply dropping all tables, they can execute any SQL command.
	To protect the website from SQL injection I used the bind feature of php SQL. It ensures that before the SQL statement is run, the parameters given by the users are strings/integers and won’t interfere with the SQL statement.
	Another security feature I implemented was sessions. Before every page loads it will check if the user trying to access the page has an active session. I also increased the security with the use of sessions by using access levels, for example with the viewing/add/editing/deleting of Staff records. To do this I gave All users a security level in the database and then when the session is created at login there is a session string saved with their security level. This session string is then referred to when the website is about to load areas that are restricted. This is also done at the beginning of every restricted page. This means that even if they know the URL to the restricted page it will just redirect them to the dashboard.
	Moreover, my sessions have expiry times, although a session will be automatically terminated when the web browser is closed, I have added an expiry time so that when the user has been inactive for 30 minutes then the next time the user attempts to interact with the website the session will be terminated. This stops the security risk of having an unattended account logged in for more than what is needed. At the beginning of every page there is a reset to last active time.
	To finalise, I have also added a termination date for all users within a database. Any time after the termination date the user will not be able to access their account and even if they are logged in, once their termination date has passed the user will be logged out the next time they attempt to do an action. This is done by simply recording the termination date in a session string. Both the termination date and last active time are kept in Unix format as I found this the easiest way to handle them.
Another security feature that I added was the ability for an account to be locked. This can be done at the editing of the staff records and once locked the user account won’t be able to login, it can be use full in a suspension of an employee or if an employee has gone on holiday their account can be locked to ensure only points of entry are the ones that are needed. It can be unlocked at anytime and will be like a normal account. This was implemented by adding a Boolean to the database and checking if its true or false before logging the user in, if it was true the account is locked so the user is blocked
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Although I have tried my best implement as many security features as possible there are still some security features I worry about and would attempt to fix if I were to make the website live. The main issue that worries me is that the only thing encrypted on the database is the passwords, unfortunately I forgot to implement this when dealing with normal data, which means that if someone does breach the websites defences then they will have full unlimited viewing of all customers, staffs, etc data. I would make sure to encrypt all names, emails, phone numbers and addresses that are on the database and make sure that everything can only be decrypted though a strong key.  
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