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The purpose of this report is to go over the developed database-driven website (as required by the project brief) from a security point-of-view, discussing the security measures that were implemented during the website’s development, as well as some potential issues that could fixed or worked on in the future were the site to become live at any point. 
The requirements from the project’s briefing was to implement database features to a website which would allow dynamic content to be displayed on it as a result. What this content entailed was left at the discretion of the student (they chose to make up a gaming e-commerce store) but once decided, the pitch would have to go through the tutor to get approval before full development could begin.
WHAT IS A DYNAMIC WEBSITE?
A dynamic website is more functional compared to static websites, which are more suited to providing basic information over actually providing functional services to users. A dynamic website allows users to interact with the website in various ways, from changing information, to altering the look of the website itself. Whereas Static Websites rely on HTML and CSS code alone, dynamic websites utilise both client-side and server-side scripting languages/ Such languages include JavaScript, ASP and PHP.[endnoteRef:1] [1:  wpamelia.com. 2019. Static vs Dynamic Website: What Is the Difference? [online] Available at: https://wpamelia.com/static-vs-dynamic-website [Accessed 23 May 2021].
] 
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At the moment, the website as is having a simple user-login that stops any random person from wondering into the backend of the site to mess with things that they shouldn’t be. The Login accepts two types of user levels for site administrators: User levels 1 & 2. Level 1 users have reading access to the backend webpages which contain the website databases but are not permitted to change any of these databases unlike level 2 users which do have the additional access. As of now, this is the only form of security that the website has. So, substantial changes would have to be made so that the website is secure enough to go live and be safe from potential attacks.
The first potential security issue that may need to be addressed is in regard to the SQL code that has been used to connect the database to the website itself. SQL injections can be used by attackers in order to potentially access or corrupt databases. This is done by inputting malicious code into SQL states through webpage inputs.[endnoteRef:2] This can give attackers the ability to read entries, update and delete them and also save them. SQL injection stands as one of the most widespread web application vulnerabilities.[endnoteRef:3] [2:  W3schools.com. 2021. SQL Injection. [online] Available at: https://www.w3schools.com/sql/sql_injection.asp [Accessed 23 May 2021].
]  [3:  Commonplaces.com. 2021. 6 Common Website Security Vulnerabilities. [online] Available at: https://www.commonplaces.com/blog/6-common-website-security-vulnerabilities [Accessed 23 May 2021].
] 

Another security issue is having flawed access control on the website. If any registered user was given full access to the backend of the website, they will access to alter any content that resides within the backend of the site (in this context, the content would be the site databases). They may be trusted within the company hosting the site, but such a risk shouldn’t be left open. If the user’s account is compromised and taken over by hackers and other types of attackers, they will have full and easy access to alter the website however they wish or extract data from the databases.[endnoteRef:4]  [4:  Kimball, D., 2021. Top 10 Most Critical Security Risks for Business Websites. [online] SuperWebPros. Available at: https://www.superwebpros.com/blog/top-10-critical-security-risks-business-websites [Accessed 23 May 2021].] 

Another vulnerability that should be considered is the monitoring of the website’s traffic and activity. This can be considered a vulnerability as it tends to be a part of website security that is neglected by most companies. This allows malicious activity to go pretty much unnoticed until it’s too late to stop what has been put into motion by attackers. This means keeping check on all logged in users, what those users are accessing on the site, their traffic patterns, etc. Keeping track of all of this information and actively monitoring said information can ensure that abnormal and potentially malicious behaviour can be cracked down upon faster.
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In conclusion, there are a lot of security issues that need to be taken into account when developing a dynamic website. Without the consideration of these security issues, a website handling such sensitive information (customer records, customer bank cards, residence information, etc) should not be permitted to be made live and accessible on the internet. From SQL injections being used to damage site databases, to ensuring that all network traffic to the website is monitored to keep lookout for malicious activity, there are numerous ways for a website to be compromised and all of these potential risks need to be either fixed or looked after to avoid incidents.
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