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[bookmark: _Toc1125465738][bookmark: _Toc184606783]Task 1
[bookmark: _Hlk183168490]Abstract- This paper will discuss various security technologies, including firewalls, access controls, VPNs, and Intrusion Detection Systems (IDS). It presents research on how these security systems help organisations protect their data. These technologies safeguard against unauthorised access, detect potential security threats, and provide quick and effective responses to risk alerts. These security technologies’ role is to secure networks and sensitive data. The paper will explore this, focusing on their features for protection, detection, and reaction to cyber-attacks.

[bookmark: _Toc184606784]Security Technologies such as Firewalls, access controls, VPNs, etc.

[bookmark: _Toc184606785]Introduction 
Security technologies are components and policies put in place to secure data, property, and assets. These security technologies can assist by only allowing authorised access, identifying potential attacks, and initiating fast responses when issues arise. This discourages criminal activity and obtains important evidence if a breach occurs. [1]
[bookmark: _Toc184606786]Types of Security Technologies
One type of these technologies includes firewalls. A firewall is a network security system that examines incoming and outgoing traffic. It controls access by permitting or blocking data based on security policies that have been established by the organisation. [2] 
[bookmark: _Int_vRvPhXJR]Another type would be access controls. Access controls decipher who gains access to specific data, applications and resources as well as how much authority they will have when they do so. They control who has access to the digital environment, much like keys in the physical world. Access controls use techniques such as authentication and authorisation to verify the identity of a user and the level of access they should have. This is based on features such as device, location, role, and other factors.[3] 
A third type would be VPNs. A VPN is a function that protects your internet connection and privacy when surfing the web. It stands for “Virtual Private Network”. A VPN offers protection by creating an encrypted tunnel for the user’s data, protecting their identity online. It hides the user’s IP address, making public Wi-Fi safe for the user to use as private information such as their bank card details will also be hidden.[4]
These are just a few examples, there are many more notable security technologies such as Intrusion Detection Systems (IDS) and encryption.
[bookmark: _Toc184606787]How these Security Technologies Protect, Detect, React and Safeguards organisations

i. [bookmark: _Toc184606788]Firewalls
Firewalls help protect an organisation’s IT infrastructure as they are the first stage of defence within the hardware or software. As the below figure shows, a firewall is used to filter traffic coming from outside untrusted networks into the inside, trusted network.
[image: A diagram of a firewall

Description automatically generated]
[bookmark: _Toc184603296]Figure 1. Firewall Filtering Traffic [5]
[bookmark: _Hlk183168553]Firewalls have many processing modes. Some of these include packet filtering, application layer proxy, MAC layer firewall and hybrids. However, most organisations will have a single firewall that conducts all the above functions. [6] 
A firewall can detect suspicious activity as it inspects all traffic before allowing it to pass into the LAN. It compares the data to a threat database and inspects its origin and the port it utilises as well as the application it is associated with.[7] It will depend on the policies set by the organisation, but if the data seems innocent, the firewall will allow it to enter the WAN. However, if the firewall detects unusual activity such as malware, it will shut it down.[8] 
Without firewalls, computers within an organisations network could be susceptible to cyber-attacks, thus making it a great tool for protection and detection of threat. However, the organisation may find it difficult to choose the correct firewall for their needs. It will depend on the business and how they operate, such as if they have an onsite team or if they will need to outsource to build a firewall. There needs to be a perfect balance between cost and protection for the organisation. Although, data security is crucial, it can often be challenging to convince management to spend the revenue needed for top grade security.[6]
ii. [bookmark: _Toc184606789]Access Controls
Access controls assist with protecting organisations’ data as it ensures that only verified users can access data. It protects the organisation’s building, employees, data and assets by reducing the risk of unauthorised trespassers. [9] Even within the organisation there will be less chance of a breech between departments. For example, the Finance team will have access to the business’ finance data but no access at all the HR’s department’s data. Thus, access control is a selective method of security.
There are various types of access controls. These include MAC, DAC and nondiscretionary control. MAC stands for Mandatory Access Control. It is a structured and strict verification scheme that deciphers what users are allowed to access depending on their credentials and preassigned levels. As it is a structured, strict and automated system, it is often used within organisations such as the military. [6] 
DAC stands for Discretionary access controls. It is access controls that are implemented at the discretion of another user. An example of this would be when a smartphone applications requests permission from the user to access their camera, the app can only do so under the user’s discretion. DAC provide organisations protection by ensuring there is no cross contamination of data between departments and adding an extra layer of security. This is because it can hide certain attributes such as the size of the file or file path. [10] This offers organisation a lot of flexibility and an element of security. However, as shown in the below table it offers less security than MAC as users can share data without oversight so there is added insider risk. Thus, it is better suited for small companies rather than large organisations.
[image: ]
[bookmark: _Toc184603297]Figure 2. Characteristic of MAC and DAC [10]
Thirdly, nondiscretionary controls are access controls that are implemented by a central authority. This means that access is granted or denied based on policies rather than by discretion of users.[11]
Overall, all types of access control lean on four mechanisms which show four important features. These include identification, authentication, authorisation and accountability. Although access controls can protect assets, provide management with flexibility and authority while also protecting sensitive data, they can also be complicated to implement and maintain because they require constant updates to align with changing user roles, policies, and organisational needs
iii. [bookmark: _Toc184606790]VPNs
VPNs protect organisations’ data by ensuring that confidential data is kept private even on public networks such as free Wi-Fi in public places.
It is very popular among networking and telecommunications organisations as it is a cost-effective security technology, and it can be challenging to convince management to invest more in security. VPNs use open networks to create highly secure communication channels between large organisations, isolated sites, and individual users.[12] The below figure presents VPN’s popularity especially with the purpose of data security.
[image: ]
[bookmark: _Toc184603298]Figure 3. Improving Security is the Most Common Reason People Purchase a VPN [13]
As shown, Figure 3 shows that the most common use of a VPN is for data security. VPNs safeguard sensitive data with the use of encryption and hides the user’s IP address. With a VPN, cyber criminals will be unable to decipher the data, even those with access to the network the organisation is using. [7] This process is represented in the diagram below:[image: ]
[bookmark: _Toc184603299]Figure 4. How a VPN Works [14]
There are three main types of VPNs: Trusted VPNs (using private dedicated lines), Secure VPNs which use encryption, and Hybrid VPNs, which are a combining of both.[6] As stated, VPNs transform the open Internet into a private network through two modes of operation. One of these include Transport Mode. This is where only the data inside the IP packets is encrypted, making it suitable for end-to-end encryption or remote worker access. This is very effective for organisations as many have employees that work remotely. Thus, a VPN is advantageous for remote workers to ensure the data they utilise remains secure and confidential. 
The other mode is Tunnel Mode. This is when the whole data package is encrypted to ensure that no if there are any trespassers then data is still hidden and protected. This is perfect for organisations with employees that work online a lot and may be using unsecured networks such as public Wi-Fi in coffee shops.[7]
 Overall, VPNs have become a crucial tool for protecting user’s IP addresses and sensitive data, especially proving useless for those who work remotely. However, because of the process of encryption it may slow down the connection and they will not protect the user from voluntarily offering data to sites such as Google or Facebook for example.
iv. [bookmark: _Toc184606791]Intrusion Detection Systems 
Intrusion Detection Systems (IDS) scan all incoming and outgoing traffic to identify if any suspicious activity is occurring.  This can include strange activity. Its main goal is to identify any possible data breaches from outside the organisation or from within the organisation such as misuse of data by a disgruntled employee who is keen to sabotage.[15]
As IDS is constantly scanning the incoming and outgoing traffic it can detect threats within an organisation easily. As it gets to know the nature of the network, it is quickly able to pick up on any abnormal patterns or known attack signatures, as presented within the flowchart below. 
[image: ]
[bookmark: _Toc184603300]Figure 5. The Process of IDS [16]
As shown in the above figure, IDS uses methods such as signature-based detection. It does this by comparing the traffic against a database of known threats. It also uses anomaly-based detection which ensures to raise concern when suspicious behaviour is spotted. It does this by surveying logs, network packets and systems event in present time. It detects unauthorised access, malware and unusual activity and alerts the administrators to prompt reaction to the attack, minimising the anticipated damage.[17]
Once a threat is detected, it sets off an alarm to alert that there has been a breech. It reacts by blocking the intruder or blocking the server to protect the organisation’s data.[18] 
Thus, organisations would benefit from IDS as it safeguards data by constantly monitoring traffic and sending out alerts when unusual activity is spotted and blocks access. However, IDS can be memory intensive. Furthermore, if an attack is within the organisation’s generally accepted protocol behaviour it may potentially enter. 
Lastly, every organisation will have unique policies and protocol implementation from one another or even from operating system to operating systems within the same organisation. A protocol implementation is the undertaking of designing, coding, and deploying a set of rules and policies to confirm communication between systems, devices and software operates as designed. Thus, a drawback of the IDS security system would be that if an organisation’s protocol implementation varies from operating system to operating system, then IDS may not detect intrusions effectively and threats and attacks will go amiss. [17]
[bookmark: _Toc184606792]Conclusion
In conclusion, security technologies such as firewalls, access controls, VPNs, and IDS play a crucial role in safeguarding organisations' data and providing security. Firewalls act as the first line of defence by filtering and monitoring network traffic, while access controls ensure only authorised users have the necessary access to sensitive data. Additionally, VPNs provide secure communication when using public Wi-Fi, which is particularly beneficial for remote workers. Also, IDS continuously monitor for suspicious activity to identify and alert administration about potential threats. Together, these security technologies enhance an organisation's ability to protect, detect, and react to security risks, though their effectiveness depends on careful implementation, regular updates, and alignment with organisational policies.
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[bookmark: _Toc1468931594][bookmark: _Toc184606793]Task 2
[bookmark: _Toc184606794]Introduction
This assignment will cover a thorough and thoughtful approach for creating and implementing a security unit within CyStresSolution (CSS). CyStresSolution are a fast-expanding threat intelligence and consultancy business who specialise in combatting cyber threats and attacks. This assignment will focus on a design for a security framework with the organisation’s structures and policies in mind. It will discuss way in which to approach implementing the security unit with an attitude of priority toward compliance, strategic planning, risk management, contingency planning and protection.
[bookmark: _Toc184606795]My Approach
It is crucial to cover all assets when creating an information security unit (ISU) for CyStresSolution. It must implement and enforce CSS’ policies and protect their assets. It will prevent unauthorised access and reduce the threat of cyber-attacks.
[bookmark: _Toc184606796]Organisation Structure
CSS should consider the structure of the company when creating a security unit to ensure that confidential employee and client data is safeguarded. Based on the case study given, it seems that CSS is a smaller sized company although it is fast growing, it is still a niche market and seems to find most of its clientele online.[19] Therefore, CSS should use a structural plan very similar to the one demonstrated within the below figure with regards to its organisation structure with an ISU in mind.
[image: ]
[bookmark: _Toc184603301]Figure 6. Information Technology Organisation Chart [20]
As demonstrated the CEO or owner of the company should be at the top of the chain. They will be responsible for overseeing decisions made by the IT department and ensure that the choices they make align with CSS’ policies and goals. Next, there is an IT Manager who is responsible for overseeing the members of the team. Underneath this role you will have the IT Support Specialist who is responsible for ensuring day-to-day business is running smoothly, offering support with computer systems and networks. [21] The team also includes a Network and Systems Administrator who manages and maintains the IT infrastructure. As well as a Software Developer who designs and optimises software applications. There is also a Security and Compliance Officer who ensures basic security measures are in place. Next there is the Business Analyst who evaluates processes to improve efficiency. Finally, there is the IT Trainer provides staff with the skills needed to use technology effectively.
The most important thing for CSS to remember is that their structure for the IT department should adapt and change as the business grows, to ensure a robust system to assist with data security.
[bookmark: _Toc184606797]Policies and Procedures
Every ISU plan should always align with the business’ policies and procedures. As CSS specialty is threat intelligence but also offer consultancy and cloud-based solutions, the ISU approach should mirror these objectives. Thus, the ISU should provide security for internal staff and networks as well as their customers.[1] 
With a business like CSS, it is likely that they will have an access control policy. This policy is implemented with intent on restricting access to sensitive data based on individual’s roles within the business. Thus, CSS should have access controls put in place. Access controls will ensure that only verified users can access data. It protects the organisation’s data and assets by reducing the risk of unauthorised trespassers. For example, as stated in ‘Task 1’, only the HR team should be granted access to sensitive data such as medical records, whereas the Finance team should not, as it is irrelevant to their roles. [9]
Furthermore, an incident response plan should be put in place that clearly lays out a step-by-step plan for action if a cyber-attack was to take place. The below figure presents a seven-step plan for if an incident were to occur. It would be wise for CSS to take heed of this and conduct and similar plan themselves.
[image: ]

[bookmark: _Toc184603302]Figure 7. Seven Phases of Incident Response Plan [22]

The following proposal is a suggested incident response plan for CSS. [23] 

1. Preparation Stage - This stage occurs before an attack has occurred. At this stage, CSS should carry out a risk assessment to search for any vulnerabilities within their network and clearly establish their security policies. A firewall could be especially useful here as they filter the traffic coming in and out of the company’s network.[6] Security procedures should be developed at this stage and systems should be upgraded. 

2. Threat Identification Stage - The IT department should guard the alerts they receive indicating any unusual activity.[17] Some alerts may be false. However, as soon as a threat has been detected, the team should investigate the nature of it. They should uncover what type of threat it is; it’s source and its aim. Next, the team will communicate with stakeholders of the company and inform them of the next steps that should be taken. 

3. Threat Containment Stage – This is arguably the most important step; it includes containing the threat as soon as possible. The length of time that the attacker has access, correlates directly with the amount of damage they can inflict. The Security and Compliance Officer must act with haste to isolate any systems, applications or assets that are under attack from the networks. This is a preventative measure with the aim of denying the attacker access to any other parts of the organisation.

4. Threat Elimination stage – This stage is where removal of the attacker and any malware they may have left behind takes place. The IT team may have to assist with taking systems offline and simultaneously inform stakeholder of their progress. 

5. Recovery and Restoration Stage – This stage may take several hours or more to complete depending on the severity of the attack. Once the threat has been eliminated the IT team will take the time to restore systems, recover data from backup and oversee any areas where the attacker has affected. This is to ensure the team remains on high alert, should the attacker return while also working to prevent this.

6. Feedback and Refinement Stage – Once the threat has cleared and the data and network are secure once more, an evaluation will occur. This is where the team will assess their process and learn from their actions to identify if any improvements could be made should an attack occur again. This is to ensure CSS’ security is strengthened.
7. Quality Assurance Stage – This stage is the final stage where testing takes place to ensure everything is running as expected and all data is safe from the wrong hands. Once satisfied with the quality of the performance and satisfied that the network is safe once more, the team will put the network back online.

Although these are the completed steps for incident response, CSS should know that these steps are a cycle, and the first stage of preparation should be revisited often based on any lessons learned from any attacks or any advancements in technology as the business grows and make changes accordingly. 

[bookmark: _Toc184606798]Compliance: Law and Ethics
The ISU approach for CSS must comply with government laws and implement them throughout the company. Since CSS is a threat intelligence and consultancy business, it is crucial the internal processes of the business and the services they offer comply with the relevant laws and ethics standards. They should adhere to data protection laws. 
Given CSS's role as a threat intelligence and consultancy provider, it is imperative that both the internal operations and the services offered to clients comply with relevant regulatory standards and frameworks. The Data Protection Act 2018 states how customer’s data can and should be used by businesses and the government. It states that customers have the right to any stored personal data, can have incorrect data corrected or even deleted upon request. [24] To comply with this, CSS can take various actions. For example, they could carry out regular audits and create Data Processing Agreements with stakeholders.[25] 
CSS should also ensure that there are data security measures put in place so that sensitive data is not leaked. Encryption would be great for this. To achieve this, the use of VPNs would be optimal. A VPN is also likely to be popular with CSS’ CEO as they are cost-effective an efficient way of assisting with data security. VPNs use encryption to veil user’s data. Even unauthorised users with access to CSS’ network with be unable to decipher customers’ or workers’ data [7].
Furthermore, CSS should aim for an IEC 27001 certification as it is the standard organisations should aim for regarding data security. Although, it is not a legislation requirement, it is highly recommended and should be a part of the company’s policy. This is because this certificate would gain trust from customers and improve CSS’ reputation. It will also assist with identifying any weaknesses and help develop and establish strong security measures to protect against any cyber-attacks or breaches.[26]
Additionally, CSS should also consider the NIST (National Institute of Standards and Technology) Cybersecurity Framework. This is a great set of guidelines organisations use to manage their cybersecurity risks while also ensuring compliance with security standards. This framework helps identify, protect, detect, respond and recover. [27] Thus, it would be wise for CSS to use a firewall within their ISU.[6] Firewalls are the first stage of protection.[5] A firewall inspects all traffic, detecting suspicious activity before allowing it into the LAN. As CSS is a small but growing company it would be wise for them to outsource to build a firewall. This would save time and resources while ensuring their first line of cyber defence is built by specialised professionals as they spend time on improving their own data security skills.
[bookmark: _Toc184606799]Governance and Strategic Planning for Security
One way to enforce governance within CSS is to appoint a Chief Information Security Officer (CISO). As shown from the figure below, there are many responsibilities a CISO has regarding data security and thus, many benefits. 
[image: ]
[bookmark: _Toc184603303]Figure 8. What does the CISO usually do?[28]
CISO are responsible for various tasks such as communication, risk management and many more. Having a CISO means that CSS will reduce their vulnerabilities, enhance incident response and ensures the company complies with legislation like ISO/IEC 27001 and GDPR by conducting regular audits.
In terms of planning within an ISU, CSS should perform regular risk assessments and prioritise identifying any weaknesses in their systems to reduce any potential cyber-threats. ISS should also set goals within their policies to achieve important certifications. CSS should ensure they spend time and money on training their employees about potential cyber risks to ensure that human error is minimised as much as possible. This should also involve awareness and implementation of their incident response plan as previously mentioned. SIEM will also be a great tool for a strategic data security plan. SIEM stands for Security Information and Event Management. It is a solution that integrates various security functions into a singular system. It can analyse threats in real time and analyse data logs and events. It is a great tool for monitoring, auditing and ensuring compliance.[29] SIEM assists and improves the company’s incident response plan and quickens response time as some aspects of SIEM can be automated.
CSS should also put a BCP and a DRP with regular testing. BCP stands for Business Continuity Plan. The goal of a BCP is to ensure that the business can operate as normal with critical data and assets protected even in the event of a cyber-attack. A BCP will include things like ensuring data backups and recovery processes are in place. It protects data loss and maintains access to important company systems. Data backups and recovery should be put in place to minimise CSS’ time spent on recovery. An efficient and effective BCP should ensure CSS can recover promptly from a cyber-attack and continue operations as normal while simultaneously protecting all data.[30] Thus, as shown in the figure below, there are four main steps CSS should take to conduct a BCP to improve data security and planning. These include risk management, business impact analysis, incident response and recovery plan. 
[image: ]
[bookmark: _Toc184603304]Figure 9. Business Continuity Planning Process [31]
Following on, DRP stands for Disaster Recovery Plan. It is a plan that emphasises the processes and policies that a business will implement to recover and restore its systems, data and infrastructure after a cyber-attack. Its aim is to so with minor data loss and time loss.[32] Since CSS is a threat intelligence organisation that operates mainly online, a DRP will be crucial for protecting sensitive data and gaining and maintaining customer faith and satisfaction. There are six steps CSS should take when writing a DRP as presented in the figure below.
 [image: ]
[bookmark: _Toc184603305]Figure 10. How to Write a Disaster Recovery Plan [33]
The first step is to define the plan, and the scope of disaster recovery needed. CSS should focus on protecting their assets and sensitive data while ensuring operations can run as normal should a disaster take place. 
Step two includes performing a risk assessment. This is to identify potential vulnerabilities and weaknesses. This could include ensuring that if they outsource any work, that these organisations have plans and procedures that align with CSS. It could also include considering anything that may cause disaster to network issues such as human errors, server issues, fire damage or severe weather as presented in the figure below.
[image: ]
[bookmark: _Toc184603306]Figure 11. Disasters that May Call for DRP [34]
The third step is to perform business impact analysis. This involves deciding on crucial systems that need to remain operatable should a disaster take place and how long the recovery time could be.
The fourth step is defining recovery measures and procedures. It is the show of remaining operatable if disaster takes place. This involves ensuring all crucial data backups are in place should any main systems fail or ensuring there are way employees can work should the office become inaccessible such as ensuring they can work remotely safely. VPNs would be great tool for this. [4] VPNs use encryption to disguise IP addresses. This means even if one of CSS employees uses public Wi-Fi their data is still secure. This step should also cover clear communication paths so each of CSS’ employees knows who to get in touch with should a disaster or an attack occur. 
Step five includes regularly testing the plans and procedures made and their network security. It also involves investing time and money into training their employees so that they are aware of CSS’ policies and the procedure should disaster happen. This ensures CSS will be prepared and so will be better equipped should a disaster or an attack take place. 
The final step involves regularly reviewing and updating the DRP to identify any new risks or changes within the running of the business and technology.  
[bookmark: _Toc184606800]Risk Management and Protection Mechanisms
The risk management aspect of an ISU should highlight identifying, analysing and mitigating security risks to protect CSS’ assets and networks. The following is a suggestion of how CSS could structure their risk management.[35]
Firstly, CSS should identify all risks, internal and external. This can involve things such as systems failing, cyber-attacks, or human errors. Secondly, as previously stated, they should carry out risk assessments regularly and prioritise the risks with the highest potential for most disruption to business operation. Mitigation is also a major aspect of risk management, this involves implementing safeguards such as VPNs [4], firewalls [2]and access controls [2].  CSS should also implement intrusion detection systems to help with detecting any unusual activity within incoming or outgoing traffic.[15] This will also involve employee training on awareness of the previous things stated and how to operate tasks safely with data security in mind.  Furthermore, regular surveillance of system and networks for weaknesses is an important aspect of risk management. CSS could use tools such as SIEM to achieve this. As SIEM is an automated tool it will save a lot of time and resources.[29] 
Thus, if CSS establishes strong risk management procedures within its ISU. CSS’ defence techniques will be enhanced, and it will more likely that CSS will be able to operate as normal should a disaster or attack occur.
[bookmark: _Toc184606801]Contingencies Planning
Contingency planning includes creating a plan to assist systems and operations to continue operation as soon as possible. It also assists with ensuring data is protected should an attack or disaster take place. NIST has documentation has lays out a contingency plan that many organisations follow.[36] The plan consists of seven steps. The first step is developing a contingency plan policy statement. The second stage is to a business impact analysis (BIA). A BIA would predict the effect of a cyber-attack or disaster on CSS and collects information helpful with developing recovery strategies. The third stage is to create contingency plan strategies such as putting back-ups in place. The next stages are creating contingency strategies, developing and information security plan and carrying out testing and training. The final stage is maintaining the plan, which would include regular updates to the plan to reflect technological advancements and business growth.
[bookmark: _Toc184606802]Recommendation 
It is recommended that CSS have a Chief Information Security Officer internally to establish clear leadership regarding security and compliance. CSS should also invest time and money into employee training to prevent human error. Security technologies should also be put in place such as firewalls, VPNs and SIEM systems to build a robust defence system. CSS should also create and implement a Business Continuity Plan (BCP) and Disaster Recovery Plan (DRP). These procedures should also be tested regularly to ensure they are strong enough to withstand or come back from cyber-attacks and that data is protected. CSS should also aim to gain an ISO/IEC 27001 certification. This will add to their clients’ trust in them. Lastly, what should be stressed mostly is incident response plans are tested and updated on a regular basis to ensure that threats can be handled with minor to no loss of data.
[bookmark: _Toc184606803]Conclusion
Implementing a well thought out ISU for CSS is crucial for protecting client and employee data during internal and external operations. This is especially because their business is within the threat intelligence and consultancy industry and will conduct most operation online. Thus, an ISU that coincides with CSS policies and procedures that complies with laws and regulations will act as a strong security framework. Thid framework will be secure and strengthened with use of tools such as firewalls, VPNs and access controls. The focus for CSS however should be repeating the cycle of analysing traffic, overseeing detection, looking over defence mechanisms and evacuating their own performance after attacks to always improve their defences. In conclusion, strong defence systems are vital, but proactive preparation is equally important for strong data security within an ISU.
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