


SQL Injection and Website Security

SQL injection is a critical web security vulnerability that occurs when an attacker is able to manipulate SQL queries by injecting malicious input into a web application’s database query. This typically happens when user input is not properly validated or sanitised before being included in SQL statements. As a result, attackers can gain unauthorised access to sensitive data, modify database records, or even completely compromise the system [1].In database-driven websites, such as the EcoBite Recipes system, SQL injection poses a significant threat because the application relies heavily on user input for operations such as login authentication, searching recipes, and managing data through CRUD functionality. If these inputs are not securely handled, attackers can exploit vulnerabilities to bypass authentication mechanisms or retrieve confidential information from the database. One common example of SQL injection occurs in login forms. A vulnerable query might be written as:

SELECT * FROM admins WHERE username='$username' AND password='$password';
Vulnerable Code
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Figure 1  Example of vulnerable SQL query where user input is directly inserted into the query, making it susceptible to SQL injection.
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In this case, if a user enters ' OR '1'='1 as input, the query becomes logically true, allowing unauthorised access without valid credentials. This demonstrates how poorly constructed queries can lead to authentication bypass attacks.Within the EcoBite Recipes website, potential vulnerabilities were identified in several areas, including the admin login system, search functionality, and recipe management forms. These components accept user input and interact directly with the database, making them high-risk points for injection attacks. Without proper protection, these areas could allow attackers to manipulate queries and compromise the integrity of the system. 
To mitigate these risks, secure coding practices were implemented. The primary defence used in this project is prepared statements with parameter binding, which separates SQL logic from user input. For example:

$stmt = $conn->prepare("SELECT admin_id, username, password FROM admins WHERE username = ?");
$stmt->bind_param("s", $username);


Secure Implementation
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Figure 2 Secure  implementation using prepared statements and parameter binding, which prevents SQL injection by separating query structure from user input.


Prepared statements ensure that user input is treated strictly as data rather than executable SQL code. This prevents malicious input from altering the intended structure of the query. According to security best practices, this is one of the most effective methods for preventing SQL injection attacks [2].In addition to prepared statements, input validation and sanitisation techniques were applied. User inputs are checked to ensure they meet expected formats and constraints before being processed. This reduces the likelihood of unexpected or harmful input entering the system. Furthermore, session-based authentication was implemented to manage user access securely, ensuring that only authorised administrators can perform CRUD operations.
SQL Injection Attempt
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Figure 3  Attempted SQL injection using a common malicious input string designed to bypass authentication.
Failed Result
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Figure 4 Failed SQL injection attempt, demonstrating that the system correctly rejects malicious input due to implemented security measures



Testing was conducted to evaluate the effectiveness of these security measures. Attempts were made to inject malicious input, such as ' OR '1'='1, into the login system. These attempts failed, as the prepared statements prevented the injected code from being executed. Instead, the system treated the input as a normal string, resulting in unsuccessful login attempts. This demonstrates that the implemented security mechanisms are functioning correctly.Despite these protections, it is important to recognise that security is an ongoing process. Additional improvements could include implementing password hashing using secure algorithms such as bcrypt, enforcing stricter validation rules, and applying least-privilege access controls within the database. These measures would further enhance the overall security posture of the application.
REFLECTION
In summary, SQL injection constitutes a significant security vulnerability within web applications, particularly those that depend extensively on database interactions for functionality. Nevertheless, the implementation of robust defensive programming techniques—including prepared statements, parameter binding, comprehensive input validation, and secure authentication mechanisms—effectively reduces the likelihood of such attacks within the EcoBite Recipes system. The results obtained from testing procedures indicate that the application demonstrates resilience against common injection attempts, as malicious inputs are correctly neutralised and do not alter query execution. This outcome reflects a strong application of secure development principles and adherence to established industry standards in web application security.
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<?php
$username = $ POST[ 'username'];
$password = $ POST[ 'password'];
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$sql = "SELECT * FROM admins WHERE username='$username’ AND password='$password’";
?
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$stmt = $conn->prepare("SELECT admin_id, username, password FROM
admins WHERE username = 2");
$stmt->bind paran(”s”, $username);
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