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[bookmark: _Toc235187292]1. Brimstone Description 
The Brimstone 2 is a British air-to-surface precision guided missile developed to engage armoured vehicles and a wide range of other tactical targets. The missile consists of a tandem shaped charge warhead, rocket motor, guidance system, seeker system, control actuation system as well as safety and arming mechanisms. [5]
This risk assessment considers hazards throughout the Manufacture to Target Disposal Sequence (MTDS), which includes manufacture, storage, transportation, aircraft integration, operational use and disposal. The assessment focuses on identification and mitigation of hazards that could result in injury of loss of life to military personnel, civilian personnel, contractors or members of the public as well as damage to equipment, infrastructure and the environment. Consideration is given to accidental and unintended hazardous events associated with the missile system throughout its life cycle, rather than its operational effectiveness in achieving military objectives. 
[bookmark: _Toc235187293]2. Risk Matrix
The risk matrix in Table 1 was used as a scoring system for the risk assessment. It defines the severity, likelihood and risk rating categories to judge the overall risk associated with each hazard identified in the Hazard Identification. 
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[bookmark: _Toc234417417][bookmark: _Toc235187294]3. Hazard Identification
A Hazard Identification (HazID) study was conducted to identify credible hazards associated with the Brimstone missile system throughout the Manufacture to Target Disposal Sequence (MTDS). The study considered potential failure modes, human factors, environmental influences and accidental events that could result in injury or loss of life, damage to equipment or infrastructure, or environmental harm. The identified hazards were assigned an initial severity, likelihood and risk rating using the project risk matrix to establish the pre-control risk level.
	Hazards
	Causes	
	Consequences
	S
	L
	R

	Guidance System Failure
	Electrical failure 

Mechanical failure 

ESD Interference

Loss of Communications
	Hits wrong target. Death of civilians.
	5
	4
	4

	Propulsion System Failure
	Electrical Failure

Mechanical Failure

Chemical Failure
	Hits wrong target. Death of civilians.

Fail to launch. Death of Personnel

	5
	4
	4

	Targeting Failure
	Electrical Failure

Mechanical Failure

ESD Interference
	Hits wrong target. Death of civilians.

Fail to launch. Death of Personnel

	5
	4
	4

	Fire
	Slow heating

Fast heating

Sustained Exposure
	Detonation. Death of civilians.

Sympathetic detonation. Death of civilians.

Burning. Death of civilians.
	5
	3
	5

	Handling
	Dropping

Improperly Fitting

Lifting Failure

Maintenance error
	Crushing. Death of personnel.

Detonate. Death of civilians.

Loss or increase of performance. 
Death of civilians.
	5
	3
	5

	Inadvertent Detonation
	ESD
Shock
Humidity
Vibration
	Detonate. Death of civilians.
Damage to Infrastructure.
	5
	4
	4


[bookmark: _Toc235145213]Table 2 – Pre-Control Hazard Identification and Risk Assessment

[bookmark: _Toc234417418][bookmark: _Toc235187295]
4. Controls and Mitigations
	Hazards
	Controls and Mitigations 

	Guidance System Failure 
	• Software verification and validation (V&V).
• Environmental qualification testing (shock, vibration and temperature).
• Electromagnetic Compatibility (EMC) testing.
• Built-In Test (BIT) functionality prior to launch.
• Scheduled maintenance and inspection procedures.
• Operator training and pre-flight system checks.

	Propulsion System Failure 
	• Propellant quality assurance and batch testing.
• Acceptance testing of rocket motors.
• Environmental controls during storage and transport.
• Shelf-life management of energetic materials.
• Non-destructive inspection of propulsion components.
• Routine maintenance and condition monitoring.

	Targeting Failure 
	• Seeker calibration and functional testing.
• Software verification and validation.
• Target confirmation procedures prior to launch.
• Mission planning and operator training.
• System self-test functions.
• Protection against electromagnetic interference.

	Fire
	• Fire detection and alarm systems.
• Fire suppression systems in storage facilities.
• Explosive storage separation distances.
• Temperature and environmental monitoring.
• Control of ignition sources and hot-work permits.
• Emergency response and evacuation procedures.

	Handling 
	• Approved lifting and handling equipment.
• Detailed handling and loading procedures.
• Trained armourers and maintenance personnel.
• Two-person verification during loading operations.
• Protective transport and storage containers.
• Inspection after any impact or dropped item event.

	Inadvertent Detonation
	• Safe and Arm Device (S&A) within the missile design.
• Electrostatic Discharge (ESD) protection measures.
• Bonding and grounding during maintenance activities.
• Shock and vibration-controlled transport procedures.
• Environmental controls for storage and maintenance.
• Explosive safety procedures and restricted access areas.


[bookmark: _Toc235145214]Table 3 – Controls and Mitigations

[bookmark: _Toc234417419][bookmark: _Toc235187296]5. Post Control Risk Assessment
	Hazard
	S
	L
	R

	Guidance System Failure
	5
	5
	3

	Propulsion System Failure
	5
	5
	3

	Targeting Failure
	5
	5
	3

	Fire
	5
	4
	4

	Handling
	4
	4
	4

	Inadvertent Detonation
	5
	5
	3


[bookmark: _Toc235145215]Table 4 – Post Control Risk Assessment 
[bookmark: _Toc234417420][bookmark: _Toc235187297]6. Risk Summary 
This risk assessment identified six principal hazards associated with the Brimstone missile system throughout the MTDS, those hazards being guidance system failure, propulsion system failure, targeting failure, fire, handling incidents and inadvertent detonation. The first risk assessment determined that these hazards showed unacceptable levels of risk due to the potential for fatalities, serious injury, damage to equipment and infrastructure, and environmental harm.
A range of controls were identified to reduce the likelihood of these hazards from occurring. These controls included system testing and verification, quality assurance processes, environmental controls, explosive safety measures, fire protection systems, approved handling procedures and operator training. After the implementation of these controls, the residual risks were reassessed and determined to be at a tolerable level. The remaining residual risks are considered suitable for further evaluation through the ALARP justification process, where the effectiveness and reasonable practicability of the selected controls will be examined in greater detail.






[bookmark: _Toc235187298]7. ALARP Justification 
[bookmark: _Toc235187299]7.1 Introduction 
For this ALARP justification, the hazard being assessed is guidance system failure, which was identified during the risk assessment of the Brimstone 2 air-to-surface missile system. [5] This hazard was chosen because the guidance system plays a critical role in ensuring that the missile engages the intended target. [5] 
[bookmark: _Toc235187300]7.2 Hazard description 
Guidance system failure occurs when the missile is unable to accurately follow its intended flight path or strike its intended target. This hazard can happen from a range of causes such as electrical faults, mechanical failures, electromagnetic interference, software defects. [2] 
The consequence of guidance system failure can be severe as the Brimstone missile carries a tandem shaped charge warhead. [5] Faults that come from the guidance system may cause the missile to drift from its intended path, which increases the risk of the missile hitting the wrong target and possibly causing injury loss of life to military personnel or civilians as well as damage to infrastructure which presents a huge safety risk. 
During the risk assessment, guidance system failure was assigned a severity rating of 5 (severe) and a likelihood rating of 4 (unlikely) which resulted in a risk rating of 4 (tolerable if demonstrated by ALARP) before any additional control measures were implemented. In accordance with the ALARP principle, a range of control measures were identified to reduce the risk of guidance system failure. The following sections provide a justification for the selected controls by considering their effectiveness, reasonable practicability and compliance with industry standards. 
[bookmark: _Toc235187301]7.3 Industry Good Practice 
The controls chosen for guidance system failure are based on recognised industry good practice. Rather than relying on just one control, several controls have been put in place to reduce the risk of failure by targeting different possible causes throughout the missile’s lifecycle.
One of the key standards that support this approach is the IEC 61508 “Functional safety of electrical, electronic and programmable electronic (E/E/PE) safety-related systems”. [2] The chosen controls follow these principles by helping to identify faults early and reducing the chance of system failure. 
The principles of ISO 31000 also support a structured approach to risk management by encouraging hazards to be identified, assessed and controlled throughout the lifecycle of a system. This aligns with the ALARP principle by ensuring risks are reduced using measures that are effective and reasonably practicable. [3]
As well as industry standards, the Health and Safety at Work etc. Act 1974 places a legal duty on organisations to ensure so far as is reasonably practicable that the health and safety of employees and others who may be affected by their activities. [1] Although Brimstone 2 is a military system, the principles of reducing risk and applying suitable control measures are still as relevant during activities such as manufacture, transportation, storage, and maintenance. The chosen controls are therefore compliant with recognised engineering practice and the principles of ALARP. 
[bookmark: _Toc235187302]7.4 Selected Controls 
[bookmark: _Toc235187303]7.4.1 Software Verification and Validation (V&V) 
Software verification and Validation was selected to reduce the chance of software faults causing problems within the guidance system. Software errors could affect navigation calculations and increase the risk of the missile striking the wrong target. V&V reduces this risk by identifying software defects throughout the development process and confirming that the software meets the requirements before entering service. [2] V&V provides a reliable and reasonably practicable method of reducing software failures, making it one of the main controls chosen. 
[bookmark: _Toc235187304]7.4.2 Environmental Testing 
Environmental testing was chosen to make sure that the guidance system continues to operate reliably when exposed to the conditions that the missile is likely to experience throughout its lifecycle. [7] Extreme temperatures, vibration, shock and humidity can all affect the performance of electronic components and sensors. Testing under these conditions provide confidence that the guidance system will continue to function correctly during storage, transportation and operational use. [7] This helps reduces the chance of failures caused by the environment. 
[bookmark: _Toc235187305]7.4.3 Electromagnetic Compatibility (EMC) Testing 
EMC testing was chosen to ensure that the guidance system remains resistant to electromagnetic interference that could disrupt the operation electronic components. [8] Electromagnetic interference can disrupt signals or processing within the guidance system which increases the risk of incorrect navigation. Testing helps confirm that the system continues to perform reliably when exposed to electromagnetic interference. [8] 
[bookmark: _Toc235187306]7.4.4 Built-in-Test (BIT)
BIT was chosen because it allows faults within the guidance system to be detected before launch. Automatic system checks confirm that key components are working correctly and reduces the chances of deploying a missile with an undetected fault. [2] BIT also supports maintenance by helping technicians identify faults more effectively, reducing both downtime and the possibility of human error during fault checks. 
[bookmark: _Toc235187307]7.4.5 Routine Maintenance and Pre-Flight Checks 
Routine maintenance and pre-flight checks were selected to ensure that faults which developed during storage, transportation or handling are found before operational use. [3] Regular inspections help maintain the reliability of the guidance system by detecting damaged components, loose connections or signs of deterioration. Combined with operator training and established maintenance procedures, these activities provide an extra level of confidence that the missile stays in a safe and useable condition. 
[bookmark: _Toc235187308]7.5 Reasonable Practicability 
The ALARP principle requires that risks are reduced as far as reasonably practicable rather than eliminated completely. This involves comparing the reduction in risk with the time, cost and effort required to put that control in place. Where the safety benefit outweighs the additional time, cost and effort, the control measure should be implemented. If the extra safety benefit is small and the cost or effort is much greater, additional controls may not be reasonably practicable. [4] 
The controls chosen for guidance system failure were assessed using this principle. Software V&V, environmental testing, EMC testing, BIT functionality and routine maintenance all provide established and effective methods of reducing the chance of guidance system failure. These controls are widely used within safety critical engineering and can be implemented without introducing significant technical complexity or operational limitations. Collectively they provide multiple opportunities to identify and correct faults before they result in a hazardous event. 
[bookmark: _Toc235187309]7.6 Controls Not Selected 
Although the chosen controls provide a significant reduction in the chance of guidance system failure, several additional control measures were also considered. The measures have the potential to further reduce risk, but the additional safety benefit was not considered to be enough to justify the increased cost, complexity or implementation effort required. As a result, they were not considered reasonably practicable.



[bookmark: _Toc235187310]7.6.1 Backup Guidance System 
One control that was considered was the use of a backup guidance system. This would involve additional guidance hardware that could continue to provide navigation information if the primary guidance system failed. A backup guidance system would allow the missile to continue operating accurately if the main guidance system failed. 
However, to implement this level of redundancy would significantly increase the size, weight and complexity of the missile. Additional hardware would also increase manufacturing costs, maintenance requirements and power consumption. Since the selected controls already provide an effective level of protection, the additional safety benefit of a full backup guidance system did not justify the extra cost, weight and complexity. 
[bookmark: _Toc235187311]7.6.2 Additional Flight Testing 
Another control that was considered was carrying out additional testing of the guidance system beyond the normal verification, validation and qualification programme. This could include further simulation testing, environmental testing or live trials to increase confidence that the system performs correctly under different conditions. 
However, additional testing would require extra time, cost and resources. Live trials would also involve using additional missiles and test facilities, which can be expensive and difficult to arrange. Since the selected controls already include software testing, environmental testing, EMC testing and built-in system checks, the extra reduction in risk from further testing was considered limited. For this reason, additional testing beyond the planned programme was not considered reasonably practicable.

[bookmark: _Toc235187312]7.7 Emerging Technologies 
As technology continues to improve, some control measures that are not considered to be reasonably practicable today may become reasonably practicable in the future. Improvements in computing power, sensor technology and software developments may allow further reductions in the chance of guidance system failure without significantly increasing cost or system complexity. 
One area of development is the use of artificial intelligence (AI) to support fault detection and system monitoring. AI could help identify unusual system behaviour quicker than standard monitoring methods, this could allow faults to be detected before they affect the guidance system. Although this technology is still developing for safety-critical defence applications, future improvements in reliability and certification may make it a practical option for guidance systems. [6]
Improvements in sensor technology may also improve the reliability of future guidance systems. More accurate inertial sensors, improved navigation systems and enhances onboard processing could reduce the chance of navigation errors while maintaining overall system performance. As these technologies continue to improve and become more affordable, they may provide additional opportunities to further reduce residual risk. 
The ALARP position should therefore be reviewed periodically to make sure that future technological developments are considered. Controls that are currently not reasonably practicable may become suitable for implementation as technology advances and costs reduce. 
[bookmark: _Toc235187313]7.8 Maintaining ALARP 
Achieving an ALARP position does not remove the need for continued review. The effectiveness of the selected controls should be monitored throughout the Brimstone missiles service life to ensure they continued to reduce the chance of guidance system failure. Information gathered from testing, maintenance activities, operational experience and fault reports should be reviewed regularly to identify any new hazards or recurring issues. As technology develops, control measures that are not currently considered reasonably practicable may become viable due to improvements in performance or reductions in cost. Regular review of the ALARP justification will help ensure that the guidance system continues to meet recognised industry good practice and that the residual risk remains as low as reasonably practicable. [3]
[bookmark: _Toc234417430]
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