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Introduction 
 
In this lab, you will utilize the Palo Alto Networks Firewall to create a packet capture and 
save it to the Client. Then, you will use Wireshark to explore capture files and examine 
the data within the packet. 
 
 
Objective 
 
In this lab, you will perform the following tasks: 
 

• Create a Packet Capture within the Palo Alto Networks Firewall 

• Analyze PCAP Files with Wireshark 
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Lab Topology 
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Lab Settings 
 
The information in the table below will be needed in order to complete the lab.  The 
task sections below provide details on the use of this information. 
 

 

Virtual Machine 

 

IP Address 

 

Account  

(if needed) 

 

Password 

(if needed) 

 

Client 

 

192.168.1.20 lab-user Train1ng$ 

 

DMZ 

 

192.168.50.10 root Pal0Alt0 

 

Firewall 

 

192.168.1.254 admin Train1ng$ 
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4  Analyzing Packet Captures 
 
4.0   Load Lab Configuration 

 
In this section, you will load the Firewall configuration file. 
 

1. Click on the Client tab to access the Client PC. 
 

 
 
2. Log in to the Client PC with the username lab-user and password Train1ng$. 
3. Double-click the Google Chrome icon located on the Desktop. 
 

 
 
4. In the Chromium address field, type https://192.168.1.254 and press Enter. 

 

 
 

5. You will see a “Your connection is not private” message. Click on the ADVANCED 
link. 

 

 
 

 

 

If you experience the “Unable to connect” or “502 Bad Gateway” 
message while attempting to connect to the specified IP above, please 
wait an additional 1-3 minutes for the Firewall to fully initialize. 
Refresh the page to continue. 
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6. Click on Proceed to 192.168.1.254 (unsafe). 
 

 
 
7. Log in to the Firewall web interface as username admin, password Train1ng$. 
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8. In the web interface, navigate to Device > Setup > Operations and click on Load 
named configuration snapshot underneath the Configuration Management 
section. 

 

 
 
9. In the Load Named Configuration window, select pan-nsf-lab-04.xml from the 

Name dropdown box and click OK. 
 

 
 
10. In the Loading Configuration window, a message will show Configuration is being 

loaded. Please check the Task Manager for its status. You should reload the page 
when the task is completed. Click Close to continue. 

 

 
  

11. Click the Tasks icon located at the bottom-right of the web interface. 
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12. In the Task Manager – All Tasks window, verify the Load type has successfully 
completed. Click Close. 

 

 
 
13. Click the Commit link located at the top-right of the web interface.  
 

 
 

14. In the Commit window, click Commit to proceed with committing the changes. 
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15. When the commit operation successfully completes, click Close to continue. 
 

 
 

 
 

 
4.1       Create a Packet Capture within the Palo Alto Networks Firewall 

 
In this section, you will create a packet capture on the Firewall and download it to the 
Client for inspection. This will capture all traffic going through the Firewall. 
 

1. Navigate to Monitor > Packet Capture. 
 

 
 
  

 

The commit process takes changes made to the Firewall and copies 
them to the running configuration, which will activate all configuration 
changes since the last commit. 
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2. In the Configure Capturing section, click Add to create a Packet Capture Stage. 
 

 
 

3. In the Packet Capture Stage window, select firewall from the Stage dropdown. 
Then, in the File field, type pcap-1. Finally, click OK. 

 

 
 
4. In the Configure Capturing section, click OFF to turn Packet Capture on. 
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5. On the Packet Capture Warning window, click OK to continue. 
 

 
 

 
 

6. With Packet Capturing turned on, click on the New tab button. 
 

 
 

7. In the address bar, type http://www.panlabs.com and press Enter. 
 

 
 

8. Click on the lab-firewall tab in the upper-left to switch back to the Firewall 
administrator page. 

 

 
 
  

 

As noted in the Packet Capture Warning window, you would want to 
exercise caution using this feature in a live environment as it may 
impact the performance of the firewall. 
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9. In the Configure Capturing section, click ON to turn Packet Capture off. 
 

 
 
10. Click the Refresh icon in the upper-right of the Firewall administrator page to 

refresh the Captured Files section. 
 

 
 

11. In the Captured Files section, download the packet capture by clicking the pcap-1 
filename in the File Name column. 
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12. When the Save File window opens, save the pcap-1.pcap file to the client 
Desktop. 

 

 
 

13. Close the lab-firewall – Chromium tab.  
 

 
 

14. On the client desktop, double-click on the pcap-1.pcap, and it will open in 
Wireshark. 
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15. You may explore the packet capture. In the next section, you will analyze a 
capture in detail. You may close Wireshark by clicking the X in the upper-right. 

 

 
 
 
4.2       Analyze PCAP Files with Wireshark 

 
In this section, you will analyze the traffic capture on the Firewall. Due to the amount of 
traffic captured, you will use filters to locate packets more easily. 
 

 
 

1. Before you analyze packets, please review the lab topology. Note the Client and 
DMZ server. 

2. On the Desktop, double-click on capture.pcap to open a previous capture that 
was taken in Wireshark.  

 

 
 

3. The first protocol you will analyze is DNS. Review packets 1 and 2. 
 

 
 

 
 

4. Observe packet 1. 
 

 
 

 

Due to the nature of the lab environment, you will analyze packet 
captures from a previously saved session. 

 

 

In the previous section, you used Google Chrome to navigate to 
http://www.panlabs.com. The first step the Client does is to attempt 
to resolve www.panlabs.com to an IP address.  
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5. Observe packet 2. 
 

 
 

 
 

6. Review packets 3, 4, and 5. 
 

 
 

 
 

7. Observe packet 3. 
 

 
 

 

In packet 1, the Source is the Client (192.168.1.20), while the 
Destination is 192.168.50.10. The Client is configured to use 
127.0.0.1 as its DNS server. In this lab environment, the Client is 
running its own DNS server with the ability to forward requests to 
192.168.50.10. This is the DMZ server, which is also running a DNS 
server. The Info column shows it is a Standard query asking for the A 
record for www.panlabs.com. 

 

 

In packet 2, the Source is the DMZ Server (192.168.50.10), while the 
Destination is 192.168.1.20. If you look at the Info column, you will 
see that is a Standard query response indicating the A record for 
www.panlabs.com has an IP address of 192.168.50.10. That is the 
DMZ server, which is also running a Web server hosting 
www.panlabs.com.  Now that the Client knows the IP address of the 
original request, it can begin the request for a 3-way TCP handshake. 

 

 

Packets 3, 4, and 5 are an example of a TCP 3-way handshake.  
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8. Observe packet 4. 
 

 
 

 
 

9. Observe packet 5. 
 

 
 

 
 
  

 

In the first part of the 3-way handshake, the Source (the Client, 
192.168.1.20) sends a TCP packet with the flags SYN, ECN, and CWR 
set in the header, to the Destination (the DMZ server, 192.168.50.10). 
This establishes a SYN (SYNchronize) packet along with window size 
information. 
 

 

 

In the second part of the 3-way handshake, the Source (the DMZ 
server, 192.168.50.10) sends a TCP packet with the flags SYN and ACK 
set in the header, to the Destination (the Client, 192.168.1.20). This 
establishes a SYN-ACK (SYNchronize-ACKnowledgement) packet. The 
DMZ server acknowledges the Client and sends back its own 
synchronization packet. 
 

 

 

In the third part of the 3-way handshake, the Source (the Client, 
192.168.1.20) sends a TCP packet with the flag ACK set in the header, 
to the Destination (the DMZ server, 192.168.50.10). This establishes 
an ACK (ACKnowledgement) packet. The Client acknowledges the 
DMZ server. The Client and the DMZ server may begin 
communicating over TCP. 
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10. Packets 3 – 45 represent a TCP Stream. When put together, this represents the 
website, http://www.panlabs.com, that you visited. To see this, right-click on 
packet 3 and select Follow > TCP Stream. 

 

 
 

 
 
  

 

Wireshark will assemble the packets associated with this TCP stream. 
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11. Observe the TCP Stream. Scroll through the data. 
 

 
 

 
 

12. The lab is now complete; you may end the reservation. 
 

 

Notice the assembled packets represent the HTML website you visited. 
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