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[bookmark: _Toc235101348]Abstract
Cloud Computing is a revolutionary paradigm for deploying, managing and scaling information technology (IT) resources which offers flexible and on-demand access via the Internet. This report examines the principles behind virtualisation and containerisation, and looks at why they are important for today's cloud computing landscape. It examines the benefits of virtualisation in terms of the ability to increase the utilisation of hardware using hypervisors and virtual machines, and the advantages and disadvantages of various virtualisation products, such as VMware ESXi, Microsoft Hyper-V and Oracle VirtualBox. The report also explores the concept of containerisation as a light weight virtual machine and its specific focus on Docker architecture, Docker Engine, images, containers, networking and persistent storage. The next step is to create a real application that runs in a containerised HTML-based web application using Docker Desktop. The hands-on includes Docker installation, building your image with a Dockerfile, running a Docker container, managing your images, creating a volume, creating your own network, signing up for Docker Hub, and publishing your Docker image to a public registry. These activities demonstrate the entire container life cycle, and the consistency of the environment, as well as how Docker makes deploying applications easy. The report also discusses the key concepts of Cloud Computing including the Elastic Load Balancing (ELB), Auto Scaling Groups (ASGs) and Application Load Balancers (ALBs) provided by Amazon Web Services (AWS) with analysis. Furthermore, it delves into the relationship of load balancing with automatic scaling for application availability, scalability and fault tolerance. Lastly, the report presents the factors that make cloud computing so attractive and considers AWS Lambda as a serverless container computing platform and how its features compare to the Docker approach to container deployment. In conclusion, this report highlights the synergy between these virtualisation, containerisation, and cloud-native technologies, showcasing their ability to deploy applications in modern cloud environments in a scalable, reliable, and cost-effective way.
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Introduction
Cloud computing is the solution which has changed a lot of the ways the organisations have designed, deployed and managed information technology (IT) infrastructure by providing access to computing resources whenever and wherever necessary using Internet. According to [1], Organisations can use cloud services, such as computing power, storage, networking, and software applications, instead of traditional on-premises hardware, and benefit from a scalable and cost-effective pay-as-you-go service. 
[image: Cloud Computing Architecture | Download Scientific Diagram]
[bookmark: _Toc235631193]Figure 1 Cloud computing service models illustrating Infrastructure as a Service (IaaS), Platform as a Service (PaaS), and Software as a Service (SaaS)
Source: [2]
This method will help companies optimize operations, speed up application deployment, and be more agile in meeting market needs. Containerisation is one of the major technologies that works towards the modern cloud computing technology. Used for packaging applications with their dependencies, containers provide lightweight and portable software packaging, allowing it to operate as the same software in other computing environments. Containerization systems are also more efficient in using the resources of a system and faster to start up than traditional virtual machines, while making application deployment and system maintenance easier[3]. As a result, containerisation has become an essential component of cloud-native application development and DevOps practices. In fact, Docker is one of the most popular containerisation platforms because it's easy to use, flexible, and it boasts a large ecosystem of developers. 
[image: What is a Container? | Docker]
[bookmark: _Toc235631194]Figure 2 Docker container architecture illustrating multiple containerised applications sharing the Docker Engine and host operating system.
Source: [4]
By allowing efficient development, distribution and execution of containerised applications in the development and test and production environments to be consistent, it has the potential to improve developer productivity. It can help developers develop, distribute, and run containerised applications efficiently, while keeping development, test, and production environments consistent. Docker also features image repositories, image volumes, and a container networking capability, and thus a full-fledged platform for deployment[5]. This report analyzes and critiques the concepts of virtualisation and containerisation before trying to implement the technology of Docker to create, package, deploy and publish a containerised web application. This report continues the focus on fundamentals of cloud computing as applied to Amazon Web Services (AWS), covering such topics as Elastic Load Balancing, Auto Scaling, and Application Load Balancer. Lastly, the motives behind Cloud Computing are discussed and the role of Serverless Computing in present-day systems is examined.
[bookmark: _Toc235101350]Principles of Virtualisation
Virtualisation is one of the key enabling technologies of cloud computing, the ability to run multiple operating systems and applications from multiple users on a single physical computing device. [6] suggest that virtualisation is abstracting the underlying hardware resources – instead of having one physical server running one operating system, a number of separate virtual environments can share the same physical resource in an efficient manner. The abstraction becomes significant in terms of maximising hardware utilisation, reducing the operational cost and augmenting the flexibility of the IT infrastructure as a key element of enterprise data centres and cloud service providers. The technology which allows virtualisation is called virtual machine monitor (VMM) or hypervisor. The hypervisor is used for creating virtual machines (VMs), managing them, and allocating resources including processors, memory, storage, and networking [7], as shown in Figure 3. 
[image: Figure1. Architecture of Server Virtualization | Download Scientific Diagram]
[bookmark: _Toc235631195]Figure 3 Server virtualisation architecture showing multiple virtual machines managed by a hypervisor on shared physical hardware.
Source: [8]
This provides ways for each virtual machine to execute independently, sharing physical machines without interfering with each other. There are two types of hypervisors. 
· Type 1 (bare-metal) hypervisors, including VMware and Microsoft Hyper-V have to be installed on the actual hardware and are widely used in enterprise settings, due to their high performance and security. 
· Type 2 hypervisors (hosted), such as Oracle VirtualBox, execute on an already installed OS and are mainly for development, testing and educational uses. 
Virtual machine (VM): Software-based representation of a physical computer, including its virtual hardware, applications, storage space and operating system.  Virtual machines are stand-alone machines; multiple OS (Windows, Linux and Ubuntu) can run on a single physical server. The strong isolation and security in each VM mean that a failure or fault within one VM cannot directly impact other VMs. This isolation allows the running of legacy applications as well as a multi-OS environment while also providing a secure computing environment[9]. Organisations have a number of key benefits with virtualisation. One of the most important points is that it helps to maximize the use of hardware resources by allowing multiple workloads to run on a single physical machine, which helps save on the number of physical machines needed. Secondly it reduces the power consumption, cooling demands and hardware maintenance which reduces infrastructure and operational costs[10]. In the third place, virtualisation increases the scalability by the ability to provision new virtual machines quickly without having to add more physical machines in the system. In addition, virtualisation provides other advantages for disaster recovery and business continuity via snapshot technology, virtual machine migration and easier backup operations. Virtualisation has come to be an integral component of cloud computing services like Amazon Web Services (AWS), Microsoft Azure, and Google cloud platform. Although there are benefits to virtualisation, there are also some drawbacks. All virtual machines contain a full guest operating system, and as such they require a significant amount of CPU, memory and storage devices when compared to a container-based approach[11]. This extra overhead decreases overall system performance if a multitude of virtual machines are deployed. Also, running many virtual machines can result in higher administrative overheads with ongoing monitoring, software updates and patching security vulnerabilities[12]. Enterprise hypervisors and guest operating systems could also play a heavy role in the total cost of ownership. There are number of commercial and open-source virtualisation platforms used in industry[13].  Among the most popular hypervisors used in corporate data centres, VMware ESXi is known for its robust availability options, enterprise-grade scalability, and advanced management features. 
[image: The Architecture of VMware ESXi Hypervisor | Download Scientific Diagram]
[bookmark: _Toc235631196]Figure 4 Internal architecture of VMware ESXi illustrating the VMkernel and its core components for managing virtual machines and hardware resources.
Figure 4 illustrates the internal architecture of VMware ESXi. The VMkernel is the core component responsible for resource scheduling, memory management, storage, networking, and communication with the underlying hardware. This architecture enables VMware ESXi to efficiently manage multiple virtual machines while providing high performance, reliability, and enterprise-grade virtualisation capabilities. Microsoft Hyper-V integrated in Windows Server is an effective and cost-effective virtualisation solution that seamlessly works into the Microsoft environment. Oracle VirtualBox is a free, cross-platform hosted hypervisor that is widely adopted in academic institutions, software development, and testing due to its ease of installation and its support of a variety of guest operating systems[14]. Choosing a virtualisation platform is a requirement for the organisations, their performance, their scalability, cost and existing IT infrastructure.
[image: ]
[bookmark: _Toc235631197]Figure 5 Architecture of a Virtualised Computing Environment
Source: Created by using draw.io










[bookmark: _Toc235101351]Principles of Containerisation
The adoption of the containerisation technology is essential to modern cloud computing as it allows packages containing applications and the necessary preconditions for them to be run to be light and portable. [15] suggest that cloud-based deployment differs from traditional deployment in that software deployed via the container runs the same regardless of underlying operating system or infrastructure, something which wouldn't be true for traditional deployment. This has made software development, deployment, and maintenance easier and more efficient, and has made containers an indispensable part of cloud-native and DevOps experiences. A lightweight, isolated software program running along with an application, its runtime environment, libraries, configuration files, and system needs is called a container. Containers virtualise the operating system by running different applications on the same kernel of the host operating system, whereas virtualised hardware resources abstract the underlying physical hardware[3]. This makes containers much more resource efficient than virtual machines, and can be configured, instantiated or destroyed in seconds. This lightweight framework allows organizations to implement a range of applications with quick time to market, and facilitate continuous integration and continuous deployment (CI/CD) pipelines. Docker offers a complete platform to create, package, ship and run containerized applications on various computing environments. It's easier to deploy applications as it gives the developer the ability to create application environments with a docker file, containing information such as the base image, application dependencies, configuration and what to execute. These configurations are packaged into immutable Docker images, and then run as containers. Docker is also integrated with Docker Hub, a cloud-based images repository, where you can share your images, maintain versions and collaborate with other development teams. There are a number of interdependent components of Docker that combine to oversee the lifecycle of containerised applications, as shown in Figure 6. 
[image: Docker Architecture | Docker Resource Isolation | Lifecycle]
[bookmark: _Toc235631198]Figure 6 Docker architecture illustrating the interaction between the Docker Client (CLI), Docker Daemon, REST API, containers, images, networks, and data volumes.
Source: [16]
Docker Engine is at the heart of the platform, and consists of the Docker Daemon (dockerd), Docker CLI, Docker REST API, and container runtime. The Docker Daemon is the entity that builds, manages and monitors images, containers, networks and storage volumes. Docker is used by the user directly using the Docker Command Line Interface (CLI), where commands are sent to Docker like docker build, docker run, and docker push. Running containers are independent instances generated from docker images that are either stored locally in repositories in the cloud, especially on Docker Hub.  Volumes, or persistent storage, between containers, or persistent communication between containers via virtual network, are all features Docker provides to make deploying a single container or a distributed application possible.
[image: ]
[bookmark: _Toc235631199]Figure 7 Docker Architecture Illustrating the Interaction Between Docker Client, Docker Engine, Images, Networks, Volumes, and Running Containers
Source: Created by draw.io
The containerisation model is not like traditional VM based technologies. Virtual machines virtualise the underlying hardware, each containing a full guest operating system, using a hypervisor. An advantage of this architecture is the high level of isolation provided, but it also has high memory, storage, and processor usage requirements. Containers, on the other hand, load the same operating system (OS) kernel as their host, so also have no need for multiple guest operating systems. Therefore, containers sit on fewer system resources, start much quicker and support an increased application density on a single physical server. The advantages are why containers are ideal for cloud-native apps, microservices as well as large-scale distributed systems. Containerization with Docker offers many organization-enabling advantages. First of all, containers make applications portable, so it allows application software to function the same way on developer workstations, in test environments, on-premises data centres and in public cloud environments. Secondly, their small size releases the utilisation of infrastructure resource, and by sharing the same operating system's kernel, multiple applications share the same resources, which reduces the operational costs. Thirdly, Docker facilitates fast application deployment and automatic scaling, empowering businesses to be quick in the face of fluctuating workloads. Moreover, Docker is a perfect fit for all the modern DevOps ways of work, such as Continuous Integration, Continuous Delivery and orchestration platforms like Kubernetes. These features result in better software quality, faster release times and better system reliability. Containerisation offers great benefits but it doesn't completely replace virtualisation. Containers are process-based not operating system isolation which implies that all containers have access to the host kernel. Workloads that need different operating systems or increased security isolation may still warrant the deployment of virtual machines. According to [17], most users make use of twice combinations of virtual machines and containers, where the virtual machines offer virtualisation on the infrastructure level and the virtual containers offer an efficient layer of execution of the applications. This symbiotic association allows companies to fine-tune their performance, scalability, security, and also resource usage. 








[bookmark: _Toc235101352]

Docker Practical Implementation 
In this chapter, the actual deployment that has been performed is presented to validate the deployment and management of a containerised web application running on Docker Desktop. For the practical activities an operating system of Windows was used with Docker Desktop that has a graphical interface and the software Docker Engine for creating, testing and managing containers. The implementation has been done in a systematic manner starting from the installation of Docker, creating an HTML website, building a Docker image, running a Docker container and verifying the deployment in a Docker container
[bookmark: _Toc235101353]Docker Installation and Environment Verification
The first phase of a practical implementation was to install Docker Desktop in a Windows operating system. Docker Desktop was started to check if all the services required were running properly. To verify successful installation of Docker and correct operating of Docker CLI, the command docker --version was run from the Windows Command Prompt. The version information showed in the installed version confirmed the correct setup of Docker Desktop. The docker run hello-world command was then run to further confirm the installation, as shown in Figure 8. This command pulls the official hello world image from Docker Hub, creates a temporary container and runs a simple hello world app that prints a confirmation message. Successful execution of this container ensured Docker Engine, image downloading, creation of a container and execution of the container were all working as expected. This verification process set up a firm base for development platform prior to moving to application containerisation.
[image: ]
[bookmark: _Toc235631200]Figure 8 Verification of Docker Desktop installation using the Docker version command and the successful execution of the Hello World container.
[bookmark: _Toc235101354]Development of the HTML Web Application
After successfully installing Docker, a static web application was written to show how to deploy containers. The application only had an index.html with a heading, title, and students information, as shown in Figure 9. The web page was designed to keep as much of the application away from the top but, at the same time, it showed a complete Docker deployment lifecycle. This project directory then included the source code for the application, as well as the application configuration files for Docker. If the application had not been local, then the Web Page would not have been copied and added to the image when the image is built. The simplicity of the webpage enabled the focus of the practical exercise to be on Docker concepts, including image creation, deployment of containers, networking and image distribution, and not on web development. After success creating HTML file, the next step was setting the config file for the Docker image using a Dockerfile.
[image: ]
[bookmark: _Toc235631201]Figure 9 HTML web application developed for deployment within a Docker container.
[bookmark: _Toc235101355]Dockerfile Creation
The docker file, which outlined instructions for creating the Docker image, was set up. The Dockerfile is used to define how Docker should construct the environment for the application. The first instruction,
· FROM nginx:latest
Uses the most recent official NGINX image to provide the base image. NGINX is a popular light but efficient web server that is used primarily for serving static HTML web content [18]. 
· COPY index.html /usr/share/nginx/html/index.html
Copies locally created HTML page to the NGINX default web directory. If competed the image build when creating this image, this instruction will change the homepage of NGINX to the custom webpage created in the practical exercise.
· EXPOSE 80
Documents the containerised application uses for communication via TCP port 80 – the port the web-server traditionally uses. The EXPOSE instruction is not published automatically, but is important and will contain metadata about the desired network communication of the container. These instructions create a process that is lightweight and repeatable that can be reproduced across various computing platforms.
[image: ]
[bookmark: _Toc235631202]Figure 10 Dockerfile defining the base image, application deployment, and exposed network port.
[bookmark: _Toc235101356]Building the Docker Image
After forming the Dockerfile, a Docker image was formed with the below command:
· docker build -t cloudwebsite .
Docker pulled down the original NGINX base image (assuming it wasn't installed already), created a copy of the HTML webpage and built a reusable Docker image called cloudwebsite. The result was a series of Docker images with each Dockerfile instruction representing a layer of the system, showcasing the layered architecture of Docker. This “layered design” enables the re-use of unchanged layers in upcoming image builds and boosts build efficiencies. The build process succeeded and Docker now has a tag on the image suitably labelled latest, which will be available for future container deployment. Once the Docker image is successful, it was determined that the application environment was correctly packed and ready to be run as a Docker container.
[image: ]
[bookmark: _Toc235631203]Figure 11 Successful Docker image creation using the docker build command.
[bookmark: _Toc235101357]Running the Docker Container
The following command was used to run the Docker image:
· docker run -d -p 8080:80 --name cloudcontainer cloudwebsite
This command used to create a new container called cloudcontainer using this image called cloudwebsite. This command was used to run the container in detached mode (-d), attach port 8080 on the host system to port 80 in the container (-p), and set the log file name to "post.log" (-l). The command has been docker ps, which has to be run to confirm successful deployment. The output showed that the container was indeed running and that the ports defined were working. The project was successful and proved the capabilities of Docker's container technology to run and manage applications separately from the underlying OS, thereby adhering to the principle of 'Application Islands'. The project was successful and proved that Docker's container technology allows to isolate and independently run and manage applications that created the application islands concept.
[image: ]
[bookmark: _Toc235631204]Figure 12 Running the Docker container using the Docker run command.
[image: ]
[bookmark: _Toc235631205]Figure 13 Verification of the running container using the docker ps command.
[bookmark: _Toc235101358]Verification of the Containerised Web Application
The last deployment step was to access it via a web browser using the URL http://localhost:8080. The NGINX web server inside the Docker container was also serving the application properly, which was shown on its webpage. The all-inclusive manner of this successful browser output showcased the seamless completion of the entire application development and complete containerisation lifecycle up to deployment as well as network configuration. 
[image: ]
[bookmark: _Toc235631206]Figure 14 Successful execution of the containerised web application accessed through a web browser.
[bookmark: _Toc235101359]

Cloud Computing Concepts Using Amazon Web Services (AWS)
In today's world, cloud computing is the backbone of information technology: instead of using on-premises infrastructures, organizations can use the Internet to provision computing resources. Amazon Web Services  is among the world's favorite cloud service providers, with a wide range of Infrastructure as a Service (IaaS), Platform as a Service (PaaS), and Software as a Service (SaaS) offerings. AWS allows companies to quickly launch applications, scale up computing needs on demand, enhance system uptime, and cut down on costs[19]. The resources listed below will shed light on important AWS services for scaling and highly-available cloud applications, such as the Elastic Load Balancing, Auto Scaling, and Application Load Balancing services.
[bookmark: _Toc235101360]Amazon Web Services (AWS) Overview
Amazon Web Services (AWS) is a provider of on-demand cloud computing services, available through a worldwide network of data centres. Organisations can provision computing, storage, database, network and security service anytime it is needed, instead of having to buy and maintain physical machines, in a pay-as-you-go pricing model. AWS offers businesses of all sizes the reliable, secure, and scalable cloud infrastructure they need – from startups to the largest multinational companies. The widespread AWS distribution system of Regions and Availability Zones (AZs) is one of its biggest assets. A region is a location that has two or more Availability Zones. Each Availability Zone contains its own datacenter, with cooling, networking, and power all separate from other zones. The architecture is designed to be fault-tolerant as the applications can operate from another Zone within the same Region if there is a problem in one Zone. So organisations can connect their users around the world with high availability, disaster recovery and low those latency services.
[image: AWS Global Infrastructure | AWS Cheat Sheet]
[bookmark: _Toc235631207]Figure 15 AWS Global infrastructure
Source: [20]
[bookmark: _Toc235101361]Elastic Load Balancer (ELB)
These days, applications in the cloud need to provide to thousands or even millions of users at the same time. Having every request sent to the same server can lead to their getting overwhelmed, poor service performance, or possibly service failure altogether. The challenge is tackled by AWS with the Elastic Load Balancing (ELB) service, which applies load balancing protocols automatically across different computing resources and apps. Elastic Load Balancing continuously checks on the health of the elastic beans whose information had registered, and forwards the user request only to the healthy elastic beans[21].
[image: Elastic Load Balancing | AWS Architecture Blog]
[bookmark: _Toc235631208]Figure 16 AWS Elastic Load Balance
Figure 16 shows the ELB automatically switches traffic between available instances without requiring administrator action. ELB reschedules traffic between healthy instances if an instance goes down. This capability has a great value to increase the availability and reliability of applications. AWS offers three main types of Elastic Load Balancers. The Application Load Balancer (ALB) runs at Layer 7 of the OSI model and is used for HTTP/HTTPS traffic. It offers intelligent routing capabilities, including host-based routing, path-based routing, SSL termination, enabling it to fit the web application and micro services environment. 
[image: Introducing Application Load Balancer – Unlocking and Optimizing  Architectures | AWS DevOps & Developer Productivity Blog]
[bookmark: _Toc235631209]Figure 17 Application Load Balancer (ALB)
The Network Load Balancer (NLB) is a layer 4 load balancer, that will process TCP, UDP as well as TLS traffic. It offers ultra-low latency, high throughput, enabling thousands to millions of simultaneous connections, meeting financial systems and gaming platforms' demands. 
[image: AWS — Network Load Balancer (NLB) Overview | by Ashish Patel | Awesome  Cloud | Medium]
[bookmark: _Toc235631210]Figure 18 Network Load Balancer (NLB
The Gateway Load Balancer (GWLB) helps the deployment and scaling of third-party virtual network appliances like firewalls, intrusion detection systems and packet inspection technologies. 
[image: Introducing AWS Gateway Load Balancer – Easy Deployment, Scalability, and  High Availability for Partner Appliances | AWS News Blog]
[bookmark: _Toc235631211]Figure 19 Gateway Load Balancer (GWLB)
Some of the organizational advantages of Elastic Load Balancing are that it can handle faults more robustly, distribute traffic automatically, minimize application downtime, and scale easier. These features allow organizations to ensure even performance of the applications during peak demand.
[bookmark: _Toc235101362]Scalability in AWS
Scalability is the ability to handle larger and larger loads and still perform well. AWS can be scaled vertically to meet more client demand or horizontally by adding more resources to ensure applications are responsive under different load conditions. Vertical scaling is scaling up of existing server to add more CPU power, memory or storage [22]. While it's a relatively straightforward strategy, it does have several limitations due to the maximum hardware that can practically be provisioned to a single virtual machine. Horizontal scaling is scaling out to more EC2 instances to add more capacity. Having more flexibility and fault tolerance with horizontal scaling, since the workload continues even if a single server fails. Horizontal scaling is made easy with AWS Auto Scaling Groups (ASGs). 
[image: Documenting the use of Amazon EC2 Auto Scaling groups in DoD | AWS Public  Sector Blog]
[bookmark: _Toc235631212]Figure 20 AWS Autoscaling
Source: [23]
Auto Scaling continuously collects the metric for your application's performance in its CPU usage, network traffic, and request rate. Auto Scaling automatically spins up extra Amazon EC2 instances as soon as the pre-defined thresholds are exceeded. However, during times of falling demand, needless instances are terminated, saving on costs. Auto Scaling Groups are an integrated part of Amazon EC2. Organisations can create new EC2 instances automatically in minutes, allowing them to quickly meet the needs of users when demand changes without needing manual actions. 
[bookmark: _Toc235101363]Application Load Balancer (ALB)
The Application Load Balancer (ALB) is a load balancer that is designed to load balance HTTP applications and HTTPS applications at application layer (Layer 7). ALB classifies the different types of application-level load balancing, while traditional load balancers distribute requests in a very rigid manner. Path based routing is one of ALB's primary features; it routes requests based on the URL paths. For instance, requests for /api/ requests might be forwarded to API servers while requests for /images/ go to image processing servers. According to [23], host-based routing allows multiple websites to be routed through the same load balancer, using domain names. 
[image: How Elastic Load Balancing works - Elastic Load Balancing]
[bookmark: _Toc235631213]Figure 21 ELB
ALB is also used to terminate SSL, which helps reduce SSL encryption overhead on the backend servers by decrypting a connection by reading the traffic over SSL and then pushing the traffic along internally. ALB's ability to integrate with AWS services like AWS Elastic Kubernetes Service (EKS), AWS Elastic Container Service (ECS), and AWS Elastic Compute Cloud (EC2) is also very convenient. With this integration, customers can provision containerized application in an efficient-manner, yet support microservices architectures.

[bookmark: _Toc235101364]Relationship Between Elastic Load Balancing and Auto Scaling
Elastic Load Balancing and Auto Scaling are two complimentary AWS services that can help you get highly available, scalable, and cloud applications. For example, a website that sells products online is seeing high traffic during a special clearance. Fundamentally, customer requests are sent to an Application Load Balancer which loads the requests evenly among multiple Amazon EC2 instances. HTTP Requests to the website are higher than expected thresholds set in the Auto Scaling Group. More HTTP requests to the website that exceed the thresholds specified in the Auto Scaling Group. AWS then automatically starts more EC2 instances to meet the demand. An Elastic Load Balancer automatically registers the new instances, then it starts distributing incoming traffic among the active instances. The reduction of the customer demand then leads to Auto Scaling removing extra EC2 instances and the Load Balancer stops the instance from being active. Coordinated operations can help organisations deliver comprehensive application availability, quick response times, no single points of failure and better infrastructure costs, adding resources only when needed.
[image: ]
[bookmark: _Toc235631214]Figure 22 ELB and Auto Scaling
Comparison of Serverless Computing and Containerisation
Cloud-native applications can be supported by both serverless computing and containerisation, however there are differences between the two. Event-driven applications, APIs and infrequent workloads that are pay-as-you-go are great use-cases for serverless platforms, like AWS Lambda, which automatically scale up and down based on utilization. But they are limited in execution and have cold start delays. Docker containers, on the other hand, offer significantly more flexibility and control over the environment an application operates in, portability and long running services and microservices support. They need infrastructure management, and they provide uniform deployment in the environment. Thus, serverless is ideal for short-lived, event-driven applications, and containerisation for long running, enterprise-like applications.
Table 1 Cost Comparison Between Serverless Computing and Containerisation
	Cost Factor
	Serverless (AWS Lambda)
	Containerisation (Docker)

	Infrastructure Cost
	No server management costs
	Requires virtual machines or Kubernetes clusters

	Pricing Model
	Pay only for execution time and requests
	Pay for running containers and allocated infrastructure

	Idle Cost
	No charges when functions are not running
	Costs continue while containers remain active

	Operational Cost
	Low, as cloud provider manages infrastructure
	Higher due to container, network, and security management

	Scaling Cost
	Automatic scaling with usage-based billing
	Additional infrastructure costs when scaling containers

	Best for Cost Efficiency
	Low or unpredictable workloads
	Continuous, long-running applications with stable demand







[bookmark: _Toc235101365]Conclusion
This report has explored the key concepts of virtualisation, containerisation and cloud computing and explained their importance in facilitating today's way of computing. The concept of virtualisation was alluded to which involves having several virtual machines (VMs) running on a single physical machine in an efficient manner, with the use of the hypervisors, which helps in the utilisation of resources, scalability, and helps in managing the infrastructure. Prominent on this concept, the idea of containerisation comes as a lightweight method which bundles applications together with their reliance, that can be taken consistently across a number of environments. The hands-on showed how to use Docker to construct, deploy and Manage a web application in a Container. As part of the activities, the students learned how to create a Docker image, how to run a container, how to deploy containers, which they then shared with others via image publishing, how to manage volumes, how to manage networking, etc. to get hands-on experience of all of the lifecycle of a Docker image. These tasks reiterated the theoretical concepts presented above and emphasized that Docker provides for portability, operational consistency and reduces the complexity of deploying applications. This report also looked at the major cloud computing concepts such as Elastic Load Balancing, Auto Scaling, and Application Load Balancing offered by the Amazon Web Services (AWS) cloud. These services show the benefit of cloud platforms handling resources automatically to ensure application availability, scalability, and fault tolerance. Additionally, the serverless compute example illustrated how developers can run event-driven apps without having to manage the infrastructure on which they depend, like AWS Lambda. Combined, virtualisation, Docker containerisation, and cloud native services offer companies a flexible, scalable, and cost-effective building stone for creating and releasing modern applications.
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Microsoft Windows [Version 10.0.26200.8737]
(c) Microsoft Corporation. All rights reserved.

C:\Users\LENOVO>docker --version
Docker version 29.5.3, build dlc@6ef

C:\Users\LENOVO>docker run hello-world

Unable to find image 'hello-world:latest' locally

latest: Pulling from library/hello-world

d5e71e642bf5: Download complete

U£55086F7ddO: Pull complete

Digest: sha256:96U498ffd522e70807ab6384a5c0U85a79b9c7c08ca79bad8623edcadl05Ue62d
Status: Downloaded newer image for hello-world:latest

Hello from Docker!
This message shows that your installation appears to be working correctly.

To generate this message, Docker took the following steps:
1. The Docker client contacted the Docker daemon

2. The Docker daemon pulled the "hello-world" image from the Docker Hub.
(amd6u)

3. The Docker daemon created a new container from that image which runs the
executable that produces the output you are currently reading.

4. The Docker daemon streamed that output to the Docker client, which sent it
to your terminal.

To try something more ambitious, you can run an Ubuntu container with
$ docker run -it ubuntu bash

Share images, automate workflows, and more with a free Docker ID:
https://hub.docker.com/

For more examples and ideas, visit:
https://docs.docker.com/get-started/

C:\Users\LENOVO>
C:\Users\LENOVO>Take screenshots of:
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FROM nginx:latest
COPY index.html /usr/share/nginx/html/index.html

EXPOSE 80
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C:\DockerAssignment>docker build -t cloudwebsite .

[+] Building 13.1s (1/2)

=> [internal] load build definition from Dockerfile

=> => transferring dockerfile: 119B

=> [internal] load metadata for docker.io/library/nginx:latest
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C:\DockerAssignment>docker run -d —p 8080:80 —-name cloudcontainer cloudwebsite
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C:\DockerAssignment>docker ps
CONTAINER ID IMAGE COMMAND CREATED STATUS PORTS NAMES
f3a9a5cfbe85 cloudwebsite "/docker-entrypoint..." 18 seconds ago Up 18 seconds 0.0.0.0:8080->80/tcp, [::1:8080->80/tcp  cloudcontainer
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C:\DockerAssignment>docker images

IMAGE i

cloudwebsite:latest  a6dlcae72781
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C:\DockerAssignment>docker images

IMAGE i DISK USAGE  CONTENT SIZE EXTRA
cloudwebsite:latest  a6dlcae72781 238MB 63.1MB u
hello-world:latest 96498ffd522e 25.9kB 9.49kB u
n8nio/n8n:latest d1666a568ble 2.47GB 384MB U

C:\DockerAssignment>docker volume create myvolume
myvolume

C:\DockerAssignment>docker volume create myvolume
myvolume

C:\DockerAssignment>docker network create mynetwork
973b2db12295667d7197d957ac05c00edUdd31elbu3udu8bab92e14f85b19b53

C:\DockerAssignment>docker network ls

NETWORK ID NAME DRIVER SCOPE
1bcl13e237221 bridge bridge local
98430595d61b  host host local

973b2db12295 mynetwork  bridge local
9f8dfef2clf2  none null local
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9f8dfef2clf2  none null local
C:\DockerAssignment>docker network connect mynetwork cloudcontainer

C:\DockerAssignment>docker network inspect mynetwork

[
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"Name
wign
"Created":
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"Driver"
"EnableIPv4":
"EnableIPv6": false
"IPAM": {

"Driver": "default"

"Options

"Config":

{
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"Subnet"
"Gateway":

'172.18.0.0/16",
"172.18.0.1"

1
i
"Internal": false,
"Attachable": false,
"Ingress": false,
"ConfigFrom": {
"Network": ""
3

'

"ConfigOnly": false,

"Options": {
"com.docker.network.enable_ipvi":
"com.docker.network.enable_ipv6"

h
"Labels": {},
"Containers": {
"f3a9a5cfbe85c7c6dbd7687780edcc52UUTF7752cb9685e7c1ucld10370e5626" : {
"Name": "cloudcontainer",
"EndpointID": "a83bdad2au5f5ef9a8bd793d2672935018Uealdbc05a19b239d1e56005fb8f16",
"MacAddress": "d2:44:00:8c:95:97",
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