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This dissertation undertakes a thorough investigation into penetration testing, emphasizing the creation, execution, and evaluation of a virtual penetration testing lab. The research addresses crucial cybersecurity facets, including identifying security vulnerabilities, assessing exploitation risks, executing penetration testing methodologies, evaluating defence mechanisms, recommending security enhancements, documentation/reporting, ensuring compliance, elevating security awareness, and establishing a continuous improvement framework. Problem statements revolve around exploring penetration testing tools, establishing an isolated network laboratory, identifying an appropriate penetration testing methodology, and fostering the utilization of penetration testing by network and system administrators.
The literature review critically examines penetration testing objectives, types, requirements, and conducts a comparative analysis of manual versus automated approaches. It delves into security testing methodologies, the significance of penetration testing in security evaluation, and explores specific aspects such as vulnerabilities. The methodology proposes a structured five-phase approach, including a comparative analysis of methodologies, experimental hypotheses, hardware/software details, inputs, experiment validity, reliability, generalizability, and a comprehensive research plan.
The design and implementation chapter cover problem definition, the selection of the VirtualBox platform, lab components, exclusion criteria, lab configuration processes, ensuring completeness, and implementing innovative approaches. Results and discussion showcase the finished product through visual aids, comparing objectives and literature, assessing the achievement of aims, lessons learned, and recommendations. The dissertation concludes with a summary of research findings and recommendations, while the reflection chapter offers insights into the researcher's contemplation of the project, highlighting valuable lessons learned throughout the research process.
In summary, this dissertation significantly contributes to understanding penetration testing methodologies, virtual lab design, and implementation, providing valuable insights for the cybersecurity field. The thorough exploration of key aspects and the hands-on approach to learning in a simulated environment enriches the knowledge base, emphasizing the importance of continuous improvement in cybersecurity practices.
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[bookmark: _Toc159600968]1.1 Introduction
In the dynamic landscape of cybersecurity, the significance of penetration testing has grown substantially in safeguarding network and system infrastructures. This chapter serves as a cornerstone, establishing a robust framework for a comprehensive examination of the diverse facets of penetration testing [1]. In response to the ever-evolving digital landscape, the intricacies and sophistication of cyber threats continue to escalate. In tackling this persistent challenge, penetration testing has emerged as a crucial proactive strategy, presenting a methodical and strategic approach to discern and mitigate vulnerabilities [2]. 
In the intricate realm of cybersecurity, marked by numerous challenges and intricate scenarios, penetration testing assumes a guiding role. It assists administrators in navigating potential threat complexities, transcending theoretical understanding to delve into the practical applications of penetration testing tools and methodologies [3]. These tools empower administrators to fortify their defences effectively. The deliberate emphasis on Network and System Administrators acknowledges their pivotal role as frontline defenders in the digital domain [4]. 
This chapter conducts a thorough examination of the tools, methodologies, and their direct impact on Network and System Administrators. It explores penetration testing practices and their significance for administrators tasked with safeguarding critical network and system assets. The analysis delves into how penetration testing serves as a dynamic and adaptive strategy for identifying vulnerabilities, assessing risks, and enhancing overall resilience [5]. In essence, the chapter underscores the dynamic nature of the cybersecurity landscape, highlighting penetration testing as a crucial element in proactive defence against cyber threats. Subsequent chapters will delve further into the intricacies of penetration testing, offering a comprehensive understanding that integrates knowledge with practical applications for Network and System Administrators.

[bookmark: _Toc159600969]1.2 Aim
The primary objective of this research is to undertake a comprehensive security assessment through the application of penetration testing, emphasizing the viewpoint of Network and System Administrators. The core focus lies in the systematic evaluation of vulnerabilities within network and system infrastructure, with the overarching goal of enhancing the overall cybersecurity measures in place. Through a meticulous examination of potential weaknesses, this research endeavours to contribute valuable insights that empower administrators to fortify their defences against emerging cyber threats. Research seeks to provide actionable recommendations and strategies for bolstering cybersecurity resilience in the face of evolving security challenges.

[bookmark: _Toc159600970]1.3 Objectives
[bookmark: _Toc159600971]1.3.1. Identification of Security Vulnerabilities
Conduct a comprehensive examination of the network and system infrastructure to pinpoint potential vulnerabilities and weaknesses.
[bookmark: _Toc159600972]1.3.2. Assessment of Exploitation Risks
Evaluate the risks associated with identified vulnerabilities, prioritizing them based on their potential impact on network and system security.
[bookmark: _Toc159600973]1.3.3. Execution of Penetration Testing
Implement penetration testing methodologies to replicate real-world cyberattacks, assessing the effectiveness of existing security measures.
[bookmark: _Toc159600974]1.3.4. Evaluation of Defence Mechanisms
Analyse the effectiveness of current defence mechanisms, such as firewalls and intrusion detection systems, with the goal of identifying and preventing unauthorized access.
[bookmark: _Toc159600975]1.3.5. Recommendations for Security Enhancements
Propose specific recommendations and strategic measures to address identified vulnerabilities, fortifying the overall security posture of the network and systems.
[bookmark: _Toc159600976]1.3.6. Documentation and Reporting
Document the entire penetration testing process, encompassing methodologies, findings, and recommendations, and produce a comprehensive report tailored for stakeholders.
[bookmark: _Toc159600977]1.3.7. Ensuring Compliance
Verify adherence to established security policies, standards, and regulatory requirements, ensuring organizational compliance with industry best practices.
[bookmark: _Toc159600978]1.3.8. Enhancement of Security Awareness
Develop and deliver training materials to heighten awareness among network and system administrators about emerging threats and effective security practices.
[bookmark: _Toc159600979]1.3.9. Continuous Improvement Framework
Establish a framework for ongoing security assessments and improvements, fostering a proactive approach to cybersecurity within the organizational context.
By accomplishing these specific objectives, the research endeavours to provide valuable insights and practical recommendations for fortifying the security infrastructure. The goal is to mitigate potential cyber threats and enhance the resilience of the network and systems without compromising integrity or authenticity.

[bookmark: _Toc159600980]1.4 Problem Statements
The formulations and inquiries presented in the problem statements will serve as the focal points throughout this thesis. The culmination of the research and subsequent conclusions will be grounded in the insights derived from addressing these problem statements. All problem statements herein revolve around the realms of penetration testing, tools, and methodologies.

[bookmark: _Toc159600981]1.4.1. Exploration of Penetration Testing Tools and Techniques
The first problem statement involves a comprehensive investigation into the myriad tools and techniques employed in the domain of penetration testing. This exploration aims to unravel the functionalities, strengths, and weaknesses of existing tools, providing a nuanced understanding of their applications and implications.

[bookmark: _Toc159600982]1.4.2. Design and Establishment of an Isolated Network Laboratory for Penetration Testing
The second problem statement centres on the strategic design and setup of an isolated network laboratory dedicated to the execution of penetration tests. This entails creating a controlled environment that simulates real-world scenarios, allowing for the meticulous examination of penetration testing procedures and their implications on network security.

[bookmark: _Toc159600983]1.4.3. Exploration and Identification of an Appropriate Penetration Testing Methodology
The third problem statement directs attention towards the investigation and identification of a suitable penetration testing methodology. This involves a critical examination of established methodologies, their adaptability to diverse environments, and their efficacy in uncovering vulnerabilities, ultimately contributing to an informed selection of the most fitting approach.

[bookmark: _Toc159600984]1.4.4. Utilization of Penetration Testing by Network and System Administrators
The fourth problem statement delves into the ways in which Network and System Administrators can leverage penetration testing to comprehend, analyse, and address security issues. This exploration encompasses a comprehensive understanding of how these professionals can integrate penetration testing into their practices, fostering enhanced security awareness and responsiveness. 
These problem statements collectively form the framework for the subsequent discussions and analyses within the thesis. The research will delve into each statement, providing in-depth insights and recommendations, culminating in a conclusion grounded in the exploration and resolution of these pertinent issues in the realm of penetration testing.


[bookmark: _Toc159600985]1.5 Project Structure

· Chapter 1-The introduction section provides an overview of the research, introducing the context, purpose, and scope of the comprehensive security assessment using penetration testing. It outlines the key objectives, relevance, and the structure of the research.
· Chapter 2- The literature review delves into existing scholarly works, studies, and frameworks related to penetration testing, cybersecurity, and network and system vulnerabilities. It critically analyses and synthesizes relevant literature to establish a theoretical foundation for the research.
· Chapter 3- The methodology section outlines the research design, approach, and tools employed for the comprehensive security assessment. It details the rationale behind the chosen methodologies and provides insights into the strategies used to achieve research objectives.
· Chapter 4- This section elucidates the experimental design employed in the penetration testing process. It covers the setup, parameters, and variables considered, providing a detailed description of how the experiments were structured to evaluate network and system vulnerabilities.
· Chapter 5- The Results and Discussion section present the findings obtained from the penetration testing experiments. It includes a comprehensive analysis of the results, interpretation of data, and discussions on the implications, significance, and potential recommendations based on the outcomes.
· Chapter 6- The conclusion and recommendation section summarizes the key findings, draws conclusions from the research, and proposes recommendations for enhancing cybersecurity measures based on the insights gained.
· Chapter 7- The reflection section provides a critical self-assessment of the research process. It explores the challenges faced, lessons learned, and insights gained during the research, offering a reflective perspective on the overall experience.


[bookmark: _Toc159600986]CHAPTER 2: LITERATURE REVIEW
[bookmark: _Toc159600987]2.1 Introduction
In the rapidly evolving landscape of cybersecurity, where the emergence of new threats is incessant, penetration testing stands out as a proactive shield against the concealed dangers inherent in the digital space. This introductory serves as a portal to grasp the paramount significance of penetration testing, providing insights into its operational intricacies and the affirmative impact it bestows on fortifying digital defences. Depicting penetration testing metaphorically as a proactive shield invokes the image of a strategic pre-emptively addressing potential cyber threats to ensure the robust protection and resilience of digital systems [6].
As embark on a more in-depth exploration, the layers of penetration testing unfold, surpassing its role as a mere security measure to establish itself as a pivotal tool in preserving the safety of digital world. Within the forthcoming subtopics, will delve into the objectives of penetration testing, the diverse types it encompasses, the prerequisites for a successful test, and the nuanced distinctions between manual and automated approaches. This examination will also illuminate the inherent limitations of penetration testing methodologies, offering a comprehensive understanding of its scope and capabilities.
Navigating through the landscape of security testing methodologies, will uncover the significance of evaluating security through penetration testing. This will include an exploration of its relevance in security evaluation, drawing connections to previous research in the broader field. Key studies and contributions by notable researchers will be highlighted, emphasizing the evolution of security assessment, the integration of risk management, and the identification of unexplored territories within the cybersecurity domain.
In the subsequent sections, a comparative analysis of research results will unveil diverse insights and shared approaches in the realm of security evaluation through penetration testing. Methodological differences and emerging trends, such as the integration of threat intelligence and red team exercises, will be explored, providing a nuanced understanding of the evolving nature of cybersecurity practices. The exploration will culminate in a reflection on common challenges and ethical considerations faced by researchers in this dynamic field.
A deep dive into specific aspects of security evaluation will unfold, focusing on network vulnerabilities, system weaknesses, and the landscape of application security. Each subsection within this exploration will carve out unique findings, methodologies applied, and distinctive challenges encountered in these specific domains. Common threads across these sections will be woven together, emphasizing the dynamic nature of technology and the continuous commitment required to maintain robust security.
In concluding reflections, the summarization of crucial insights, highlighting knowledge gaps, and outlining the rationale for specific research focus will pave the way for a comprehensive understanding of the multifaceted landscape of cybersecurity. As technology advances and threat landscapes shift, these sections will serve as essential guides, evolving continuously to fortify defences against the persistent challenges of securing digital environments.

[bookmark: _Toc159600988]2.2 Exploring Penetration Testing
In the context of this experiment, penetration testing assumes a crucial role as a proactive cybersecurity practice. The experiment is meticulously designed to assess the security of computer systems, networks, and applications by simulating potential cyber-attacks. The primary objectives involve the identification of vulnerabilities specific to the chosen methodologies and tools, the evaluation of the effectiveness of selected security measures, and the provision of insights and recommendations for risk mitigation within the experimental framework [7] [8]. This proactive approach is fundamental to the experiment's goals, aiming to strengthen the cybersecurity posture and uphold the confidentiality, integrity, and availability of critical assets subjected to scrutiny [9].

[bookmark: _Toc159600989]2.2.1 Objectives of Penetration Testing
The primary aim of penetration testing is to uncover vulnerabilities within a system. It involves actively seeking weaknesses in networks, applications, and infrastructure that could be exploited by malicious actors [10]. Penetration testing evaluates the effectiveness of existing security controls, such as firewalls, intrusion detection systems, encryption, and access controls, to determine how well they safeguard against potential threats [11]. By simulating real-world cyber-attacks, penetration testing offers insights into how well systems can withstand and respond to different types of threats. This helps organizations understand the potential impact of a successful attack [12]. 
Penetration testing assists in quantifying and prioritizing risks based on identified vulnerabilities. This allows organizations to allocate resources efficiently and focus on addressing the most critical security issues [13]. Many industries and regulatory frameworks mandate adherence to specific security standards. Penetration testing helps verify compliance with these standards and ensures that security measures meet industry and legal requirements [14].

[bookmark: _Toc159600990]2.2.2 Types of Penetration Testing
Penetration testing encompasses various approaches tailored to assess the security posture of a target system. In Black Box Testing, the penetration tester operates with no prior knowledge of the target system, mirroring the perspective of an external unauthorized attacker. This method effectively uncovers vulnerabilities susceptible to external threats [15]. On the other hand, White Box Testing, also referred to as clear box or glass box testing, involves the penetration tester possessing complete knowledge of the target system, including its internal architecture and source code. This approach facilitates a comprehensive examination of the system's security controls [16]. Grey Box Testing integrates elements from both black box and white box testing, providing the tester with partial knowledge of the system. This allows for a more focused and efficient evaluation of security controls [17]. 
Internal Testing concentrates on simulating attacks originating within the organization's network, offering insights into security resilience against insider threats and potential lateral movements by attackers with internal access [18]. In contrast, External Testing scrutinizes the security of externally facing systems, such as web applications, servers, and network infrastructure. This method identifies vulnerabilities exploitable by external attackers, contributing to a robust defence against external threats [19].
These diverse testing collectively contribute to a comprehensive and tailored assessment of a system's security, ensuring a proactive defence against potential vulnerabilities from both internal and external sources.

[bookmark: _Toc159600991]2.2.3 Requirements for a Penetration Test
In the realm of penetration testing, adherence to key principles is paramount to ensure effectiveness while maintaining legal and ethical standards. Authorization stands as a foundational pillar, necessitating explicit permission from organizations to pre-emptively address any potential legal or ethical concerns associated with the testing process [20]. Equally crucial is the meticulous definition of the test's scope, a practice that ensures activities remain targeted on specific systems, preventing inadvertent disruptions to critical business operations [21]. 
Engaging qualified penetration testers, certified and adept in relevant technologies and environments, forms another vital aspect of a robust testing framework. Thorough documentation throughout the testing process, encompassing identified vulnerabilities and corresponding recommendations, provides a comprehensive reference for ongoing improvement and future assessments [22]. 
Effective communication, marked by regular updates and debriefings, serves as a linchpin for facilitating understanding between the testing team and stakeholders. Post-testing support extends beyond vulnerability identification to the implementation of remediation measures, addressing concerns raised during the testing process and fortifying the overall security posture. The imperative of data protection is woven into every phase, underscoring the need to safeguard sensitive information, adhere to data privacy regulations, and prevent unauthorized access to confidential data [23]. 
Lastly, a nuanced understanding of the organization's risk tolerance is essential. This awareness guides the tailoring of the penetration testing approach to align with the organization's specific risk appetite, ensuring a calibrated and targeted evaluation [24]. These principles collectively establish a comprehensive framework for penetration testing, fostering a proactive and robust approach to enhancing cybersecurity measures.

[bookmark: _Toc159600992]2.2.4 Comparing Manual and Automated Penetration Testing
a. Manual Penetration Testing
Manual penetration testing involves cybersecurity experts actively simulating attacks to discover vulnerabilities. This method relies on human intuition and expertise, addressing complex security issues that automated tools may overlook. Manual testing allows for adaptability to the evolving threat landscape and a deeper analysis of specific system areas. However, it can be time-consuming and costly, dependent on skilled personnel, and might not scale well for extensive or repetitive assessments [25].

b. Automated Penetration Testing
Automated penetration testing employs specialized tools and scripts to simulate attacks and identify vulnerabilities. These tools can quickly scan large networks, offering a rapid overview of potential weaknesses. Automated testing is efficient for routine scans, ensuring consistent identification of common vulnerabilities. Despite its speed, automated testing has limitations. It may generate false positives or miss subtle vulnerabilities, lacking the intuition and creativity of a human tester. Unique or novel attack vectors might be challenging for automated tools to uncover [26].

c. Selecting Between Manual and Automated Testing
The choice between manual and automated penetration testing depends on several factors, often involving a combination of both methods to leverage their respective strengths [8].
Scope and Complexity Manual testing suits complex assessments, especially in critical systems, while automated testing efficiently handles routine scans across extensive networks or applications. Cost and Resources Manual testing is resource-intensive and costly due to skilled professionals, while automated testing proves more cost-effective for routine assessments but may lack depth. Frequency of Testing Automated testing is practical for regular assessments, while manual testing is reserved for in-depth evaluations or critical systems [22] [9].

[bookmark: _Toc159600993]2.2.5 Limitations of Penetration Testing
While penetration testing offers valuable insights, it comes with inherent limitations that organizations must carefully weigh. Firstly, achieving success in penetration tests doesn't ensure absolute security, as they reflect the current state based on known vulnerabilities, leaving room for emerging threats [27]. 
Additionally, the testing scope is limited, potentially leaving undiscovered vulnerabilities in untested system areas. Impact on production systems is another consideration, as tests can disrupt operations, demanding meticulous planning to minimize disruptions [28].
Human factors play a crucial role, with the effectiveness of penetration testing hinging on the tester's skills, underscoring the importance of engaging qualified professionals. Legal and ethical considerations are paramount, emphasizing the necessity of explicit permission to avoid violating laws and facing potential legal consequences [23].
In conclusion, manual and automated penetration testing are indispensable components in the ever-evolving cybersecurity landscape. Each approach carries its strengths and weaknesses, demanding careful consideration of factors such as scope, complexity, and available resources. Recognizing the limitations of penetration testing is pivotal for accurate result interpretation and the formulation of a comprehensive cybersecurity strategy. A holistic approach, combining both manual and automated testing, serves to enhance an organization's overall cybersecurity posture.

[bookmark: _Toc159600994]2.3 Security Testing Methodologies
Various methodologies play a pivotal role in enhancing cybersecurity, each contributing distinct strengths to the realm of security testing. The OWASP Application Security Testing (AST) Methodology, crafted by the Open Web Application Security Project (OWASP), focuses on bolstering web application security through activities like threat modelling, security code review, and targeted penetration testing [29] [30]. Originating from the Information Systems Security Assessment Framework (ISSAF) by the Open Information Systems Security Group (OISSG), the ISSAF Security Testing Methodology provides a comprehensive suite of activities, emphasizing meticulous documentation and extensive reporting across the penetration testing spectrum [31] [32].
The Open-Source Security Testing Methodology Manual (OSSTMM), developed by ISECOM, extends its reach to security testing for networks, systems, and applications. Noteworthy for highlighting operational security practices, it aims for results that are both comprehensive and quantifiable [33] [34]. Under the auspices of the National Institute of Standards and Technology (NIST), the NIST Special Publication 800-115 outlines guidelines for executing security testing and assessment activities, covering the entire testing process from planning to execution and documentation [35] [36].
The Penetration Testing Execution Standard (PTES), as an industry-driven standard, meticulously defines the methodology and processes integral to penetration testing. Its seven core phases, including information gathering, vulnerability analysis, and comprehensive reporting, contribute to a structured and thorough approach [37] [38]. The ISO/IEC 27001, focusing on Information Security Management System (ISMS), provides a standardized approach to establishing, implementing, maintaining, and continually improving ISMS. Emphasizing risk assessment and management, it incorporates security testing within the broader framework of information security [39] [40] [41].
Lastly, the MITRE ATT&CK, acting as a repository of adversary tactics and techniques, significantly contributes to a deeper understanding of threat actor actions. Instrumental in enhancing the capabilities of threat detection and defence, it serves as a valuable resource in the ever-evolving landscape of cybersecurity [42] [43]. Together, these methodologies form a diverse and comprehensive arsenal for organizations to strengthen their cybersecurity postures.

[bookmark: _Toc159600995]2.4 Significance of evaluating security through penetration testing
Penetration testing holds a crucial role in cybersecurity, acting as a pre-emptive strategy against cyber threats. While traditional security measures are robust, they may not catch every trick in the cyber-criminal's playbook. Penetration testing serves as a digital detective, uncovering vulnerabilities before malicious actors exploit them—an analogy akin to reinforcing a house before a storm for a stronger defence [9].
Being proactive rather than reactive defines the essence of penetration testing. Instead of waiting for a security breach and reacting afterward, organizations take initiative—like fortifying a house before an approaching storm. This proactive stance not only reduces the risk of successful cyber-attacks but fosters continuous improvement in cybersecurity practices, staying ahead of potential threats [44].
In the vast landscape of cybersecurity, penetration testing acts as a guide through complexity, providing a hands-on exploration rather than theoretical jargon. It empowers cybersecurity professionals with a map and tools to navigate potential threat complexities effectively, ensuring a more resilient digital environment—a metaphorical compass in the digital wilderness.
The focus on Network and System Administrators acknowledges them as frontline heroes guarding digital territories. This chapter intentionally tailors the discussion to highlight how penetration testing equips administrators with skills and tools to identify vulnerabilities, assess risks, and fortify networks and systems—akin to providing them with a toolkit to confidently face the challenges of the digital world [45].
Capturing the dynamic and ever-changing nature of the cybersecurity landscape, penetration testing emerges as a strategic move on the digital chessboard in proactive defence against cyber threats. Subsequent chapters promise a deeper dive into the details of penetration testing, offering a comprehensive guide that seamlessly blends theoretical knowledge with practical applications. This journey aims to equip administrators in securing digital systems amidst the complexities of the cybersecurity landscape—a pivotal role in shaping a resilient future for cybersecurity.
The literature review's primary goal is to unveil the layers surrounding the practice of evaluating security through penetration testing. It seeks to delve into existing research, methodologies, and real-world applications, constructing a comprehensive understanding of how penetration testing contributes to robust cybersecurity measures. The review aims to map the evolution of penetration testing practices, identify key contributors in the field, and assess the effectiveness of different methodologies. Ultimately, it aspires to be a guiding compass for practitioners and decision-makers, bridging theory and practical implementation for a fortified digital defence.

[bookmark: _Toc159600996]2.5 Relevance of Penetration Testing in Security Evaluation
More than just identifying problems, penetration testing transforms cybersecurity into a proactive strategy, fixing vulnerabilities before they evolve into threats. It turns identified weaknesses into opportunities for targeted and strategic improvements, fortifying digital infrastructure against potential attacks [46].
Operating on fundamental principles, penetration testing revolves around simulation, mimicking real-world scenarios to test a system's resilience. Key concepts include ethical hacking, ensuring testing is conducted ethically with explicit consent, and exploring the attack surface to scrutinize the entire scope of potential vulnerabilities that attackers might exploit [47].
As cyber threats evolve, penetration testing dynamically adapts to stay ahead. Regular assessments ensure security measures remain up-to-date and effective against the latest tactics employed by cyber adversaries [48].
Insights derived from penetration testing go beyond mere display—they strategically guide an organization's approach. By pinpointing vulnerabilities, organizations can strategically allocate resources where they are most needed. This targeted application optimizes the overall cybersecurity strategy, ensuring a focused and efficient response to potential threats [49].
In conclusion, the relevance of penetration testing in security evaluation is profound. As a dynamic and proactive tool, it not only identifies vulnerabilities but also strengthens digital defences. Rooted in fundamental principles, it adapts to the changing landscape of cyber threats, providing insights that guide a strategic and efficient approach to fortifying digital infrastructures. In the face of evolving cybersecurity challenges, penetration testing remains an invaluable practice, ensuring the resilience of the digital world.

[bookmark: _Toc159600997]2.6 Previous Research in Security Evaluation and Comparative Analysis of Research Results
In the expansive realm of cybersecurity, a comprehensive exploration into foundational studies shapes current understanding, particularly in the domains of penetration testing and security assessment. Casting a wide net to grasp the state of security evaluation involves examining various facets, from encryption and firewalls to the psychology of social engineering attacks, encompassing studies on malware analysis and the effectiveness of intrusion detection systems [50]. This broad investigation aids in comprehending how different elements contribute to the overarching goal of securing digital systems.
Within this vast field, certain studies stand out as beacons of knowledge. Pioneers such as Whitfield Diffie and Martin Hellman, through their seminal 1976 paper "New Directions in Cryptography," spearheaded a transformative shift in the realm of cryptography by introducing the groundbreaking concept of public-key cryptography. Their innovative approach addressed the challenges associated with traditional cryptographic systems that relied on a single key for both encryption and decryption. In their pioneering work, Diffie and Hellman proposed the use of two mathematically linked keys: a public key for encryption, openly distributable and accessible, and a private key for decryption, known exclusively to the intended recipient. This introduced the revolutionary idea of key exchange protocols, exemplified by the Diffie-Hellman key exchange, allowing secure communication over insecure channels. The security assurances of their system were based on the computational complexity of problems like factoring large numbers. Their contributions laid the cornerstone for modern public-key cryptography, profoundly influencing encryption standards and algorithms, and shaping the landscape of secure digital communication and transactions. The Diffie-Hellman key exchange protocol remains a fundamental building block for various cryptographic applications, showcasing the enduring impact of their pioneering work on both theoretical and practical aspects of cryptography [51]. 
Dorothy Denning has been a pivotal figure in advancing intrusion detection systems (IDS), making significant contributions to the cybersecurity landscape. The primary focus has been on developing techniques for detecting and preventing unauthorized access to computer systems, particularly through exploration of anomaly-based intrusion detection. This approach involves establishing a baseline of normal system behaviour and identifying deviations as potential security threats by analysing patterns of user activity and system behaviour. Notably, in the 1980s, Denning developed the first IDS, named "IDS1," utilizing a rule-based approach that set predefined rules and thresholds to trigger alerts in the presence of suspicious activities. This pioneering work laid the foundation for subsequent advancements in intrusion detection methodologies. Denning's contributions extended to the formalization of intrusion detection concepts and models, defining theoretical frameworks that systematically underpin these systems. The dedication continues to have a lasting impact, influencing the ongoing development of sophisticated IDS technologies and significantly contributing to enhancing digital security against unauthorized access and cyber threats [52].
In the domain of penetration testing, a significant milestone was achieved through the collaborative efforts of Dan Farmer and Wietse Venema, who pioneered the development of SATAN—the inaugural network-based penetration testing tool. Originating in the early 1990s, SATAN, an acronym for Security Administrator Tool for Analysing Networks, emerged as a groundbreaking solution for system administrators aiming to assess and enhance the security of computer systems and networks. SATAN's primary purpose was to actively probe systems, systematically revealing potential vulnerabilities and weaknesses within network infrastructures. By conducting a thorough analysis, the tool identified open ports, weak passwords, and other potential entry points susceptible to exploitation by malicious entities. Despite its substantial contribution to enhancing security awareness, the release of SATAN sparked controversy, accompanied by concerns about potential misuse. However, SATAN undeniably left an indelible mark on the field of penetration testing, establishing a foundation for subsequent tools and methodologies. It offered a systematic and pioneering approach to the evaluation and fortification of computer networks. The collaborative work of Dan Farmer and Wietse Venema on SATAN represented a pivotal milestone that significantly influenced the trajectory of penetration testing practices, contributing to the continuous pursuit of safeguarding, and strengthening digital infrastructures [53]. 
The L0pht hacker collective played a pivotal role in advancing penetration testing methodologies during the late 1990s. Their notable contributions involved actively uncovering vulnerabilities in widely used software, presenting a practical perspective on cybersecurity. Through a landmark testimony before the United States Congress in 1998, members of the L0pht highlighted the existing weaknesses in prevalent software, emphasizing the need for improved cybersecurity measures. Beyond identification, the collective engaged in responsible disclosure, collaborating with software vendors to address and rectify the identified vulnerabilities. This approach underscored their commitment to enhancing digital security and fostered a collaborative relationship between security researchers and software developers. Ultimately, the L0pht's activities significantly influenced the field of penetration testing by providing practical insights into software vulnerabilities and advocating for proactive measures to fortify digital systems against potential threats [54]. 

In an era where network intruders pose sophisticated challenges to both well-configured and vulnerable systems, a 2021 study led by Adu-Boahene, C., Nikoi, S.N., and Nsiah-Konadu, A. [55]. focused on assessing the University of Education Winneba's Kumasi campus network. Utilizing penetration testing, the research identified potential vulnerabilities in the network infrastructure, revealing the risk of system-based attacks originating from both internet-based malicious entities and insiders connected to internal networks. This approach, known for mimicking real-world cyber threats, emphasized the importance of proactive testing to fortify network defences against evolving cyber threats.
In the contemporary digital landscape, where interconnected networks facilitate diverse web services, the pervasive threat of hacking and cyber vulnerabilities is evident. Symantec's 2019 Internet Security Threat Report highlights vulnerabilities in websites, particularly through form jacking attacks. Addressing these challenges, a study conducted by Devi and Kumar in June 2020 [56] employs penetration testing to identify and mitigate vulnerabilities in networks and web applications. Leveraging tools such as Nikto, OWASP's Zed Attack Proxy (ZAP), Netcraft, Sparta, and Network Mapper (Nmap), the research systematically analyses vulnerabilities across ten different domains. The results emphasize ZAP's detection of medium to low-level attacks and Nikto's superior performance in identifying vulnerabilities, contributing valuable insights to reinforce digital infrastructures against potential cyber threats.
To enhance web application security, Goutam, A., and Tiwari, V., conducted research in November 2019 [57], focusing on the financial sector's challenges. The study utilized penetration testing to identify vulnerabilities and potential actions by attackers in web applications. The research aimed to develop a specialized framework, aligning its working module with that of a financial institution's website. While specific results are not detailed, the objective is to create a robust framework applicable across diverse institutions, companies, and organizations. This framework aims to effectively test and mitigate vulnerabilities in web applications, particularly in the financial sector, contributing significantly to improved web application security.
In the era of rapid technological advancement, vulnerability assessment and penetration testing (VAPT) have emerged as crucial tools to address the complexities introduced by the evolution of sophisticated applications. A 2019 paper by Khera, Kumar, and Garg [58] explores the comprehensive life cycle of the VAPT process, emphasizing its significance at various organizational levels. The research underscores the importance of continuously updating security measures to counteract evolving cyber threats, conducting a detailed analysis of VAPT tools and adoption requirements.
The realm of cybersecurity faces challenges in the lack of a standardized format for pen test reports. Zakaria et al.'s 2019 paper [59] conducts a thorough analysis of eight pen test reports, aiming to propose a standardized report format. This format encompasses essential components for clear comprehension by both security system personnel and upper management, addressing the technical gap and promoting effective communication and decision-making across different organizational hierarchy levels.

The evolution of security assessment is noteworthy, transitioning from early works focusing on static evaluations of system vulnerabilities to a proactive and holistic approach [60]. Visionaries like Gary McGraw and Bruce Schneier emphasized the integration of security measures into the development life cycle, particularly in software security and cryptography [61]. Recent studies emphasize the crucial integration of risk management into security assessments, with Jack Jones being a prominent figure in this regard. Jack Jones introduced the FAIR (Factor Analysis of Information Risk) framework, offering a structured method for quantifying and managing cybersecurity risks [62]. This approach recognizes that cybersecurity goes beyond the identification of vulnerabilities, requiring a comprehensive understanding and efficient mitigation of risks. Through a systematic and quantitative process, the FAIR framework enables organizations to assess and prioritize risks based on their potential impact and likelihood. This facilitates well-informed decision-making, enabling businesses to allocate resources effectively in addressing the most significant threats. Jack Jones's contributions have significantly impacted the cybersecurity field by advocating for a risk-centric perspective, guiding professionals to develop strategies that transcend mere vulnerability identification and establish robust risk management frameworks.
In addressing persistent challenges within cybersecurity, distinguished researchers Bruce Schneier and Eugene Spafford prioritize ethical dimensions. Their advocacy revolves around responsible practices to confront an expanding attack surface and counter evolving threats from sophisticated technologies. Schneier, renowned for his expertise in security, offers insights into the societal impact of security policies and technologies. On the other hand, Spafford, a pioneer in computing ethics, emphasizes responsible conduct in cyberspace. Collectively, their work highlights the crucial role of ethical considerations in cybersecurity strategies. They guide professionals and organizations, promoting integrity and responsibility in navigating the complexities of the ever-evolving cybersecurity landscape [63].

In the expansive domain of cybersecurity, a comparative analysis of research results serves as a guiding compass, facilitating navigation through the diverse findings of various scholars in the field. This exploration delves into the outcomes achieved by renowned researchers like Kevin Mitnick, Chris Nickerson, and Charlie Miller, encompassing a broad spectrum of penetration testing topics, from social engineering tactics to advanced exploitation techniques. Through the examination of these diverse results, the objective is to gain a comprehensive understanding of the multifaceted nature of security evaluation [64] [65] [66].
Amidst the diversity, shared approaches emerge among researchers in their pursuit of securing digital landscapes. Many studies emphasize the importance of adopting a holistic assessment that considers both technical vulnerabilities and the human factor [64]. Advocating for a proactive stance, researchers consistently underscore the need for regular and thorough penetration tests to identify and mitigate potential risks before malicious actors can exploit them, reflecting a shared understanding that effective security evaluation extends beyond a one-time assessment [66] [62].
However, despite these commonalities, differences in methodologies highlight the dynamic nature of penetration testing research. Some researchers lean towards leveraging automated tools and vulnerability scanning, streamlining the testing process with technology. In contrast, others prioritize manual testing, simulating real-world scenarios to uncover nuanced vulnerabilities that automated tools might overlook. These differences underscore the ongoing debate within the cybersecurity community regarding the delicate balance between automation and human expertise in penetration testing.
As the digital landscape evolves, emerging trends in security evaluation through penetration testing become apparent. Notably, the integration of threat intelligence into testing methodologies is on the rise, with researchers tapping into real-time data on current cyber threats to simulate more realistic and targeted attacks [61]. This trend aligns with the evolving sophistication of cyber threats, demanding that penetration testing mirrors the intricacies of contemporary attack vectors.
Another emerging trend involves the integration of red team exercises into penetration testing frameworks [65]. Researchers explore how emulating the tactics of advanced adversaries, often referred to as red teaming, can offer organizations a more realistic evaluation of their security posture, assessing overall resilience against sophisticated and persistent threats.
However, amidst the analysis of results, researchers consistently grapple with challenges and ethical considerations [61]. The ever-evolving nature of cyber threats poses a constant challenge, necessitating researchers to adapt their methodologies to stay ahead. Ethical considerations, such as obtaining informed consent and ensuring responsible disclosure of vulnerabilities, remain central to maintaining the integrity of penetration testing practices.

[bookmark: _Toc159600998]2.6.1 Conclusion
In summary, the studies presented offer a comprehensive exploration of diverse dimensions within the cybersecurity landscape, employing varied methodologies to tackle contemporary challenges. The strategic application of penetration testing, as demonstrated in the 2021 study led by Adu-Boahene, C., Nikoi, S.N., and Nsiah-Konadu, A. [55], underscores the imperative of proactive testing to bolster network defenses against evolving cyber threats, particularly within educational institutions like the University of Education Winneba's Kumasi campus.
Likewise, the research conducted by Devi and Kumar in June 2020 [56] addressed the pervasive menace of hacking and cyber vulnerabilities across interconnected networks. Utilizing penetration testing tools, the study provided valuable insights into the identification and mitigation of vulnerabilities in networks and web applications, showcasing the efficacy of specific tools such as Nikto, Zed Attack Proxy, Netcraft, Sparta, and Network Mapper.
The study by Goutam, A., and Tiwari, V. in November 2019 [57] focused on specific challenges within the financial sector, utilizing penetration testing to pinpoint vulnerabilities in web applications. While specific results were not extensively detailed, the proposed specialized framework aims to significantly contribute to enhanced web application security, particularly in the financial domain.
Furthermore, Khera, Kumar, and Garg's 2019 paper [58] delved into the comprehensive life cycle of Vulnerability Assessment and Penetration Testing (VAPT) processes, emphasizing the continuous need to update security measures in response to evolving cyber threats. Their meticulous analysis of VAPT tools and adoption requirements provides crucial insights for organizations striving to counteract diverse cyber-attacks.
Addressing the challenge of a standardized format for pen test reports, Zakaria et al.'s work in 2019 [59] underscores the importance of effective communication and decision-making across various organizational hierarchy levels.
Collectively, these studies significantly contribute to the cybersecurity domain by employing penetration testing and VAPT techniques to identify, assess, and mitigate vulnerabilities across diverse contexts. While each study homes in on specific challenges and sectors, they collectively underscore the significance of proactive testing, ongoing security updates, and the necessity for standardized reporting formats to fortify digital infrastructures against the ever-evolving landscape of cyber threats.
Moreover, the broader exploration of foundational studies in cybersecurity uncovers a wealth of knowledge. Seminal contributions from trailblazers such as Whitfield Diffie, Martin Hellman, Dan Farmer, Wietse Venema, and the L0pht hacker collective have sculpted contemporary cryptography, intrusion detection systems, and penetration testing methodologies. The evolution of security assessment, championed by thought leaders like Gary McGraw and Bruce Schneier, advocates for a proactive and holistic approach, integrating security measures into the development life cycle.
Persisting challenges, such as an expanding attack surface, sophisticated threat actors, and the integration of new technologies, call for responsible practices underscored by researchers like Bruce Schneier and Eugene Spafford. A critical examination of penetration testing research reveals shared approaches, emphasizing a holistic assessment that considers both technical vulnerabilities and the human factor.
Emerging trends, including the integration of threat intelligence and red team exercises, highlight the escalating sophistication of cyber threats. The ongoing debate between automated tools and manual testing underscores the nuanced nature of penetration testing, with both approaches possessing merits depending on the specific context and objectives of the assessment. Striking an optimal balance between automation and human expertise remains pivotal in navigating this dynamic field.
In conclusion, the multifaceted nature of cybersecurity necessitates a nuanced and adaptive approach. While foundational studies and current trends offer valuable insights, the continual evolution of the threat landscape mandates an ongoing dialogue and critical examination of methodologies to ensure the most effective and responsible security practices.

[bookmark: _Toc159600999]2.7 Specific Aspects of Security Evaluation a Deep Dive into Vulnerabilities
In the comprehensive realm of security evaluation, the exploration unfolds through distinct sections, each illuminating specific layers of network vulnerabilities, system weaknesses, and application security [67] [68].
Navigating Network Vulnerabilities acts as a guide through the intricate landscape where digital connections form potential weak points, exposing organizations to the looming threat of cyber-attacks. The findings delve into various vulnerabilities within networks, ranging from misconfigurations to exploitable software weaknesses. Employing methodologies like network scanning and penetration testing, the layers are peeled back to reveal potential risks that require continuous attention. Challenges arise in adapting to the dynamic nature of networks, demanding ongoing evaluation to ensure robust security [69].
Unveiling System Weaknesses shifts focus to the core of systems, exposing vulnerabilities within their intricate infrastructure. Meticulous dissection of components, scrutiny of operating systems, and hardware examination reveal weaknesses that could compromise critical elements. Findings spotlight specific vulnerabilities, with methodologies such as system audits and configuration reviews exposing potential risks. The challenge lies in the constant assessment needed to keep pace with system updates and potential new weaknesses [51] [63] .
Navigating the Landscape of Application Security directs attention to the gateways of organizational data—applications. Scrutinizing specific aspects of application security, the focus is on revealing vulnerabilities exploitable by malicious actors seeking unauthorized access. Findings zoom in on coding flaws, input validation issues, and potential backdoor entrances within applications. Methodologies, including static code analysis and dynamic application testing, unravel vulnerabilities at different stages of the development lifecycle. Challenges emerge in striking a balance between robust security and maintaining application functionality and user experience [70] [71].
Common Challenges Across Sections highlight threads woven through the fabric of security evaluation. The dynamic nature of technology introduces challenges in keeping assessments current and relevant, requiring continuous commitment to staying informed. The ever-evolving tactics of cyber adversary’s demand agility in methodologies to effectively address emerging threats. Ethical considerations remain paramount, ensuring that evaluations respect privacy, adhere to responsible disclosure practices, and maintain the trust of those under examination.

[bookmark: _Toc159601000]2.8 Concluding Reflections
Concluding the literature review reveals a mosaic of key insights, offering a comprehensive understanding of the cybersecurity landscape. The exploration incorporates diverse researchers' contributions, unveiling layers of knowledge related to penetration testing and security evaluation. Summarizing the crucial insights, the literature review sheds light on the intricate facets of penetration testing, exploring tools, methodologies, and emphasizing the pivotal role of Network and System Administrators. It underscores the dynamic nature of cybersecurity, positioning penetration testing as a strategic guide through potential threat complexities. Identifying knowledge gaps within the existing wealth of information, the review pinpoints areas where current understanding lacks depth, particularly in applying penetration testing tools and methodologies for Network and System Administrators. These gaps highlight the need for focused exploration to contribute to the evolving cybersecurity knowledge landscape.
The rationale for the chosen research focus becomes apparent within these identified gaps, concentrating on the practical applications of penetration testing tools and methodologies for Network and System Administrators. The research aims to provide insights extending beyond theory, offering administrators tangible strategies to strengthen defences against evolving cyber threats.
In conclusion, the literature review serves as a compass through the intricate domain of penetration testing, emphasizing its indispensable role in the dynamic cybersecurity landscape. Addressing unique challenges faced by Network and System Administrators, the review not only brings attention to existing knowledge gaps but positions the project as a proactive response. The research endeavours to fill these gaps and furnish administrators with pragmatic insights for effectively fortifying digital landscapes. By providing tangible, implementable strategies, the aim is to empower administrators in the face of evolving cyber threats, contributing substantially to ongoing efforts to strengthen cybersecurity measures in a rapidly evolving technological landscape. The research's evolving significance lies in its adaptability to the ever-changing cybersecurity milieu, offering not just theoretical value but potential long-term relevance in promoting a proactive and resilient approach to security evaluation through penetration testing.

[bookmark: _Toc159601001]CHAPTER 3: METHODOLOGY
Embarking on a thorough exploration of penetration testing. Selecting the right methodology for an experiment is a crucial decision that shapes the reliability and relevance of the findings. The experimental methodology is thoughtfully crafted, integrating a five-phase penetration testing approach and drawing inspiration from established security testing frameworks [72]. Let's dive into the details of each component, addressing the experimental hypothesis, hardware and software  choices, inputs, validity, reliability, generalizability, and the overall conduct of the experiment, the rationale behind opting for a structured five-phase approach, compare it with alternative methodologies, and justify the choice [73] [74].
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[bookmark: _Toc159601057]Figure 1: Penetration Testing Methodology

[bookmark: _Toc159601002]3.1 Structured Five-Phase Approach
The decision to adopt a structured five-phase penetration testing methodology is grounded in its systematic approach, ensuring a thorough examination of various cybersecurity aspects, ranging from initial reconnaissance to the final analysis and reporting [75]. This methodology offers clear advantages, providing transparency in activities, simplifying documentation, and facilitating straightforward analysis. Its alignment with industry practices enhances the experiment's relevance to real-world cybersecurity situations, contributing to the credibility and practical applicability of the findings [76]. The rationale behind this choice lies in the need for a methodical and comprehensive exploration of penetration testing tools, techniques, and methodologies. The distinct phases of this approach offer an organized framework, promoting repeatability and facilitating meaningful comparisons, thereby contributing to the robustness and validity of the experiment [77]. Furthermore, the selected methodology aligns with industry-accepted standards and frameworks, bolstering the external validity of the experiment and ensuring that the findings hold relevance within the broader context of real-world cybersecurity practices [49].

[bookmark: _Toc159601003]3.2 Comparative Analysis of Methodologies
In terms of adaptability, the structured five-phase methodology strikes a balance between a well-defined structure and the flexibility needed to accommodate diverse scenarios. In contrast, other methodologies vary in their adaptability, with some leaning towards a more structured approach and others allowing greater flexibility depending on the specific requirements. Regarding specialization, the structured five-phase methodology stands out as a general-purpose approach, applicable to a wide range of environments. Conversely, alternative methodologies may be more specialized, tailored specifically for web applications, penetration testing, or testing scenarios [30]. Community support plays a crucial role, with the structured five-phase methodology enjoying widespread recognition, even though it may not be associated with a specific community. In contrast, other methodologies, such as OWASP, benefit from robust community support, fostering collaboration and knowledge-sharing among practitioners. Considering government standards, the structured five-phase methodology lacks specific government backing. In contrast, methodologies like the NIST methodology align with government standards, potentially offering a framework that adheres to specific regulatory requirements [34]. In terms of a metrics-driven approach, the structured five-phase methodology places emphasis on clear documentation but may not explicitly focus on metrics. On the other hand, methodologies like OSSTMM incorporate a metrics-driven approach, providing a more quantitative assessment of security measures [34] [35].

[bookmark: _Toc159601004]3.3 Experimental Hypothesis
It’s believed that a structured and rigorous exploration of cybersecurity, using a five-phase penetration testing methodology, will unearth nuanced insights into the vulnerabilities, strengths, and limitations of existing security measures. This systematic approach is expected to provide a holistic understanding of the entire security landscape.

[bookmark: _Toc159601005]3.4 Hardware and Software
Consistency is upheld in the experiments through the utilization of standardized hardware configurations, incorporating servers, routers, and workstations to replicate a real-world network environment. Virtualization technologies such as VMware or VirtualBox are employed to enhance scalability and reproducibility, ensuring a uniform foundation for the experiments. The hardware setup encompasses the target host machine’s include windows 10, windows server 2019, Bee-Box and the penetration tester's machine (Kali Linux).
On the software front, the experiment relies on a suite of widely recognized penetration testing tools, including Metasploit, Wireshark, Nmap, Hping3, Nessus, OpenVAS, Netcat. These tools collectively address various facets of penetration testing, providing versatility and aligning with industry standards. The software selection aims to cover a comprehensive range of testing scenarios, emphasizing the experiment's relevance and applicability within the cybersecurity domain.

[bookmark: _Toc159601006]3.5 Inputs
The experiment emphasizes diversity by integrating a spectrum of inputs to simulate real-world scenarios. Various network configurations, characterized by different levels of complexity, are employed as inputs to evaluate the adaptability and performance of the penetration testing methodology. The inclusion of meticulously designed scenarios representing diverse threat landscapes ensures a comprehensive evaluation of the selected security testing frameworks.

[bookmark: _Toc159601007]3.6 Experiment Validity
To enhance the experiment's validity, simulated scenarios are meticulously aligned with genuine penetration testing challenges. This strategic approach involves closely mirroring real-world security issues, reinforcing the relevance and applicability of the findings to authentic cybersecurity scenarios. By ensuring a strong correlation between simulated scenarios and actual challenges faced in the field, the aim is to bolster the practicality and real-world significance of the insights gained.
Furthermore, adherence to accepted methodologies, such as the OWASP methodology and PTES, adds an additional layer of face validity to the experiment [30]. Incorporating these established security testing frameworks ensures that the research aligns with industry-accepted practices. This adherence not only enhances the credibility of the experiment but also provides a recognized and standardized foundation, reinforcing the reliability of the findings within the broader context of cybersecurity methodologies.

[bookmark: _Toc159601008]3.7 Experiment Reliability
Ensuring reliability is prioritized through the consistent use of penetration testing tools across diverse scenarios in the experiment. Replicating the study with identical tools and configurations aims to guarantee the reproducibility of results, thereby fortifying the overall robustness of the findings.
Moreover, the experiment undergoes multiple iterations, each incorporating unique inputs and scenarios. This iterative strategy enhances reliability by maintaining consistency across various instances of testing. The repetition of the experiment under varied conditions serves to validate the reliability of results, strengthening the credibility and dependability of the overarching findings.

[bookmark: _Toc159601009]3.8 Experiment Generalizability
The scope of generalization in this investigation is expansive, despite the specific focus on tools, methodologies, and scenarios. The overarching goal is to generate insights that extend beyond the particulars of the experiment, aiming for broad applicability within the realm of penetration testing, thereby benefiting practitioners and researchers [78]. Strengthening generalizability is the deliberate inclusion of a variety of network architectures and scenarios, providing a diverse landscape for examination [79] [78]. This diversity enhances the comprehensiveness of understanding, shedding light on how penetration testing methodologies can be effectively applied across different environments. The structured approach adopted in investigation positively influences generalizability by offering a standardized framework. The clarity and documentation associated with this approach increase the likelihood that the insights gained can be applied in various cybersecurity contexts [78]. Acknowledging the limitations of adaptability, recognize that while an adaptive approach may excel in specific scenarios, it could introduce variability that hinders generalizability. The chosen structured methodology mitigates this concern by maintaining a consistent testing framework, ensuring reliability and relevance across a spectrum of cybersecurity environments.

[bookmark: _Toc159601010]3.9 Conduct of the Experiment
The experiment follows a structured five-phase penetration testing methodology, systematically progressing through phases like reconnaissance, scanning, gaining access, maintaining access, and analysis and reporting. This approach ensures a comprehensive examination of the security landscape. Meticulous documentation is consistently maintained throughout the experiment, capturing each step, the tools employed, and the resulting outcomes. This documentation forms the basis for analysis and reporting, facilitating a detailed evaluation of the effectiveness of the penetration testing methodology [7] [8].
Moreover, the experiment embraces a continuous monitoring approach, where insights gained from one phase inform subsequent actions. This adaptive methodology mirrors the dynamic nature of real-world cybersecurity practices, allowing for adjustments based on evolving circumstances and enhancing the experiment's applicability to dynamic cybersecurity environments.

[bookmark: _Toc159601011]3.10 Contemporary plan
In the implementation of the contemporary penetration testing plan, the inclusion of cutting-edge tools is essential for maximizing the effectiveness of this experiment.
To stay at the forefront of technology, the plan explores artificial intelligence-driven tools and machine learning algorithms for identifying sophisticated vulnerabilities. Special attention is given to tools addressing IoT security challenges, reflecting the evolving threat landscape. Cloud-based environments are assessed using tools like CloudSploit, and the plan delves into zero-day exploitation tools. Metrics-driven approaches, including tools like OSSTMM for quantitative assessment, contribute to a thorough evaluation of security measures.
Ethical considerations are prioritized using tools like OWASP and adherence to industry-accepted frameworks, providing a standardized foundation. The plan emphasizes tools for real-time threat intelligence integration to stay adaptable to emerging cyber threats. Training initiatives involve platforms like Hack the Box and virtual labs to foster skill development for practitioners. The comprehensive integration of these tools, along with the flexibility to use VMware if VirtualBox encounters challenges, aligns with the dynamic nature of the contemporary cybersecurity landscape. In case of difficulties with primary tools, the plan incorporates contingency measures to ensure the seamless progression of the penetration testing experiment. Alternate vulnerability assessment tools like Nexpose would be integrated if challenges arise with Nessus and OpenVAS. Substitute platforms like Armitage or Cobalt Strike could replace Metasploit for exploitation scenarios. Tools such as tcpdump or Microsoft Network Monitor would complement Wireshark for continuous network analysis. If issues arise with Hping3, alternative packet manipulation tools like Scapy would be considered. In case of challenges with Burp Suite, alternatives like OWASP ZAP or Acunetix would be adopted for effective web application security assessment. These contingency measures highlight the plan's adaptability, enabling the swift incorporation of alternative tools to address potential challenges and ensure a thorough and uninterrupted penetration testing process.

[bookmark: _Toc159601012]3.11 Gantt Chart
Utilizing tools like Gantt charts proves instrumental in offering teams a visual representation of project progress and aiding in the identification of potential obstacles. However, it is imperative to acknowledge that Gantt charts are most effective when dealing with deterministic durations, and they may fall short in accounting for unforeseen events. It's crucial to recognize that Gantt charts serve as a baseline plan, and the dynamic nature of projects may require regular adjustments. This adaptability ensures that the project remains on course, even when faced with unforeseen challenges, ultimately contributing to its successful and timely completion [80]. 
The presented data provides a detailed roadmap for a research project, outlining key tasks, their respective start and end dates, and the durations associated with each phase. The project initiation phase involves a 12-day period dedicated to identifying the research area, followed by a 14-day period for formulating problem statements. Subsequently, a 21-day span is allocated for the formulation of the research strategy, design, and method selection, emphasizing the importance of a well-defined approach. The writing phase begins with a 3-day window for crafting the introduction, extending into a substantial 35-day literature review, highlighting the thorough exploration of background information. The core of the project unfolds during the 80-day span dedicated to experimental design and implementation, showcasing a significant investment in this pivotal phase. Results and discussion are allotted 21 days, ensuring a comprehensive analysis of the acquired data. The conclusion and recommendation phase spans 18 days, leading into a reflective period of 3 days. The finalization of the project involves a 2-day window for crafting the ultimate draft. This meticulously planned timeline serves as a strategic guide for the systematic execution of each research task, enabling effective project management and ensuring the timely completion of the research.
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[bookmark: _Toc159601058]Figure 2: Gantt Chart



[bookmark: _Toc159601013]3.12 Conclusion
In conclusion, the penetration testing experiment is founded on a meticulously structured five-phase approach, ensuring a comprehensive and systematic evaluation of various cybersecurity facets while adhering to established industry standards. The comparative analysis illuminates the selected methodology's superiority across key dimensions, including adaptability, specialization, community support, government standards alignment, and metrics-driven elements, when compared to alternative approaches. This strategic choice aims to provide nuanced insights into security measures, supported by the use of consistent hardware configurations and the integration of versatile virtualization technologies.
Validity in the experiment is rigorously maintained through the incorporation of diverse inputs and unwavering adherence to recognized security testing frameworks. Reliability is further fortified by the consistent utilization of cutting-edge tools, iterative testing methodologies, and meticulous documentation, ensuring the reproducibility and robustness of the findings. Generalizability is actively promoted by deliberately including diverse network scenarios, allowing for a comprehensive examination of the selected security testing frameworks within various cybersecurity environments. The experiment seamlessly follows a structured methodology, underpinned by adaptability, reflecting a balanced and dynamic approach to cybersecurity assessment.
The contemporary plan injected into the experiment introduces state-of-the-art tools, proactively addresses emerging threats, and incorporates strategic contingency measures, underscoring the commitment to relevance in the dynamic cybersecurity landscape. This forward-thinking approach anticipates and effectively addresses challenges, showcasing a dedication to staying at the forefront of technological advancements. The Gantt chart, functioning as a dynamic project management tool, serves as an evolving guide that necessitates regular adjustments to accommodate unforeseen events and challenges. This adaptability is paramount in ensuring the successful and timely completion of the project, emphasizing the experiment's dedication to providing valuable insights to the ever-evolving cybersecurity landscape and contributing to the continuous enhancement of cybersecurity practices.


[bookmark: _Toc159601014]CHAPTER 4: DESIGN AND IMPLEMENTATION	

[bookmark: _Toc159601015]4.1 Design
[bookmark: _Toc159601016]4.1.1 Introduction
In the rapidly evolving realm of cybersecurity, where proactive identification of vulnerabilities is imperative, this exploration navigates the intricacies of constructing a virtual penetration testing lab. Acknowledging the limitations and risks associated with real-world testing, the initiative to establish a controlled virtual environment takes centre stage. The intentional selection of VirtualBox as the virtualization platform harmonizes seamlessly with project objectives, offering user-friendly interfaces, compatibility, and robust community support. The inclusion of Kali Linux, Windows 10, Windows Server 2019, and Bee-Box as lab components stems from strategic design decisions aimed at effectively simulating diverse target environments. Furthermore, the exclusion of specific components underscores the importance of prioritization within the constraints of resources and project objectives. Elaborate discussions on lab configuration processes, focusing on network setup, OS installations, and tool setup, underscore the commitment to adhering to best practices in virtualization. Ensuring completeness, consistency, and correctness emerges as pivotal in constructing a reliable and reproducible virtual lab.
Acknowledging the iterative nature of design and optimization, the discourse emphasizes continuous refinement through testing and feedback to elevate the lab's performance. As readers progress through subsequent sections, they will gain profound insights into the strategic considerations and meticulous planning essential for aligning the virtual penetration testing lab with specific objectives. The conclusion reinforces the significance of methodical design in crafting an effective lab, reflecting on the broader applicability of these decisions and processes to real-world cybersecurity scenarios.
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[bookmark: _Toc159601059]Figure 3:Penetration Testing Topology

The penetration testing topology in Figure 3 encompasses a pen tester machine engaging with a target network (10.0.2.0/24), featuring Windows 10, Windows Server 2019, and BWAPP. This setup enables thorough vulnerability assessment across varied operating systems within the defined IP range, facilitating comprehensive security analysis.
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[bookmark: _Toc159601060]Figure 4: Pentest Laboratory

Figure 4 portrays the specific setup used for this experiment in the pen test laboratory. It encompasses Kali Linux, Windows 10, Windows Server 2019, and BWAPP, providing a dedicated environment tailored to the experiment's objectives in testing and evaluating security measures across diverse operating systems.
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[bookmark: _Toc159601061]Figure 5:Logical Diagram

A logical diagram is employed to visually represent the conceptual connections between components in a penetration testing setup. Figure 5 illustrates the interconnections of Kali Linux, Windows 10, Windows Server 2019, and BWAPP within a LAN, facilitated by a router for WAN connectivity. This concise representation aids in understanding the network's high-level structure and is essential for effective planning and communication in the context of security assessments.
In Figure 6, the physical diagram offers a detailed depiction of the hardware components in the penetration testing setup. It illustrates the integration of the host PC with Windows 10, Windows Server 2019, BWAPP, and Kali. The diagram also highlights the connections through a NAT network (10.0.2.0/24), utilizing NAT (10.0.3.0/24) for internet connectivity within a LAN network. Additionally, the router showcases WAN connectivity, providing a comprehensive view of the physical network infrastructure.
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[bookmark: _Toc159601062]Figure 6:Physical Diagram

[bookmark: _Toc159601017]4.1.2 Defining the Problem
This section meticulously explores the challenges inherent in real-world testing, highlighting the constraints and risks associated with conventional methodologies. The decision to develop a controlled virtual environment for penetration testing is a strategic response to these shortcomings. By uncovering limitations such as potential security breaches and the inability to simulate diverse threat scenarios adequately, the context is established for subsequent design decisions. The overarching goal is to create a secure and controlled space that addresses these challenges effectively. The defined objectives, ranging from identifying vulnerabilities and assessing exploitation risks to executing penetration testing and enhancing security awareness, reflect a comprehensive approach. The design decision is intricately woven into this context, contributing to the achievement of these objectives. The focus remains not only on the product but equally on the underlying processes, aligning with the principle that underscores the significance of both "process" and "product" in crafting a robust solution. The research endeavours to provide practical insights and recommendations, aiming to fortify the security infrastructure and foster a proactive cybersecurity approach within the organizational framework.

[bookmark: _Toc159601018]4.1.3 Choosing the Virtualization Platform: VirtualBox
Delving into the intricacies of selecting the virtualization platform, an in-depth exploration is conducted to unravel the decision to opt for VirtualBox. The choice of VirtualBox as the foundation for virtualization is a result of a meticulous analysis that considers various critical factors central to the project's success. Emphasis is placed on the platform's user-friendly interface, underscoring its ease of use, which becomes a pivotal aspect in fostering a seamless experience for users interacting with the virtual penetration testing lab [81]. Moreover, compatibility emerges as another significant facet in the decision-making process, ensuring that VirtualBox aligns harmoniously with the diverse operating systems and tools integrated into the virtual lab [82].
In addition to technical considerations, community support is underscored as a driving force behind the selection of VirtualBox. The robust community backing enhances the platform's reliability, providing users with a wealth of resources, troubleshooting assistance, and a collaborative environment for shared insights. This deliberate choice is not made in isolation but is intricately woven into the overarching objective of fashioning a virtual lab that is both versatile and accessible.
By meticulously exploring factors such as ease of use, compatibility, and community support within the context of the project's objectives, provides a comprehensive understanding of how the decision to employ VirtualBox serves as a linchpin in the pursuit of creating a dynamic and user-friendly virtual penetration testing lab [83].

[bookmark: _Toc159601019]4.1.4 Lab Components
The strategic reasoning behind the inclusion of key components within the virtual penetration testing lab, elucidating the meticulous design decisions that shape its architecture. At the core of this virtual ecosystem is the incorporation of Kali Linux, a purpose-built platform renowned for its efficacy in penetration testing. The deliberate selection of Kali is rooted in its specialized toolset and security features, making it an indispensable asset for comprehensive testing scenarios [84].
Windows 10 and Windows Server 2019 emerge as pivotal elements chosen to simulate diverse target environments within the lab. This strategic decision is fuelled by the need to mirror real-world scenarios, where adversaries may target various Windows-based systems. By integrating both client (Windows 10) and server (Windows Server 2019) environments, the virtual lab attains a heightened level of realism, enabling practitioners to hone their skills across a spectrum of potential attack surfaces.
Furthermore, the inclusion of Bee-Box, a purposely vulnerable machine, adds an additional layer of sophistication to the virtual lab. This deliberately compromised system serves as a valuable training ground, allowing users to practice penetration testing techniques in a controlled environment [85]. The deliberate exposure of vulnerabilities in Bee-Box enhances the learning experience, enabling users to apply theoretical knowledge to practical scenarios.
Collectively, these carefully curated components contribute synergistically to the realism and comprehensiveness of the virtual lab. By incorporating specialized platforms like Kali Linux and simulating diverse Windows environments, the lab mirrors the complexities of the actual cybersecurity landscape. The deliberate inclusion of a deliberately vulnerable system, Bee-Box, enriches the learning experience, fostering a dynamic and interactive environment for honing penetration testing skills. This thoughtful integration of components aligns with the overarching objective of creating a virtual lab that not only emulates real-world scenarios but also provides a robust platform for effective and immersive cybersecurity training.

[bookmark: _Toc159601020]4.1.5 Exclusion of Certain Components
Equally crucial to the meticulous selection of components is the deliberate exclusion of certain elements within the virtual lab, a decision grounded in strategic considerations. The rationale behind the omission of specific operating systems or tools, emphasizing the need for a streamlined and purposeful virtual environment. Resource constraints play a pivotal role in shaping these exclusions, with a discerning focus on optimizing the lab's efficiency without compromising its functionality [86].
Redundancy becomes another guiding factor in the decision-making process, steering away from unnecessary duplications that could potentially introduce complexities without corresponding benefits [87]. The exclusion of certain elements is closely tied to the project's primary objectives, ensuring that each component aligns seamlessly with the overarching goal of creating a realistic and effective virtual penetration testing lab. This intentional exclusion contributes to the streamlined efficiency of the virtual lab, ensuring that every component serves a purpose in enhancing the overall cybersecurity training experience.

[bookmark: _Toc159601021]4.1.6 Processes Used: Lab Configuration and Setup
Is this detailed explanation, a meticulous elucidation unfolds, detailing the intricate processes integral to configuring and establishing the virtual penetration testing lab. The content takes a comprehensive dive into step-by-step procedures encompassing network configuration, operating system installations, and the setup of requisite tools. This thorough exploration ensures a holistic understanding of the procedural intricacies involved in bringing the virtual lab to fruition.
Emphasizing a commitment to best practices in virtualization, the discussion underscores the importance of adherence to standards that guarantee the completeness, consistency, and correctness of the lab setup. Each facet of the configuration process is approached with precision, ensuring that the virtual environment mirrors real-world conditions authentically. The stepwise guide not only illuminates the technical nuances of lab creation shown in Appendix A but also encapsulates the underlying philosophy of establishing a controlled and reliable space for penetration testing activities.
In the context of this meticulous configuration, a router is strategically employed to create both LAN (Local Area Network) and WAN (Wide Area Network) addresses. Other virtual machines in the system are attached to these addresses with static IP addresses, contributing to the overall network architecture. Figure 4.1 illustrates penetration laboratory further simplified into Figure 4.2 and Figure 4.3. The use of a high-end laptop and VirtualBox version 6.1.46, along with the creation of three virtual machines (Kali Linux, Windows 10, and Windows Server 2019) and Bee-box, adds a practical dimension to the theoretical framework. The network configuration, where all virtual machines are connected via NAT (Network Address Translation) with assigned IP addresses (10.0.2.4 for Linux, 10.0.2.5 for Windows 10, 10.0.2.6 for Windows Server 2019, and 10.0.2.15 for Bee-box), reflects a well-thought-out setup. This arrangement allows for controlled and isolated communication among the virtual machines, mirroring real-world conditions for penetration testing scenarios.
Configuring two networks manually, represented by 10.0.2.0 and 10.0.3.0, within the virtual penetration testing lab serves the purpose of introducing network segmentation. This segmentation mirrors real-world scenarios, where networks are divided to enhance security and control data flow. For instance, 10.0.2.0 might simulate an internal, trusted network, while 10.0.3.0 could emulate an external, less-trusted network. The decision to employ a NAT network (10.0.2.15) and NAT configuration in the virtual penetration testing lab serves specific functions, contributing to the overall efficacy of the setup. The NAT network, designated as private and isolated (10.0.2.15), establishes a confined space for seamless communication among virtual machines, ensuring their interactions are contained without influencing external networks. This segmentation proves crucial for accurately simulating controlled testing scenarios. Moreover, the NAT configuration enables internet connectivity for the virtual machines (Kali Linux, Windows 10, Windows Server 2019, and Bee-box) through the host machine. This arrangement not only grants them internet access but also provides an additional layer of security by shielding them from direct exposure to external networks. The integration of a NAT network and NAT configuration enhances the lab's security and controlled environment, augmenting the authenticity and effectiveness of cybersecurity evaluations.

[bookmark: _Toc159601022]4.1.7 Ensuring Completeness, Consistency, and Correctness
Ensuring the completeness, consistency, and correctness of the configuration and establishment of the virtual penetration testing lab. Each procedural step, ranging from network configuration to operating system installations and tool setup, is executed with precision and intent. The unwavering commitment to best practices in virtualization becomes a guiding principle, emphasizing strict adherence to standards that secure the integrity of the lab setup. Ensuring completeness signifies that every aspect of the lab, encompassing network segmentation to the selection of specific components, contributes cohesively to the overarching goals of cybersecurity evaluations [88]. Consistency in design decisions, including the purposeful exclusion of certain elements and the strategic choice of VirtualBox, guarantees a uniform and deliberate approach throughout the configuration process.
Correctness is of paramount importance, highlighting an accurate implementation that faithfully mirrors real-world conditions. The detailed explication of network configurations, IP assignments, and the intentional use of a NAT network and NAT configuration reveals a meticulously planned setup aligned with cybersecurity testing principles [89].
In summary, the provided content not only furnishes a comprehensive roadmap for replicating the virtual lab but also underscores the critical importance of ensuring completeness, consistency, and correctness. 

[bookmark: _Toc159601023]4.2 Implementation
[bookmark: _Toc159601024]4.2.1 Implementation: Bridging Design and Execution
The implementation phase acts as the crucial link between the meticulously designed virtual penetration testing lab and its practical execution. Building upon the comprehensive design detailed in preceding sections, this phase involves translating theoretical configurations into a functional reality. Step-by-step processes outlined in the design, such as network setup, operating system installations, and tool configurations, are executed with a keen focus on adhering to best practices. The goal is to ensure that the virtual environment faithfully mirrors real-world conditions, actively engage in replicating the lab setup, navigating the intricacies of integrating VirtualBox, Kali Linux, Windows 10, Windows Server 2019, and Bee-Box. The emphasis remains on validating design decisions by bringing them to life, creating a dynamic and controlled space for penetration testing activities. The implementation phase underscores the iterative nature of design and optimization in the cybersecurity realm, with continuous refinement driven by testing and user feedback. This ensures the lab evolves dynamically to meet its objectives, demonstrating a commitment to staying aligned with the ever-changing landscape of cybersecurity.

[bookmark: _Toc159601025]4.2.2 Tools and Techniques Employed
The implementation of the virtual penetration testing lab utilizes specific tools and techniques to bring the designed solution into practical existence. The chosen primary virtualization platform for the experiment is VirtualBox, valued for its user-friendly interface, compatibility, and robust community support. VirtualBox plays a crucial role in creating and managing virtual machines, offering a versatile environment for deploying various operating systems.
Kali Linux, designed specifically for penetration testing, is a cornerstone component of the lab. It provides an extensive suite of penetration testing tools and a specialized environment for effective security assessments. The intentional inclusion of Kali Linux ensures that the virtual lab is well-equipped for identifying vulnerabilities and executing penetration tests.
To simulate diverse target environments, Windows 10 and Windows Server 2019 are integrated into the lab, mirroring real-world scenarios where adversaries may target different Windows-based systems. This strategic decision allows practitioners to enhance their skills across a spectrum of potential attack surfaces, encompassing both client and server environments.
Bee-Box, intentionally designed as a vulnerable machine, adds sophistication to the lab. It serves as a valuable training ground, enabling users to practice penetration testing techniques within a controlled environment. The deliberate exposure of vulnerabilities in Bee-Box enhances the learning experience, allowing users to apply theoretical knowledge to practical scenarios.
Network configuration involves using a router to establish both LAN (Local Area Network) and WAN (Wide Area Network) addresses, contributing to the overall network architecture. Specific IP addresses are assigned to each virtual machine, ensuring controlled and isolated communication among them. Network segmentation, represented by different IP subnets (e.g., 10.0.2.0 and 10.0.3.0), mirrors real-world scenarios where networks are divided to enhance security and control data flow.
The integration of essential tools like Nessus, Netcat, Nmap, OpenVAS, Hping3, and Metasploit significantly enhances the lab's capabilities. These tools, seamlessly incorporated into the testing environment, elevate the lab's functionality, and equip with a versatile toolkit for conducting comprehensive cybersecurity assessments.
The NAT (Network Address Translation) network and NAT configuration within the virtual lab serve specific functions by establishing a confined space for seamless communication among virtual machines. This ensures their interactions are contained without influencing external networks, crucial for accurately simulating controlled testing scenarios and enhancing the lab's security and controlled environment.

[bookmark: _Toc159601026]4.2.3 Overcoming Implementation Challenges
The implementation of the virtual penetration testing lab for this experiment faced various challenges, encompassing technical issues and unforeseen constraints. Addressing these challenges required innovative solutions to ensure the successful execution of the designed solution.
One significant challenge revolved around compatibility issues during the integration of VirtualBox with chosen operating systems, particularly specialized platforms like Kali Linux, Windows 10, and Windows Server 2019. Careful consideration of VirtualBox versions and updates was necessary to overcome these compatibility hurdles. Extensively consulted community forums and documentation, leveraging the robust support associated with VirtualBox. This collaborative effort allowed for effective troubleshooting and the implementation of workarounds, ensuring seamless integration between the virtualization platform and diverse operating systems within the lab.
Unforeseen technical constraints emerged during the network configuration phase, posing challenges related to LAN and WAN addresses, as well as static IP assignments to virtual machines. To address these issues, a comprehensive review of networking principles and consultations with experienced professionals were conducted. Adjustments to router configurations and careful consideration of NAT settings were implemented, enhancing the stability and functionality of the network.
The deliberate exposure of vulnerabilities in Bee-Box presented another challenge, requiring careful consideration of potential risks. Additional security measures were implemented within the virtual lab, such as isolating the Bee-Box machine and monitoring its interactions with other components. This approach enhanced the overall security of the lab while preserving the intended vulnerabilities for educational purposes. This decision-making process involved continuous evaluation of project objectives and iterative refinement to align with resource constraints.

[bookmark: _Toc159601027]4.2.4 Penetration Test of the Laboratory Network
4.2.4.1 Intelligence Gathering
Intelligence gathering, a critical step in penetration testing, involves collecting and analysing data about a target system or network. This phase ensures a thorough understanding of the target environment, enabling testers to simulate real-world attacks and assess security measures. Tools used like Nmap and Netcat ensured effective planning and testing within ethical guidelines and authorized practices.

a.  Network Surveying
Within Figure 6, the command "nmap -sP 10.0.2.* is initiated. This Nmap command utilizes a ping scan ("-sP") to detect active hosts within the designated IP range of 10.0.2.*. It swiftly provides an overview of live devices present in that specific network segment.
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[bookmark: _Toc159601063]Figure 7:Nmap ICMP Ping sweep scan.

In Figure 7, the command "nmap -sA 10.0.2.4-15" serves the purpose of firewall detection. This Nmap instruction, employing a TCP ACK scan ("-sA"), evaluates the status of TCP ports within the IP range of 10.0.2.4 to 10.0.2.15. The analysis of acknowledgment responses helps identify potential firewall configurations and vulnerabilities within the scanned network.
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[bookmark: _Toc159601064]Figure 8:Firewall Detection

b. Network Scanning
In Figures 8, 9, and 10, the "nmap -sv <ip-address>" command is used for detailed network reconnaissance. This command combines service version detection to identify software versions on the specified IP addresses, aiding in vulnerability assessment as illustrated in the respective figures.
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[bookmark: _Toc159601065]Figure 9:Nmap scan result of 10.0.2.5
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[bookmark: _Toc159601066]Figure 10:Nmap scan result of 10.0.2.6
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[bookmark: _Toc159601067]Figure 11:Nmap scan result of 10.0.2.15

In Figures 11 to 14, the "nmap -sS -A -p 1-65535 <ip-address> -oX tcp1.xml" command is utilized. This Nmap command conducts a SYN scan, aggressive service detection, and scans all ports in the range 1-65535. The results are saved in the "tcp1.xml" file, offering a concise yet detailed insight into open ports, service information, and potential vulnerabilities, as depicted in the respective figures.
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[bookmark: _Toc159601068]Figure 12:Nmap TCP SYN Stealth scan for 10.0.2.5
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[bookmark: _Toc159601069]Figure 13:Nmap TCP SYN Stealth scan for 10.0.2.6
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[bookmark: _Toc159601070]Figure 14: (A)Nmap TCP SYN Stealth scan for 10.0.2.15
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[bookmark: _Toc159601071]Figure 15: (B)Nmap TCP SYN Stealth scan for 10.0.2.15

In Figures 15 to 17, the "nmap -sU 10.0.2.15" command is utilized, focusing on a UDP scan. This Nmap command assesses open UDP ports on the specified IP address, offering insights into potential services. The scan results, depicted in the respective figures, contribute to a more comprehensive network reconnaissance and security assessment.
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[bookmark: _Toc159601072]Figure 16:Nmap UDP scan result for 10.0.2.5
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[bookmark: _Toc159601073]Figure 17:Nmap UDP scan result for 10.0.2.6
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[bookmark: _Toc159601074]Figure 18:Nmap UDP scan result for 10.0.2.15

In Figure 18, the command "nmap nc -v -z -w2 <ip-address> 1-80" is utilized for swift port scanning. This combination of Nmap with Netcat ("-v -z -w2") efficiently examines ports 1 to 80 on the specified IP address. The outcomes from this command aid in recognizing open ports and potential services on the target system.
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[bookmark: _Toc159601075]Figure 19:Netcat scan results.

The decision to opt for the port range "1-80" over the broader "1-65535" is strategically driven by the imperative of efficiency in network scanning, as demonstrated in Figure 34. The comprehensive scanning of all 65,535 ports is acknowledged for its thoroughness, yet it demands substantial time and network resources. This consideration is particularly pertinent during the initial reconnaissance phase, where an exhaustive scan may not be imperative, given that specific ports are typically associated with essential services.
The selected approach of using a more focused port range, specifically "1-80," is designed to streamline the scanning process. This targeted strategy expedites the identification of common services and potential vulnerabilities linked to widely used ports. The practical implication is a conservation of resources, a critical factor, especially when conducting a broader scan might not yield significantly different results aligned with the specific objectives of the reconnaissance phase.
In essence, the decision to narrow down the port range reflects a judicious balance between the pursuit of comprehensive information and the pragmatic considerations of time and resource efficiency, particularly in the initial stages of network exploration. The inclusion of this targeted approach in Appendix D visually emphasizes its role in expediting the scan and prioritizing commonly used ports for the initial reconnaissance phase.

4.2.4.2 Scanning and vulnerability assessment
In this experiment, cybersecurity scanning and vulnerability assessment are entrusted to Nessus and OpenVAS. Nessus, a commercial solution, utilized diverse techniques and a comprehensive database, while OpenVAS, an open-source alternative, relies on regularly updated CVE data. Both contributed to proactive risk identification, delivered detailed reports and recommendations to enhance overall IT security measures [90].
a. Nessus
Figure 19 displays hosts scanned in "My Basic Network Scan" using Nessus, offering insight into assessed hosts. Figures 20 and 21 detail vulnerabilities in 10.0.2.6 and 10.0.2.15, respectively, enhancing the overall comprehension of identified security issues in the experiment.
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[bookmark: _Toc159601076]Figure 20:Nessus result of the networks scans.
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[bookmark: _Toc159601077]Figure 21:Windows server 2019 vulnerabilities found.
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[bookmark: _Toc159601078]Figure 22:Bee-Box network scan vulnerability found.

b. OpenVAS
Figures 22 and 23 showcase the OpenVAS dashboard and scan results for IP addresses. These visuals provide a clear representation of the OpenVAS tool's interface and the outcomes of the IP address scanning process, enhancing the understanding of the vulnerability assessment in the experiment.
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[bookmark: _Toc159601079]Figure 23: OpenVAS Dashboard showing NVT’s by Severity class.
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[bookmark: _Toc159601080]Figure 24:Scan results of IP’s.

Figures 24 and 25 reveal vulnerabilities and associated CVEs for Windows Server 2019 at IP address 10.0.2.6. These visuals provide a detailed representation of specific security issues, contributing to a focused understanding of vulnerabilities in the experiment.
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[bookmark: _Toc159601081]Figure 25:Windows server 2019 vulnerabilities.
[image: A screenshot of a computer

Description automatically generated]
[bookmark: _Toc159601082]Figure 26:Windows server 2019 CVEs.

In Figures 26 and 27, vulnerabilities and associated CVEs for Bee-Box are presented, focusing on the IP address 10.0.2.15. These visuals provide detailed insights into specific security issues, contributing to a targeted understanding of vulnerabilities associated with the Bee-Box system in the experiment.
[image: A screenshot of a computer

Description automatically generated]
[bookmark: _Toc159601083]Figure 27:Bee-Box Vulnerabilities
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[bookmark: _Toc159601084]Figure 28:Bee-Box CVEs

4.2.4.3 Exploitation and Post-Exploitation
In this experiment, exploiting Windows 10 via FTP involves identifying vulnerabilities, gaining unauthorized access, and potentially deploying malware. 
Figure 28 demonstrates the FTP connection to the server located at 10.0.2.5, offering a tangible representation of the practical implementation of the FTP exploitation process. In Figure 29, there is a visual compilation of FTP commands, serving as a reference for the commands applicable in this experiment. These visuals contribute to a clearer comprehension of the FTP exploitation and security testing methodologies employed during the experiment.
Hping3, renowned for robust packet crafting, aids in network analysis and reconnaissance on Windows Server 2019, incorporating flooding techniques for stress testing and DOS attack [91]. Figure 30 visually demonstrates the utilization of hping3 for a flood attack, coupled with Wireshark analysis. This visual representation provides insights into the practical implementation of hping3 for stress testing and the subsequent network analysis during the experiment.
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[bookmark: _Toc159601085]Figure 29:FTP connection to server for 10.0.2.5
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[bookmark: _Toc159601086]Figure 30:List of FTP commands can be used 
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[bookmark: _Toc159601087]Figure 31:Using Hping3 for flood attacks: A Wireshark Analysis

Metasploit on Bee-Box provides a controlled environment for ethical hacking, enabling the testing and exploitation of security weaknesses [92]. Figures 31, 32, and 33 sequentially illustrate the assessment of SNMP brute-force attacks on 10.0.2.15. These visuals present a detailed walkthrough of the security analysis, demonstrating the coordinated use of Nmap and Metasploit for SNMP login and object enumeration during the experiment.
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[bookmark: _Toc159601088]Figure 32:SNMP Brute-Force Analysis with Nmap: Assessing Security on 10.0.2.15

[image: A screenshot of a computer

Description automatically generated]
[bookmark: _Toc159601089]Figure 33: Testing: Nmap and Metasploit for SNMP login on 10.0.2.15
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[bookmark: _Toc159601090]Figure 34:Security Analysis Continues: Nmap, Metasploit Login, and SNMP Object Enumeration on 10.0.2.15

[bookmark: _Toc159601028]4.2.4.4 Reporting
After going through all the steps, it's crucial to make a detailed report about the penetration test. This report includes:

Sample Penetration Test Report
Executive Summary:
This part talks about what the penetration test did, what is found, and suggests simple plans to fix the problems. It's mainly for the big bosses who might not know much about tech but care about how it affects the business.
Approach:
This explains the way the penetration test done, giving a bit of insight into strategy.

Scope:
Here, lay out what’s included in the test and what wasn't, to help everyone understand the context.
List of Tools and Techniques:
Briefly talk about the tools and methods used, giving a quick overview of the techie stuff.
Findings:
This is the heart of the report, here list and rank the problems found based on how much risk they pose to the business. Go into details about what found, both the good and the bad.
Recommendations:
The report ends with clear suggestions on how to fix the problems. Prioritize them based on how urgent they are, making sure focus on the most important things first.
Along with the report, it's important to clean up and get rid of any traces of the test, like reports and things did during the test. For the tech people, this report is like a guide to make the systems or network work better. It lists ways to fix issues caused by not updating or setting things up right. It also helps keep track of what worked for bad guys during the test so can stop similar attacks if they happen for real.

[bookmark: _Toc159601029]4.2.5 Addressing Future Implementation Considerations
In anticipation of future implementations for this virtual penetration testing lab, several critical considerations must be acknowledged to sustain its efficacy and relevance. Firstly, recognizing the dynamic nature of technology emphasizes the need for ongoing monitoring and integration of updates across VirtualBox, Kali Linux, and other essential components. This vigilance is pivotal to ensuring compatibility and functionality in alignment with the latest advancements, maintaining a contemporary and secure testing environment specific to this experiment. Secondly, the evolving cybersecurity landscape necessitates adaptability in configurations, toolsets, and scenarios within the lab to address emerging threats and attack techniques pertinent to this experiment's scope. Thirdly, as this experiment gains traction, scalability becomes imperative, urging exploration of strategies to effectively accommodate a growing user base while managing resource constraints. Lastly, prioritizing user training and documentation tailored to this experiment is essential for its ongoing success, ensuring that educational materials align with the lab's configuration changes and new features. Addressing these considerations ensures the sustained effectiveness of this virtual penetration testing lab in the context of this experiment.

[bookmark: _Toc159601030]4.2.6 Innovations and Novel Approaches
The virtual penetration testing lab project, while primarily relying on established tools and platforms, incorporated innovative approaches to elevate its functionality and educational value. A notable innovation involved the intentional exposure of vulnerabilities in the deliberately compromised Bee-Box. This unconventional approach aimed to create a dynamic and interactive training environment for penetration testing, with Bee-Box serving as a purposely vulnerable machine [93]. Users can actively apply their theoretical knowledge by identifying and exploiting vulnerabilities within this controlled setting, enhancing the learning experience through hands-on application. The innovation extends to the meticulous design of security measures within the lab, striking a balance between realistically exposing vulnerabilities and maintaining a controlled and secure testing space [94]. This distinctive integration of a deliberately vulnerable system deviates from conventional methods, enriching the project's educational impact. By providing users with a realistic and immersive environment, this innovative approach fosters a more effective platform for honing cybersecurity skills.

[bookmark: _Toc159601031]4.2.7 Conclusion
The implementation phase represents a pivotal stage in the realization of the virtual penetration testing lab, transforming intricate designs into a tangible reality. This phase, marked by its challenges, demonstrated the project's adaptability and resilience through creative problem-solving. The intentional exposure of vulnerabilities within the Bee-Box environment not only added an educational element but also contributed significantly to the development of a robust cybersecurity evaluation platform.
Despite encountering obstacles during implementation, the project team navigated through them with innovative solutions, showcasing the flexibility of the devised solution. The deliberate decision to expose vulnerabilities within the Bee-Box environment served a dual purpose. Firstly, it created a practical and hands-on learning experience for individuals interacting with the penetration testing lab. By simulating real-world scenarios with intentionally exposed vulnerabilities, users gained insights into potential security weak points, enhancing their understanding and preparedness for actual cybersecurity challenges.
Secondly, the intentional exposure of vulnerabilities facilitated a comprehensive cybersecurity evaluation. This simulation allowed for the exploration of how vulnerabilities could be exploited, providing valuable insights into potential risks and weaknesses in the cybersecurity posture. The educational aspect, coupled with the practical evaluation of vulnerabilities, ensures that the virtual lab is not only a theoretical exercise but a robust training ground for individuals seeking to enhance their cybersecurity skills.
This practical guide, stemming from the implementation phase, establishes the foundation for the subsequent evaluation sections. It provides an in-depth overview of the achievements and challenges faced during implementation, highlighting the educational enhancements incorporated into the virtual penetration testing lab. The forthcoming sections will delve into a nuanced assessment of the solution's efficacy, offering detailed insights derived from the practical execution of penetration testing scenarios and the intentional exposure of vulnerabilities within the Bee-Box environment.











[bookmark: _Toc159601032]CHAPTER 5: RESULTS AND DISCUSSION
[bookmark: _Toc159601033]5.1 Introduction
The purpose of this section is to meticulously present the outcomes of the research efforts, shedding light on the empirical evidence gathered and analysed to address the core objectives outlined in the initial stages of the study. Through a methodical examination of data and thoughtful interpretation, the goal is to provide a comprehensive understanding of the implications of the findings.

[bookmark: _Toc159601034]5.1.1 Overview of Presentation
In the upcoming paragraphs, a succinct yet thorough description of the finished product or system under investigation will be provided. This portrayal will encapsulate the essence of the work, focusing on key components and functionalities without delving into minutiae that might overshadow the overarching theme.
A significant portion of this section will be devoted to data presentation, leveraging tables and graphs as visual aids to effectively communicate the core findings. Each visual representation will be accompanied by concise information, providing context, insights, and the relevance of the presented data to the research objectives.
To ensure a seamless integration of data into the text, pivotal findings will be carefully selected and highlighted, avoiding unnecessary details while accentuating key discoveries. This approach is designed to maintain a balance, enabling readers to grasp the essence of the results without drowning in an excess of technical information.
Recognizing the importance in the evaluation process, the methodology for soliciting feedback will be elucidated. This discussion will not only highlight the structured nature of the feedback but also touch upon the simulation of real-world environments, providing a robust foundation for the credibility and applicability of the results.
As conclusions are drawn from the presented data, there will be a systematic analysis of how the findings align with the objectives set forth at the inception of the study. Simultaneously, an exploration of the synergy or discordance between the results and the existing body of literature will be conducted, examining whether the research substantiates or challenges the scholarly discourse in the field.
In assessing the achievement of the overall aim and the alignment of results with initial expectations, will navigate through the nuances of the research journey, providing insights into the intricacies that shaped the outcomes. Conclusively, lessons learned will be explored, and recommendations offered, paving the way for a reflective discussion on potential refinements if the research were to be conducted anew.
This introduction sets the stage for a comprehensive exploration of the findings, providing readers with a roadmap to navigate the intricate landscape of results and discussions that follow.

[bookmark: _Toc159601035]5.2 Description of the Finished Product
The virtual penetration testing lab, a culmination of strategic planning and decision-making within the ever-evolving realm of cybersecurity, emerges as a sophisticated and dynamic product. This lab purposefully designed to overcome the limitations and risks associated with real-world testing, this controlled virtual environment serves as a robust platform for simulating diverse target scenarios, facilitating effective penetration testing. At its core, the lab integrates key components such as VirtualBox as the chosen virtualization platform, seamlessly harmonizing user-friendly interfaces, compatibility, and robust community support with project objectives. Inclusive of Kali Linux, Windows 10, Windows Server 2019, and Bee-Box, the lab strategically simulates a variety of target environments, enhancing the realism of testing scenarios. The deliberate exclusion of certain components, driven by resource constraints and project objectives, ensures a streamlined and purposeful virtual environment.
Thorough discussions on lab configuration processes, encompassing network setup, OS installations, and tool setups, highlight a commitment to adhering to best practices in virtualization. Emphasizing completeness, consistency, and correctness, these meticulous configurations ensure a reliable and reproducible virtual lab. The iterative nature of design is underscored, with continuous refinement through testing and feedback shaping the lab's ongoing performance. Involvement of potential users in a simulation of real-world environments adds a structured dimension to the feedback process. The intentional introduction of a deliberately vulnerable system, Bee-Box, enriches the learning experience, showcasing an innovative approach in the educational impact of the project. This user-centric and purposeful design, coupled with continuous refinement, positions the virtual penetration testing lab not only as a practical tool for cybersecurity assessments but also as a forward-thinking and adaptable resource in the dynamic landscape of cybersecurity.

[bookmark: _Toc159601036]5.3 Data Presentation
The Data Presentation segment acts as a crucial platform for showcasing major discoveries using a blend of lucid visual elements and informative textual content. This section strategically utilizes tables and graphs to succinctly communicate insights pertinent to the thesis. Each visual representation is complemented by brief and clear textual discussions, aiming to amplify understanding and underscore the linkage to the overarching research objectives.

[bookmark: _Toc159601037]5.3.1 Visual Aid 1: Virtualization Platform Comparison Table
The provided comprehensive table systematically evaluates three prominent virtualization platforms—VirtualBox, VMware, and Hyper-V—to guide the selection process aligned with the project's objectives. Each platform undergoes scrutiny based on key criteria crucial for the virtual penetration testing lab's success.

	Criteria
	VirtualBox
	VMware
	Hyper-V

	User-Friendliness
	Excellent
	Moderate
	Good

	Compatibility
	High
	High
	Moderate

	Community Support
	Robust
	Strong
	Limited

	Performance
	Efficient
	High
	Good

	Cost
	Open Source
	Commercial
	Included in Windows


[bookmark: _Toc159601099]Table 1: Virtualization Platform Comparison Table

VirtualBox excels in user-friendliness, offering an intuitive interface. VMware is moderately user-friendly, and Hyper-V is considered good for Windows-centric environments [95]. For compatibility, VirtualBox and VMware are highly versatile, while Hyper-V is moderately rated. In community support, VirtualBox and VMware boast robust communities, while Hyper-V has limited support. Performance-wise, VirtualBox and VMware are efficient, with Hyper-V rated as good. Regarding cost, VirtualBox is open-source, VMware has licensing costs, and Hyper-V is cost-effective for Windows-centric environments [96]. This concise summary guides the choice of VirtualBox as the preferred platform for the virtual penetration testing lab.

[bookmark: _Toc159601038]5.3.2 Visual Aid 2: Components Integration Graph
In the following visual representation, a graph illustrates the seamless integration of pivotal components within the virtual penetration testing lab—Kali Linux, Windows 10, Windows Server 2019, and Bee-Box. This graphical depiction underscores the deliberate and strategic inclusion of these elements, each contributing uniquely to the lab's overall versatility.

	Components
	Integration Level

	Kali Linux
	High (75%)

	Windows 10
	Moderate (50%)

	Windows Server 2019
	Moderate (50%)

	Bee-Box
	High (75%)


[bookmark: _Toc159601100]Table 2: Component Integration Table



[bookmark: _Toc159601101]Table 3: Components Integration Graph

The graphical representation emphasizes the interconnected relationships among these key components, highlighting their individual roles in shaping a dynamic and comprehensive virtual lab environment. Kali Linux, renowned for its specialized toolset, is purposefully integrated to facilitate efficient and impactful penetration testing activities. The incorporation of Windows 10 and Windows Server 2019 mirrors authentic scenarios, enabling users to refine their skills across diverse Windows-based systems. Bee-Box, intentionally designed as a vulnerable machine, enriches the lab environment by providing a controlled space for hands-on practice of penetration testing techniques.
The rationale behind selecting each component, elucidating how their integration collectively contributes to the lab's adaptability in simulating a broad spectrum of cybersecurity scenarios. This graphical representation serves as a valuable tool, offering a visual snapshot of the harmonious synergy among these components. It reinforces their combined significance, showcasing the meticulous planning and integration that enhances the lab's realism and functionality in preparing cybersecurity practitioners for real-world challenges.

[bookmark: _Toc159601039]5.3.3 Visual Aid 3: Network Configuration Table
In this illustrative depiction, a comprehensive Table is designed to navigate through the intricacies of configuring the network within the virtual penetration testing lab. The visual aid functions as a visual roadmap, guiding through step-by-step procedures involving the configuration of network addresses, assignment of IP addresses, and the implementation of network segmentation.

	Step
	Activity
	Description

	1
	Initiation
	Begin the network configuration process.

	2
	Establish of network address
	Determine and configure network addresses.

	3
	Assign IP address
	Assign specific IP addresses to each virtual machine within the lab.

	4
	Implement Network Segmentation
	Configure multiple subnets (e.g., 10.0.2.0 and 10.0.3.0) to represent network segmentation.

	5
	Verify Configuration, Completeness, Consistency, and Correctness
	Ensure adherence to best practices. Confirm the completeness, consistency, and correctness of the entire network configuration.

	6
	Illustrate WAN Connectivity
	Depict how WAN connectivity is established, emphasizing the secure and controlled environment for penetration testing.

	7
	Finalization
	Conclude the network configuration process, creating a robust and reliable virtual lab environment.


[bookmark: _Toc159601102]Table 4: Network Configuration Table

The table 4 outlines key steps, progressing from configuring network addresses to assigning specific IP addresses for controlled communication. Network segmentation, mirroring real-world scenarios, enhances security. Emphasizes adherence to best practices, ensuring completeness, consistency, and correctness for a secure virtual lab, aligning with the goal of facilitating penetration testing activities. This visual aid succinctly captures the intricate process, highlighting the importance of meticulous planning and adherence to standards for a robust and reliable lab setup.

[bookmark: _Toc159601040]5.3.4 Visual Aid 4: Table encapsulating challenges faced in implementing the virtual penetration testing lab
[image: ]
[bookmark: _Toc159601103]Table 5: Challenges Faced.
Table 5 shows challenges face such as technical issues, marked as high severity, were overcome with community consultations and strategic software considerations. Compatibility concerns, with moderate severity, were addressed through careful version selection guided by community insights. Moderate-severity resource constraints led to decisions on component exclusions, requiring continuous evaluation and iterative refinement. The visual highlights challenges and underscores adaptability and resilience in overcoming implementation complexities.

[bookmark: _Toc159601041]5.3.5 Visual Aid 5: Penetration Test Results
· Information Gathering result.
During the information gathering phase, a thorough examination of target hosts—Windows 10 (IP: 10.0.2.5), Windows Server 2019 (IP: 10.0.2.6), and Bwapp (Bee-Box) (IP: 10.0.2.15)—unveils a detailed profile of open ports and associated services for both TCP and UDP protocols. The intricate table delineates specific ports hosting services like FTP, HTTP, SMB, among others, on each host.

· Observations:
Windows 10:
Diverse open ports host services such as FTP (port 21), Microsoft RPC (ports 135, 49664-49672), and HTTP (port 5357). Common network services like NTP (port 123), NetBIOS (ports 137-139), and UPnP (port 1900) are identified.
Windows Server 2019:
Notable open ports include HTTP (ports 80, 5985, 47001), Microsoft RPC (ports 135, 49664-49672), and SNMP (port 161). Like Windows 10, common services such as NTP (port 123), NetBIOS (ports 137-139), and WS-Discovery (port 3702) are present.
Bwapp (Bee-Box):
Open ports cover a range of services like FTP (port 21), SSH (port 22), and HTTP (ports 80, 8080, 9080), reflecting Bwapp's intentional design as a vulnerable machine. Distinctive services like X11 (port 6001), VNC (port 5901), align with its role in penetration testing.
· Implications:
The scan results showed in Table 6, offer valuable insights into active services and ports on each target host. Identifying common services enhances comprehension of host functionalities. Notably, specific ports, like RPC, may indicate potential vulnerabilities or active network services. Acknowledging the scanning method's limitations in pinpointing the operating system and service versions, the intelligence gathering phase incorporates fingerprinting techniques. The Nmap command” nmap -sS -A -p 1-65535 <ip-address> -oX tcp1.xml “represents a comprehensive and aggressive scanning approach aimed at thorough reconnaissance of a target host. Employing TCP SYN scanning (-sS), it identifies open ports, while the aggressive scan option (-A) extends the analysis to include OS and service version detection. The specified port range (-p 1-65535) ensures a comprehensive assessment of all ports. The results are saved in XML format (-oX tcp1.xml) for structured analysis.


	Target Hosts
	Protocol

	






Windows 10
IP: 10.0.2.5
	TCP
	UDP

	
	Ports
	Services
	Ports
	Services

	
	21
	ftp
	123
	Ntp

	
	135
	msrpc
	137
	Netbios-ns

	
	139
	Netbios-ssn
	138
	Netbios-dgm

	
	445
	Microsoft-ds
	500
	Isakmp

	
	5040
	unknown
	1900
	Upnp

	
	5357
	http
	3702
	Ws-discovery

	
	49664
	Msrpc
	4500
	Nat-t-ike

	
	49665
	Msrpc
	5050
	Nmcc

	
	49666
	Msrpc
	5353
	Zeroconf

	
	49667
	Msrpc
	5355
	llmnr

	
	49668
	Msrpc
	
	

	
	49671
	Msrpc
	 
	

	
	49672
	Msrpc
	
	

	




Windows Server 2019
IP: 10.0.2.6
	80
	http
	123
	Ntp

	
	135
	Msrpc
	17
	Netbios-ns

	
	139
	Netbios-ssn
	138
	Netbios-dgm

	
	445
	Microsoft-ds
	161
	snmp

	
	5357
	http
	500
	Isakmp

	
	5985
	http
	3702
	Ws-discovery

	
	47001
	http
	4500
	Nat-t-ike

	
	49664
	Msrpc
	5353
	Zeroconf

	
	49665
	Msrpc
	

5355
	

llmnr

	
	49666
	Msrpc
	
	

	
	49669
	Msrpc
	
	

	
	49670
	Msrpc
	
	

	
	49671
	Msrpc
	
	

	
	49672
	Msrpc
	
	

	



Bwapp (Bee-Box)
IP: 10.0.2.15
	21
	Tcp
	68
	Dhcpc

	
	22
	Ssh
	123
	Ntp

	
	25
	Smtp
	137
	Netbios-ns

	
	80
	http
	138
	Netbios-dgm

	
	139
	Netbios-ssn
	161
	Snmp

	
	443
	Ssl/hhttp
	177
	Xdmcp

	
	512
	Exec
	

5353
	

zeroconf

	
	513
	Login?
	
	

	
	514
	Shell?
	
	

	
	666
	Doom?
	
	

	
	3306
	Mysql
	
	

	
	5901
	Vnc
	
	

	
	6001
	X11
	
	

	
	8080
	http
	
	

	
	8443
	Ssl/http
	
	

	
	9080
	http
	
	

	
	3632
	distccd
	
	

	
	9443
	Ssl/http
	
	



[bookmark: _Toc159601104]Table 6: TCP and UDP scan result


· Scanning and vulnerability assessment result
Below Table 7 presents the time taken by Nessus and OpenVAS for vulnerability scans on three hosts: 10.0.2.5, 10.0.2.6, and 10.0.2.15. Notably, Nessus didn't produce results for 10.0.2.5 (n/a), while OpenVAS completed scans in 36 seconds, 7.8 minutes, and 27 minutes for 10.0.2.5, 10.0.2.6, and 10.0.2.15, respectively. In terms of speed, Nessus generally performed faster, excluding the case of 10.0.2.5 where results were not available. The determination of the "best" tool, however, depends on various factors including specific scanning requirements, comprehensiveness, and the desired level of detail in vulnerability identification.

	                                      
	                      
	Hosts
	

	Tools
	10.0.2.5
	10.0.2.6
	10.0.2.15

	Nessus
	n/a
	17 minutes
	25 minutes

	OpenVAS
	36 seconds
	7.8 minutes
	27 minutes


[bookmark: _Toc159601105]Table 7:Vulnerability scanners Elapsed Time

Nessus
In the Nessus scan outcomes, the assessment of IP address 10.0.2.15 uncovered a total of 138 vulnerabilities, including 49 distinct vulnerabilities and 89 informational findings. These vulnerabilities indicate potential security risks requiring corrective measures, while the informational findings furnish insights into the system's configuration and services.
Regarding IP address 10.0.2.5, the scan detected 25 vulnerabilities and 24 informational findings. These vulnerabilities represent security issues warranting attention, and the informational findings contribute additional details about the system's configuration and services. Notably, a single specific vulnerability was identified on this system.

	Target Hosts
	Critical
	High
	Medium
	Low
	Info

	10.0.2.5
	0
	0
	0
	0
	0

	10.0.2.6
	0
	0
	1
	0
	24

	10.0.2.15
	3
	7
	29
	10
	89


[bookmark: _Toc159601106]Table 8:Nessus scan result based on severity.

Table 8 presents Nessus scan results categorized by severity for target hosts. No vulnerabilities were found on 10.0.2.5. On 10.0.2.6, one medium-level vulnerability and 24 informational findings were identified. 10.0.2.15 showed a broader range with 3 critical, 7 high, 29 medium, 10 low vulnerabilities, and 89 informational findings. This succinct summary provides an overview of the severity-based distribution of vulnerabilities across the specified hosts.

OpenVAS
In the evaluation of IP address 10.0.2.15, OpenVAS uncovered 99 vulnerabilities among 1688 tests, encompassing 26 unique Common Vulnerabilities and Exposures (CVEs). This ratio (99 to 1688) offers insights into the security stance of the specific IP address, indicating the percentage of identified issues compared to the overall test scope. The detailed inclusion of CVE information aids in prioritizing and addressing vulnerabilities associated with 10.0.2.15. For IP address 10.0.2.5, OpenVAS detected 2 vulnerabilities in 31 checks, linked to 1 Common Vulnerability and Exposure (CVE). Additionally, 7 closed CVEs are associated, providing context on past remediation efforts. The ratio (2 to 31) gauges active vulnerabilities relative to the total tests, and closed CVE details offer insights into resolved security issues for 10.0.2.5.

	Target Hosts
	High
	Medium
	Low

	10.0.2.5
	0
	0
	0

	10.0.2.6
	0
	1
	1

	10.0.2.15
	18
	71
	10


[bookmark: _Toc159601107]Table 9:OpenVAS scan result based on severity.

Table 9 displays OpenVAS scan results, categorizing vulnerabilities by severity for target hosts. On 10.0.2.5, no vulnerabilities were found in high, medium, or low severity. 10.0.2.6 exhibited one medium and one low-level vulnerability. Meanwhile, 10.0.2.15 revealed 18 high, 71 medium, and 10 low vulnerabilities. This brief overview outlines the distribution of vulnerabilities based on severity from the OpenVAS scan across the specified hosts.

	Tools
	No. of Vulnerabilities
	Informational Findings

	Nessus
	163
	113

	OpenVAS
	101
	n/a


[bookmark: _Toc159601108]Table 10:Nessus and OpenVAS Vulnerability Assessment Report

This table provides a textual representation of the vulnerability assessment report, showcasing the number of vulnerabilities and informational findings identified by Nessus and OpenVAS. Please note that "n/a" indicates that OpenVAS did not provide specific information on informational findings in the report. Vulnerabilities scanning screenshots are also attached in Appendix E.

· Exploitation and Post Exploitation result
In this security experiment focusing on Windows 10, windows server 2019, bwapp(Bee-Box) a risk assessment unfolded through an extensive exploration of FTP exploitation, stress testing using Hping3, and SNMP analysis. The FTP exploitation phase, initiated with the command "ftp 10.0.2.5," aimed at uncovering vulnerabilities, gaining unauthorized access, and simulating potential malware deployment scenarios. Figure 28 visually represented the FTP connection to the server at 10.0.2.5, offering a tangible depiction of the practical FTP exploitation process.
Figure 29 served as a comprehensive reference for FTP commands, including the pivotal "help" command, providing a visual guide for navigating and manipulating the FTP environment. These commands played a critical role in the experiment, offering users a structured approach to interact with the FTP system.
The stress testing component employed Hping3, celebrated for robust packet crafting. Commands like "hping3 -1 10.0.2.6" and "hping3 -S 10.0.2.6 -p 80 -c 3" showcased the practical implementation of flooding techniques. Figure 30 visually demonstrated the utilization of Hping3, shedding light on stress testing dynamics and subsequent network analysis. The results of this phase contributed to a detailed understanding of the system's resilience under stress conditions. SNMP analysis, a critical aspect of the experiment, utilized Nmap commands such as "nmap -sU -p 161 --snmp=snmp-brute 10.0.2.15" to identify weak community strings. Figure 31 visually encapsulated the SNMP brute-force analysis, highlighting potential vulnerabilities and areas for improvement. Integration of Nmap and Metasploit for SNMP login testing (Figure 32) involved intricate commands like "msfconsole," "search cve-1999-0517," and "exploit." Visuals in Figure 32 and Figure 33 provided a step-by-step representation of the SNMP login testing process, aiding in a comprehensive understanding of SNMP vulnerabilities and object enumeration.
The systematic assessment of experiment results, visually represented, formed the foundation for a meticulous risk analysis. Identified vulnerabilities, successful exploitations, and areas of improvement were scrutinized to evaluate the lab's effectiveness in simulating real-world cyber threats. This comprehensive approach not only bolstered the system against potential vulnerabilities but also provided nuanced insights into security testing methodologies, emphasizing continuous vigilance and proactive measures against evolving cybersecurity challenges.
[bookmark: _Toc159601042]5.4 Discussion
The outcomes derived from the presented data, it is apparent that the virtual penetration testing lab, meticulously devised and executed, serves as a robust platform for simulating diverse cybersecurity scenarios. The integration of VirtualBox, Kali Linux, Windows 10, Windows Server 2019, and Bee-Box creates a dynamic and comprehensive environment for effective penetration testing, aligning purposefully with project objectives. The systematic analysis of the lab's components, configurations, and results sheds light on its adaptability, realism, and educational impact.
The in-depth comparison of virtualization platforms highlights VirtualBox as the preferred choice, considering factors such as user-friendliness, compatibility, community support, performance, and cost. This informed selection lays the groundwork for a resilient virtual lab, emphasizing user accessibility, versatility, and cost-effectiveness.
The strategic integration of components, as depicted in the graphical representation, underscores the high integration levels of Kali Linux and Bee-Box, significantly contributing to the lab's versatility. The intentional inclusion of Windows 10 and Windows Server 2019 mirrors real-world scenarios, enhancing the lab's applicability to diverse cybersecurity challenges. The network configuration table further clarifies the meticulous planning involved in creating a secure and segmented virtual environment.
Challenges encountered during the lab's implementation, outlined in Table 5, highlight the importance of adaptability and strategic decision-making. Overcoming technical issues through community consultations, addressing compatibility concerns through version selection, and managing resource constraints by excluding certain components demonstrate the resilience and flexibility of the lab design.
The results of penetration tests, encompassing information gathering, vulnerability assessment, and exploitation phases, provide valuable insights into the security posture of target hosts. The Nessus and OpenVAS vulnerability scans reveal varying degrees of vulnerabilities across hosts, emphasizing the importance of employing multiple tools for a comprehensive assessment. The exploitation experiments, involving FTP, stress testing, and SNMP analysis, showcase the practical application of security testing methodologies within the virtual lab. The implications of these findings extend to the enhancement of security testing methodologies, continuous vigilance against evolving threats, and the development of proactive measures to bolster system defences. The detailed vulnerability assessments underscore the significance of ongoing risk analysis and mitigation strategies. The incorporation of intentional vulnerabilities, such as in Bee-Box, contributes to a hands-on and practical learning experience for cybersecurity practitioners.

[bookmark: _Toc159601043]5.5 Comparison with Objectives and Literature Review
In this section, the research meticulously evaluates the concordance of attained results with predefined objectives, while also examining the correlation between the obtained data and the pertinent literature review. The comprehensive exploration of the virtual penetration testing lab encompasses the identification of vulnerabilities, assessment of exploitation risks, execution of penetration testing methodologies, and evaluation of defence mechanisms. The overarching aim is to fortify security postures and provide practical recommendations tailored for Network and System Administrators. The alignment with objectives is evident in the detailed presentation of security vulnerabilities through TCP and UDP scans, the nuanced classification of vulnerabilities in Nessus and OpenVAS assessments, and the effective demonstration of practical exploitation scenarios. Furthermore, the research systematically applies penetration testing methodologies, evaluates defence mechanisms, proposes recommendations for security enhancements, and adheres to documentation and reporting standards. The correlation with the literature review is manifest in the research's emphasis on practical application, administrator empowerment, and the proactive and resilient approach to cybersecurity, thereby contributing meaningfully to the ongoing discourse in the field. Overall, the results not only align with the established objectives but also serve as a valuable guide for administrators in navigating the dynamic cybersecurity landscape.

[bookmark: _Toc159601044]5.6 Achievement of Aim and Expectations
The research successfully achieves its goal of strengthening security infrastructure by conducting a comprehensive examination of vulnerabilities, employing penetration testing methodologies, and evaluating defence mechanisms within a virtual penetration testing lab. Through TCP and UDP scans, as well as vulnerability assessments using Nessus and OpenVAS, potential threats are thoroughly identified and classified by severity. The execution of penetration testing methodologies, including FTP exploitation, stress testing, and SNMP analysis, replicates real-world cyberattacks, aligning with the goal of assessing exploitation risks.
The research exceeds expectations by not only meeting but surpassing the initial objectives. The findings, presented visually through tables and graphs, provide a transparent and thorough insight into the virtual penetration testing lab's performance. The alignment of results with the initial objectives is evident throughout the research components, from virtualization platform selection to network configuration and penetration test results.

[bookmark: _Toc159601045]5.7 Lessons Learned and Recommendations
Upon reflecting on the project, several invaluable lessons have been acquired, providing enhanced insights for future endeavours in the field. The iterative design methodology emerged as a crucial aspect, facilitating continuous refinement based on user feedback and within simulated environments. The deliberate inclusion of Bee-Box, a purposely vulnerable system, underscored the project's commitment to fostering hands-on learning within the realm of cybersecurity education.
To enhance the effectiveness of future projects, it is recommended to streamline the process of soliciting feedback and consider the integration of automated testing mechanisms. This strategic approach aims to expedite adjustments by swiftly identifying and addressing potential issues. Additionally, expanding the scope of simulated environments is suggested to amplify the educational impact of such projects, providing a broader and more diverse experiential learning opportunity.
In conclusion, the project's success can be attributed to the emphasis on iterative development, hands-on learning experiences, and the implementation of efficient feedback mechanisms. These elements collectively contribute to the creation of successful educational tools in the field of cybersecurity. As technology and threats evolve, adopting such strategies becomes increasingly imperative for staying at the forefront of cybersecurity education.


[bookmark: _Toc159601046]5.8 Dissertation Timeline
	Sr. No
	Agenda
	Duration

	1
	Identify Research area.

	12 days

	2
	Formulate Problem statements.

	14 days

	3
	Formulate Research strategy, research design and select method.

	21 days

	4
	Write Introduction

	3 days

	5
	Literature Review

	35 days

	6
	Experimental Design and Implementation

	80 days

	7
	Results and Discussion

	21 days

	8
	Conclusion and Recommendation

	18 days

	9
	Reflection

	3 days

	10
	Final Draft

	2 days



[bookmark: _Toc159601109]Table 11: Dissertation Timeline

The outlined schedule for the research project encompasses various key stages, each allocated a specific duration. Initially, a 12-day period is dedicated to identifying the research area, setting the stage for the subsequent phases. Following this, 14 days are allotted for formulating precise problem statements, a crucial step in defining the research's focus.
The third stage involves a comprehensive approach, spanning 21 days, to formulate the research strategy, design the study, and select an appropriate research method. This extended duration underscores the significance of careful planning and methodological considerations.
Moving on to the writing phase, the schedule allocates 3 days for crafting the introduction, providing a concise overview of the research's context and objectives. Subsequently, a substantial 35-day period is dedicated to conducting a thorough literature review, establishing the research's foundation within existing scholarship.
The Experimental Design and Implementation phase, considered pivotal, spans 80 days, highlighting the extensive nature of this hands-on aspect of the research. This stage involves implementing the devised research strategy and collecting empirical data.
Results and Discussion, a critical phase for interpreting findings, is allotted 21 days. This period allows for a detailed analysis of the gathered data and the formulation of meaningful insights. Following this, 18 days are designated for crafting the Conclusion and Recommendation section, summarizing key outcomes, and suggesting avenues for future research.
A brief 3-day period is dedicated to Reflection, offering the opportunity to contemplate the research process and outcomes. Finally, the schedule designates 2 days for the creation of the Final Draft, ensuring a polished and cohesive presentation of the entire research project. This well-structured timeline reflects a systematic and phased approach to conducting a comprehensive research study.

[bookmark: _Toc159601047]5.9 Conclusion
In summary, the Results and Discussion section provides a detailed exposition of the outcomes derived from the virtual penetration testing lab. The content elucidates essential components, configurations, and the effective implementation of penetration testing methodologies. Utilizing visual aids such as a platform comparison table and integration graphs enhances the communication of intricate details regarding the design and functionality of the virtual lab. Through a comprehensive analysis, the section highlights significant discoveries from penetration tests, vulnerability assessments, and exploitation exercises, emphasizing their practical implications for cybersecurity. Transparent discussions regarding challenges encountered during the lab's implementation underscore the adaptability and resilience demonstrated in navigating complexities. The comparative examination of Nessus and OpenVAS vulnerability scans imparts valuable insights into the overall security posture of the lab. The conclusion reinforces the research's success in accomplishing its objectives and aligning with initial expectations. Moving forward, the knowledge acquired from this section serves as a foundation for further exploration, including recommendations and reflections on the research journey.

[bookmark: _Toc159601048]CHAPTER 6: CONCLUSIONS AND RECOMMENDATIONS
In summary, this research offers a comprehensive exploration of penetration testing and security evaluation, delving into various dimensions and facets of the subject matter. The findings presented significantly contribute to the existing body of knowledge, providing insights into key aspects crucial for understanding and implementing effective cybersecurity measures.
The research systematically addresses the objectives of penetration testing, providing a detailed overview of its goals and purposes within the realm of cybersecurity. It categorizes and explores different types of penetration testing, offering insights into their distinct methodologies and applications.
A thorough examination of the requirements for a penetration test is conducted, emphasizing necessary conditions and considerations for a comprehensive evaluation of security measures. The study delves into the comparative analysis of manual and automated penetration testing approaches, highlighting the strengths and limitations of each method.
Navigating through the complexities of penetration testing, the research elucidates the inherent limitations in such assessments, providing a nuanced understanding of the challenges involved. The exploration extends to cover various security testing methodologies, presenting a comprehensive overview of the approaches employed in evaluating the robustness of digital infrastructures.
The significance of evaluating security through penetration testing is underscored throughout the research, emphasizing the proactive role of such assessments in identifying and mitigating potential vulnerabilities. The study discusses the relevance of penetration testing in the broader context of security evaluation, emphasizing its critical role in proactive risk management and safeguarding digital assets.
A critical review of previous research in security evaluation forms an integral part of the study, offering a comparative analysis of research results to discern trends and identify gaps in the evolving landscape of cybersecurity. Specific aspects of security evaluation, including a deep dive into vulnerabilities, contribute to a nuanced understanding of critical elements in security assessment.
Concluding reflections encapsulate the research journey, summarizing key findings and providing a cohesive understanding of the complexities involved in penetration testing and security evaluation. These specific findings and themes offer a holistic perspective on penetration testing, encompassing both its technical intricacies and strategic importance within the broader context of cybersecurity.
Moreover, the research not only contributes significantly to the existing body of knowledge in the field but also reveals avenues for future exploration. To enhance the comprehensiveness and applicability of future studies, recommendations are proposed based on insights and limitations encountered during this research.
Firstly, continued exploration into emerging threat landscapes is essential, considering the dynamic nature of cyber threats and evolving adversary tactics. Understanding these emerging trends is crucial for staying ahead of potential risks and devising proactive security measures.
Additionally, the integration of artificial intelligence (AI) in penetration testing tools could be a promising area for future research, aligning with the growing role of AI in enhancing cybersecurity practices. A cross-sector analysis of security practices presents another avenue for investigation. Comparative studies across different industries could reveal sector-specific vulnerabilities and effective mitigation strategies, enabling more tailored approaches to diverse sectors.
Moreover, while the study emphasizes technical vulnerabilities, future research could delve into the human factor in cybersecurity, exploring aspects such as user behaviour, the effectiveness of training programs, and the role of human error in security incidents. Longitudinal studies assessing the long-term effectiveness of security measures implemented because of penetration testing could provide insights into the sustainability and adaptability of cybersecurity strategies over time. This longitudinal perspective is essential for understanding how security postures evolve and adapt to the ever-changing threat landscape.
Considering legal and ethical considerations in penetration testing, future research could focus on the evolving landscape of regulations and ethical frameworks. This would provide guidance for organizations to navigate the complexities surrounding cybersecurity practices responsibly. Additionally, investigating the effectiveness of collaborative red team exercises involving multiple organizations or industry sectors could simulate more realistic cyber threat scenarios, fostering a collective and collaborative approach to cybersecurity.
Expanding on the suggested avenues for future research, there is a growing imperative to delve deeper into the intricacies of emerging threat landscapes and the evolving tactics employed by adversaries in the dynamic cyber environment. Researchers could direct their efforts towards the development of predictive models that anticipate potential cyber threats, empowering organizations to proactively strengthen their defences against novel and sophisticated attack vectors.
The integration of artificial intelligence (AI) into penetration testing tools emerges as a promising area for exploration. Subsequent studies might explore the creation of AI-driven penetration testing frameworks aimed at enhancing automation, accuracy, and adaptability in the identification of vulnerabilities. This aligns with the broader trend of incorporating AI applications into cybersecurity, potentially revolutionizing the methodologies organizations employ for security assessments.
Conducting a cross-sector analysis of security practices holds the promise of providing valuable insights into industry-specific vulnerabilities and effective mitigation strategies. Comparative studies across different sectors, such as finance, healthcare, and manufacturing, may unveil distinct challenges and opportunities. Tailoring cybersecurity approaches to the specific needs of each sector can contribute significantly to enhancing overall resilience.
While cybersecurity research often centres around technical vulnerabilities, understanding the human factor is equally crucial. Subsequent studies might delve into human-centric aspects, including user behaviour, the efficacy of cybersecurity training programs, and the role of human error in security incidents. Such a holistic approach ensures a comprehensive understanding of the interconnected elements influencing cybersecurity.
Longitudinal studies evaluating the sustained effectiveness of security measures implemented because of penetration testing are imperative. Monitoring the long-term evolution of security postures provides valuable insights into the durability and adaptability of cybersecurity strategies over time. This longitudinal perspective is vital for organizations aiming to stay ahead of evolving threats.
In addition to legal and ethical considerations in penetration testing, future research could explore the development of standardized ethical frameworks for red teaming exercises. Understanding the ethical implications of simulated cyber threats is crucial for maintaining responsible and accountable cybersecurity practices. Research in this area can contribute to the establishment of industry-wide ethical guidelines.
Collaborative red team exercises involving multiple organizations or industry sectors present an opportunity for realistic simulations of complex cyber threat scenarios. Research efforts could focus on refining methodologies for collaborative exercises, fostering a collective and collaborative approach to cybersecurity. This approach encourages information sharing, joint threat intelligence efforts, and coordinated responses to emerging cyber threats.
To further enrich the landscape of cybersecurity research, interdisciplinary studies bridging the gap between technical aspects and broader socio-economic implications could be explored. Understanding the economic, political, and social factors influencing cybersecurity practices provides a holistic perspective. This interdisciplinary approach can lead to more effective and context-aware cybersecurity strategies.
In conclusion, these recommendations aim to guide future research endeavours, addressing critical gaps, fostering innovation, and ensuring the continuous improvement of cybersecurity practices. Through these suggested avenues, researchers can contribute to the ongoing dialogue in the field and further advance understanding of cybersecurity in the face of ever-evolving challenges.
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Engaging in reflective practice is a vital component of the learning process, enabling individuals to introspectively examine their experiences, actions, and outcomes. Within the framework of this project, reflection serves as a conduit for personal and professional growth, fostering a deeper understanding of the interplay between theoretical knowledge and practical application.
The inception of the project involved a meticulous exploration of foundational concepts and the formulation of specific objectives. The literature review phase provided a robust theoretical framework. Upon reflection, I recognize the pivotal role of a comprehensive literature review in grounding research and guiding subsequent phases. The thorough examination of existing knowledge not only framed the research trajectory but also elucidated critical gaps in the cybersecurity domain, setting the stage for meaningful contributions.
The structured five-phase approach outlined in the methodology proved instrumental in navigating the complexities of security assessment. Each phase, from problem identification to the evaluation of defence mechanisms, represented a critical step in unravelling the intricacies of penetration testing. Reflecting on this, I acknowledge the significance of a systematic methodology in ensuring methodological rigor, fostering credibility in research outcomes.
The design and implementation phase marked a transition from theory to practical application. Reflecting on the selection of VirtualBox as the virtualization platform and the configuration of the laboratory network, I recognize the pivotal role of these decisions in the experiment's success. Hands-on experience in implementing the penetration test, coupled with addressing challenges and considering future implementation considerations, provided valuable insights into the practical intricacies of cybersecurity research.
The results and discussion chapter served as the convergence point of theoretical insights and empirical findings. Visual aids facilitated the communication of intricate details, while the discussion section facilitated a critical analysis of results, connecting them with objectives and existing literature. Reflecting on this phase, I acknowledge the importance of a cohesive narrative that seamlessly weaves together theoretical foundations and practical outcomes.
Lessons learned encompassed both technical and non-technical dimensions. Technical insights deepened my understanding of tools, virtualization, and experimental design. On the non-technical front, lessons in project management, adaptability, and the iterative nature of research were invaluable. Reflecting on these lessons, I recognize their transformative impact on both my research skills and broader competencies.
Looking ahead, the recommendations provided valuable guidance for future research endeavours. Reflecting on the importance of continued exploration into emerging threats, integration of AI, cross-sector analyses, and longitudinal perspectives, I envision these insights as guiding beacons for comprehensive and responsible cybersecurity research.
In conclusion, reflective practice is integral to refining one's approach and performance. Through this process, I have identified areas of strength, acknowledged lessons learned, and recognized avenues for improvement. This reflective analysis not only enhances my understanding of the research journey but also positions me for continuous growth and excellence in future endeavours.
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[bookmark: _Toc159601091]Figure 35: OpenVAS setup.
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[bookmark: _Toc159601092]Figure 36: OpenVAS start.
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[bookmark: _Toc159601093]Figure 37: OpenVAS Login
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[bookmark: _Toc159601094]Figure 38: OpenVAS Dashboard
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[bookmark: _Toc159601095]Figure 39: Metasploit install.

[image: A computer screen shot of a computer screen

Description automatically generated]
[bookmark: _Toc159601096]Figure 40: Metasploit Start
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The Requirements Specification for the development and upkeep of a virtual penetration testing lab is structured with distinct objectives. The introductory phase focuses on establishing a proactive lab to unearth vulnerabilities and elevate digital security within the dynamic cybersecurity landscape. The defined problem emphasizes overcoming challenges in real-world testing, incorporating functional aspects such as effective threat scenario simulation, vulnerability identification, and penetration testing execution. Non-functional requirements underscore the necessity for a secure system, simulations mirroring real-world conditions, and comprehensive reporting on identified vulnerabilities.
The selection of the virtualization platform, VirtualBox, is guided by the objective to provide a user-friendly and effective environment. Functional requirements include a seamless interface, compatibility with diverse systems, and a collaborative community. Non-functional aspects stress adherence to security standards, readily available troubleshooting assistance, and overall accessibility.
Incorporating key components into the virtual lab, such as Kali Linux, Windows 10, Windows Server 2019, and Bee-Box, aligns with the objective of creating a realistic and comprehensive environment. Functional requirements specify the inclusion of specialized toolsets, simulation of diverse Windows environments, and the integration of a purposely vulnerable machine for practical training. Non-functional criteria highlight the need for components to synergistically contribute to realism, foster immersive learning experiences, and ensure compatibility.
The exclusion of certain components is driven by the objective to streamline the virtual environment efficiently. Functional requirements call for the exclusion of redundant elements and prioritization of key components, considering resource constraints. Non-functional aspects stress the elimination of unnecessary complexities while maintaining the lab's core functionality.
The lab configuration and setup processes aim for authenticity and consistency. Functional requirements detail step-by-step procedures, emphasizing adherence to best practices. Non-functional criteria stress the importance of an environment mirroring real-world conditions with consistent, correct, and systematic configurations.
Ensuring completeness, consistency, and correctness throughout the lab's setup is the objective of this phase. Functional requirements mandate precise procedural execution, while non-functional aspects emphasize uniformity and technical soundness for effective cybersecurity evaluations.
Documentation's objective is to preserve the lab's setup for future reference. Functional requirements include detailed textual and visual documentation and a comprehensive guide for replication. Non-functional criteria stress the need for clear, concise, and accessible documentation.
The security phase aims to secure the lab with functional requirements such as access controls and regular updates. Non-functional aspects insist on compliance with industry standards and resilience against potential cyber threats.
User training objectives focus on developing user-friendly materials and conducting interactive sessions tailored to various user levels. Functional requirements include manual and tutorial development, along with actual training sessions. Non-functional criteria emphasize accessibility and interactivity.
Maintenance and support's goal is ongoing support and minimal disruption. Functional requirements include issue reporting and timely updates. Non-functional aspects stress responsive support services and non-disruptive maintenance processes. Compliance objectives mandate regular audits and necessary changes to meet industry-specific regulations and standards.
In conclusion, this Requirements Specification provides a comprehensive framework for the development and maintenance of a virtual penetration testing lab, aiming for a robust, secure, and user-friendly environment conducive to effective cybersecurity evaluations.
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The project schedule delineates a series of meetings, each marked by specific dates and durations, aimed at addressing distinct aspects of the project. Commencing with the general overview in the first meeting on 26/07/2023, subsequent meetings cover pivotal milestones. On 15/12/2023, Project Meeting 2 signifies the acceptance of the proposal. Moving forward, Project Meeting 3 on 13/02/2023 involves a presentation of the dissertation until the literature review stage. The fourth meeting on 16/02/2023 focuses on rectifying previously discussed mistakes and seeking further guidance. Lastly, Project Meeting 5 on 22/02/2023 is dedicated to the presentation of the final draft. This systematic arrangement of meetings ensures a structured approach to project management, facilitating progress updates, milestone achievements, and necessary refinements throughout the project's timeline.
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[bookmark: _Toc159601098]Figure 42:1-65535 port scan result.

The output is not showing most of the services, it means the port is open (otherwise, it would show as closed or filtered). Reason for going with port 1-65535 are scanning all 65535 ports can be time-consuming and resource intensive. It may take a considerable amount of time to complete, especially if the target system or network is large. A full port scan generates a significant amount of network traffic. This can potentially trigger security alerts, and in some cases, it might be considered suspicious or malicious behaviour. Scanning all ports may provide more information than needed. If the goal is to identify common services and potential vulnerabilities, focusing on well-known ports may be more efficient.
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$ nmap -sV 10.0.2.15

Starting Nmap 7.94 ( https://nmap.org ) at 2024-02-18 20:22 EST
Nmap scan report for 10.0.2.15

Host is up (0.0057s latency).

Not shown: 983 closed tcp ports (conn-refused)

PORT STATE SERVICE VERSION

21/tcp open ftp ProFTPD 1.3.1

22/tcp  open ssh OpenSSH 4.7p1 Debian 8ubuntul (protocol 2.0)
25/tcp open smtp Postfix smtpd

80/tcp open http Apache httpd 2.2.8 ((Ubuntu) DAV/2 mod_fastcgi
/2.4.6 PHP/5.2.4-2ubuntu5 with Suhosin-Patch mod_ss1/2.2.8 OpenSSL/0.9.8g
)

139/tcp open netbios-ssn Samba smbd 3.X - 4.X (workgroup: ITSECGAMES)
443/tcp open ssl/http Apache httpd 2.2.8 ((Ubuntu) DAV/2 mod_fastcgi
/2.4.6 PHP/5.2.4-2ubuntu5 with Suhosin-Patch mod_ss1/2.2.8 OpenSSL/0.9.8g

)
445/tcp open netbios-ssn Samba smbd 3.X - 4.X (workgroup: ITSECGAMES)
512/tcp open exec netkit-rsh rexecd

513/tcp open login?
514/tcp open shell?
666/tcp open doom?

3306/tcp open mysql MySQL 5.0.96-0Qubuntu3
5901/tcp open vnc VNC (protocol 3.8)
6001/tcp open X11 (access denied)
8080/tcp open http nginx 1.4.0

8443/tcp open ssl/http nginx 1.4.0

9080/tcp open http lighttpd 1.4.19

1 service unrecognized despite returning data. If you know the service/ve
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$ sudo nmap -sS -A -p 1-65535 10.0.2.5 -oX tcpl.xml
Starting Nmap 7.94 ( https://nmap.org ) at 2024-02-20 09:33 EST
Stats: 0:00:32 elapsed; 0 hosts completed (1 up), 1 undergoing Service Scan
Service scan Timing: About 28.57% done; ETC: 09:34 (0:00:28 remaining)
Nmap scan report for 10.0.2.5
Host is up (0.00058s latency).
Not shown: 65521 closed tcp ports (reset)

PORT STATE SERVICE VERSION

21/tcp open ftp Microsoft ftpd

| ftp-syst:

|_ SYST: windows_NT

135/tcp open msrpc Microsoft Windows RPC

139/tcp open netbhios-ssn Microsoft Windows netbios-ssn

445/tcp open microsoft-ds?

5040/tcp open unknown

5357/tcp open http Microsoft HTTPAPI httpd 2.0 (SSDP/UPnP)
| _http-server-header: Microsoft-HTTPAPI/2.0

| _http-title: Service Unavailable

7680/tcp open pando-pub?

49664/tcp open msrpc Microsoft Windows RPC
49665/tcp open msrpc Microsoft Windows RPC
49666/tcp open msrpc Microsoft Windows RPC
49667/tcp open msrpc Microsoft Windows RPC
49668/tcp open msrpc Microsoft Windows RPC
49671/tcp open msrpc Microsoft Windows RPC
49672/tcp open msrpc Microsoft Windows RPC

MAC Address: 08:00:27:2E:4E:AE (Oracle VirtualBox virtual NIC)

Device type: general purpose

Running (JUST GUESSING): Microsoft Windows 1012019|Longhorn|2008|7|11|Vista|XP|8.1 (99%)

0S CPE: cpe:/o:microsoft:windows_10 cpe:/o:microsoft:windows cpe:/o:microsoft:windows_server_2008::sp2 cpe:/o:microsoft:windows_7::spl cpe:/o:microsoft:windows_8 cpe:/o:microsoft:windows_vista::spl c
pe:/o:microsoft:windows_xp::sp3 cpe:/o:microsoft:windows_8.1

Aggressive 0S guesses: Microsoft Windows 10 1709 - 1909 (99%), Microsoft Windows Server 2019 (97%), Microsoft Windows 10 1709 - 1803 (96%), Microsoft Windows Longhorn (94%), Microsoft Windows 10 1703
(93%), Microsoft Windows 10 1511 (93%), Microsoft Windows Server 2008 SP2 (93%), Microsoft Windows 7 SP1 (93%), Microsoft Windows 8 (93%), Microsoft Windows 10 1809 - 2004 (93%)

No exact 0S matches for host (test conditions non-ideal).

Network Distance: 1 hop

Service Info: 0S: Windows; CPE: cpe:/o:microsoft:windows

Host script results:
| smb2-time:

| date: 2024-02-20T22:36:21
|_ start_date: N/A

| smb2-security-mode:

| SRR

[ Message signing enabled but not required

| _clock-skew: 7h59m59s

| _nbstat: NetBIOS name: DESKTOP-CMKGVAU, NetBIOS user: <unknown>, NetBIOS MAC: 08:00:27:2e:4e:ae (Oracle VirtualBox virtual NIC)
TRACEROUTE

HOP RTT ADDRESS

1 0.58 ms 10.0.2.5

0S and Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 197.66 seconds
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sudo nmap -sS -A -p 1-65535 10.0.2.6 -oX tcpl.xml

Starting Nmap 7.94 ( https://nmap.org ) at 2024-

Nmap scan report for 10.0.2.6

Host is up (0.00054s latency).

Not shown: 65521 closed tcp ports (reset)

PORT STATE SERVICE VERSION

80/tcp open http Microsoft HTTPAPI
| _http-server-header: Microsoft-HTTPAPI/2.0
|_http-title: Not Found

135/tcp open msrpc Microsoft Windows
139/tcp open netbios-ssn Microsoft Windows
445/tcp open microsoft-ds?

5357/tcp open http Microsoft HTTPAPI
| _http-server-header: Microsoft-HTTPAPI/2.0
|_http-title: Service Unavailable

5985/tcp open http Microsoft HTTPAPI
| _http-server-header: Microsoft-HTTPAPI/2.0
|_http-title: Not Found

47001/tcp open http Microsoft HTTPAPI
| _http-server-header: Microsoft-HTTPAPI/2.0
|_http-title: Not Found

02-20 09:37 EST

httpd 2.0 (SSDP/UPNP)
RPC

netbios-ssn

httpd 2.0 (SSDP/UPNP)

httpd 2.0 (SSDP/UPNP)

httpd 2.0 (SSDP/UPNP)

49664/tcp open msrpc Microsoft Windows RPC
49665/tcp open msrpc Microsoft Windows RPC
49666/tcp open msrpc Microsoft Windows RPC
49669/tcp open msrpc Microsoft Windows RPC
49670/tcp open msrpc Microsoft Windows RPC
49671/tcp open msrpc Microsoft Windows RPC
49672/tcp open msrpc Microsoft Windows RPC
MAC Address: 08:00:27:48:D4:DE (Oracle VirtualBox virtual NIC)

Device type: general purpose

Running: Microsoft Windows 2019

0S details: Microsoft Windows Server 2019
Network Distance: 1 hop

Service Info: 0S: Windows; CPE: cpe:/o:microsoft:windows

Host script results:
| smb2-time:

| date: 2024-02-20T14:38:43
|_ start_date: N/A

| smb2-security-mode:

| *s3ghe1:

I_ Message signing enabled but not required
| _clock-skew: 1s

|

TRACEROUTE

HOP RTT ADDRESS

1 0.54 ms 10.0.2.6

0S and Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 98.89 seconds

_nbstat: NetBIOS name: WIN-L88UOD369FE, NetBIOS user: <unknown>, NetBIOS MAC: 08:00:27:48:d4:de (Oracle VirtualBox virtual NIC)
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$ sudo nnap -sS -A -p 1-65535 10.0.2.15 -oX tepl.xnl
Starting Nnap 7.94 ( hitps://nnap.org ) at 2024-02-20 09:39 EST
Nmap scan report for 10.0.2.15

Host is up (0.00059s latency).

Not shown: 65516 closed tcp ports (reset)

PORT  STATE SERVICE  VERSION

21/tcp  open ftp PrOFTPD 1.3.1

| ftp-anon: Anonymous FTP login allowed (FTP code 230)

[ 1root  www-data 543803 Nov 2 2014 Iron Man.pdf

| -rw-rw- 1 root 462949 Nov 2 2014 Terminator_Salvation.pdf

| -rw-rw- 1root 564600 Nov 2 2014 The_Amazing Spider-Man.pdf
| -rw-rw- 1root 526187 Nov 2 2014 The_Cabin_in_the_Woods.pdf
| -rw-rw- 1root 756522 Nov 2 2014 The_Dark Knight Rises.pdf
| -rw-rw- 1root 618117 Nov 2 2014 The_Incredible Hulk.pdf
|_-rw-rw- 1root 5010042 Nov 2 2014 WAPP_intro.pdf

22/tcp  open ssh OpensSH 4.7p1 Debian Bubuntul (protocol 2.0)

| ssh-hostke
|
I_
25/tcp
|_ssl-date:
I sslv2:

| ssLv2 supported

| ciphers:

| SSL2_RC2_128_CBC_WITH MDS
| SSL2_DES_64_CBC_WITH_MDS
| SSL2_RC_128 WITH WD
|

|

I

:68:22:e8 (DSA)
:e9:8b:ce (RSA)

2024-02-20T14:42:46+00:

05 from scanner time.

SSL2_RC4_128_EXPORTAO_WITH DS
S5L2_RC2_128_CBC_EXPORTA0_WITH_MDS

_ SSL2_DES_192_EDE3_CBC_WITH_MDS
| ssl-cert: Subject: commonfiame-ubuntu/organizationNane-0C0SA/stateOrProvinceName=There is no such thing outside US/countryName=XK
| Not valid before: 2013-03-28T19:14:17
| Not valid after: 2013-04-27T19:14:17
| smtp-conmands: bee-box, PIPELINING, SIZE 10240000, VRFY, ETRN, STARTTLS, ENHANCEDSTATUSCODES, SBITMIME, DSN
80/tcp open http Apache httpd 2.2.8 ((Ubuntu) DAV/2 mod_fastcgi/2.4.6 PHP/5.2.4-2ubuntus with Suhosin-Patch mod_ss1/2.2.8 OpenssL/0.9.8g)
| http-methods:
I_ Potentially risky methods: TRACE
| http-server-header: Apache/2.2.8 (Ubuntu) DAV/2 mod_fastcgi/2.4.6 PHP/5.2.4-2ubuntus with Suhosin-Patch mod_ss1/2.2.8 OpenssL/0.9.8g
I http-title: Site doesn't have a title (text/html).
139/tcp open netbios-ssn Samba smbd 3.X - 4.X (workgroup: ITSECGAMES)
43/tcp open ssl/http  Apache httpd 2.2.8 ((Ubuntu) DAV/2 mod_fastcgi/2.4.6 PHP/S.2.4-2ubuntus with Suhosin-Patch mod_ss1/2.2.8 OpenssL/0.9.8g)
| sslv2:
| ssLv2 supported
ciphers:

SSL2_RC2_128_CBC_WITH_MDS

55L2_DES_64_CBC_WITH_MDS

SSL2_RC4_128_WITH_MD5

SSL2_RC4_128_EXPORTAO_WITH DS

SSL2_RC2_128_CBC_EXPORTA0_WITH_MDS
_ SSL2_DES_192_EDE3_CBC_WITH_MDS
| Thttp-title: Site doesn't have a title (text/html).
| ssl-cert: Subject: comonName=bee-box.bwapp. ocal/organizationName=MiE/stateOrProvinceNan
| Not valid before: 2013-04-14T18:11:32
| Not valid after: 2018-04-13718:11:32
| ssl-date: 2024-02-20T14:42:40+00:00; 05 from scanner time.
| http-server-header: Apache/2.2.8 (Ubuntu) DAV/2 mod_fastcgi/2.4.6 PHP/5.2.4-2ubuntus with Suhosin-Patch mod_ss1/2.2.8 OpenssL/0.9.8g
| http-methods.
|__Potentially risky methods: TRACE
445/tcp open oo Samba smbd 3.0.28a (workgroup: ITSECGAMES)
512/tcp open exec netkit-rsh rexecd
513/tcp open login?
514/tcp open  shell?
666/tcp open doom?
| fingerprint-strings:
| GenericLines, beast2:
| #*% DWAPP Movie Service st
I_ Matching movies: 0
3306/tcp open mysql MySQL 5.0.96-0ubuntu3
| mysql-info:
| Protocol: 10
| Version: 5.0.96-0ubuntu3
| Thread 10: 132
| Capabilities flags: 41516
| Some Capabilities: LongColumnFlag, SupportsCompression, ConnectWithDatabase, SupportsTransactions, SupportélAuth, Speaks41Protocoliew
|
I_

Landers/countryNan

Status: Autocomit
salt: _Kexzn}]7<egnIuian”>

3632/tcp open distccd distced vi ((GNU) 4.2.3 (Ubuntu 4.2.3-2ubuntu?))

5901/tcp open wnc VNC (protocol 3.8)

| vnc-info:

| Protocol version: 3.8

U VR s la e
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Name (10.0.2.5:kali): user
331 Password required
Password:

230 User logged in.

Remote system type is Windows_NT.

ftp> help

Commands may be abbreviated.
! epsvé

$ exit
account features
append fget
ascii form
bell ftp
binary gate
bye get
case glob

cd hash
cdup help
chmod idle
close image
cr lcd
debug less
delete lpage
dir Tpwd
disconnect s

edit macdef
epsv mdelete
epsvh mdir

ftp> I

Commands are:

mget
mkdir
mls
mlsd
mlst
mode
modtime
more
mput
mreget
msend
newer
nlist
nmap
ntrans
open
page
passive
pdir
pls
pmlsd

preserve
progress
prompt
proxy
put

pwd
quit
quote
rate
rcvbuf
recv
reget
remopts
rename
reset
restart
rhelp
rmdir
rstatus
runique
send

sendport
set

site
size
sndbuf
status
struct
sunique
system
tenex
throttle
trace
type
umask
unset
usage
user
verbose

xferbuf
?
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0.463179 .0.2. .4.65. 30 [SYN] Seq=0 Win=64240 Le

0 [SYN] Seq-d wine6s260 Leno HSS-1460 . kali® kali
: . . e $ hping3

2.653645 4.132. .0.2. > 64338 [RST,
1464 3 5 . Port 4340 > 80 [SYN
3.156859 0.2 .114.132. < re 64335 > 80 [SVN

3.255521
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kali® kali
$ hping3
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o
e_IMG_0010  IMG_0009.... QUITTING!
I [(kali®kali)-[~]
= $ sudo nmap -sU -p 161 --script=snmp-brute 10.0.2.15
IMG_0102.jpg

[sudo] password for kali:
Starting Nmap 7.94 ( https://nmap.org ) at 2024-02-21 01:26 EST

. Stats: 0:00:01 elapsed; @ hosts completed (1 up), 1 undergoing Script Scan
. IMG_001... NSE Timing: About 0.00% done
Nmap scan report for 10.0.2.15
* Host is up (0.00069s latency).
expltest.exe "t
PORT STATE SERVICE
161/udp open snmp
I | snmp-brute:
IMG_0101jpg | public - valid credentials
— |_ private - Valid credentials
sggﬂ MAC Address: 08:00:27:3F:45:20 (Oracle VirtualBox virtual NIC)
IMG_0010,j....

Nmap done: 1 IP address (1 host up) scanned in 1.73 seconds

m (kali® kali)-[~]
Con

IMG_0014,j....

.

IMG_0012,...
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MAC Address: 08:00:27:3F:45:20 (Oracle VirtualBox virtual NIC)

Nmap done: 1 IP address (1 host up) scanned in 1.73 seconds
msfconsole

Metasploit tip: Save the current environment with the save command,
future console restarts will use this environment again

E(kali@ kali)-[~]

3Kom SuperHack II Logon

User Name: [ security 1
Password: [ 1
[ ok ]

https://metasploit.com

=[ metasploit v6.3.55-dev 1
+ [ 2397 exploits - 1235 auxiliary - 422 post
+ [ 1391 payloads - 46 encoders - 11 nops
+ =[ 9 evasion
Metasploit Documentation: https://docs.metasploit.com/
msf6 > search CVE-1999-0517
Matching Modules
# Name Disclosure Date Rank  Check Description
0 auxiliary/scanner/snmp/snmp_login normal No SNMP Community Login Scanner
1 auxiliary/scanner/snmp/snmp_enum normal No SNMP Enumeration Module

Interact with a module by name or index. For example info 1, use 1 or use auxiliary/scanner/snmp/snmp_enum

msf6 > use auxiliary/scanner/snmp/snmp_login
nsf6 auxiliary(scanner/snmp/snmp_login) > set RHOSTS 10.0.2.15
RHOSTS = 10.0.2.15

nsf6 auxiliary(scanner/snmp/snmp_login) > exploit

[1] No active DB — Credential data will not be saved!

[+] 10.0.2.15:161 - Login Successful: private (Access level: read-write); Proof (sysDescr.): Linux bee-box 2.6.24
-16-generic #1 SMP Thu Apr 10 13:23:42 UTC 2008 686

[+] 10.0.2.15:161 - Login Successful: public (Access level: read-only); Proof (sysDescr.0): Linux bee-box 2.6.24-1
6-generic #1 SMP Thu Apr 10 13:23:42 UTC 2008 1686

[*] Scanned 1 of 1 hosts (100% complete)

[*] Auxiliary module execution completed

a

06:42
24

142

a ¢
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_ msf6 auxiliary(scanner/snmp/snmp_enum) > setg RHOSTS 10.0.2.15
RHOSTS = 10.0.2.15

msf6 auxiliary(scanner/snmp/snmp_enum) > use auxiliary/scanner/snmp/snmp_enum
nsf6 auxiliary(scanner/snmp/snmp_enum) > exploit

[+] 10.0.2.15, Connected.
File
[*] System information:

»‘1 Host IP : 10.0.2.15
Hostname : bee-box
| Description : Linux bee-box 2.6.24-16-generic #1 SMP Thu Apr 10 13:23:42 UTC 2008 1686
Contact : Your master bee
Location : Every bee needs a home
Uptime snmp : 08:10:21.76
Uptime system : 08:10:00.25
Mg, System date 1 2024-2-21 06:58:57.0

[*] Network information:

IP forwarding enabled : no
Default TTL : 64
€N 7cp segments received : 48932
TCP segments sent 1 42150
TCP segments retrans 57
Input datagrams : 51104
Delivered datagrams : 51101
e M output datagrams 1 42812
[*] Network interfaces:
Interface :[upllo
MG, Id 01
Mac Address 3 88
Type : softwareLoopback
Speed : 10 Mbps
MTU : 16436
oM In octets : 993013
~ | Out octets 1 993013
¢ Interface : [ up ] etho
14 57
Mac Address : 08:00:27:3f:45:20 - n
P Type : ethernet-csmacd T hea
Speed : 10 Mbps N
MTU : 1500
In octets 1 7388174
out octets 1 18124694
MG, \
§ [+ Network Ip:
=
Bl 1d IP Address Netmask Broadcast
IMG. 2 10.0.2.15 255.255.255.0 1
1 127.0.0.1 255.0.0.0 0

! [*] Routing information:

IMG, Destination Next hop Mask Metric
0.0.0.0 10.0.2.1 0.0.0.0 1
) 10.0.2.0 0.0.0.0 255.255.255.0 0
&169.254.0.0 0.0.0.0 255.255.0.0 0
| ==1

IMG_0012,
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PermissionError: [Errno 13] Permission denied: '/var/lib/gvm/feed-update.lock

[ (kali® kali)-[~]

$ sudo -u _gvm greenbone-nvt-sync

Trying to acquire lock on /var/lib/openvas/feed-update.lock

Acquired lock on /var/lib/openvas/feed-update.lock

* Downloading Notus files from rsync://feed.community.greenbone.net/community/vulnerability-feed/22.04/vt-data/notus/ to /var/lib/notus

. Downloading NASL files from rsync://feed.community.greenbone.net/community/vulnerability-feed/22.04/vt-data/nasl/ to /var/lib/openvas/plugins
Releasing lock on /var/lib/openvas/feed-update.lock

(kali® kali)-[~]
L sudo gun-setup

[>] starting PostgreSQL service
[>] Creating GVM's certificate files

[>] Creating PostgreSQL database

[i] User _gvm already exists in PostgreSQL

[i] Database gvmd already exists in PostgreSQL
[i] Role DBA already exists in PostgresQL

[*] Applying permissions

NOTICE: role "_gvm" has already been granted membership in role "dba" by role "postgres”

GRANT ROLE

[i] Extension uuid-ossp already exists for gvmd database

[i] Extension pgcrypto already exists for gvmd database

[i] Extension pg-gvm already exists for gvmd database

[>] Migrating database

[>] Checking for GVM admin user

[*] Configure Feed Import Owner

[*] Define Feed Import Owner

[*] Update GVM feeds

Running as root. Switching to user '_gvm' and group '_gvm'

Trying to acquire lock on /var/lib/openvas/feed-update.lock

Acquired lock on /var/lib/openvas/feed-update.lock

. Downloading Notus files from rsync://feed.community.greenbone.net/community/vulnerability-feed/22.04/vt-data/notus/ to /var/lib/notus
. Downloading NASL files from rsync://feed.community.greenbone.net/community/vulnerability-feed/22.04/vt-data/nasl/ to /var/lib/openvas/plugins
Releasing lock on /var/lib/openvas/feed-update.lock

Trying to acquire lock on /var/lib/gvm/feed-update.lock
Acquired lock on /var/lib/gvm/feed-update.lock

* Downloading SCAP data from rsync://feed.community.greenbone.net/community/vulnerability-feed/22.04/scap-data/ to /var/lib/gvm/scap-data

. Downloading CERT-Bund data from rsync://feed.community.greenbone.net/community/vulnerability-feed/22.04/cert-data/ to /var/lib/gvm/cert-data
i Downloading gvmd data from rsync://feed.community.greenbone.net/community/data-feed/22.04/ to /var/lib/gvm/data-objects/gvmd/22.04

Releasing lock on /var/lib/gvm/feed-update.lock

[*] Checking Default scanner
[*] Modifying Default Scanner
Scanner modified.

[+] Done
[i] Admin user already exists for GVM
[i] If you have forgotten it, you can change it. See gvmd manpage for more information

[>] You can now run gvm-check-setup to make sure everything is correctly configured

[ (kali® kali)-[~]
$ sudo gvm-check-setup
gvm-check-setup 23.11.0
Test completeness and readiness of GVM-23.11.0
Step 1: Checking OpenVAS (Scanner) ...
OK: OpenVAS Scanner is present in version 22.7.9.
Ok: Notus Scanner is present in version 22.6.2.

‘ OG0 A Es|ac
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o notus-scanner. service - Notus Scanner
Loaded: loaded (/usr/lib/systemd/system/notus-scanner.service; disabled; preset: disabled)
Active: inactive (dead)
Docs: https://github.com/greenbone/notus-scanner

File System  IMG_0104, Feb 19 10:

Feb 19 10:
Feb 19 10
Feb 19 10
Feb 19 10:

kali systemd[1]: Starting notus-scanner.service - Notus Scanner
kali systemd[1]: Started notus-scanner.service - Notus Scanner
kali systemd[1]: Stopping notus-scanner.service - Notus Scanner
kali systemd[1]: notus-scanner.service: Deactivated successfully
kali systemd[1]: Stopped notus-scanner.service - Notus Scanner

Home (kali® kali)-[~]
s s gun-st
[>] Please wait for the GVM services to start
831
I < [>] You might need to refresh your browser once it opens.
1

[>] Web UI (Greenbone Security Assistant): http:

IMG_0103jpg encrypt_fi

® gsad.service - Greenbone Security Assistant daemon (gsad)
Loaded: loaded (/usr/lib/systemd/systen/gsad.service; disabled; preset: disabled)

Active: active (running) since Mon 2024-02-19 10:53:12 EST; 1lms ago
Docs: man:gsad(8)
https://wmi.greenbone.net
e IMG_0013 Main PID: 2183 (gsad)

Tasks: 1 (Limit: 3471)
Memory: 1.5M (peak: 1.5M)
CPU: Sms
. CGroup: /system.slice/gsad.service
L o1 d - d —list 1 —port 9392

€_IMG_0010  IMG_0009.

Feb 19 10:53:12 kali systemd[1
Feb 19 10:53:12 kali systemd[1

starting gsad.service - Greenbone Security Assistant daemon (gsad)
Started gsad.service - Greenbone Security Assistant daemon (gsad)

® gvnd.service - Greenbone Vulnerability Manager daemon (gvmd)
Loaded: loaded (/usr/lib/systemd/systen/gvnd.service; disabled; preset: disabled)
Active: active (running) since Mon 2024-02-19 10:53:07 EST; 55 ago
IMG_0102,jpg Docs: man:gvmd(8)

Process,

2117 ExecStart=/usr/sbin/gvnd --osp-vt-update=/run/ospd/ospd.sock —-listen-group=_gvm (code=exited, status=0/SUCCESS)
Main PID: 2118 (gvmd)

1 (limit: 3471)

4.5M (peak: 5.7M)

Tasks
. wenory
chU: 1ioms

e.IMG 001.. Coe e sl e elea e

d: Waiti -Vt 0spd/ospd.sock —Llisten-group.

Feb 19 10:53:07 kali systemd[1]: Starting gvmd.service - Greenbone Vulnerability Manager daemon (gvmd)

Feb 19 10:53:07 kali systemd[1]: gvmd.service: Can't open PID file /run/gvmd/gumd.pid (yet?) after start: No such file or directory
Feb 19 10:53:07 kali systemd[1]: Started gvmd.service - Greenbone Vulnerability Manager daemon (gvmd)
expltest.exe ® ospd-openvas.service - 0SPd Wrapper for the OpenVAS Scanner (ospd-openvas)

Loaded: loaded (/usr/lib/systemd/system/ospd-openvas.service; disabled; preset: disabled)

Active: active (running) since Mon 2024-02-19 10:53:07 EST; 55 ago
Docs: man:ospd-openvas(8)
man: openvas(8)
Process: 2090 Execstart=/usr/bin/ospd-openvas —config /etc/gvm/ospd-openvas.conf —log-config /etc/gvm/ospd-logging.conf (code=exited, status=0/SUCCESS)
IMG_0101jpg

Main PID: 2105 (ospd-openvas)
Tasks: 5 (Limit: 3471)
Memory: 43.6M (peak: 78.3H)
CPU: 558ms
CGroup: /system.slice/ospd-openvas. service
bin/p) 3
bin/p: i

-op f —log-config /et

Feb 19 10:53:06 kali systemd[1
Feb 19 10:53:07 kali systemd[1

starting ospd-openvas.service - 0SPd Wrapper for the OpenVAS Scanner (ospd-openvas) ..
Started ospd-openvas.service - OSPd Wrapper for the OpenVAS Scanner (ospd-openvas).

[>] Opening Web UT (https://127.0.0.

CEXPH) 18 B Gan Han Ban &

(kali® kali)
Csn
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E(kah@ kali)-[~]

sudo apt install metasploit-framework

Reading package lists ... Done
Building dependency tree... Done
Reading state information ... Done

The following additional packages will be installed:
binutils binutils-common binutils-mingw-w64-i686 binutils-mingw-w64-x86-64 binutils-x86-64-linux-gnu gcc-mingw-w64-base gcc-mingw-w64-i686-win32 gcc-mingw-w64-1686-win32-runtime
gcc-mingw-w64-x86-64-win32 gcc-mingw-w64-x86-64-win32-runtime libaiol libbinutils libctf-nobfd@ 1libctf@ libgprofngd libsframel mingw-w64-common mingw-w64-1686-dev mingw-w64-x86-64-dev
oracle-instantclient-basic python3-brotli
Suggested packages:
binutils-doc gprofng-gui gcc-12-locales clamav clamav-daemon wine wine64
The following NEW packages will be installed:
binutils-mingw-w64-1686 binutils-mingw-w64-x86-64 gcc-mingw-w64-base gcc-mingw-w64-i686-win32 gcc-mingw-w64-1686-win32-runtime gcc-mingw-w64-x86-64-win32 gcc-mingw-w64-x86-64-win32-runtime
libaiol metasploit-framework mingw-w64-common mingw-w64-1686-dev mingw-w64-x86-64-dev oracle-instantclient-basic
The following packages will be upgraded:
binutils binutils-common binutils-x86-64-1inux-gnu libbinutils libctf-nobfd@ libctf@ libgprofngd libsframel python3-brotli
9 upgraded, 13 newly installed, @ to remove and 1075 not upgraded.
Need to get 384 MB of archives.
After this operation, 1,378 MB of additional disk space will be used.
Do you want to contlnue7 [Y/n] y
Get:3 http://kali.download/kali kali-rolling/main amd64 libctf@ amdé64 2.42-2 [87.0 kB]
Get:4 http://kali.download/kali kali-rolling/main amd64 binutils-x86-64-linux-gnu amd64 2.42-2 [2,209 kB]
Get:1 http://mirror.vinehost.net/kali kali-rolling/main amd64 libctf-nobfd0@ amd64 2.42-2 [151 kB]
Get:7 http://kali.download/kali kali-rolling/main amdé64 binutils-common amdé4 2.42-2 [2,537 kB]
Get:8 http://kali.download/kali kali-rolling/main amd64 libsframel amd64 2.42-2 [75.5 kB]
Get:10 http://http.kali.org/kali kali-rolling/main amd64 binutils-mingw-w64-x86-64 amd64 2.41.90.20240122-1+11.4 [6,139 kB]
Get:2 http://mirror.vinehost.net/kali kali-rolling/main amd64 libgprofng0 amdé64 2.42-2 [771 kB]
Get:11 http://http.kali.org/kali kali-rolling/main amd64 gcc-mingw-w64-base amd64 12.2.0-14+25.2 [186 kB]
Get:13 http://kali.download/kali kali-rolling/main amd64 mingw-w64-i686-dev all 11.0.1-3 [2,917 kB]
Get:18 http://http.kali.org/kali kali-rolling/main amd64 gcc-mingw-w64-x86-64-win32 amd64 12.2.0-14+25.2 [31.8 MB]
Get:5 http://mirror.vinehost.net/kali kali-rolling/main amd64 libbinutils amd64 2.42-2 [520 kB]
Get:6 http://mirror.vinehost.net/kali kali-rolling/main amd64 binutils amd64 2.42-2 [80.4 kB]
Get:9 http://http.kali.org/kali kali-rolling/main amd64 binutils-mingw-w64-1686 amd64 2.41.90.20240122-1+11.4 [2,791 kB]
Get:12 http://mirror.vinehost.net/kali kali-rolling/main amd64 mingw-w64-common all 11.0.1-3 [5,506 kB]
Get:14 http://http.kali.org/kali kali-rolling/main amd64 gcc-mingw-w64-i686-win32-runtime amd64 12.2.0-14+25.2 [11.5 MB]
Get:15 http://http.kali.org/kali kali-rolling/main amd64 gcc-mingw-w64-i686-win32 amd64 12.2.0-14+25.2 [31.4 MB]
Get:21 http://kali.download/kali kali-rolling/main amd64 metasploit-framework amd64 6.3.55-0kali2 [221 MB]
Get:16 http://mirror.vinehost.net/kali kali-rolling/main amd64 mingw-w64-x86-64-dev all 11.0.1-3 [3,616 kB]
Get:17 http://http.kali.org/kali kali-rolling/main amd64 gcc-mingw-w64-x86-64-win32-runtime amd64 12.2.0-14+25.2 [12.2 MB]
Get:19 http://mirror.vinehost.net/kali kali-rolling/main amd64 libaiol amd64 0.3.113-5 [13.4 kB]
Get:20 http://mirror.vinehost.net/kali kali-rolling/non-free amd64 oracle-instantclient-basic amd64 19.6.0.0.0-0kali2 [48.2 MB]
Get:22 http://http.kali.org/kali kali-rolling/main amd64 python3-brotli amd64 1.1.0-2+b3 [312 kB]
Fetched 384 MB in 26s (14.9 MB/s)
(Reading database ... 350145 files and directories currently installed.)
Preparing to unpack .../00-libctf-nobfd0@_2.42-2_amd64.deb ...
Unpacking libctf-nobfd@:amd64 (2.42-2) over (2.40.90.20230714-2)
Preparing to unpack .../01-libgprofng0_2.42-2_amd64.deb ...
Unpacking libgprofng0:amd64 (2.42-2) over (2.40.90.20230714-2)
Preparing to unpack .../02-libctf@_2.42-2_amd64.deb ...
Unpacking libctf@:amd64 (2.42-2) over (2.40.90.20230714-2)
Preparing to unpack .../03-binutils-x86-64-linux-gnu_2.42-2_amd64.deb
Unpacking binutils-x86-64-linux-gnu (2.42-2) over (2.40.90.20230714-2)
Preparing to unpack .../04-libbinutils_2.42-2_amd64.deb
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(kali® kali)

—(kali® kali)-[~]
—$ nc z -u2 10.0.2.15 1-65535

10.0.2.15: inverse host lookup failed: Unknown host
IMG_0102.jpg (UNKNOWN) [10.0.2.15] 9443 (?) open
(UNKNOWN) [10.0.2.15] 9080 (?) open
(UNKNOWN) [10.0.2.15] 8443 (?) open
(UNKNOWN) [10.0.2.15] 8080 (http-alt) open
(UNKNOWN) [10.0.2.15] 6001 (x11-1) open
(UNKNOWN) [10.0.2.15] 5901 (?) open
e IMG_001... (UNKNOWN) [10.0.2.15] 3632 (distcc) open
L (UNKNOWN) [10.0.2.15] 3306 (mysql) open
(UNKNOWN) [10.0.2.15] 666 (?) open
(UNKNOWN) [10.0.2.15] 514 (shell) open
(UNKNOWN) [10.0.2.15] 513 (login) open
(UNKNOWN) [10.0.2.15] 512 (exec) open
(UNKNOWN) [10.0.2.15] 445 (microsoft-ds) open
expltest.exe (UNKNOWN) [10.0.2.15] 443 (https) open
(UNKNOWN) [10.0.2.15] 139 (netbios-ssn) open
(UNKNOWN) [10.0.2.15] 80 (http) open
(UNKNOWN) [10.0.2.15] 25 (smtp) open
(UNKNOWN) [10.0.2.15] 22 (ssh) open
(UNKNOWN) [10.0.2.15] 21 (ftp) open

IMG_0101jpg

=
10.0.2.6: inverse host lookup failed: Unknown host
(UNKNOWN) [10.0.2.6] 49674 (?) open
(UNKNOWN) [10.0.2.6] 49671 (?) open
(UNKNOWN) [10.0.2.6] 49670 (?) open
IMG_0010, (UNKNOWN) [10.0.2.6] 49667 (?) open
(UNKNOWN) [10.0.2.6] 49666 (?) open
(UNKNOWN) [10.0.2.6] 49665 (?) open
(UNKNOWN) [10.0.2.6] 49664 (?) open
(UNKNOWN) [10.0.2.6] 47001 (?) open
(UNKNOWN) [10.0.2.6] 5985 (?) open
(UNKNOWN) [10.0.2.6] 5357 (2) open
NS O0RS (UNKNOWN) [10.0.2.6] 445 (microsoft-ds) open
(UNKNOWN) [16.0.2.6] 139 (netbios-ssn) open
(UNKNOWN) [10.0.2.6] 135 (epmap) open
(UNKNOWN) [10.0.2.6] 80 (http) open
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