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1. [bookmark: _Toc70602191]Introduction
The purpose of the following report will showcase various actions that the author took in order to create various file sharing options and implementation methods while also creating Group policies and how to manage and maintain them.
2. [bookmark: _Toc70602192]Assumptions
It is assumed that the read has adequate knowledge of information technology and can understand a variety of common terms within the field.
3. [bookmark: _Toc70602193]NTFS and Permissions
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Figure 1 - Matthew L James is an Admin
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Figure 2 - Creation of Dept_Important_Docs
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Figure 3 - Creation of Important_File


[image: ]
Figure 4 - Prevented from removing Authenticated Users access to folder.
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Figure 5 - Permission inheritance removed on folder.
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Figure 6 - Full Control provided to Matthew L James
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Figure 7 - Files within folder inherit.
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Figure 8 - User Kash Walker added to Folder permissions.
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Figure 9 - Kash Walker can successfully edit and save the file within Dept_Important_Docs
Due to the permissions that Matthew L James provided Kash Walker within the Folder ‘Dept_Important_Docs’ Kash Walker was able to access, edit and save information within the folder. If Matthew L James were to remove Write Permissions, Kash Walker would still be able to view the contents of the folder and files. However, Kash Walker would no longer be able to edit and save thew document and would be forced to save his own version of the document. This is demonstrated within the below figures 10 & 11.
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Figure 10 – Removing permissions from Kash Walker
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Figure 11 - Kas Walker unable to Save contents.
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Figure 12 - Creating File Share
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Figure 13 - Selecting Appropriate Share Profile
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Figure 14 - Selecting Path for Share
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Figure 15 - Creation of Share Name
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Figure 16 - Configuring Access and Caching of Documents
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Figure 17 - User Permissions added to Share
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Figure 18 - Completing Creation of Share
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Figure 19 - Matthew L James can view and interact with Share.

4. [bookmark: _Toc70602194]Group Policy Management
4.1. [bookmark: _Toc70602195]Prohibiting access to Control Panel
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Figure 20 - Creation of new OU
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Figure 21 - Creation of Non-Admin User
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Figure 22 - Applying 'Prohibit access to Control Panel' for users within OU

[image: ]
Figure 23 - Updating Group Policies on account
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Figure 24 – Non-Admin Unable to open Control Panel.














4.2. [bookmark: _Toc70602196]Prohibiting Access to Command Prompt
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Figure 25 - Applying 'Prevent Access to the Command Prompt' for Users within OU
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Figure 26 - Updating Group Policy for User Non Admin.















4.3. [bookmark: _Toc70602197]Prohibiting Access to Removable Media

[image: ]
Figure 27 - Prohibiting 'All Removable Storage Classes' for Users in OU


[image: No description available.]
Figure 28 - Non Admin unable to access Removable Media.

4.4. [bookmark: _Toc70602198]Prohibiting Software Installations
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Figure 29 - Moving WS1-NWT to NWClient_Computers OU
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Figure 30 - Prohibiting 'User Installs' for Users Within NWClient_Computers
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Figure 31 - Non Admin attempting to remove Program.


4.5. [bookmark: _Toc70602199]Enforcing Password Policy to Domain
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Figure 32 - Adjusting Password Policy for Domain
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Figure 33 - Group Policies Updated
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Figure 34 - Password rejected due to not meeting requirements.


5. [bookmark: _Toc70602200]Observational Tasks

5.1. [bookmark: _Toc70602201]What is the difference between Local Permissions and File Shares?

5.1.1. [bookmark: _Toc70602202]Local Permissions
Microsoft Windows uses a standard file system known as New Technology File System (NTFS) [1]. NTFS was first introduced to replace the FAT32 [2]file system in 1993 as a part of the Windows NT 3.1 release [3]. NTFS permissions are used both on a local and network level, permissions are granted to the individual Windows user, this enables the user to maintain their permissions regardless of connection location. There are both basic and advance versions of NTFS permissions. Regardless of versions, NTFS uses an ‘Allow’ or ‘Deny’ system to maintain and provide access to NTFS Objects; these objects are Users, Computer, or any other Assets [4].
NTFS Permissions are as follows:
· Full Control – Allows users to read, write, change and delete files and subfolders. In addition, users can also change permission settings for individual files are subdirectories. 
· Modify – Allows users to read and write to files and subfolders. In additional, this also allows deletion of folders.
· Read & Execute – Users can run executable files and scripts.
· Read – Users can view files, properties and directories.
· Write - Users can write to a file and add files to subfolders.
5.1.2. [bookmark: _Toc70602203]Share Permissions

Share Permissions can be used with various file systems such as FAT32, FAT and NTFS [2]. Share Permissions was first introduced in early 2000’s along with various protocols to ensure connectivity and security. Share Permissions apply to all files and folders within the share; file share does not allow individual control object or subfolders. You may specify the number of users who are able to access the shared folder via one of the file systems above [5].
They are three types of share permissions. Similarly, to local permissions, share permissions also uses the ‘Allow’ or ‘Deny’ system to control access to the shared folders and drives:
· Full Control – Allows users to read, change and edit permissions, this also includes taking ownership of files.
· Change – Allows users to read, execute, write, delete any file or folder within the share.
· Read – Allows users to read the contents of a folder.
5.1.2.1. [bookmark: _Toc70602204]Key Differences:

· While Share Permissions are much easier to implement and manged, it is not as concise as Local permissions where the administrator may apply more granular control settings within its shared folder and contents.
· Share permissions can be used when sharing folders in either a FAT or FAT32 file system, while NTFS Permissions cannot (Local permission)
· Share permissions allow you to restrict the number of concurrent connections to a share folder while local permissions do not have this capability.

5.2. [bookmark: _Toc70602205]What is the Role of Group Policy Management?
Group Policy is a feature provided within Microsoft Windows for several years; first introduced in 2008 [6] on Microsoft Server 2008. The feature provides network administrators with the power to apply advance settings to the network, its users and computers within Active Directory (AD). The feature creates a centralised place for these administrators to manage and configure operating systems, application and user settings.
Group Policies, when used effectively, can enable administrators to forcefully increase the security of user’s computers and assisting in defending against both insider threats and external attacks.
Within the authors above creation of Group Policies, we can use the example of creating and applying a Group Policy to users within the Organisational Unit (OU) known as ‘Non_Admin_Users’ Within Figure 22. The Group Policy selected is to prevent non administrative users from being able to access the Control Panel as well as various other PC settings. This in turn assists the network administrators by reducing the risk of users editing settings and potentially creating a hole for insider threats and/or external attacks. Various other examples are shown above within the authors screen captures, figures 25,27,30. Although 30 has been applied to a computer rather than a specified user as shown in figure 29.
5.3. [bookmark: _Toc70602206]What is Password Best Practices?
Passwords are a string of characters used to verify a person’s identity; password are created in conjunction with a username for access to places, accounts or items. Passwords may vary in length and can contain any of the following if allowed by the system creating it:
· letters – letters from various languages.
· numbers – number between 0-9.
· special characters – Characters on a keyboard, this does not include symbols.
Passwords are also known as passphrase for when password uses more than a single word, this is also the case for passcode and passkey as these only contain numbers.

5.3.1. [bookmark: _Toc70602207]Creating a Secure Password
Many organisations set password policies, (as seen within the above screen captures, Figure 32) this is used to create strong password that other users cannot easily guess or crack using brute force attacks. Password that are weak can lead to account security risks and loss of data on those accounts. This is a major incentive for large and small scale businesses as a loss of Personal identifiable information can lead to a breach go General Data Protection Act (GDPR) [7], therefore multiple organisations use password best practices.
Password best practices vary from organisation to organisation. However, there are a lot of similarities between these organisations regarding what password best practices are as seen below:
Minimum Password Length – Password length is critical for a secure account, due to the ever growing technology that threats create and utilise, passwords using low character mount can potentially be brute forced. It is recommended that Password length be at a minimum of 8 characters.
Do not use common words – Hackers which utilise scripts, these hackers are sometimes known as Script Kiddies [8], These hackers can use a variety of scripts that use dictionary words as a foundation for an attack. Tools such as Hash cat [9] or John the Ripper [10] would be used. These meaning words that are commonly used will be the first entered when trying to brute force an accounts password. It is highly recommended that passwords are not created using these words.

Different Passwords for Different Accounts – users tend to utilise a single password when associating words such as confidential, users will use this password for all accounts that are deem confidential such as Bank, Mortgage and other personal accounts. If one of these accounts are breached, then it is most likely the attacker will target other accounts owned by that user and will gain entry.
Changing passwords – Password security practice over the years force users to change their password periodically, this usually every 3 months or 90days. However, this has been changed as mentioned by National Cyber Security Centre (NSCS). Forcing users to change their password incites users to create new password with less creativity causing them to only change minor characters such as changing an ‘I’ to a ‘1’. Another example of this is if a password had been previously known, changing the password would not do much good as the initial though from the attacker would be to change letters into number creating an alphanumerical password.
Password Managers – Password Managers are tools that organised a user’s passwords and sometimes various other information relating to an account which are stored securely within a vault type database. The password stored are typically encrypted with various standards such as AES-256 [11], ChaCha20 [12] and Twofish [13] as examples. This allows users to create longer and stronger password to be used to access the password manager. Password managers typically come with password generators which may be used to create other accounts with a high degree of security.

5.3.2. [bookmark: _Toc70602208]Alternatives security to password
With the above said, organisations are moving on from the reliance on just passwords alone, there are circumstances where passwords are used, and should be used such as for a secure location. However, a variety of other technical solutions have been developed, tested and implemented more recently such as:
Multi-factor Authentication (MFA) – MFA [14] allows you to set up a second factor to log into an account. This can be done by using your mobile device as a receiver of a code on which is used as another form of authentication to login, such apps have been developed by Google and Microsoft. This would increase security in the event of a password being known to an attacker, they would then also require your personal device.
Single sign-on (SSO) – SSO [15] Allows staff members to use just one set of credentials to access multiple organisation applications and services. This would reduce the number of varied passwords that a user must remember, allowing them to create longer and stronger password with increased complexity. SSO may take form of a web-based portal that authenticates a user via the cloud [16].
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