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[bookmark: _Toc194670384]Introduction
This document is my submission for the assignment as given in L5 – Data Security and Compliance (ACCA5034).  This document aims to convey the appropriate responses to the following tasks, as given:

[bookmark: _Toc194670385]Task 1: Research and Report (2500 word-limit, IEEE format)

This task involves a research paper in Data Security and Compliance. You are to analyse and critically evaluate your research literature. The research should include a review to why modern organisations need to create an environment that protects, detects, reacts and safeguards applications using the organisation’s IT systems and infrastructure. 
Your research paper MUST be chosen from one or more of the following topics:
· Security frameworks such as ISO27000, NIST, etc. 
· Security Technologies such as Firewalls, access controls, VPNs, etc. 
· Intrusion Detection and Prevention Systems, and Other Security Tools 
· Cryptography 
· Physical Security 
· Implementing Information Security 
· Security and Personnel 
· Information Security Maintenance 

Should you want to choose a different topic, you need to obtain the consent from the lecturer; otherwise, it may lead to the failure of the assignment.

[bookmark: _Toc194670386]Task 2: Report on Case Scenario (2500 word-limit)

You are a manager who has been tasked with setting up a new information security unit in your organisation.  Write a detailed report for the executive directors that outlines the approach you will take to meet the needs of the company in creating the new information security unit. You should consider the below factors in aiding your solution:
· Organisation structure/chart (10% = 5/50) 
· Policies and Procedures (20% = 10/50) 
· Data Protection Compliance (10% = 5/50) 
· Security standards (20% = 10/50) 
· Contingencies Planning (10% = 5/50) 
· Governance and Strategic Planning for Security (20% = 10/50) 
· Risk Management (10% = 5/50) 


[bookmark: _Toc194670387]Task 1: Research and Report





Data Security and Compliance for Modern Organisations:
Integrating Physical Security and Personnel Security Effectively


Abstract- Modern organisations face a unique dual challenge. On one side, digital threats change at breakneck speed; on the other, human error continuously jeopardises sensitive data and systems. This paper examines current research in physical and personnel security and argues that modern IT environments must simultaneously detect, react, and safeguard both their digital applications and physical premises. It emphasises a comprehensive approach that integrates technical solutions with robust physical security measures and comprehensive personnel training programs. Drawing on respected sources such as The Cambridge Handbook of Compliance, articles from the Future Business Journal, empirical studies published in MIS Quarterly, as well as industry analyses from Deloitte and IBM, this report demonstrates that a convergent security model is not an option — it is imperative. In essence, a resilient defence emerges only when technology, physical security, and personnel management work in concert.

Introduction
Organisations today are more connected than ever before. They depend on digital infrastructures that support cloud computing, real-time applications, and mobile operations. Yet, despite the impressive technological advances, vulnerabilities persist. Even the most sophisticated systems can be compromised by physical breaches or lapses in employee vigilance. A single misplaced badge or an unlocked door might trigger a cascade of serious security events. Regulatory frameworks such as Europe’s GDPR and various national compliance regulations stress that security is not simply a technical requirement. It is a strategic imperative.
Modern threats manifest both as sophisticated cyberattacks and as tangible breaches in physical security. Moreover, simple human error or intentional malfeasance can render even the best technological defences ineffective. As organisations reconsider their security strategies, they must expand beyond conventional IT solutions and invest equally in physical protection and personnel training. This paper reviews relevant academic and industry research and in doing so, it highlights the necessity of a combined strategy that synergises physical security with human resource policies. Short, simple guidelines now need to be reinforced by long-term, comprehensive measures—a shift somewhat in the future of organisational security.
[1][2]

Literature Review
The scholarly discourse on physical and personnel security is extensive and varied. Research ranges from the intricacies of encryption techniques and network defences to the critical importance of organisational culture and employee behaviour. The Cambridge Handbook of Compliance [3] offers an in-depth exploration of how data breaches can compromise defences and outlines mechanisms that organisations have employed to mitigate such risks. This work underscores that data security is not merely about technological fortifications, but also about building a culture that values vigilance and continuous improvement.
A recent study in the Future Business Journal [1] highlights the often-overlooked human behavioural components of security. It argues that technology must be integrated with strong organisational policies and ongoing training programs for employees. The researchers point out that even advanced security systems can fail if personnel do not adhere to best practices or procedures. Qualitative evidence from MIS Quarterly supports these findings, showing that regular, theory-based training significantly improves employees’ compliance with security protocols. [4]
Thus, security emerges as a multi-faceted puzzle. It comprises technical defences, physical boundaries, and the human element. Each of these areas defences reinforces the others to create a robust overall framework. In practical terms, organisations must move away from a siloed approach. Instead, they need to converge physical measures and human-centred policies into one comprehensive strategy. This idea, stressed by multiple sources, paves the way for more resilient systems that can withstand the challenges of an evolving threat landscape.


Physical Security
Physical security remains a pillar of any defence strategy. At its core, physical security involves the implementation of barriers and surveillance systems designed to deter, detect, and delay intruders. However, its scope has expanded. Today’s physical security measures can include biometric authentication, advanced CCTV systems with motion sensors, and even AI assisted facial recognition technology. Modern systems continuously monitor premises and rapidly alert security teams to potential breaches.
Deloitte has noted a significant paradigm shift in physical security [5]. As organisations adapt to decentralised work environments—with remote and hybrid models becoming the norm—they are forced to rethink traditional protection strategies. Physical access points that were once confined to secure office buildings must now extend to remote facilities and distributed workspaces. This shift necessitates moves to innovative, integrated solutions that combine older methods with cutting-edge technology.
Equally important is a layered approach to physical security. Amarok champions the “five D’s”: deterrence, detection, denial, delay, and defence [6]. This systematic approach provides multiple layers of protection; even if one barrier fails, the subsequent measures serve as a backup. In practice, physical breaches—such as unauthorised access to server rooms—can have devastating consequences by undermining digital defences. A breach in a standalone defence layer could compromise the entire system. Therefore, the integration of multi-layered physical safeguards into an organisation’s comprehensive risk management strategy is imperative, a conclusion reached by a recent IBM whitepaper [2].
Short and simple measures may no longer be sufficient. Instead, an effective physical security strategy must be proactive, continuously evolving and integrate with digital networks, serving as the frontline cybersecurity defence.


Personnel Security
People run organisations, and their actions can make or break a security strategy. Employees are often considered the last line of defence. A single mistake — a missed update, a failure to lock sensitive areas, or disregarding security protocols — can expose vulnerabilities that even the most advanced systems cannot shield. Research repeatedly shows that human behaviour is central to an organisation’s security posture.
Studies in the Future Business Journal emphasise that clear security policies, combined with strong leadership, significantly enhance employee compliance [1]. When staff fully understand their role in protecting the organisation, their behaviour will align with the company’s security goals. Training initiatives, mentioned in MIS Quarterly [4], underscore that ongoing, hands-on training sessions are critical. Regular security workshops and scenario-based exercises help ensure that employees fully understand the threats they face and the importance of their individual responses.
Beyond training, personnel security measures include thorough background checks, defined access controls, and effective employee monitoring systems. Policies that manage personnel access and monitor internal behaviours are essential to prevent insider threats [7]. Beyond just technology, these human factors — trust, accountability, and engagement — form a crucial part of the security framework. Leaders who invest in these areas lay a strong foundation that supports overall data security. They cultivate an environment where every employee becomes a vigilant guardian of the organisation’s resources.
Ultimately, the human element is as significant as any digital safeguard. A workforce that is well-informed and prepared can detect signs of potential breaches before they escalate into major incidents.

Integrating Physical and Personnel Security Strategies
Integration is key. When physical security measures and personnel policies are combined, the result is a defence mechanism that is more robust and adaptive. Rather than handling these areas separately, organisations must view them as interdependent layers of the same security fabric.
Consider this scenario: a state-of-the-art biometric access system is in place, yet its full potential is only realised if employees understand when and how to operate it correctly. Conversely, well-trained staff are limited if they lack the physical tools to monitor and secure critical points. Doyle Security’s analysis [8] on manned security and technology integration explicitly highlights this synergy. Their research reveals that when digital monitoring systems and human oversight operate in sync, security incidents are identified and neutralised more efficiently.
This integration enables both reactive and proactive strategies. Data from access logs, when combined with employee behavioural profiles, can trigger alerts for anomalies in real time. Imagine an employee attempting to access a highly restricted area at an unusual hour. An integrated system immediately flags this deviation from the norm, prompting a rapid security response. This form of proactive detection significantly reduces reaction times and prevents further breaches.
Collaboration among IT, facilities management, and human resources further strengthens such integration. Regular combined cross-functional training sessions ensure that every stakeholder comprehends their role within the integrated framework. Joint drills and co-ordinated responses contribute not only to rapid incident management but also to a culture of shared vigilance. In today’s hybrid work environments, where employees may operate remotely or in co-working spaces, extending these principles becomes even more crucial. Integrated security strategies now cover both centralised offices and decentralised workspaces, resulting in a unified, agile approach.
A recent IBM white paper [2] on the future of physical security illustrates that by merging physical and cybersecurity systems, organisations can leverage advanced analytics to predict and prevent potential security incidents before they materialise. 
Simply put, integration transforms disjointed measures into a cohesive and more complete framework that is greater than the sum of its parts.

Discussion and Critical Analysis
The reviewed literature makes one point abundantly clear: isolated security measures are no longer sufficient to counter modern threats. High-tech cybersecurity tools lose their impact if physical vulnerabilities or human errors are left unaddressed. This fact alone mandates a convergent approach. Shortcomings in one area can compromise the entire defence system. 
Advanced technical measures must be complemented by strong physical safeguards and mindful personnel. For example, a secure network platform may be breached through an unguarded physical access point or due to negligent staff actions. The literature consistently illustrates that every element of security — from encryption algorithms to badge-controlled doors to employee training—must align strategically with all others. The resulting posture can neither be static - it must continually evolve as new threats emerge and as technology advances. [1][4]
Another challenge is how - integrating physical security and personnel strategies is easier said than done. Organisations often face difficulties in creating policies that bridge these traditionally separate domains. Developing cross-functional policies requires continuous dialogue between different departments, flexibility in adapting to new risks, and ongoing investment in both technology and training. [7]
Although costly, these expenses lead to better prevention, faster incident response, and higher stakeholder confidence. Overall, the costs of integration pale in comparison to the potential losses incurred from breaches, not to mention those from regulatory penalties. [3][2]
Moreover, fostering an organisational culture that embraces security is essential. Leadership commitment, as repeatedly documented in recent research, is a driving force in embedding security into every organisational level. When upper management models security best practices, employee engagement rises correspondingly. In such settings, even minor irregularities are noticed and reported, strengthening the overall security posture. [1]
In summary, the discussion reveals that modern security must be ‘holistic’. Every technology, policy, and human effort contributes to a mosaic of defences. Isolated measures are vulnerable; resilient models rely on the interplay of multi-layered approaches. The challenge is formidable, yet the potential benefits—a secure and adaptive organisation—are well worth the effort. [4][8]

Conclusion
This research paper has explored the dynamic interplay among advanced technological systems, comprehensive physical security measures, and effective personnel strategies. The evidence presented suggests that modern organisations cannot afford to compartmentalise their security approaches. Instead, they must adopt an integrated model that dynamically links digital safeguards with physical security and human vigilance.
Many of today’s organisations are caught at a crossroads. Their security frameworks are challenged by threats that are as varied as they are adaptive. Simple, isolated measures no longer suffice. Integrated systems that incorporate continuous monitoring, rapid incident response, and rigorous personnel training are needed for protection. Such approaches not only preserve data integrity and stakeholder trust but also ensure compliance with increasingly stringent regulations.
While technological solutions evolve, the human element remains indispensable. A robust defence requires trained and informed personnel who can operate and interpret high-tech security systems. Equally, sophisticated physical security measures provide essential support for preventing unauthorised access and mitigating risk. Future research should explore emerging integrations—such as the interplay between AI analytics and predictive personnel monitoring—to enhance these multi-layered strategies further.
In essence, a resilient security posture demands co-dependence between physical and personnel security measures. It is only through continued investment in both areas — and in their integration — that organisations can hope to stay ahead of ever-evolving threats while maintaining compliance in a complex and hostile world.


[bookmark: _Toc194670388]Task 2: Report on Case Scenario

A scenario has been given directing the need for a plan to create a new Information Security Unit (ISU) or Cybersecurity Team for ‘the company’, which will then work to protect sensitive or confidential data and systems from unauthorised access, modification or loss, through the use of technological, procedural and legal means.
The key functions of an ISU include:
· Security Policy Development and Implementation
· Risk Management
· Security Technology Implementation and Maintenance
· Vulnerability Management
· Incident Response
· Compliance – both internal and regulatory
· Monitoring and Auditing
· Security Awareness Training

For effective implementation of security controls, a top-down approach is essential – company leaders (and the Board) must prioritise the effective governance of information security and embed it into the culture and ethos of the organisation, allocating sufficient resources to do so.  An appropriate organisational structure which includes cybersecurity management and support roles for monitoring, incident response and training would be required to be implemented, though we aren’t told how large or resourceful ‘the company’ is in this scenario.
The following illustration [9] gives three potential examples of organisational structures, ranging from small through medium and up to large.
[image: ]
Expanding on a select few of the listed roles in the example structures above, we have:
Chief Information Security Officer (CISO) – a senior executive role, normally reporting directly to the CEO or possibly other “C-Suite” executives.  Directly responsible for the organisation’s overall information security posture.[10]
Cybersecurity Director – analogous to the CISO role in smaller organisations, or the head of the Information Security (Cybersecurity) Department/Team.
Security Operations (Centre - SOC) Manager – in larger organisations, directly manage the Cybersecurity support staff and analysts, develop and maintain security policies, liaising across the organisation to ensure they are received and enforced.[11]
Cybersecurity Architect – responsible for evaluating new security technologies or reviewing current systems to identify and mitigate vulnerabilities.[12]
Cybersecurity Analyst – work to identify and resolve issues in systems or processes, assist in incident response and forensic investigation.[13]
Cybersecurity Risk Manager – develops and maintains a risk management strategy, manages the organisation’s asset inventory, advises and reports to the CISO and other stakeholders on the complete risk management cycle.

Governance of information security across the organisation lies with the execute leaders and the Board, and broadly should look to fulfil the following 5 aims:
1. Strategic alignment
a. Cyber security strategies, policies and controls should align with and support business objectives, operations and processes.
2. Risk Management
a. Cyber security risks should be identified, assessed, and managed or mitigated as appropriate, in line with suitable frameworks e.g. ISO 27001.
3. Resource Management
a. Balance cyber security resources or investments with business objectives and priorities, ensuring optimal allocation of financial, technological and human resources.
4. Performance Measurement
a. Establish key performance indicators (KPI’s) and metrics to evaluate the effectiveness of all applied security measures and controls, enabling continuous monitoring and improvement and the demonstration of security effectiveness and value to the organisation.
5. Value Delivery
a. Always look to deliver best-in-class value to the organisation for the effort and resources expended on cyber security, balancing against risks and business operations, and ensuring compliance with regulatory requirements.

For effective organisational cybersecurity, the ISU will be required to develop, maintain and monitor the implementation of security policies and procedures, which will help to govern and guide the company and its staff’s approach to information security throughout normal (and not so) business operations, becoming the organisations ‘laws’ that must be adhered to.  A cybersecurity framework may be chosen and applied, sometimes selectively, such as the ISO 27000 series or the UK’s Cyber Assessment Framework (CAF), which can provide structured guidance to organisations to aid them in more effectively and comprehensively assessing and improving their information security posture.
This starts with the Information Security Policy [14] – the root document that defines the overarching principles and objectives of cybersecurity within the organisation, ensuring the company meets both legal and operational requirements.  From this, other policies and guidelines will emerge, covering areas such as access control, incident response, data protection, and risk management.  These documents must be reviewed and updated on a regular schedule to address both the ever-evolving cybersecurity landscape and/or organisational changes.
The ISU must perform continuous policy monitoring and compliance verification across the organisation, conduct regular audits, risk assessments, and deliver training programs to ensure that all employees understand and adhere to all cybersecurity policies.  Technological measures can and should also be put in place wherever reasonably practicable to support and enforce all policies effectively.
The Information Security Policy will be specific to the company it belongs to, of course, but will likely cover the following broad strokes:
· Purpose – Organisational cybersecurity, legal compliance, etc
· Scope – applies to who and what
· Objectives – more specific goals e.g. Data must be available, data must be protected, laws must be adhered to etc
· Governance – identifies the roles and their responsibilities within the company related to implementing, maintaining and monitoring security policy enforcement and compliance
· Risk Management – apply Risk Management Cycle to identify, assess and mitigate risks
· Access Control – least privilege principal, multi-factor authentication to be used etc
· Asset Management – information assets will be reviewed and classified, security and/or disposal applied based on classification etc
· Data Protection – GDPR, encryption at rest and in transit etc
· Incident Management – a formal Incident Response Plan is required, staff must report suspected incidents etc
· Business Continuity and Disaster Recovery – plans for both required, regular testing, adequate backups etc
· Compliance and Audit – Internal and external audits to be conducted etc
· Awareness and Training – all staff must be trained on basic cybersecurity, conduct ‘phishing’ exercises and penetration tests on a schedule etc


The ISU will also be required to ensure that the company is compliant with all applicable data protection regulations – in the UK this generally means complying with both the UK General Data Protection Regulation (UK GDPR) and the Data Protection Act 2018 [15][16].  Depending on the nature of the company’s business, other sector specific regulations or industry standards may also come into play, such as the Payment Card Industry Data Security Standard (PCI DSS) or the Telecommunications Security Act 2021.
As per the seven key principles described in Article 5 of the UK GDPR [17]:1. Personal data shall be:
(a)processed lawfully, fairly and in a transparent manner in relation to the data subject (‘lawfulness, fairness and transparency’);
(b)collected for specified, explicit and legitimate purposes and not further processed in a manner that is incompatible with those purposes; further processing for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes shall, in accordance with Article 89(1), not be considered to be incompatible with the initial purposes (‘purpose limitation’);
(c)adequate, relevant and limited to what is necessary in relation to the purposes for which they are processed (‘data minimisation’);
(d)accurate and, where necessary, kept up to date; every reasonable step must be taken to ensure that personal data that are inaccurate, having regard to the purposes for which they are processed, are erased or rectified without delay (‘accuracy’);
(e)kept in a form which permits identification of data subjects for no longer than is necessary for the purposes for which the personal data are processed; personal data may be stored for longer periods insofar as the personal data will be processed solely for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes in accordance with Article 89(1) subject to implementation of the appropriate technical and organisational measures required by this Regulation in order to safeguard the rights and freedoms of the data subject (‘storage limitation’);
(f)processed in a manner that ensures appropriate security of the personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures (‘integrity and confidentiality’).
2. The controller shall be responsible for, and be able to demonstrate compliance with, paragraph 1 (‘accountability’).



The ISU must produce a Data Protection Policy and identify what personal data it collects, uses, stores and shares, ensure that a lawful basis for processing said data exists and also register the organisation with the Information Commissioner’s Office (ICO) as a Data Controller, Data Processor or both as necessary.  Appointing a Data Protection Officer (DPO) role [18] within the organisation might also be appropriate, again depending on the nature of the company’s business and the scale of data it processes, whose job it would be as an expert in data protection, to monitor organisational compliance, advise on its’ legal obligations and act as a point of contact for data subjects and the ICO.  This policy will also establish the need for regular employee training on data protection principles, requirements, and detail their responsibilities to uphold them.

The ISU will also be responsible for implementing organisational security standards, stemming from a security blueprint it also establishes.  This blueprint could be guided by frameworks such as both ISO 27002, a collection of best practices for applying controls (the “how” to manage), to achieve the requirements and objectives previously determined using ISO 27001 (the “what” to manage).
These standards could be driven from other policy or procedural documents the ISU would be responsible for creating and enforcing, such as:
Incident Response Plan – according to the UK National Cyber Security Centre (NCSC) [19], at a minimum this should include details of key contacts, escalation criteria, a basic flow chart or process to follow encompassing the established incident lifecycle, a conferencing number/tool and basic guidance on legal requirements that must be upheld.
Business Continuity Plan – this should detail how the organisation can maintain alternative business operations both during and following a major disruption event causing the loss of normal operating processes, personnel, or equipment.  It should identify operational risks and aim to mitigate or plan around them.
Disaster Recovery Plan – related to business continuity, this is usually narrower in scope focussing on IT and technology recovery, aiming to minimise data losses and restore normal IT services as quickly as possible following a major disruption event.  It should detail backups in use, regular testing schedules and key contacts or information required.
Acceptable Use Policy – used to define acceptable practices for the use of the organisation’s information systems, networks, and resources. The aim being to protect both the organisation and its personnel by ensuring secure and ethical use of organisational assets.
Access Control Policy – establishes a framework for the creation, management, and deletion of user accounts. It outlines the process for authorising new users and assigning appropriate privileges, conducting regular reviews to ensure access remains appropriate, and also details the revocation of privileges when necessary.  It should also describe the implemented controls that work to prevent unauthorised access or privilege escalation.
Data Protection Policy – as discussed above, this document details the organisation’s commitment and practiced efforts to its UK GDPR and Data Protection Act 2018 compliance, ensuring that all employees are trained and understand these requirements and their responsibilities to uphold them, and the organisations obligation to handle data in compliance with the law.
Data Classification and Handling Policy – a document that plans how to appropriately categorise organisational data, taking into account its perceived sensitivity and value, details who is responsible for applying classification, and defines the appropriate security measures are in place to ensure data safety and compliance with regulatory requirements.  Typically, data is classed as either Public, Internal-Only, or Confidential, and differing levels of procedural and technological controls are applied based on the classification.

In addition to these policies, plans and procedures, the ISU will be responsible for effecting adequate technological controls throughout the organisation’s infrastructure to ensure the protection of organisational assets from unauthorised access, modification or loss, such as:
Physical Security
This relates to secured premises, security guards, CCTV surveillance systems, access control systems with smart cards or biometric readers, environmental monitoring systems for temperature or humidity, fire alarms and fire suppression systems etc.
Physical Redundancies
This relates to having more than one physical premises hosting systems e.g. a presence in multiple disparate datacentres, having a Uninterruptible Power System (UPS) with batteries to cover electrical supply losses perhaps coupled with generators for longer endurance, or having multiple physical internet connections from different service providers in case of connectivity interruptions.
Network Security
Employing firewalls at network edges, using an Intrusion Detection System (IDS) or an Intrusion Prevention System (IPS), using access controls between networks, securing wireless networks with encryption and certificate-based authentication, using encrypted Virtual Private Network (VPN) tunnels between networks that traverse public networks.
Endpoint Security and Management
Use anti-malware agents to detect and clean malware, perhaps one with in-built Endpoint Detection and Response (EDR) capabilities, use local data storage encryption (such as Bitlocker or Luks), Mobile Device Management (such as Microsoft’s Intune) to employ local device policy control, application delivery, and patch management.
Identity and Access Management
Use a centralised identity platform, such as Microsoft’s Entra ID, to create and manage user identities, grant role-based privileges, and provide access control to various systems, services and applications while also enabling seamless Single Sign-On (SSO) across them all.  Conditional Access policies can be used to evaluate access controls dynamically based on predefined rules, password policies enforce strong password behaviour, and Multi-Factor Authentication strengthens user authentication further still.
Data Protection and Encryption
Use robust encryption technologies for both data at rest (such as Encrypting File System or EFS) and data in transit via certificate-based Transport Layer Security (TLS) v1.2 or higher, use Data Loss Prevention (DLP) technology to prevent accidental or malicious data exfiltration.

The ISU must also take responsibility for proactive contingency planning to protect the organisation’s viability in the face of unexpected disruption, briefly touched upon above with the mention of the need for the:
· Incident Response Plan
· Business Continuity Plan
· Disaster Recovery Plan
Core to the actual implementation of these contingency plans are the staff that actually handle the response to an incident, be it a severe hardware fault or a system/data breach.  The UK NCSC describes the formation of either a dedicated or a virtual/ad-hoc Cyber Security Incident Response Team (CSIRT) [20].
The make up of this team will likely run the gamut from C-Suite at the top to Cybersecurity Analyst on the front line.  See the following illustration from the UK NCSC guidance:
[image: ]
The Incident Manager role will act as the central co-ordinator, ensuring all findings and actions are recorded and communicated to all relevant team members and other stakeholders.  They need not necessarily be an expert in matters of cyber security, but other team members should have relevant skills and experience to their function.  Third party services or partners who specialise in Cyber Incident Response could also be engaged to assist and fill in any skills gaps there may be.
Carrying out regular simulations or exercise scenarios in incident response and management can help to identify any shortcomings in skills, plans or resources and improve overall preparedness and effectiveness for real-world incidents.

The ISU will also be responsible for cyber security risk management across the organisation.  A suitable risk management lifecycle should be implemented, such as the one described in ISO 27001 [21]:
Risk Identification - What is the risk?
Risk Analysis - What is the likelihood the risk will impact the organisation, and how big will that impact be?
Risk Evaluation - What resources might be required to treat, mitigate or reduce the risk?
Risk Treatment - Work to accept, mitigate or workaround the risk effectively.
Monitor and review the risk – Regularly re-analyse and evaluate the risk in the future.

The following illustration from ISMS.online [21] outlines the process while framing it in the context of a business approach:

[image: A diagram of the risk management process]

Effective cybersecurity risk management aligns with the strategic goal of protecting the organisation’s physical and information assets, ensuring compliance with regulatory requirements and ongoing business operations.

All the above outlines the broad steps that need to be taken to create a new Information Security Unit in an organisation that is looking to implement effective cyber security strategies, policies and defences to enable it to survive and thrive in an ever-increasingly complex and hostile landscape.  Secure the necessary support, resources and authority from the executive and the Board, and proceed on the outlined pathway to robust and effective cyber security defences.
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