Research and case scenario in Data Security and Compliance



XXX-X-XXXX-XXXX-X/XX/$XX.00 ©20XX IEEE
Name: Narcis Valentin Gorgos  Student ID:2407130
Module: Data Security and Compliance ACCCA5034 
Lecturer: Dr Mohamed Ben Farah
Submission Date: 31 March 2026










Keywords: Zero Trust, Healthcare AI, Security Governance, GDPR, DORA, NIS2, ZTNA, Micro-segmentation.

Abstract
The rise of cloud computing, hybrid work models, mobile connectivity and integrated digital services has eroded the effectiveness of traditional perimeter‑based security. Users, devices, applications and data now operate across on‑premises systems, public cloud environments, SaaS platforms and external partners. In this landscape, relying on network location for trust introduces major vulnerabilities, especially when attackers take advantage of stolen credentials, weak devices, configuration errors, or excessive permissions. Zero Trust Architecture addresses these challenges by assuming compromise and enforcing ongoing verification of identities, devices, and access requests.
Introduction
The healthcare sector is undergoing a profound digital transformation driven by artificial intelligence (AI), cloud computing, and the Internet of Things (IoT). AI systems are now being used to analyse medical imaging, predict patient deterioration, optimize resource allocation, and support personalized treatment plans. While these innovations provide significant benefits, they also create a vastly expanded attack surface. Electronic health records (EHRs), genomic datasets, and real-time patient monitoring devices all represent high-value targets for cybercriminals. According to recent reports, the number of ransomware attacks on hospitals in Europe and the US increased by over 50% between 2020 and 2023, resulting in operational disruptions, financial losses, and compromised patient safety.
Traditional perimeter-based security models, which assume internal systems are inherently trusted, are increasingly inadequate. Cloud-hosted AI services, remote access for telemedicine, and third-party integrations render perimeter defences largely irrelevant. Once an attacker breaches a network, lateral movement allows access to multiple critical systems. This vulnerability is compounded by regulatory obligations, including the General Data Protection Regulation (GDPR), Digital Operational Resilience Act (DORA), and the Network and Information Systems Directive 2 (NIS2), which impose strict requirements for data protection, access control, and incident reporting.
The purpose of this paper is to investigate the applicability of Zero Trust Architecture (ZTA) to healthcare AI systems, focusing on MediTrust Analytics Ltd. The study will examine the principles, technologies, implementation challenges, benefits, and limitations of Zero Trust. Additionally, practical recommendations for a phased, cost-effective, and compliant deployment strategy will be provided.
III Zero Trust Architecture Overview
Zero Trust Architecture (ZTA) is based on the principle that no user, device, or system should be trusted by default, regardless of location [1]. Every access request must be verified continuously, and no implicit trust is granted to internal networks. This model represents a shift from perimeter-based security to identity- and data-centric controls [1], [2]. 

Zero Trust Implementation Model (Step-by-Step)
To effectively implement Zero Trust Architecture within MediTrust Analytics Ltd, a structured and phased approach is required. Given the complexity of healthcare AI systems and multi-cloud environments, a gradual deployment ensures minimal disruption while maximizing security benefits.
The first stage involves asset identification and data classification. MediTrust must create a detailed inventory of all systems, including AI platforms, cloud storage, IoT medical devices, and user endpoints. Each asset should be categorized based on sensitivity, particularly focusing on patient data and AI training datasets. This allows security teams to prioritize protection efforts on critical resources.
The second phase focuses on identity and access management (IAM). All users, devices, and services must be authenticated using strong mechanisms such as Multi-Factor Authentication and device certificates. Access should be governed using Role-Based and Attribute-Based Access Control, ensuring that permissions are granted dynamically based on user roles and contextual risk.
The third step is network segmentation. MediTrust should implement micro-segmentation to isolate sensitive systems, such as AI processing environments and patient databases. This ensures that even if one segment is compromised, attackers cannot move laterally across the network.
The fourth stage involves continuous monitoring and analytics. SIEM platforms should be used to collect logs and detect anomalies in real time. Behavioural analytics can identify unusual patterns, such as abnormal data access or suspicious login attempts.
Finally, automation and policy enforcement must be implemented. Security policies should automatically block non-compliant devices or high-risk access attempts. This reduces response time and ensures consistent enforcement of security rules.According to NIST guidelines, successful implementation requires integration of identity management, segmentation, and continuous monitoring mechanisms [2].

	Step 
	Description
	Tools 

	Identify assets
	Inventory systems
	CMDB

	Enforce IAM
	MFA, RBAC
	Azure AD

	Monitor
	SIEM
	Splunk



IN HEALTHCARE AI SYSTEMS, ZTA IS PARTICULARLY RELEVANT FOR SEVERAL REASONS:
HIGH-VALUE SENSITIVE DATA: PATIENT RECORDS, DIAGNOSTIC IMAGING, AND RESEARCH DATASETS ARE PRIME TARGETS FOR CYBERCRIMINALS.
COMPLEX IT ECOSYSTEMS: HOSPITALS OFTEN OPERATE A MIX OF LEGACY IT INFRASTRUCTURE, CLOUD-BASED AI APPLICATIONS, AND IOT DEVICES SUCH AS CONNECTED INFUSION PUMPS OR WEARABLE MONITORS.
DYNAMIC ACCESS REQUIREMENTS: AI WORKFLOWS MAY REQUIRE TEMPORARY ACCESS TO SENSITIVE DATASETS BY CLINICIANS, DATA SCIENTISTS, OR EXTERNAL COLLABORATORS.
REGULATORY COMPLIANCE: GDPR, DORA, AND NIS2 MANDATE STRICT CONTROLS FOR IDENTITY VERIFICATION, DATA ACCESS, AND AUDITABILITY.
UNLIKE TRADITIONAL SECURITY FRAMEWORKS, ZTA DOES NOT RELY ON A HARDENED PERIMETER. INSTEAD, IT INTEGRATES MULTIPLE TECHNOLOGIES AND POLICIES TO ENSURE THAT EVERY INTERACTION WITH SENSITIVE DATA IS VERIFIED, MONITORED, AND RESTRICTED ACCORDING TO PREDEFINED PRINCIPLES.


Principles of Zero Trust

A. Identity Verification
Identity verification is central to ZTA. Every user, device, or AI service requesting access must be authenticated and continuously re-validated throughout the session. Multi-Factor Authentication (MFA), hardware tokens, biometrics, and device certificates are common tools to enforce identity verification. For example, a radiology AI system analysing CT scans should authenticate both the system and the clinician accessing the results to prevent unauthorized access. Continuous verification also helps detect compromised accounts or devices in real time.

B. Least Privilege Access
The principle of least privilege dictates that users and systems should be granted only the access necessary to perform their tasks. Role-Based Access Control (RBAC) and Attribute-Based Access Control (ABAC) enforce this principle by dynamically adjusting access permissions based on context, role, or risk profile. In practice, a data scientist conducting AI model training on anonymized patient data should not have access to live EHRs, reducing the risk of accidental or malicious data exposure.

C. Continuous Monitoring
Continuous monitoring involves real-time observation of all user and system activity. Security Information and Event Management (SIEM) platforms collect logs, analyze patterns, and trigger alerts when anomalies are detected. In healthcare AI systems, continuous monitoring can detect unusual access patterns, suspicious AI model queries, or unusual data transfers, enabling rapid response and compliance reporting.

D. Micro-Segmentation
Micro-segmentation divides networks into isolated zones to limit lateral movement by attackers. In a hospital network, for instance, AI workloads analysing patient imaging data can be segmented from administrative systems. Even if a ransomware attack compromises one segment, other critical operations remain protected. Micro-segmentation also simplifies policy enforcement for sensitive AI workflows.
These principles are aligned with modern cybersecurity frameworks and are widely supported by recent research in distributed and cloud-based systems [3], [4].

V. Technologies Supporting Zero Trust
ZTNA (Zero Trust Network Access): Provides secure, identity-driven access to specific applications without exposing the entire network.
MFA (Multi-Factor Authentication): Enhances authentication security with multiple verification factors.
SIEM (Security Information and Event Management): Aggregates logs, detects anomalies, and facilitates real-time threat response.
EDR (Endpoint Detection and Response): Monitors endpoints, including IoT medical devices, for suspicious behaviour and automates containment.
DLP (Data Loss Prevention): Prevents exfiltration of sensitive patient data through automated monitoring and policy enforcement.
SASE (Secure Access Service Edge): Combines cloud networking and security to enforce consistent policies across distributed AI systems.
A practical example: MediTrust Analytics Ltd could implement ZTNA to allow researchers temporary access to AI model endpoints while continuously monitoring their activity through SIEM. Any anomalous behavior triggers automated containment via EDR, ensuring no sensitive patient data is exposed.
These technologies form the foundation of Zero Trust implementation and are essential for enforcing identity-based access control in modern environments [5].

1. Traditional Security vs Zero Trust
	Aspect
	Traditional Security
	Zero Trust Security

	Network perimeter
	Focused on perimeter defenses, implicit trust internally
	No implicit trust verify every access

	Access control
	Static, role-based
	Dynamic, context-aware, least privilege enforced

	Monitoring
	Reactive, periodic
	Continuous, proactive with real-time alerts

	Cloud readiness
	Limited, designed for on-premises systems
	Cloud-native, hybrid, and multi-cloud ready

	Compliance
	Partial, extra controls required
	Integrated support for GDPR, DORA, NIS2



           VII.  Implementation Challenges
Implementing Zero Trust in healthcare AI is not trivial and introduces several challenges such as cost, complexity, and integration with legacy systems [6].
Cost: Deploying ZTNA, SIEM, EDR, and DLP involves significant investment. Training staff adds additional expense.
Complexity:  Policy design, network segmentation, and tool integration can be technically challenging.
Legacy systems: Many hospitals still use outdated EHRs and medical devices incompatible with modern Zero Trust tools.
Cultural adoption: Staff must understand and adhere to new policies; bypassing controls undermines security.
A phased approach is recommended: begin with high-risk areas (e.g., AI data pipelines), integrate monitoring, then extend Zero Trust across the network.
Cost and Resource Considerations
Implementing Zero Trust comes with significant costs for MediTrust. Advanced technologies such as ZTNA, SIEM, EDR and DLP require licences, integration work and, at times, infrastructure upgrades. A multi‑cloud environment adds further complexity. The organisation also needs well‑trained specialists, and developing these skills increases operational spending. Even so, the long‑term benefits are clear. Strong security reduces the likelihood of breaches, fines and reputational harm, which is crucial in healthcare. A phased approach is the most sustainable option, beginning with high‑risk areas such as AI data pipelines and systems handling sensitive patient information.

	Challenge
	Impact
	Mitigation

	Cost
	High
	Phased rollout

	Legacy systems
	Medium 
	API wrappers



VIII. Benefits for Modern Organisations
1.Improved security posture: Reduces breach probability and limits lateral movement.
2. Regulatory compliance: Facilitates GDPR, DORA, and NIS2 adherence.
3.  Operational resilience: AI workflows remain secure even under attack.
4. Data protection: Safeguards sensitive patient records and AI-generated insights.
5.  Visibility and control: Real-time monitoring enables faster incident response.
 For MediTrust, these benefits translate into increased trust from patients, regulators, and partners.
IX.  Critical Evaluation
While ZTA is highly effective, several studies highlight that its success depends on correct implementation and organizational maturity [6]. Misconfigured policies or insufficient monitoring may create security gaps. Additionally, the cost and complexity of deployment can be significant barriers, particularly for smaller organizations [6].
Comparative Analysis: Zero Trust vs Traditional Security
Comparing Zero Trust with traditional security highlights clear differences. Traditional models rely on perimeter defences and assume internal users can be trusted, which makes them cheaper and easier to deploy. Yet this approach struggles in modern environments shaped by cloud services, remote work and third‑party access. Zero Trust removes implicit trust and verifies every request, reducing insider threats and limiting lateral movement, though it can add complexity and interrupt user flow. Scalability is another factor: traditional systems adapt poorly, while Zero Trust suits hybrid and cloud‑native setups. Smaller organisations may still face resource challenges, making a gradual, hybrid transition more realistic.
While ZTA is highly effective, there are limitations:
Effectiveness depends on implementation quality. Misconfigured policies can leave gaps.
High cost and resource demand may challenge smaller healthcare providers.
Legacy integration challenges require creative solutions.
Human factor risks: Staff must follow new procedures; otherwise, the system is compromised.
Regulatory alignment: ZTA supports compliance, but organizations still need formal documentation, audit procedures, and continuous review.
A practical recommendation for MediTrust is a risk-based, phased deployment: prioritize high-value data, integrate monitoring and automation, and gradually extend Zero Trust principles across the organization.

X.  Outlook
Healthcare AI will continue to expand, with edge devices, IoT, and AI-powered decision support becoming ubiquitous. Zero Trust frameworks must evolve to include:
AI-driven behavioural monitoring for anomaly detection
Integration with federated learning systems while protecting patient privacy
Automated policy adjustments based on risk scoring
Adaptation to emerging regulations and standards in global healthcare
XI.  Conclusion
Zero Trust Architecture represents a paradigm shift in healthcare cybersecurity. By continuously verifying identity, enforcing least privilege, segmenting networks, and monitoring activity, ZTA protects sensitive AI workflows and patient data. For MediTrust Analytics Ltd, a phased, tailored Zero Trust deployment ensures both security and regulatory compliance. Beyond technology, ZTA requires organizational culture change, continuous education, and proactive governance. Implemented effectively, Zero Trust strengthens operational resilience, patient trust, and overall cybersecurity posture.
Future developments in Zero Trust include integration with artificial intelligence, federated learning, and adaptive risk-based access control models, which are expected to further enhance security in complex environments [5], [6].


















Task 2 Case Scenario
1.1 Introduction
MediTrust Analytics Ltd runs in a highly sensitive sector where large volumes of clinical data are collected, analysed, and stored in cloud infrastructure. The company develops AI-powered decision support systems that help hospitals and healthcare providers in clinical diagnostics and patient monitoring. While these technologies bring significant benefits to healthcare delivery, they also introduce substantial security and compliance challenges. Medical records, diagnostic imaging, and real-time IoT monitoring data are some of the most valuable and sensitive forms of personal information. Any breach involving such data could lead not only to regulatory penalties but also to serious harm to patients and loss of trust from healthcare partners.
The organisation is expanding its operations within the European Union. As a result, it must ensure compliance with several important regulatory frameworks including the General Data Protection Regulation (GDPR), the Digital Operational Resilience Act (DORA), and the NIS2 Directive. These regulations place strict requirements on organisations that process critical or sensitive information, particularly those running within digital and healthcare infrastructures.
At the same time, MediTrust’s operational model introduces additional complexity. The company relies heavily on multi-cloud environments and collaborates with remote developers, external research partners, and clinical analysts. This hybrid ecosystem increases the attack surface and creates new risks related to identity management, supply-chain vulnerabilities, and cloud misconfigurations.
To address these challenges, MediTrust plans to set up a dedicated information security unit based on Zero Trust principles. The Zero Trust model assumes that no user, device, or system should be trusted by default, even when operating inside the network. Instead, every access request must be continuously verified and watched.
These challenges highlight the need for a structured security framework aligned with modern standards such as Zero Trust Architecture [1].
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1.2 Organisational Structure for the New Security Unit 
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Figure 1: Organizational Structure for the New Security Unit
The proposed organisational structure ensures clear separation of responsibilities while maintaining effective collaboration between teams. The Chief Information Security Officer (CISO) provides strategic leadership and ensures alignment with business objectives and regulatory requirements.
The Cloud Security Architect is responsible for designing secure cloud environments, focusing on segmentation, encryption, and identity-based access control. This role is critical due to MediTrust’s reliance on cloud infrastructure. The DevSecOps Lead ensures that security is integrated into the software development lifecycle. This includes automated testing, vulnerability scanning, and secure deployment practices.
The Compliance and Risk Officer oversee adherence to GDPR, DORA, and NIS2, ensuring that all processes meet regulatory standards. This role also manages risk assessments and audit processes.
Security Analysts and the Security Operations Manager form the operational core of the security unit. They monitor systems, investigate threats, and respond to incidents in real time.
A key step in strengthening MediTrust’s security posture is the creation of a dedicated information security structure. The company needs a governance model capable of managing cloud security, secure software development, regulatory compliance, and incident response.

	Role
Role
	Responsibilities

	Chief Information Security Officer (CISO)
	Strategic leadership of the security programme

	Cloud Security Architect
	Design and security of multi-cloud infrastructure

	DevSecOps Lead
	Integration of security into software development

	Security Operations Manager
	Monitoring, detection, and response

	Compliance & Risk Officer
	Regulatory compliance and risk management

	Security Analysts
	Security monitoring and threat investigation




Cloud Security Architect
The Cloud Security Architect plays a critical role due to MediTrust’s heavy reliance on multi-cloud services. This role focuses on designing secure cloud environments, implementing network segmentation, enforcing identity-based access control, and ensuring proper configuration of cloud services. The architect also works closely with development teams to ensure that AI workloads and data pipelines are securely deployed.
The DevSecOps Lead integrates security practices directly into the software development lifecycle, because MediTrust develops AI-driven applications, secure coding and software supply-chain protection are essential. The DevSecOps Lead is responsible for implementing automated security testing, dependency scanning, and container security within CI/CD pipelines.
Together, these roles ensure that security is not treated as an afterthought but becomes embedded in both infrastructure and development processes.

1.3. Security Policies and Procedures
Policies and procedures are essential components of a structured security programme. For MediTrust, several specific policies are required due to the nature of its operations.
The implementation of structured security policies is supported by academic research emphasizing governance and risk-based controls in modern cybersecurity frameworks [7].


1.3.1 Policy Risk and Control Mapping
Each security policy implemented by MediTrust addresses specific risks associated with its operational environment.
For example, the AI Usage Policy mitigates risks related to data misuse and model manipulation by enforcing strict data governance and validation procedures. Without such controls, AI systems could be exposed to data poisoning attacks.
Similarly, the Secure SaaS Configuration Policy reduces the risk of data breaches caused by misconfigured cloud services. By enforcing baseline configurations and continuous monitoring, the organization ensures that security settings remain consistent.
The BYOD Policy addresses risks associated with personal devices, such as malware infections and data leakage. Controls such as device encryption, endpoint protection, and remote wipe capabilities significantly reduce these risks.
By linking policies directly to risks and controls, MediTrust creates a structured and measurable security framework.

1.3.2 AI Usage Policy
Artificial intelligence systems require large training datasets that often include sensitive patient information. Without strict governance, these datasets could be misused, improperly shared, or manipulated.
When establishing an AI usage policy, it is essential to have clear rules regarding the data used for training. We must define exactly which datasets are authorised and ensure they are properly anonymised or pseudonymised to avoid any GDPR issues.
Furthermore, it is critical to restrict external data sharing and implement a robust approval process before deploying new models. Finally, we should include regular auditing of the entire training pipeline to ensure everything remains secure and compliant.
This policy ensures that AI development aligns with both ethical standards and data protection regulations.
1.3.3 Secure SaaS Configuration Policy
MediTrust relies on multiple cloud-based SaaS platforms for collaboration, analytics, and infrastructure management. Misconfigured SaaS environments represent a major cause of data breaches.


Establishing a Secure SaaS Policy is vital when we’re dealing with something as sensitive as healthcare records. To start with, we need mandatory configuration baselines because, without a set standard, security becomes too inconsistent across different apps. It’s also obvious that strict access control is a must; you can't just have anyone poking around in private patient files.
Beyond that, the policy must enforce constant logging and monitoring. If a breach happens, those logs are the only way to retrace what went wrong. We also can't ignore data encryption, which needs to be active both at rest and in transit to keep things secure. Finally, doing periodic audits on these configurations is the only way to make sure settings haven't drifted over time. Basically, all these layers work together to stop any accidental leaks of private medical info, which would be a massive liability.

1.3.4 BYOD Policy for Hybrid Workforce
Because MediTrust employs remote developers and analysts, some employees may need to access company systems using their own personal devices. Although this arrangement supports flexible working practices, it also creates potential security risks if those devices are not properly managed. Personal laptops or mobile phones could unintentionally expose sensitive healthcare information if they are lost, infected with malware, or used on unsecured networks. For this reason, MediTrust should introduce a clear Bring Your Own Device policy. The policy should include device registration, approved endpoint protection software, encrypted storage, restricted access based on job roles, and remote wipe functionality if a device is lost or compromised.
2.Compliance with DORA and NIS2
Regulatory compliance is a major requirement for MediTrust’s expansion into the European market.
2.1 DORA Operational Resilience
DORA focuses on ensuring that digital systems supporting critical services remain resilient against disruptions. For MediTrust, this means implementing robust monitoring, incident response, and recovery capabilities.
To comply with the requirements introduced by the Digital Operational Resilience Act (DORA), MediTrust needs to strengthen its operational resilience and ensure that critical services remain available even during cyber incidents. In practice, this means carrying out regular resilience testing to see how systems behave when disruptions or attacks occur. The organisation should also maintain effective incident detection and response capabilities so security teams can identify threats quickly and limit potential damage. Reliable backup and recovery procedures are also essential to ensure healthcare data can be restored if systems are compromised. In addition, MediTrust should continuously monitor third-party ICT providers to confirm they meet appropriate security standards.

2.2 NIS2 Incident Reporting
The NIS2 Directive sets clear and strict requirements for how organizations handle cybersecurity incidents. Companies must be able to detect significant events quickly, notify the appropriate authorities within specific timeframes, maintain robust risk management practices, and ensure the ongoing security of their networks and information systems. For MediTrust, this means the security programme cannot rely solely on manual processes, automated monitoring tools are essential to spot anomalies in real time, while reporting procedures must be streamlined to guarantee timely notifications. By embedding these measures, MediTrust can meet regulatory obligations and respond effectively to emerging cyber threats.
3.  Governance and Security Strategy (NIST CSF 2.0)
MediTrust can use the NIST Cybersecurity Framework (CSF) 2.0 as a foundation, providing clear guidance, the framework is built around five core functions, helping the company organize initiatives, prioritize efforts, and maintain consistent, effective security practices across all operations.
	Function
	Description

	Identify
	Understanding assets, risks, and vulnerabilities

	Protect
	Implementing safeguards and security controls

	Detect
	Monitoring systems for suspicious activity

	Respond
	Managing and mitigating incidents

	Recover
	Restoring operations after disruptions



By aligning its security program with these core functions, MediTrust adopts a structured, methodical approach, ensuring cybersecurity efforts are coordinated, comprehensive, and consistently applied across all operations.
The Identify function involves asset inventory and risk assessment across cloud systems, AI platforms, and IoT devices, the Protect function includes Zero Trust access control and encryption.
The DETECT function relies on monitoring tools such as SIEM platforms, The RESPOND and RECOVER functions focus on incident response plans and disaster recovery capabilities.
This framework guarantees that all security initiatives align with the company’s wider goals, enabling MediTrust to provide dependable healthcare technology services while maintaining robust protection and operational continuity.

4. High-Level Risk Assessment
MediTrust faces several significant security risks due to its technology stack and operational model.
6.1 Software Supply Chain Risks
One major concern involves software supply chain vulnerabilities. The company relies on open-source libraries and external AI frameworks during development. If these dependencies contain vulnerabilities or malicious code, attackers could compromise MediTrust’s systems.
Another risk involves poisoned AI models. Attackers could intentionally manipulate training datasets to influence AI decisions. In healthcare applications, such manipulation could lead to incorrect diagnoses or treatment recommendations.

4.2 To mitigate these risks, MediTrust should implement:
To reduce the risks associated with the software supply chain and AI development processes, MediTrust should introduce several practical security controls. For example, automated dependency scanning can help identify vulnerable or outdated software libraries before they are integrated into the development environment. The organisation should also maintain a Software Bill of Materials (SBOM) to provide visibility into all components used within its applications. In addition, training datasets used for AI development must be verified to ensure they have not been manipulated or poisoned. Integrity checks for AI models should also be implemented to confirm that deployed models remain trustworthy and have not been altered during deployment or updates.
Cloud infrastructure misconfigurations are another significant threat. Improperly configured storage buckets, databases, or identity permissions could expose sensitive medical data to the public internet.
To reduce this risk, MediTrust should adopt automated configuration monitoring and enforce secure infrastructure templates.
These risks are consistent with findings from recent studies on software supply chain vulnerabilities and AI security threats [6].

5. Disaster Recovery Planning for Ransomware Attacks
Ransomware represents one of the most serious threats facing technology companies today. If attackers successfully encrypt MediTrust’s AI training datasets or source code repositories, the organisation could experience severe operational disruption. Effective incident response and recovery strategies are essential components of modern cybersecurity frameworks and are strongly recommended in Zero Trust environments [2].
An effective disaster recovery strategy must include the following components:
5.1 Secure Backup Strategy
Regular backups should be stored in isolated environments to prevent attackers from encrypting them during an attack. Backup copies should be encrypted and tested periodically.
5.2 Rapid Incident Response
When ransomware activity is detected, security teams must immediately isolate affected systems. Automated response mechanisms can help contain the attack before it spreads to additional infrastructure.
5.3 Recovery Procedures
Once a ransomware attack has been contained, the immediate priority is to restore affected systems from verified, clean backup copies. Recovery procedures should focus first on the organization’s most critical services, such as AI model training pipelines and clinical decision support platforms, ensuring they resume without interruption. Each system must be carefully inspected before going online to confirm that no malware remains. Following a structured, methodical approach minimizes downtime and prevents further issues. By prioritizing essential functions and adhering to clear recovery steps, organizations can quickly restore operations, protect data integrity, and maintain overall resilience during crises.
5.4 Testing and Simulation
Regular testing of disaster recovery plans is essential to ensure teams are truly prepared for ransomware attacks. Simulated exercises create realistic scenarios where staff can practice responding calmly and efficiently, refining both technical steps and communication strategies. These drills help uncover hidden weaknesses in current procedures, allowing adjustments before a real incident occurs. Experiencing these situations in a controlled environment builds confidence, so employees know how to act quickly under pressure. Beyond technical readiness, simulations strengthen teamwork and decision-making. By committing to frequent exercises, organizations reinforce resilience, safeguard critical systems, and improve overall preparedness for unexpected cyber emergencies.
6. Protection Mechanisms and Security Controls
The final component of the security program is centered on deploying modern protection technologies that embrace Zero Trust principles, by continuously verifying users and devices, this approach limits exposure to potential threats, it  ensures that access is strictly controlled, helping teams maintain security and always protect critical systems.


6.1 Cloud Security Posture Management (CSPM)
CSPM tools keep a constant watch over cloud environments, spotting misconfigurations and potential vulnerabilities early, so when something looks insecure, they send automated alerts immediately, so teams can act fast, in this way, issues are fixed before causing problems, helping maintain strong security and keeping systems running smoothly.
6.2 Security Information and Event Management (SIEM)
SIEM platforms gather and analyze logs from across an organization’s entire infrastructure, creating a centralized view of system activity. By connecting events from multiple sources, they can spot unusual patterns that might indicate suspicious behavior or early signs of a cyberattack. This correlation allows teams to respond more quickly, investigating anomalies before they escalate into serious incidents. Alerts generated by the platform guide security staff toward potential threats, helping prioritize actions. By continuously monitoring, analyzing, and contextualizing data, SIEM tools provide visibility into complex environments, enabling organizations to maintain strong security, detect risks early, and reduce potential impact.
6.3 Endpoint Detection and Response (EDR)
EDR solutions monitor endpoints such as laptops and servers for malicious activity. Advanced EDR platforms can automatically isolate compromised devices to prevent lateral movement.
6.4 Phishing-Resistant Multi-Factor Authentication
Traditional password-based authentication is vulnerable to phishing attacks. MediTrust should adopt phishing-resistant MFA methods such as hardware security keys or biometric authentication.
These mechanisms reinforce the Zero Trust principle that every access request must be verified and continuously monitored.

Zero Trust security controls ensure that access to organizational resources is continuously verified. Instead of assuming that internal users are trusted, every access request must pass multiple verification steps including identity validation, device compliance checks, and contextual risk analysis. 

7. FlowChart Zero Trust Access Control Flow for MediTrust
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Figure 4: Flowchart Zero Trust Access Control Flow for MediTrust

As illustrated in Figure 4, when a user attempts to access MediTrust systems, the request first passes identity verification using single sign-on and multi-factor authentication. The system then evaluates the security posture of the device requesting access. If the device does not meet security requirements, access is denied and a security alert is generated. When the device passes the compliance check, contextual risk analysis is performed before the Zero Trust policy engine decides whether access should be granted. Even when access is approved, permissions are restricted to the minimum necessary level, and all user activity is continuously monitored using SIEM and endpoint detection technologies.
8. Incident Response Lifecycle in MediTrust
An effective incident response strategy is essential for minimizing the impact of cyberattacks, MediTrust should adopt a structured lifecycle approach consisting of five key stages.
The first stage is detection, where monitoring systems such as SIEM identify potential threats. This is followed by containment, where affected systems are isolated to prevent further spread.
The third stage is eradication, which involves removing malicious code and eliminating vulnerabilities. Once the threat is neutralized, the organization proceeds to recovery, restoring systems from secure backups.
Finally, the lessons learned stage ensures continuous improvement, security teams analyse the incident to identify weaknesses and update policies accordingly.
This lifecycle ensures that MediTrust can respond quickly and effectively to cyber threats while maintaining operational continuity.

9.  Conclusion
MediTrust Analytics Ltd operates in a fast-paced, technology-driven environment, handling large volumes of sensitive healthcare data. As the company expands into the European Union, it faces not only strict regulatory requirements but also increasingly sophisticated cyber threats. Addressing both challenges requires a security programme that is practical, flexible, and easy for teams to follow.
At the heart of the approach is a Zero Trust architecture combined with a dedicated information security unit. This setup ensures that security isn’t an afterthought but is embedded into every layer of operations. To make this work, specialized roles like a Cloud Security Architect and a DevSecOps Lead have been introduced. These positions help integrate strong security practices into both infrastructure management and software development. Policies are updated to handle real-world risks, covering AI data use, SaaS configuration, and secure use of personal devices in a hybrid workforce.
Regulatory compliance is woven into the programme. By enhancing monitoring, incident reporting, and resilience planning, MediTrust can meet the demands of DORA and the NIS2 Directive. The NIST Cybersecurity Framework provides a clear roadmap, connecting security efforts with the company’s broader objectives and ensuring that every initiative serves a purpose.
Risk assessments reveal potential vulnerabilities in software supply chains and cloud configurations. Automated scanning and continuous configuration monitoring, combined with secure development practices, allow teams to address these issues before they become serious. On the technical side, tools like CSPM, SIEM, EDR, and phishing-resistant authentication form a solid foundation, supporting Zero Trust principles and keeping sensitive systems protected.
 MediTrust can protect intellectual property, secure patient data, and maintain regulatory compliance, all while continuing to grow its healthcare technology services. By combining strategy, clear roles, and modern technology, the company builds a resilient defense capable of adapting to new cyber threats as they emerge.
Overall, Zero Trust Architecture provides a robust framework for addressing modern cybersecurity challenges, particularly in data-intensive sectors such as healthcare [1], [7].
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