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I. [bookmark: _Toc197999037]Introduction:
In this coursework, the author has undertaken the task of configuring and managing network services across two distinct networks: Swansea and Cardiff. The primary objectives include setting up Routing and Remote Access Services, configuring Site-to-Site VPNs, creating domains and user accounts, managing DNS and DHCP services, and ensuring network connectivity and security. This document provides a detailed account of the steps taken to achieve these objectives, along with screenshots to illustrate the process.


II. [bookmark: _Toc197999038]Swansea Network.

1. [bookmark: _Toc197999039]Creating roles
Description: This screenshot demonstrates the initial setup of roles required for the network configuration. The roles include Routing and Remote Access, DNS, DHCP, and Active Directory Domain Services.
[image: ]

2. [bookmark: _Toc197999040]Creating forest
Description: Here, the author created a new forest named aliu.acca to establish the domain structure for the Swansea network. This involved configuring the domain controller and setting up the necessary DNS records.
[image: ]
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3. [bookmark: _Toc197999041]Creating users:
Description: This screenshot shows the creation of user accounts within the aliu.acca domain. The SAM Account Names were generated using the first letter of the first name followed by a dot and the last name, as specified.
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4. [bookmark: _Toc197999042]Routing and remote access services:
Description: This image illustrates the installation and configuration of Routing and Remote Access Services on the S-DC server, including the modification of firewall rules to allow ICMP traffic.
[image: ]
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5. [bookmark: _Toc197999043]Promoting the S-DC server to act as a router
Description: The screenshot shows the promotion of the S-DC server to act as a router, with NAT interfaces configured for internal and external traffic.[image: ]
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· New interface for the VPN Swansea and Cardiff
[image: ]
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6. [bookmark: _Toc197999044]Configuring Site-to-Site VPN
This image captures the setup of a Site-to-Site VPN between Swansea and Cardiff networks using WireGuard for enhanced security and simplicity.
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· Wire guard fail to install because system clock is behind the server’s timestamp.  
[image: ]
· Current system time will be checked and synced using NPT (network time protocol) 
[image: ]
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· Wire guard has been installed now.
[image: ]

· Wire guard config on Debian
[image: ]

· Wire guard is not up and running on Debian, troubleshooting steps:
[image: ]

· It is working now.
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· Allowing UDP on windows server
[image: ]
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· Same for the outbound rules
[image: ]
· Allowing ICMPv4
[image: ]
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· Wire guard is all set and pinging
[image: ] 
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· Reverse lookup zone will be created first for Servers and clients 
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7. [bookmark: _Toc197999045]Creating DNS Records.
Description: The screenshot demonstrates the creation of A records and PTR records for all servers and clients within the specified IP ranges.
[image: ]
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8. [bookmark: _Toc197999046]Mounting Second Disk Drive.
Description: This image shows the mounting of a second disk drive to D:\SwanseaFiles for file storage and sharing.
[image: ] 
[image: ]
9. [bookmark: _Toc197999047]Configuring DHCP Services.
Description: The screenshot illustrates the configuration of DHCP services, including the setup of IP address ranges and other DHCP options.

[image: ]

· Scope config
[image: ]
10. [bookmark: _Toc197999048]Joining ClientS1 to Domain
Description: This image captures the process of joining ClientS1 to the aliu.acca domain and assigning it a DHCP IP address.
[image: ]

· Assigning clients1 with DHCP IP address.
[image: ]
· ClientS1 is not getting IP address from the S-DC server
[image: ]

· ClientS1`is now getting its IP, DNS and gateway from the DHCP successfully.
[image: ]


III. [bookmark: _Toc197999049]Cardiff Network

11. [bookmark: _Toc197999050]Modifying Firewall Rules in Cardiff Network.
 Description: The screenshot shows the modification of firewall rules in the Cardiff network to allow ICMP traffic and enable IPv4 forwarding.
[image: ]

Servers can ping each other 
[image: ]
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· Clients1 to Clientc1 are not pinging, so the IP address of the wireguard have been changed.
[image: ]
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· The external Ips are reachable but routing to internal is not fully working yet
[image: ] 
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· Will enable IP forwarding on S-Dc
[image: ]
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2.3 Debian client is not fully connected to the network or internet, so it can't join the domain or complete further tasks.
[image: ]

12. [bookmark: _Toc197999051]Configuring DHCP Services in Cardiff Network.
Description: This image illustrates the configuration of DHCP services in the Cardiff network, including the setup of IP address ranges and other DHCP options. 
[image: ]
[image: ]

IV. [bookmark: _Toc197999052]Conclusion:
This coursework involved comprehensive network configuration and management tasks across Swansea and Cardiff networks. By following the outlined steps, the author successfully installed and configured essential services, established secure VPN connections, managed DNS and DHCP settings, and ensured seamless network connectivity. The screenshots provided offer a visual representation of each step, highlighting the practical implementation of theoretical concepts. 
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rootecompet itor: shomescompet itor# sudo ntpdate time.google.com
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rootecompet itor: /home/competitor# sudo ntpdate time.google.com
2025-05-09 21:01:38.145101 (+0100) +0.002084 +/- 0.006403 time.google.com 216.239.35.12 s1 no-leap
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jrootécompet itor:/home/compet itor# sudo apt update &% sudo apt install wireguard -y
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[Reading package lists... Dane
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[The following additional packages will be installed
wireguard-tonls
suggested packages:
openresoly | resolvconf
[The following NEW packages will be installed
wireguard wireguard-tools
o upgraded, 2 newly installed, 6 to remove and S8 not upgraded
ieed to get 95.5 kB of archives
Jpfter this operation, 346 kB of additional disk space will be used
Jpet: 1 https://ftp.debian.org/debian bookuorm/main amded wireguard-tools amded 1.0.20210914-1+b1 [67.6 KE
Get:2 https://ftp.debian.org/debian bookuorn/main amdsd wireguard all 1.0.20210914-1 [8,216 B
[Fetched 35.5 kB in 6s (1,724 kB/s
selecting previously unselected package wireguard-tools.
(Reading database ... 28214 files and directories currently installed.
fPreparing to unpack ... /wireguard-tools_1.6.26216914-1+h1_and64.deb ..
junpack ing wireguard-tools (1.6.26210914-1+h1,
fselecting previously unselected package wireguard.
fPreparing to unpack ... /uireguard_1,0.20210314-1_all.deb ..
urpack ing wireguard (1.0.20210914°1) ..
Jsetting up wireguard-tools (1.0.20210314-1+b1
ug-ouick. target is a disabled or a static unit, not starting it
setting up wireguard (1.0.20210914-1
Frocessing triggers for man-db (2.11.2-2
oot aconpet itor: /home/compet itor#
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il Cserver (Runin

Fie  Machine Input _Devi
GhU

PrivateKey = GEZTNDNEUUCHUBHMUT izkOE+ivhIKDOVfGRINGY1sMI=
Address = 172.16.0.2/24
ListenPart = 51820

Publickey = 2su32dz0shySXu77UgaVicPL+1KC4Y 1B TNGE L0 oM
Endpoint = 212.219.61.254:51820

AllowedIPs = 192.168.1.0/24, 172.16.0.1/32
Persistenkeepalive = 25
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Running]

Debian GNU/Linux 12 competitor ttyl

competitor login: competitar tiyl
Passuord:

Login incorrect
competitor login: competitor

Passuord:

Linux competitor 6.1.0-29-amd6é #1 SMP PREEMPT_DYNAMIC Debian 6.1.123-1 (2025-01-02) x86_64

The programs included with the Debian GNU/Linux sustem are free softuare;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/x/capyright.

Debian GNU/Linux comes with ABSOLUTELY ND HARRANTY, to the extent
permitted by applicable lau

Last login: Fri May 9 15:06:24 BST 2025 on ttyl

Compet itor@comet itor:™$ sudo g

[sudo] password for cometitor:

Compet itor@compet itor:~$ sudo g

compet itorecompet itor: ™S sudo wg show

compet Ltor@conpet itor: s 1s /etc/wireguard/

Is: cannot open directory 'etc/wireguards': Permission denied
compet Ltor@compet itor:™s ip link show ugo

Pevice "wgo" does not exist.

compet Ltor@eompet itor: ™% sudo ug-guick up weo

ug-quick: /etc/wireguard/wge.conf’ does not exis

compet Ltor@compet itor:™s /etc/uireguard/uge.conf

-bash: /etc/wireguard/uga.conf: Permission denied

compet Ltor@compet itor: ™% sudo 1s /etc/wireguard/

privatekey publickey uwgu.com

compet itor@compet itor: ™
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Jcompet itorecompet itor:™$ sudo cat /etc/wireguard/uge.conf
[sudo] passuord for competitor:

[Interface]

JPrivatekey = GEgTnOneuUCHYBAMUTizkQE+ivh TKDOYf GRINGY 1sMI=
fpdress = 172.16.0.2/24

ListenPort = S1820

[Peer]

Publickey = 2sw32dz0sbySKuT7Un3VCP 1+1KC4y 1B TNGE 107oHU=
[Endpaint = 212.219.61.254:51820

JllowedIPs = 192.168.1.0/24, 172.16.0.1/32
Persistentkeepalive = 25

jcompet itorecompet itor:™$ sudo wg-guick up wge
[#] ip link add wgo tupe wireguard

[#] wg setconf wge /dev/fd/63

[#] ip -4 address add 172.16.0.2/24 dev ugo
[#] ip link set mtu 1420 up dev ugo

[#] ip -4 route add 192.168.1.6/24 dev wge
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[k Default Gateway .

[Ethernet adapter Ethernet 4:

Connection-specific DNS Suffix . : soac.local
Link-local TPv6 Address . . . . . : fege::b103:3204:1035:ac36%5
IPv4 Address. . . . . . . .. ..:10.0.5.15

Subnet Mask . . . . . . . ....: 255.255.255.6

Default Gateway . . . . . . . . . : 10.6.5.2

:\Users\Adninistrator>ping 172.16.6.2

pinging 172.16.6.2 with 32 bytes of data:
Request timed out.

ping statistics for 172.16.0.2
- 1, Received = @, Lost = 1 (100% loss),

:\Users\Adninistrator>tracert 172.16.6.2
:\Users\Adninistrator>ping 172.16.6.2

pinging 172.16.6.2 with 32 bytes of data:
Request timed out.

ping statistics for 172.16.0.2:
- 1, Received = @, Lost = 1 (100% loss),

:\Users\Adninistrator>ping 210.163.5.2

pinging 210.103.5.2 with 32 bytes of data:
216.103.5.2 2 timecins TTL-64
216.103.5.2 2 time=ins TTL-64
216.103.5.2: 2 timecins TTL-64
216.103.5.2: bytes=32 time<ims TTL-64

ping statistics for 216.163.5.2:
Packets: Sent = 4, Received = 4, Lost = © (6% loss),
ppproximate round trip times in milli-seconds:
Minimum = @ms, Maximum = ims, Average = 6ms

:\Users\Administratorso

045
)
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T .,
[#] wg setconf wge /dev/fd/63
[#] ip -4 address add 172.16.0.2/24 dev ugo
[#] ip link set mtu 1420 up dev ugo
[#] ip -4 route add 192.168.1.0/24 dev ugo
competitor@competitor:™$ sudo wg shouw
interface: ugo
public key: YVD12BYOTGHCS3iHBOIVPD jbeduxTzEtfHONTLBAgHA=
private key: (hidden)
Listening port: 51820

peer: 2su32dz0shySKuTTUN3VCP 1+1KC4y 1B TNGE 1070HU=
endpoint: 210.103.5.1:51820
allowed ips: 192.168.1.6/24, 172.16.0.1/32
transfer: 0 B received, 1.01 KiB sent
persistent keepalive: every 25 seconds
compet itor@competitor:™$ suda wg shouw
interface: ugo
public key: YVD12BYOTGHCS3iHBOIVPD jbeduxTzEtfHONTLBAgHA=
private key: (hidden)
Listening port: 51820

peer: 2su32dz0shySKuTTUN3VCP 1+1KC4y 1B TNGE 1070HU=

endpoint: 210.103.5.1:51820

allowed ips: 192.168.1.6/24, 172.16.0.1/32

transfer: © B received, 8.67 KiB sent

persistent keepalive: every 25 seconds
competitor@competitor:™$ ping 210.103.5.1
PING 210.103.5.1 (210.103.5.1) 56(84) hutes of data.
64 bytes from 210.103.
64 bytes from 210.103.
64 bytes from 210.103.
64 bytes from 210.103.
64 bytes from 210.103.
64 bytes from 210.103.
64 bytes from 210.103.
64 bytes from 210.103.
64 bytes from 210.103.
64 bytes from 210.103.
64 bytes from 210.103.
64 bytes from 210.103.
64 bytes from 210.103.
64 bytes from 210.103.
64 bytes from 210.103.
c64 butes from 216.103.5.1

.498 ms
.59 ms
.09 ms

.25 ms
29 ms

icmp_seg=16 tt .516 ms

64 bytes from 210.163.5.1: icmp_seq=17 tt1=128 time=1.45 ms
t

- 210.103.5.1 ping statistics ---
17 packets transmitted, 17 received, 0% packet loss, time 16095ms
rtt min/ave/max/mdev = 0.498/1.342/2.323/0.456 ms

compet itorecompetitor:~s
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New Zone Wizard

Reverse Lookup Zone Name

Areverse lookup zone translates [P addresses nto DS names.

v

Todentiy the reverse lockup zone, type the network ID or the name of the zone.

©lywork

iz 16 1

The network ID s the portion of the IP addresses that belongs to this zone. Enter the.
network ID n s nomal (not reversed) order.

1f you use 5 o in the network ID, it wil appear in the zone name. For example,
network ID 10 woud create zone 10.11-addrarpa, and network ID 10.0 would create:

Zone 0. 10.n-2ddr arpa.
OReverse lookup zone name:
1.16.172.n-addr 2rpa

<Back
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New Zone Wizard

Completing the New Zone Wizard

You have successfuly completed the New Zone Wizard. You
specifed the following settings:

Neme: 116, 172.n-2ddr arpa
Type:  Actve DirectoryIntegrated Primary.
Lookptype:  Reverse

Note: You should now add records to the zone or ensure
that records are updated dynamicaly. You can then verify
name resolution using nsiookup.

To dose this wizard and reate the new zone, cick Frish.

<Back Fiish Cancel
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New Zone Wizard

Completing the New Zone Wizard

You have successfuly completed the New Zone Wizard. You
specifed the following settings:

Neme:  1.1.10.n-addr.arpa
Type:  Actve DirectoryIntegrated Primary.
Lookptype:  Reverse

Note: You should now add records to the zone or ensure
that records are updated dynamicaly. You can then verify
name resolution using nsiookup.

To dose this wizard and reate the new zone, cick Frish.

<Back Fiish Cancel
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New Zone Wizsrd
Completing the New Zone Wizard

You have successfuly completed the New Zone Wizard. You
specifed the following settings:

Neme: 1,168, 152.n-2ddrarpa

Type:  Actve DirectoryIntegrated Primary.

Lookptype:  Reverse

Note: You should now add records to the zone or ensure
that records are updated dynamicaly. You can then verify
name resolution using nsiookup.

To dose this wizard and reate the new zone, cick Frish.

<Back
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New Simple Volume Wizard

Assign Drive Letter or Path
For easier access, you can assign a dive leteror dive path to your patiion

O Assign the following drive etter: E v
@ Mount in the following empty NTFS foider:

O Do not assign a dive letter or dive path

<Back Next>
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Stbnetmask: [ 255 255 255 0

<Back (5 Cancel





image49.png
System Propertes x

Computer Name/Domein Changes X

You can changs the name and the membership of this Pomputer
‘computer. Changes might afect access to network resources.

Computer name: s
[DESKTOP85H72TH

Full computer name:
DESKTOP-85H72TH .acca

® Domain:
[auacea =

O Workgroup:

oK Cancel





image50.png
I Network Connections

- o x
4 I < Network and Interet > Network Connections v »
. e e fon _ Rename this connection _ » - m
@ Etheret Properties - -
N Internet Protocol Version 4 (TCP/IPvd) Properties x
Networking
General | Aternate Confiuraton
Connect using
You can get IPsettings assigned automatial f your network supports
5 Itel) PRO/1000 MT Desktop Adapter this capabiit. Otherwise, you need to ask your network administrator
for the spproprite P settngs.
Corfigure..

“This connection uses the folwing fems: @ Obtain an P address automatcaly

oos Fast O use the folowing 1P adress:

2. Intemet Protocol Version 4 (TCP/IPvé)

(0] s Mirosoft Network Adapter Mtplexor Protocol S
2. Microsof LLDP Protocol Drver

1P address:

Default gateway:

V|| ®obtain DS server address automatcaly
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crosoft Windows [Version 16.
(c) Microsoft Corporation.

C:\Users\Administrator>ipconfig /all

tindows TP Configuration

Host Name .
Primary Dns Suffix’
Node Type . . .

Ip Routing Enabled.
WINS Proxy Enabled.

DNS Suffix Search List.

cthernet adapter Ethernet 2:

Connection-specific DNS Suffix
Description .

Physical Address.

DHCP Enabled.
Autoconfiguration Enabled .
Link-local IPv6 Address .
1Pv4 Address.

Subnet Mask .

Lease Obtained.

Lease Expires .

Default Gateway .

DHCP Server .

DHCPYV6 TAID .

DHCPYV6 Client DUID.

DNS Servers .

NetBIOS over Tcpip.

C: \Users\Administrators,

-19045.2606]
ALl rights reserved.

: DESKTO!

aliu.a

No

: aliu.a

: aliu.a

Intel(l
08-06.
Yes

172.16
255.25;
11 May
19 May

172.16.
172.16.

302514:
00-01-

: 10.0.5

192.16¢
192.16¢

172.16.
: Enable

P-85H72TH
cca

cca

cca
R) PRO/1060 MT Desktop Adapter #2
27-86-45-27

+:8b:1b8b: 6C1e:1362%9 (Preferred)

.1.16(Preferred)
5.255.6

2025 15:52:33

2025 23:52:31

1.254

1.254

215
06-01-2F-77-32-DF-68-60-27-D4-AA-87
15

8.135.24

8.135.50
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(Reading datahase ... 28839 files and directories currently installed.)

Removing ufw (0.36.2-1)

Skip stopping firewall: ufu (not enabled)

Selecting previously unselected package netfilter-persistent.

(Reading datahase ... 28745 files and directories currently installed.)

Preparing to unpack .../netfilter-persistent_1.0.20_all.deb
Unpacking netfilter-persistent (1.8.20) ...

Selecting previously unselected package iptables-persistent.
Preparing to unpack .../iptables-persistent_1.6.20_all.deb ...

Unpacking iptables-persistent (1.6.20)

Getting up netfilter-persistent (1.9.20)

Created sumlink /etc/systemd/sustem/iptables.service » /lib/systemd/systen/netfilter-persistent.service.

Created sumlink /etc/systemd/sustem/ipetables.service - /lib/systemd/system/metfilter-persistent.service.

Created sumlink /etc/systemd/system/multi-user.target.uants/netfilter-persistent.service - /lib/systend/system/metfilter-persistent.service.
Setting up iptables-persistent (1.9.20)

Processing triggers for man-dh (2.11.2-2)

Compet itor@compet itor:™$ sudo netfilter-persistent save

run-parts: executing /usr/share/metfilter-persistent/plugins.d/15-ipstables save

run-parts: executing /usr/share/metfilter-persistent/plugins.d/25-ipstables save

Compet itor@competitor: s
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dministrator: Command Prompt

[Microsoft Windows [Version 16.6.26348.587]
(c) Microsoft Corporation. All rights reserved.

lC: \Users\Administrator>ping 216.163.5.1

Pinging 210.163.5.1 with 32 bytes of data:
[Reply from 216.163.5.1: bytes=32 time<ims TTL=128
[Reply from 216.163.5.1: bytes=32 time<ims TTL=128
[Reply from 216.163.5.1: bytes=32 time<ims
[Reply from 216.163.5.1: bytes=32 time<ims

ping statistics for 216.163.5.
Packets: Sent = 4, Received = 4, Lost = © (8% loss),
lApproximate round trip times in milli-seconds:
Minimum = @ms, Maximum - ems, Average = 6ms

Users\Administrator>
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351 packets transmitted, @ received, 100% packet loss, time 356647ms

compet itor@compet itor: ™% ip addr show
: lo: <LOOPBACK,UP,LOMER_UP> mtu 65536 gdisc nogueue state UNKNOWN group default glen 1000
Link/loophack 00:00:00:00:00:00 hrd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_Lft forever preferred_lft forever
inet6 ::1/128 scope host nopref ixroute
valid_Lft forever preferred_lft forever
2: enpos3: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 odisc fo_codel state UP group default glen 1008
Link/ether 08:00:27:43:3d:69 brd ff:ff:ff:ffiffff
inet 210.103.5.2/30 brd 210.103.5.3 scape global enpos3
valid_Lft forever preferred_lft forever
inete fe0::a00:27ff:fed3:3d69/64 scope link
valid_Lft forever preferred_lft forever
3: enpos8: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 odisc fo_codel state UP group default glen 1008
Link/ether 08:00:27:4c:fh:bb brd Ffff:ff:ffffff
inet 10.1.1.1/24 brd 10.1.1.255 scope global enpose
valid_Lft forever preferred_lft forever
inete fe0::a00:27ff:fedc:fhbb/64 scope link
valid_Lft forever preferred_lft forever
4: enposs: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 odisc fo_codel state UP group default glen 1008
Link/ether 08:00:27:ef:aaie6 brd Ffiff:ff:ffffff
inet 10.0.4.15/24 brd 10.0.4.255 scope global dynamic enpess
valid_Lft 78377sec preferred_lft 78377sec
inete fe0::a00:27ff: feef:aae6 /64 scope link
valid_Lft forever preferred_lft forever
5 enposie: <BROADCAST,MULTICAST,UP,LONER_UP> mtu 1508 qdisc fo_codel state UP group default glen 100
Link/ether 08:00:27:32:8e:a0 brd ff:ff:ff:ffiffff
inet 192.168.56.101/24 brd 192.168.56.255 scope global dunamic enposie
valid_Lft 527sec preferred_lft 527sec
inete fe0::a00:27ff:fede:Bead /64 scope link
valid_Lft forever preferred_lft forever
7: wgo: <POINTOPDINT,NOARP,UP,LOWER_UP> mtu 1420 gdisc nogueue state UNKNDHN group default glen 1800
Link/none
inet 172.16.0.2/24 scope global uge
valid_Lft forever preferred_lft forever
compet itor@oompet itor: ™% ping 210.103.5.1
PING 210.103.5.1 (210.103.5.1) 56(84) butes of data

54 bytes from 210.103. icmp_se:
54 bytes from 210.103. icmp_se:
54 bytes from 210.103.5.1: icmp_seq=3 tt1=128 time=e.192

54 bytes from 210.103.
54 bytes from 210.103.
54 bytes from 210.103.
T

- 210.103.5.1 ping statistics ---
5 packets transmitted, 6 received, 0% packet loss, time 5187ms
"t min/avg/max/mdev = 0.192/8.254/0.423/0.076 ms
S-S
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Tnterface]

JPrivatekey = GEgTnOneuUUCHYBAMUTizkQE+ivhTKDOYf GRINGY 1SMI=
fpdress = 172.16.0.2/24

ListenPort = S1820

[Peer]

Publickey = 2sw32dz0sbySKwT7UnVCP 1+1KC4y 1B TNGE 107oHU=
[Endpaint = 210.103.5.1:51820

fllowedIPs = 172.16.1.0/24

Persistentkeepalive = 25
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“ompet itor@compet itor:~$ sudo wg-quick down ugo
[sudo] passuord for competitor:
[#] ip link delete dev ugo
“ompet itor@competitor:~$ sudo wg-quick up wgo
[#] ip link add wgo tupe wireguard
[#] wg setconf uge /dev/fd/63
[#] ip -4 address add 172.16.0.2/24 dev uge
[#] ip link set mtu 1420 up dev ugo
[#] ip -4 route add 172.16.1.6/24 dev uge
“ompet itor@competitor: ™ sudo wg shouw
interface: ugo
public key: YVD12BYOTGHCS3iHBOIVPD jbeduxTzEtfHONTLBAgHA=
private key: (hidden)
Listening port: 51820

oger: 2suB2dz0shySKwITUG3VECP 1+1K04y 1BOTNGE 1070HU=
endpoint: 210.103.5.1:51820
allowed ips: 172.16.0.1/32, 172.16.1.6/24
transfer: © B received, 1.59 KiB sent
persistent keepalive: every 25 seconds

mﬁeutnr‘@:nmﬁeutnr‘ 3
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jcompet itorecompet itor: % sudo wg-guick up wge
[#] ip link add wgo tupe wireguard
[#] wg setconf wge /dev/fd/63
[#] ip -4 address add 172.16.0.2/24 dev ugo
[#] ip link set mtu 1420 up dev ugo
[#] ip -4 route add 172.16.1.0/24 dev uge
jcompet itorecompet itor: ™% sudo wg show
interface: uzo
public key: YVD12BYOTGHCS3iHBOIVPD jbeduxTzEtfHONTLBAgHA=
private key: (hidden)
Listening port: 51820

Jpeer: 2suB2dz0sbysKWTTUG3VECP1+1KC4Y 1B TNGE 1070HU=
endpoint: 210.103.5.1:51820
allowed ips: 172.16.0.1/32, 172.16.1.6/24
transfer: © B received, 1.59 KiB sent
persistent keepalive: every 25 seconds

jcompet itor@competitor: s ping 210.103.5.1

PING 210.103.5.1 (210.103.5.1) 56(84) butes of data

¢ butes from 210.103 icmp_se:
¢ butes from 210.103 icmp_se:
icmp_se:

¢ butes from 210.103
¢ butes from 210.103

icmp_seq=4 ttl=128 time=1.10 ms

.5
5.
64 butes from 216.103.5.
.5
.5.1: icmp_se

--- 210.103.5.1 ping statistics ---
|5 packets transmitted, 5 received, 6% packet loss, time 4037ms
rtt min/ave/max/mdev = 6.367/0.866/1.096/0.257 ns

Jcompet itor@compet itor: s ping 172.16.1.254

PING 172.16.1.254 (172.16.1.254) 56(84) bytes of data

C
--- 172.16.1.254 ping statistics ---
16 packets transmitted, o received, 100% packet loss, time 15362ms

Jcompet itorecompet itor: % ping 10.1.1.1
PING 10.1.1.1 (16.1.1.1) 56(84) butes of data.

64 bytes from 10.1.1.1: icmp_seq=1 ttl=64
64 butes from 10.1.1.1: icmp_seq=2 ttl=64
64 butes from 10.1.1.1: icmp_seq=3 ttl=64
64 butes from 10.1.1.1: icmp_seq=q ttl=64
64 butes from 10.1.1.1: icmp_seq=5 ttl=64
464 bytes from 10.1.1.1: icmp_seq=6 ttl=
64 butes from 10.1.1.1: icmp_seq=7 ttl=64 time=0.674 ms

°C

[--- 16.1.1.1 ping statistics ---

[7 packets transmitted, 7 received, 6% packet loss, time 6186ms
rtt min/ave/max/mdev = ©.37/0.062/0.087/0.018 ns

compet itorgcompetitor: Vs
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Approximate round trip times in milli-seconds:
Minimum = @ms, Maximum = ims, Average = 6ms

C:\Users\Administratorsping 210.103.5.2

Pinging 210.103.5.2 with 32 bytes of data:
Reply from 216.163.5.2
Reply from 216.103.5.2:
Reply from 216.163.5.2
Reply from 216.103.5.2:

Ping statistics for 210.163.5.2

Packets: Sent = 4, Received = 4, Lost = @ (8% loss),
Approximate round trip times in milli-seconds:

Minimum = @ms, Maximum = ims, Average = 6ms

C:\Users\Administratorsping 172.16.1.254

Pinging 172.16.1.254 with 32 bytes of data:
Reply from 172.16.1.254: bytes=32 time<ims
Reply from 172. bytes=32 time=ims
Reply from 172. bytes=32 timecims
Reply from 172.16.1.254: bytes=32 time<ims

3333

Ping statistics for 172.16.1.25
Packets: Sent = 4, Received = 4, Lost = @ (8% loss),
Approximate round trip times in milli-seconds:
Minimum = @ms, Maximum = ims, Average = 6ms

C:\Users\Administrator>_
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windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Install the 1Rest pouershell for new features and improvements! https://aka.ms/Psiindos

PS C:\Users\Administrator> route delete 10.1.1.0

Users\Administrator> route add 16.1.1.8 mask 255.255.255.8 172.16.0.2
oK!
s

Users\Administrator> ping 10.1.1.1

Pinging 16.1.1.1 with 32 bytes of data:
Request timed out.
Request timed out.
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Administ

1 331 :31/128 On-Link ~
16 331 ::4821:76ac:eac2:148/128
on-Link
6 281 /64 On-Link
16 281 /64 On-Link
13 281 1:/64 On-Link
5 281 /64 On-Link
1 331 /64 On-Link
1 331 1:4821:70ac: eac2:148F/128
on-Link
13 s 9cfe:6e18:ae8f:e58e/128
on-Link
5 281 b163:3204:1635:ac36/128
on-Link
6 281 fe8e::bds7:54d1:9fe1:4098/128
on-Link
16 281 9b3:2f84:b21d:77¢/128
on-Link
1 33 8 On-Link
6 281 8 On-Link
16 281 ::/8 On-Link
13 281 8 On-Link
5 281 8 On-Link
1 331 ::/8 On-link

ersistent Routes
None
S C:\Users\Administrator> route -p add 10.1.1.8 mask 255.255.255.0 172.16.6.2

of

S C:\Users\Administrator> shutdown /r /t @, v
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competitor@competitor: ~

competitorecompetitor:~$ ipconfig
bash: ipconfig: command not found
[competitorecompetitor:~$ ip a
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group defaul
t qlen 1000
1link/loopback ©0:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host 1o
valid_1ft forever preferred 1ft forever
inet6 ::1/128 scope host noprefixroute
valid_1ft forever preferred 1ft forever
2: enpos3: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP gr
oup default qlen 1000
link/ether 08:00:27:12:78:7 brd ff:ff:ff:ff:ff:ff
inet 10.1.1.10/24 brd 10.1.1.255 scope global noprefixroute enp@s3
valid_1ft forever preferred 1ft forever
inet6 feso::a0:27ff:fe12:78f7/64 scope link noprefixroute
valid_1ft forever preferred 1ft forever
competitorecompetitor:~$ sudo nano /etc/resolv.conf
[sudo] password for competitor
competitor is not in the sudoers file
competitorecompetitor:~$ sudo nano /etc/resolv.conf
[sudo] password for competitor
competitor is not in the sudoers file
[competitorecompetitor:~$ su -
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J# dhcod.confa

jopt ion domain-name “aliu.acca;

joption domain-name-servers 172.16.1.254;
[default-lease-tine 600;

e - Lease-tine 7200;

Jauthor itat ive;

fsubnet 10.1.1.0 netmask 255.255.255.0 {
range 10.1.1.10 10.1.1.20;

Jopt ion routers 18.1.1.
jopt ion subnet-mask 255.255.255.9;

jopt ion broadcast-address 10.1.1.255;

jopt ion domain-name-servers 8.8.8.8, B.8.4.4;

i

j# sample configuration file for ISC dhcpd
d
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[compet itor@compet itor:™% sudo systemctl restart isc-dhcp-server
compet itorécompetitor:™% sudo systemctl status isc-dhcp-server
o isc-dhcp-server.service - LSB: DHCP server
Loaded: loaded (/etc/init.d/isc-dhcp-server; generated)
Active: active (running) since Mon 2025-65-12 23:11:20 BST; 265 ago
Docs: man:systemd-sysv-generator(8)
Process: 2205 ExecStart=/etc/init.d/isc-dhcp-server start (codesexited, status=o/SUCCESS)
Tasks: 1 (limit: 4644)
Memory: 3.7M
CPU: 38ms
CGroup: /system.slice/isc-dhcp-server.service
'=2217 susrssbinsdhepd -4 - -cf /etcsdhepsdhepd.conf enpase

oy 12 23 8 competitor systemd[1]: Starting isc-dhcp-server.service - LSB: DHCP server...
oy 12 23 8 competitor isc-dhcp-server [2265]: Launching IPv4 server only.
oy 12 23 8 competitor dhcpd[2217]: Hrote o leases to leases file.
oy 12 23 8 competitor dhcpd[2217]: Server starting service.
oy 12 23 o competitor isc-dhcp-server [2205]: Starting ISC DHCPv4 server: dhcpd.
0

oy 12 23 compet itor systemd[1]: Started isc-dhcp-server.service - LSB: DHCP server.
competitoracompetitor: s





