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Abstract
The development of P2P networks has been greatly limited by their open nodes and anonymity, and the increasing popularity of their use has exposed the corresponding security risks, such as malicious viruses, fake files and free-riding behaviour. To date, the security of P2P networks has received a lot of attention from researchers in this field. In this paper, we focus on the area of trust models for P2P networks based on trust values. In order to improve the adaptability of the P2P trust model to the dynamic behaviour of nodes and to better cope with the diverse malicious attacks in the network, the Service Expectation based P2P dynamic Trust model (SETrust) is proposed, so that the adaptability and attack resistance of the trust model The adaptability and attack resistance of the trust model are effectively improved. From the analysis of simulation data, it can be seen that SETrust can realistically simulate the real trust relationship, has better dynamic adaptability, and is effective in resisting threats such as malicious nodes' defamation and collaborative cheating. In order to improve the existing trust model's ability to detect and resist the collaborative fraud of malicious nodes and better cope with the increasingly prevalent collusion attacks in the network, a Reactive mechanism of Detection of Collusion attacks based P2P Trust model (RDCTrust) is proposed. model (RDCTrust), which can effectively resist collusion attacks by analyzing various factors such as node feedback value, recommendation evaluation and global trust to detect the collaborative behavior of the distinguished collusion groups. From the analysis of the experimental data, it can be seen that RDCTrust can effectively distinguish between unfair evaluation and group collaboration fraud, which improves the resistance of the trust model to conspiracy attacks. 
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1. [bookmark: _Toc31490]The introduction
With the rapid development of the Internet, P2P networks are being used more widely in many areas of society. A P2P network is a typical peer-to-peer network. In this network environment, each node is on an equal footing, has the same responsibilities and capabilities and works together to complete certain tasks. It is this special feature, similar to the equal status of the two parties in an online shopping transaction, that makes P2P networks a widely application in online shopping transactions.However, the dynamic nature of the topology of P2P networks makes the security of online transactions a major concern. In view of this, this paper proposes a relatively complete trust management system to ensure the security of online transactions and to provide a relatively more fair and orderly trading environment for both parties. As the number of transactions increases, the two parties can establish a certain trust relationship and complete the transaction safely and smoothly on this basis. 
1.1 [bookmark: _Toc19525]Background of the study
     Online shopping is a simple and convenient trade activity that is prevalent around the world. Based on the rapid development of Internet technology, online shopping allows buyers and sellers to conduct transactions online without the need for face-to-face transactions. It is a new business model in which both parties conduct transactions, payments and related comprehensive services online.
With the further development of online shopping, the use of P2P peer-to-peer networks in online shopping is becoming more and more common. However, as the use of P2P networks becomes more widespread, there are also problems, the most important of which is the security of the transactions. In order to solve this problem, the most important method currently used is to establish a trust mechanism model, that is, to introduce a trust model between the two sides of the transaction. Trust refers to the degree to which one of the parties to a transaction believes in the other party and is certain of a successful transaction. As the transaction continues, the degree of trust between the two sides of the transaction strengthens, and with a certain trust relationship, the chance of malicious node deception can be better avoided and the smoothness of the transaction between the nodes can be ensured. Many trust models have also existed in terms of research on security mechanisms.
This model is proposed by further specific analysis of the various security issues faced by online shopping. From a small perspective, for the seller, during the transaction the seller will consider whether the buyer will pay in time if I have shipped the goods, whether the buyer is satisfied with my products, whether the buyer will deliberately pick faults or find fault with the previous agreement, etc. For the buyer, during the transaction the buyer will consider how good the seller's goods are, whether he is really satisfied with the goods, and whether the seller will be satisfied with the goods. For buyers, the transaction process will be considered by buyers, the quality of the seller's goods, is not really satisfied with the goods, the seller will not cheat themselves to disclose relevant information and so on. So to solve the above problems, the main thing is to build up trust between each other. In general terms, this can be divided into the following three categories: system security, network security and transaction security. 
System security: This simply refers to the operating system, related software and online trading environment, etc. It is a prerequisite for the entire transaction to take place, and an important guarantee for the other two It is an important guarantee for the other two. 
Network security: This refers to the security risks arising from the openness, dynamism and uncertainty of the network itself. P2P is a peer-to-peer network and its decentralized and anonymous network topology makes it somewhat dangerous to conduct transactions in this environment. 
Transaction security: This refers to the question of how the level of trust between the parties to a transaction affects the transaction. Assuming that the transaction node is malicious, it is likely to affect the normal conduct of the transaction and thus the assessment of trust values during the online shopping process. The assessment of trust values. 
In terms of the above security issues, the security of the transaction is the most important, as one party to a transaction in online shopping has a certain degree of trust in the other party. The security of the transaction is of paramount importance, as one party to a transaction has a certain degree of transparency to the other party, enhancing the trust between the two parties and establishing a certain It is particularly important to enhance trust between the two parties and to establish a trust mechanism model to ensure that e-commerce transactions are conducted safely, fairly and smoothly.
[bookmark: _Toc702]1.2 Current status of the study 
With the spread of online shopping, P2P network applications also pose a security risk to transactions. In order to ensure the fairness and security of online transactions, there is an urgent need to establish a trust mechanism. The core of this mechanism is the trust issue. Trust can be classified in different ways according to different reference and discriminatory criteria. From a management perspective, trust mechanisms can be classified into two main categories: trust models based on relevant policies and trust models based on reputation and prestige . Classified from an overall architecture, trust mechanisms can be divided into the following two main categories: a centralized trust model and a distributed trust model, among others. The current research is mainly based on distributed trust models.
The following models have been studied in e-commerce trust mechanisms: Dou Wen's maximum likelihood estimation-based node trust model in P2P environment, Tang Wen et al. based node trust model in P2P environment, Tang Wen et al.'s fuzzy logic based subjective trust management model, Jiang Shouheng et al.'s reputation based trust management model, Wang Yao et al.'s Bayesian network based model, similarity weighted recommendation based trust model in P2P environment, trust management model using Bayesian network, Bayesian network- based trust model, vector-based trust model, fuzzy synthesis-based trust assessment model, vector space-based trust model, group-based trust assessment model and probabilistic statistics-based trust assessment model, etc. The above models give corresponding calculations for the assessment of trust values to a certain extent, but they all have certain drawbacks, either in terms of time complexity or in terms of communication cost or in terms of the time complexity. This paper is based on these models. 
In this paper, the Bayesian network model is applied to the online shopping transaction system on the basis of the above models, which to a certain extent ensures a safer and smoother transaction and reduces the probability of malicious node deception. The paper is based on the above model. 
[bookmark: _Toc18746]1.3 Content of the research 
The research in this paper focuses on the security of the online shopping process. There are many trust models for this problem, and this paper is based on the above existing models, analyses in depth several factors affecting the security of the transaction, finds out the corresponding solutions, and finally proposes its own new model, gives the evaluation of the trust value generated in the transaction process, and validates it accordingly. 
The main work done in the thesis is. 
(1) A brief introduction to the existing models for trust value assessment in e-commerce transactions, a study and analysis of the main advantages and shortcomings of the above models, and corresponding improvements to the obvious shortcomings and where one can make improvements, on the basis of which a new model of trust mechanism is proposed - a Bayesian network-based trust model for online shopping. 
(2) The concept of Bayesian networks and related knowledge are introduced, the main factors affecting the normal conduct of e-commerce transactions are analysed using Bayesian network models, and the structure diagram of the e-commerce trust model based on Bayesian networks is further detailed on the basis of an in-depth study of several major factors affecting e-commerce transactions, the trust values of the transactions are given through the corresponding calculation formulae, and finally corresponding experimental results and data analysis. 
(3) The proposed trust model is analyzed with respect to the derived trust values, which proves that the model is feasible and effective to a certain extent, and reduces the probability of malicious node deceptions occurring.
[bookmark: _Toc15868]1.4 Purpose and significance of the study 
In order to solve the security problems in the process of online shopping transactions, the establishment of a trust mechanism has become more and more urgent. The establishment of a trust mechanism can provide users with a guarantee of security, eliminating their worries about whether they will be cheated or whether the quality of the items they buy is guaranteed. With the trust mechanism in place, the success rate of transactions is relatively high and the chances of malicious node fraud are greatly reduced. While security is improved, the business volume of e-commerce transactions will also be increased to a certain extent, further satisfying people who like to buy and sell things online, i.e. saving time and also relatively improving efficiency with greater feasibility. 
Research has shown that the introduction of trust mechanisms can effectively improve the quality of the e-commerce market, and in such a level playing field, as the transaction proceeds, a certain level of trust is established between the two parties, which is more conducive to the successful completion of future transactions. This is particularly important. The main principles for the establishment of a trust mechanism are the following: the use of simple calculation methods to assess trust values, a certain degree of effectiveness and resistance to attacks. 
[bookmark: _Toc13638]1.5 Main work and chapter organization of the thesis
[bookmark: _Toc1067]1.5.1 The main work of this paper 
On the basis of learning and mastering the knowledge related to Bayesian networks, further analyzing several major factors affecting the safe conduct of online shopping transactions, the Bayesian network is really applied to the network and oh shopping trust model mechanism, giving the corresponding algorithm of trust value evaluation, through the implementation of this algorithm, somehow reducing the probability of the occurrence of malicious node deception. 
The specific implementation part of the trust model focuses on analysing the whole process of trading in the network shopping transaction system and gives a structural diagram of the implementation of this trust mechanism. From the analysis of the results, it can be seen that the introduced reward and punishment function makes the trust value The results show that the introduced reward and punishment function makes the calculation of trust value more accurate. 
Finally, Net Logo, a multi-intelligence simulation tool, is used to simulate and validate the experimental data. The experimental environment is set up and it is verified that the model improves the accuracy of the trust value evaluation in comparison with other existing models, which proves the validity and accuracy of the model. 
This paper consists of 5 chapters. 
Chapter 1: Introduction, this section introduces the background, content and current status of this paper as well as the purpose and significance of the research. At the end of this chapter, the main work to be done in this paper and the specific chapter arrangement are given. 
Chapter 2: A brief introduction to existing e-commerce trust models is given. Due to the specificity of peer-to-peer P2P network topology, the issue of security of online shopping transactions is introduced, thus illustrating the necessity of establishing a trust mechanism model, followed by a brief introduction and analysis of existing e-commerce trust models, and the advantages and disadvantages of the models are presented. Secondly, the Bayesian network-based trust model and the trust management model using Bayesian networks are introduced in detail, and the concept of Bayesian networks is introduced based on the analysis of the advantages and disadvantages of the models. The concept of Bayesian networks is introduced based on the analysis of the advantages and disadvantages of the models. 
Chapter 3: Bayesian network-based trust model for e-commerce. This chapter proposes a Bayesian network-based trust model for e-commerce based on the study of existing models, gives the definition, representation and specific structure of the model, evaluates the trust value of the model through the corresponding formulae and updates it accordingly. 
Chapter 4: Simulation experiments and analysis of results, this section focuses on the trust model proposed in the previous chapter In this section, an experimental simulation environment is set up, in which the corresponding experimental data are analyzed and validated to demonstrate the validity of the model. In this section, the experimental data are analyzed and validated to prove that the model is valid. 
Chapter 5: Conclusion, which analyses the trust model presented in this paper, summarizes the strengths and weaknesses of the model, and gives an overview of the trust model for online shopping. The next research directions for this part of the online shopping trust model are also given. 。 

[bookmark: _Toc6366]2.Online shopping in a P2P environment 
[bookmark: _Toc14220]2.1 The concept of online shopping 
Internet shopping usually refers to a new mode of business operation in which a wide range of commercial trade activities are carried out around the world, in a network environment developed by the Internet, based on a browser and server application method, in which buyers and sellers carry out various commercial activities without the need to meet in person, realizing online consumption by consumers, online transactions between merchants and online electronic payments [1]. It is a business activity that uses the Internet as its environment, and the participants can be companies, individuals or other social entities. 
Online shopping has the following characteristics: inter-temporal and geographical, commercial, low cost, electronic and equality of opportunity. 
[bookmark: _Toc25185]2.2 Types of online shopping 
The current types of online shopping applications can be classified as follows. 
(1) The business-to-consumer model of e-commerce, also known as business-to-person or business-to-consumer, which is commonly referred to as Business to Consumer or B2C. 
(2) Business to business, also known as business to business or business to business or business to business, commonly referred to as Business to Business or B2B, which is the exchange of products, services and information between businesses and enterprises via the Internet. In layman's terms, this means that both the supply and demand sides of an e-commerce transaction are merchants who use the technology of the Internet or various business network environments to complete the process of business transactions. For example, Alibaba, Made in China and China Telecom opened the first e-commerce website for telecom enterprises in Wuhan - Huazhong Business Network, etc. are all e-commerce transaction environments using this model. 
(3) Consumer-to-consumer e-commerce model, just as a consumer has an old computer, through the online auction, sell it to another consumer, this type of transaction is called C2C e-commerce. This type of transaction is called C2C e-commerce. At present, the main companies using the C2C model are eBay, Taobao and Pai Pai. 
(4) The e-commerce model between enterprises and government agencies, which is commonly known as Business to Government or B2G.  There are also C2G, G2G and other models. For the time being, research on online shopping models has focused mainly on B2B, B2C and C2C. 
[bookmark: _Toc13748]2.3 The operating model of online shopping 
At present, online shopping technology is mainly focused on the establishment and operation of online shops, which differ little from physical shops in terms of sector structure and function, but differ only in the way they achieve these functions and structures and in the way they operate in business. The difference is the way in which these functions and structures are implemented and the way in which the business operates.    
From the front, the web shop is a special kind of WEB server with good multimedia support and interactivity, on the basis of which the virtual shop can be set up so that the consumer can push a shopping cart to select products and finally check out at the payment counter, just like in a physical shop. The convenient and fast web information allows customers to find the products they need quickly and accurately, and they can also fully understand the product information through text descriptions, image displays, customer reviews, etc.; the product shopping cart connects the shop and the individual, so that the customer can put the products he likes into the shopping cart one by one and also take them out of the shopping cart until the final payment; the payment counter is the final and most crucial part of the online transaction. The payment counter is the final and most crucial part of the online transaction. Customers can pay directly through the online payment function of Ali-pay or bank cards, which requires the reputation of the shop and the security of the network. 
[bookmark: _Toc18166]2.4 Security technology for online shopping 
However, due to the openness, dynamism and uncertainty of its own topology, the security of its transactions is becoming more and more prominent. How to establish a safe and convenient online shopping environment and provide sufficient protection of information has become a topic of great concern to both merchants and users.
Two supporting environments are needed to complete online shopping transactions: the Internet and the online trading system. The final transaction can only be completed if the network is open and the corresponding online transaction environment is accessed. This makes the security of online shopping transactions as a whole divided into two main parts: the security of the computer network and the security of online transactions. 
he main components of computer network security include: computer network equipment security, computer network system security, database security, etc. It is characterized by the implementation of network security enhancement programmes for the possible security problems of the computer network itself, in order to ensure the security of the computer network itself as the goal. For computer network security, the current main approach is to establish a more network security system. An all-round computer network security architecture contains the physical security of the network, access control security, system security, user security, information encryption, secure transmission and management security. Making full use of various advanced host security technologies, authentication technologies, access control technologies, password technologies, firewall technologies, security audit technologies, security management technologies, system vulnerability detection technologies and hacker tracking technologies, multiple tight security lines are established between attackers and protected resources, greatly increasing the difficulty of malicious attacks and increasing the amount of audited information, which can be used to intruders can be tracked. 
The security of online shopping transactions is closely focused on the various security issues arising from the application of traditional commerce on the Internet, i.e. how to guarantee the smooth conduct of the shopping process on the basis of computer network security, and to achieve confidentiality, integrity, dependability, non-fallibility and non-repudiation of online shopping. Network transactions generally have the following main security problems: theft of information, tampering with information, counterfeiting has been malicious damage, etc.. Therefore, in order to ensure that transactions in e-commerce transaction systems are carried out in a safe and orderly manner it is necessary to have the following major security elements: validity, confidentiality, integrity, non-repudiation, immediacy, identity authentication and censorship. 
Another important aspect of the security of online shopping transactions is the requirement that both parties to the transaction must have a certain level of integrity, which has been described in this paper in terms of trust. In other words, the higher the level of trust between the two parties to a transaction, the greater the likelihood of a successful transaction; conversely, the lower the likelihood. So the trust model mechanism is also built with it as the main principle, which can improve the success rate of the transaction to a certain extent. 
The following security technologies are used in peer-to-peer P2P networks: virtual private network technology, digital authentication technology, encryption technology and the method of e-commerce certification centre authentication. 
With the support of these technologies the mutual trust between the parties to the network transaction can be enhanced and, as the transaction proceeds, the level of trust between the parties to the transaction gradually builds up, which has a significant impact on the success rate of the transaction in the future. This improves the security of online shopping and also controls the risk of transactions to some extent, reducing the probability of malicious node deceptions occurring, thus promoting further forward development of online shopping. 
It can be seen that security is currently the core issue in online shopping. In order to ensure that online shopping is carried out in a safe and orderly manner, many researchers at home and abroad have also shifted the core of their research to the security of the trust model of online transactions, which can only ensure that transactions are carried out in a safe and orderly manner if a certain trust relationship is established between the two parties in the corresponding transaction environment and management mechanism.
The usability of the trust mechanism depends on the calculation method of the trust degree, the accuracy of the trust mechanism and its resistance to attack, and the establishment of the trust mechanism solves to a certain extent the security problem when the online shopping transaction is carried out. 
[bookmark: _Toc7537]2.5 Properties of trust in online transactions 
In recent years, the meaning of trust has been considered in a variety of contexts. The large number of areas in which the phenomenon of trust is addressed and studied has led to the existence of many perspectives on trust. One category defines it from a sociological and ethical perspective. For example, trust is defined as "the moral expectation of reasonable behaviour, i.e. morally correct decisions and actions based on moral principles". In addition, from an economic perspective, trust is "the belief by one party to an economic transaction that the other party is reliable and able to fulfil its commitments."  
In summary, trust can be summarized as the belief by one party to an economic transaction that the other party is reliable and able to fulfil its commitments. Trust is a central factor in economic trading activities, as transactions can only go smoothly if both parties trust each other. A number of international studies have shown that the relationship of trust between buyer and seller plays a decisive role in developing and maintaining repeat business and customer loyalty. Trust is seen as a key factor in determining the success or failure of the transaction process and as a catalyst for the further development of the relationship. The relationship between the parties evolves over time and so does the relationship of trust and interdependence between them. In online shopping transaction systems trust has the following properties.  
(1) Trust is domain related 
The concept of trust is different and has different meanings in different domains. Trust is only meaningful if it is restricted to a certain domain. In the case of e-commerce transactions, trust is a necessary condition for the success of the transaction.
(2) Trust is multifaceted 
In an online shopping system, for example, trust can be expressed as a relationship of trust between two parties, or as a recognition by one party of the quality, price, speed and service of the products offered by the other party, with some degree of diversity. 
(3) Trust is subjective 
The concept of trust varies from one domain to another, and is defined by different criteria, meaning that trust changes according to circumstances and conditions. 
(4) Trust is non-transmissible 
For example, in the process of online shopping, the trust relationship is not necessarily transferable; counterparts A trusts counterparts B and counterparts B trusts counterparts C. We cannot conclude from this that counterparts A trusts counterparts C. 
(5) Trust is dynamic and non-monotonic 
Trust is presupposed, and the concept of trust is not necessarily safe and consistent across contexts or conditions. It can also change as conditions change. Trust is also a subjective concept, and trust relationships in online shopping systems are mainly expressed in terms of the degree of trust one party has in the other party. 
Several definitions relating to trust are first given. 
Definition 1: Degree of trust  
Trustworthiness is a quantitative representation of trust, which can also be called the degree of trust. Trust is usually considered in terms of the following components: direct trust, indirect trust and referral trust. 
Definition 2: Direct trust  
When a direct transaction occurs between two parties, they give each other a certain evaluation after the transaction is completed, and the trust value formed after the evaluation is accumulated is the direct trust degree of the node. For example, if a transaction takes place between node i and node j, and after the transaction is completed, node i gives a certain evaluation to node j regarding the satisfaction of this transaction, Dtij represents the direct trust degree of node j with respect to node i, that is, the evaluation given by node i to node j. 0 ≤ Dtij ≤ 1.
Definition 3: Indirect Trust
The indirect trust of a node is the trust value derived from the direct trust of the node combined with the trustworthiness of the evaluation of the node giving the evaluation. rj denotes the indirect trust of node j. 0 ≤ Rj ≤ 1, where the trustworthiness of the evaluation of the node giving the evaluation is denoted by C. For example, the trustworthiness of the evaluation given by node C is Cj and Cij denotes the trustworthiness of node i in the evaluation given by j. . Cj ≥ 0 and Cij ≤ 1. 
Definition 4: Combined Trust
The direct trust and indirect trust of a transaction node are weighted by a certain ratio and the resulting trust value is the combined trust of the node. The relationship between direct trust, indirect trust and referral trust is shown in Figure 1. 
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Fig1.The relationship between indirect trust, indirect trust and referral trust

The trust values easily generated between A and C, B and C, and C and D are all direct trust values, while the trust values generated by transactions between A and B and A and D are all indirect trust values. That is, UAC is a transaction evaluation value given by A to C after the transaction is completed, and UBC is a direct trust value given by B to C. The transaction CACB between A and B is obtained on this basis. 
[bookmark: _Toc14188]2.6 Summary of this chapter 
This chapter focuses on giving the concepts, types and operational models of online shopping, on the basis of which the security of online transactions is introduced. The existing techniques used to secure online shopping are given, while the concept of trust is introduced, the relevant attributes of trust are given, as well as the concepts involved in the process of evaluating trust models for online shopping.  

[bookmark: _Toc7333]3.Study of existing trust models 
Trust in online shopping can be defined as the degree to which one party to a transaction can conduct a safe, reliable and trustworthy transaction with the other party to the transaction in an online trading environment. The size of this trust is influenced by a number of factors and the model is divided into three components: direct trust, indirect trust and referral trust, with the trust value changing to some extent with the number of transactions. Based on the specific trust relationship between the two parties of the transaction and its influencing factors, the model gives the architecture of the trust model as shown in Figure 2. 
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Fig2.Trust model architecture

In the trust model of online shopping, there are only two types of trust values taken between two parties to a transaction: one is initial trust; the other is repeated trust. The initial trust value is the trust value that the parties to the transaction receive before the first transaction. This is the initial trust value that is calculated by one party to the transaction through recommendations from acquaintances and strangers, the quality of the website and their personal opinion of the website. Repeat trust is a trust value that is based on a number of transactions and a certain level of trust.
Trust plays a very important role in the realization of network transactions. Trust management models in the computer domain and related to network trading systems can be divided into different categories according to different criteria. In terms of management mechanisms, there are two main categories: policy-based trust models and prestige-based trust models. In terms of the overall architecture of trust models they can also be divided into two categories: Centralized trust models and distributed trust models. In a network transaction system, trust can be further divided into identity-based trust and trust based on transaction behaviour. Identity-based trust mainly confirms the authenticity of the identities of the parties to a transaction; transaction behaviour-based trust usually uses the historical and current transaction records of the parties to a transaction as a reference to calculate and evaluate the trust value of the transaction. 
[bookmark: _Toc28968]3.1 Prestige-based trust model 
     There are two main reputation-based e-commerce trust models available, and their model profiles and their advantages and disadvantages are shown below： 
(1) Eigen Trust Trust Model 
Eigen Trust calculates a Page Rank-like global trust value in a P2P network based on a node's past reputation history, which allows users to choose who to transact with, thus avoiding malicious nodes and isolating them. The global trust value of a node is calculated based on a weighted average of the local trust values of the other nodes in the trust network, and the weights are the global trust values of the nodes themselves; Eigen Trust requires a per-selection of reputable nodes as starting nodes, and if these nodes fail to work or drop out of the network, then the Eigen Trust model will not work properly. 
(2) Richardson's Trust Model 
Unlike Eigen Trust, which calculates the global trust value, Richardson's model calculates the trust value individually for each node and is very effective in resisting noise from the external environment. 
[bookmark: _Toc19977]3.2 Reputation-based trust model  
The existing trust models for e-commerce based on reputation are mainly as follows. 
(1) Trust model based on fuzzy theory 
The trust and reputation model based on fuzzy sets proposed by Shuqin Zhang and Yongtian Yang et al. The model constructs trust in the target entity based on the entity's experience and the recommendation information of other entities. The model uses semantic labels to portray different trust levels and is able to synthetically judge different aspects of trust value entities in adopting trust recommendations, the model uses fuzzy closeness to express the correctness of recommendations and adjusts the influence of commander accordingly. The paper introduces a fuzzy theory approach to trust metrics, solves the trust vector transfer and merging problem by improving the Einstein operator, and uses the operator to find the transfer closure of the global trust relationship fuzzy matrix, and combines the mechanism of distributed hash table to store the global reputation value, which better solves the trust propagation problem. Simulation experiments show that the model can effectively improve the success rate of P2P network interaction, while the system overhead is relatively small. 
(2) trust model based on fuzzy logic inference rules proposed by song et al. 
The calculation method based on fuzzy logic inference principles proposed by song et al. has a high detection rate of malicious nodes, but the malicious behaviour it fights is only dishonest behaviour in transactions, but not against various attacks against the trust mechanism. The model does not consider the various trust factors that affect the quality of evaluation, and the authors do not argue for the convergence of the model. 
(3) Distributed trust model based on vector space 
In this paper, a distributed trust model based on vector space model is constructed by preventing node collusion and discrediting attacks based on the recommended trustworthiness of the vector space model, and a distributed implementation scheme of the model is given based on R-Chain. Simulations and analysis show that the model is simple and effective, and has good engineering feasibility. The operational overhead of the system mainly comes from the storage overhead of keeping historical transaction feedback information, the calculation overhead of node trustworthiness and the network overhead caused by information exchange between nodes. In this model, the historical transaction feedbacks are stored locally at the nodes and the node trustworthiness is calculated separately by the traders. Therefore, the storage and computational overheads of the vector space-based distributed trust model are negligible compared to the storage and computational capabilities of current computer systems. Even so, the model still has certain drawbacks in that the factors considered in the calculation of trust values are not comprehensive and accurate enough. 
[bookmark: _Toc13146]3.3 Trust models based on transnational behaviour 
[bookmark: OLE_LINK1]The following models are the main ones based on transaction behaviour in the current research on trust in online shopping. 
(1) Douwen's maximum likelihood estimation-based model of node trust in a P2P environment 
The method proposed by Douwen et al. for calculating node trust in a P2P environment using maximum likelihood estimation improves the accuracy of trust worthiness to a certain extent, but the concept of lying degree is introduced in the calculation process, and the corresponding calculation method is not given in the model. 
(2) Bayesian network-based model proposed by Wang Yao et al. 
Yao Wang et al. at the University of Saskatchewan use Bayesian networks to build a trust model. Each peer builds a Bayesian Network (BN) for all peers it has transacted with. Through the BN, the requester can calculate the trustworthiness probability of the service provider based on what it cares about, and each probability expresses the trustworthiness of the peer in a particular aspect. However, the model he proposes is mainly for file sharing in P2P networks, and the BN model in the paper mainly focuses on the content, download speed and file quality of the files to be downloaded, and does not involve the specific application of e-commerce. The model takes into account the specific capabilities and diverse needs of individual nodes, which determine the document provider according to their own preferences. However, deliberate deception and collective cajoling by malicious nodes cannot be prevented or stopped. 
(3) Mui trust model 
Based on a Bayesian probabilistic approach, Mui et al. constructed the Mui trust model to derive user trust using historical transaction information and reputation information of both parties to a transaction. However, the Mui trust model is difficult to accurately assign values to the reciprocity, trust and reputation variables. The model is also only applicable to simple parallel social networks and cannot eliminate the influence of malicious The Mui trust model is difficult to accurately initialize the reciprocity and trust variables. 
(4) Cluster-based trust model for P2P e-commerce 
    The model is based on the characteristics of P2P network without centre, the nodes of e-commerce transaction are randomly divided into different groups by hash function, and the inner and outer connections are established within and between groups respectively, and the trust level is divided into 5 levels which are Untrusted, Minimum, Unknown, High and Highest, and the initial trust value is Unknown. The trust value is initially Unknown, and the group of the other party is obtained before the transaction, and after the transaction is completed, the trust value is published and the vector table maintained by the node is modified; if there is no node in the group, the group is canceled. This model reduces the network overhead to a certain extent, however, it only considers the trust evaluation between the nodes within the group, but not the evaluation between the nodes between the groups. 
(5) Research on trust model for P2P e-commerce 
Meng Xianfu et al. propose a domain-based trust model that divides P2P networks into domains, and then calculates the trust degree of nodes within and between domains. This paper proposes a P2P e-commerce trust model with domains based on the study of distributed trust mechanisms for transaction behaviours, and gives the definition and division of domains as well as the calculation of trust values within and between domains, but the division of domains is not clear enough, where nodes with more frequent transactions form a domain, while nodes with less frequent transaction behaviours are not given a clear division. The trust value is calculated by considering the transaction time and amount, without introducing any reward and punishment mechanism, and there are certain shortcomings in the division of domains and the calculation of trust value. The model fully considers the characteristics of node domains, factors such as the amount and time of transactions affecting nodes, and relies on the historical transactions of nodes to effectively prevent the node's reputation value from being raised through multiple small transactions. At the same time, the mechanism of this model calculates the node trust degree more accurately, distinguishes between malicious and bona fide nodes, and improves the security of transactions. However, this model does not consider the security of node trust value storage, but only stores the information of each node transaction in the node transaction table within the local domain, and malicious nodes can modify and delete the trust value in the transaction table.
(6) Trust model based on similarity-weighted recommendation in P2P environment 
This paper proposes a global trust model based on similarity-weighted recommendation for P2P environments, SWR Trust, proves the convergence of the global trust value iterative solving algorithm, and gives a distributed implementation of the solving algorithm and an improved similarity algorithm. The anonymity requirements of the nodes where the trust values are stored are discussed, and although the model has some ability to identify and contain collaborative cheating malicious nodes, the impact of attacks by other types of malicious nodes needs further study. 
(7) Trust model based on probabilistic statistics 
This paper addresses the shortcomings of existing models and proposes a trust evaluation model based on local information, which uses probabilistic statistics to suppress the attacks of malicious nodes. For strategic deception, the model uses Bayesian estimation method to calculate direct trust based on direct experience, and proposes a method to distinguish the importance of direct experience by It converts direct experience into relative direct experience and more effectively avoids the influence of strategic deception on the calculation of direct trust. For dishonest recommendations, the model proposes a method to effectively filter collaborative cheating nodes, and uses a 2×2 probability difference test to detect the honesty of the recommendation nodes, quantifies the trustworthiness of the recommendation information using the P-value of the test, aggregates the recommendation information and calculates the recommendation trust. Simulation experiments show that the trust evaluation model based on the probabilistic statistical approach proposed in this paper can more effectively suppress strategic cheating and dishonest recommendation threats, especially attacks on the system by complex collaborative cheating methods. 
[bookmark: _Toc11769]3.4 Bayesian Network Trust Model 
[bookmark: _Toc8983]3.4.1 Overview of the model 
The model studies mainly the application of Bayesian networks in P2P network file sharing, considering the three main factors affecting file sharing as: download speed, file quality and file type. The structure of the Bayesian network-based model is shown in Figure 3. 
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Fig.3 The structure of the Bayesian network-based model

This paper also introduces the conditional probability with the formula： 
[image: ]
Assuming that the total number of trades is n and the number of successful trades is m, the success rate of the trades is：

P(T=1)=m/n   and   P(T=1)+P(T=0)=1

A specific conditional probability table is also given for file types, which are divided into the following main types music, movies, documents, pictures and software. The conditional probability table is shown below:
Table 1.The conditional probability table
[image: ]

P(FT = "Music"|T = 1) represents the size of the probability of a successful download of a file of type Music, given that the transaction is satisfactory. In calculating the size of this value, the file involved in the transaction is a Music file, and given that the transaction is satisfactory, the size of its value can be calculated by the following equation. 
[image: ]
where P(FT = "Music"|T = 1) is the size of the probability that the transaction is satisfactory and that the music file will be downloaded successfully. Assuming that the number of successful downloads with a successful transaction is m1 , and the total number of transactions is n, the exact formula is:
[image: ]
P(FT = "Music"|T = 0) indicates the size of the probability of a successful download of a file of the Music type if the transaction is unsatisfactory, and its value is calculated in the same way as above. The size of the probability of success for other types of file downloads can be found using the same calculation method. 
Download speed and download quality are considered in the same way, with download speed considered in three main categories: fast, medium and slow. The quality of the files is also divided into three categories: high quality, medium quality and low quality. 
For the evaluation part of this model, the article only takes two of the three main factors and substitutes them into the formula The calculation was carried out. A weighted average approach is used to consider the formulae as follows.
S=Wds*Sds+Wfq*Sfq   and   Wds+Wfq=1
Wds and Wfq represent weights that indicate the importance of the download speed and the importance of the file during the entire download process, the values of which are generally determined by the user. A satisfaction threshold St is given for S. When S < St, then the transaction is unsatisfactory, and vice versa.          
Also when considering the recommendation trust value, two components are taken into account: acquaintance recommendations and stranger recommendations, and are given different weights, which are calculated as shown below.
[image: ]  and   wt+ws=1 
rij is the combined recommended trust value given by file j to file i, k denotes the number of acquaintances giving the recommended trust value, and g denotes the number of strangers giving the recommended trust value. wt and ws are the ratio parameters for acquaintance and stranger recommendations, respectively. A threshold θ for the recommended trust value is also given in the paper. When rij ≥ θ, the node is traded with, and vice versa, it can be chosen not to be traded with. The trust value is updated with respect to the success of the transaction, given a weighting factor α , which is assigned to 1 when the transaction is successful and 0 otherwise. its update formula is shown below.:
[bookmark: OLE_LINK2]trijn = α*trijo+(1-α)*eα 
trijn  is the new trust value generated after the transaction is completed, α is a scaling parameter in the range [0,1], where eα is a correction factor that takes the value 1 or -1. When rij ≥ θ, take eα=1, and vice versa, go to eα=-1. 
[bookmark: _Toc9914]3.4.2 Advantages and disadvantages of the model 
The model completes the calculation of the trust value to a certain extent, mainly by carrying out the corresponding probability analysis for different file types, using Bayesian probability and conditional probability formulas to find the corresponding factors under the influence of satisfaction, assigning different weights to them respectively, and finally calculating the satisfaction of file downloads by means of a weighted average The satisfaction level of the file download was calculated by weighting the average. In the process of file sharing, the recommendations of others are taken into account, which are divided into recommendations from acquaintances and strangers. In the file sharing process, recommendations from others are divided into recommendations from acquaintances and recommendations from strangers, which are also given different weights. The probability of a successful download is calculated. However, there is no clear analysis of factors such as file quality and download speed. Moreover, the trust value is calculated by taking only two major factors, and the structure of the experiment is not accurate enough. 
The model does not have a reasonable reward and punishment mechanism for malicious recommendations, and the trust calculation and representation are too simple to accurately reflect the trust level of the target node. 
[bookmark: _Toc32012]3.5 Trust management model using Bayesian networks
[bookmark: _Toc30680]3.5.1 Overview of the model 
The model is also based on the example of P2P file downloads, where nodes have different interests (movies, music, quality requirements, etc.) and broadband conditions. A node A may have the question: "How certain is it that it will download a high quality movie from B", and a Bayesian network is a good answer to this question. The model described in this paper is based on the model proposed by Yao Wang and Julita Vassileva, and is obtained by using a method that updates the CPT using individual attributes of the transaction outcome. 
In this model, each party to a transaction keeps a Bayesian net of the other party or node with which it has transacted, recording the trustworthiness of the node, and the consideration of the trust value is carried out in three main parts, such as download speed, file type, file quality, etc. Assume that T is used to denote the trust generated during the transaction, and DS, FT and FQ are used to denote the parameters download speed, file type and file quality respectively, and the node maintains a conditional probability table (CPT) for each of these, in this paper, the conditional probability table for download speed is shown in Table 2. 
Table2.the conditional probability table for download speed
[image: ]
For each of the parameters considered in Table 2, p and q are the number of satisfied transactions and the total number of transactions from the last update to the present, respectively, and p and q are the number of satisfied transactions and the total number of transactions for all transactions up to the last update, respectively. p, q, p', q' are the sum of the four columns of values m, n, m ', n' respectively.
Also, the node keeps a recommended trust value tri for each node i that has ever provided trust information, with an initial value of 0. 
The other two parameters, download quality and download type, are also considered in the same way, and the corresponding conditional probability tables CPT are created. 
The size of the trust value is mainly a matter of satisfaction with the transaction and is evaluated in the following two areas The following two aspects are evaluated: download speed and file quality. If the weighted sum of the two is not less than a pre-determined threshold of satisfaction, the transaction is considered satisfactory and is represented by T = 1; if not, T = 0. 
The part of the recommendation trust value that is considered is also divided into two parts: recommendations from acquaintances and recommendations from strangers. If a node wants to download a resource from a node that it has not traded with before, it needs to ask the other node for This node's trust information, i.e. the other node's evaluation of its value after previous transactions have been completed. The recommendation trust degree is calculated as shown below. 
[image: ] and  wf+wu=1 
pij is the magnitude of the trust probability of the recommendation node for the target node, and tri is the recommendation trust value given by the recommendation node. wf and wu are the proportional weights of familiar nodes and unfamiliar nodes in the recommendation trust process, m is the number of familiar recommendation nodes, and u is the number of unfamiliar recommendation nodes. In general, wf > wu . 
   The model is divided into two parts when discussing the update of the trust value: the update of the CPT associated with the transaction nodes and the update of the recommended trust value. and the update of the recommendation trust value. 
(1) Updates to the CPT associated with a transaction node 
This is achieved mainly by changing the number of successful transactions, taking the download speed as an example, which is divided into three cases: fast, medium and slow. When the transaction is completed and T = 1, assuming that DS is measured as medium, the p-value for medium is added by 1, and the p-values for the corresponding attributes in the other two CPTs are added by 1. The new conditional probability value after the completion of this transaction is obtained by the corresponding calculation formula. Similarly, the other two parameters are considered in the same way. 
(2) Updating of the recommended trust value for the recommended node 
The update of this part of the trust value is also obtained using the weighted average method, which is calculated as follows The formula is shown below. 
tri=α*tri =(1-α)*tr0
where tri is the recommendation trust value of recommendation node i before the transaction, tr0 is the satisfaction level of this recommendation and takes the value of 1 or -1. Assuming that the result of this transaction matches the given recommendation trust probability, tr0 takes the value of 1, otherwise it takes the value of -1. α and 1-α are their weighting ratios, respectively. 
[bookmark: _Toc27098]3.5.2 Advantages and disadvantages of the model 
The model also completes the calculation of trust values to a certain extent, mainly by using Bayesian networks and conditional probability formulas to calculate the trust values generated in the course of e-commerce transactions in a relatively accurate and simple way, and The CPT table is used to analyse the magnitude of the trust value, although contextual relevance is taken into account in the calculation. The previous model only gives the combined trust of a node by combining historical transaction experience, but does not The accuracy of the trust value is not high as the experimental results are not given for analysis. 
The previous model only applies Bayesian networks to file sharing in P2P networks, but not to online shopping, and the model does not provide a mechanism for rewarding and punishing, and the calculation and presentation of satisfaction is too simple. 
[bookmark: _Toc6544]3.6 Summary of this chapter 
This chapter gives a brief overview of some of the existing trust models for online shopping and briefly analyses the strengths and weaknesses of these models. A brief overview of the model is given for the trust model for online transactions using Bayesian networks, and the strengths and weaknesses of the model are given in more detail through the analysis of the model.
 
[bookmark: _Toc12905]4.A Bayesian network-based trust model for online shopping 
By learning from the results of multidisciplinary research on trust mechanisms in management, sociology and psychology, researchers have classified trust models from different perspectives, mainly into two categories: centralised trust models and distributed trust models, and current research mainly focuses on distributed trust models. This paper proposes a Bayesian network-based trust model for online shopping, based on the advantages of the above models and the description and analysis of trust relationships, metrics and evaluation of trust intention. The Bayesian network is truly applied to the online transaction system, and the trust problem arising from the transaction process is evaluated accordingly.
[bookmark: _Toc1118]4.1 Overview of Bayesian networks 
Bayesian networks are probabilistic networks, which are graphical networks based on probabilistic inference, and Bayesian formulas are the basis of this probabilistic network. Bayesian networks are mathematical models based on probabilistic inference, and what is called probabilistic inference is the process of obtaining other probabilistic information through the information of some variables, based on the probabilistic inference of Bayesian Bayesian Network (Bayesian Network) is proposed to solve the problem of uncertainty and incompleteness, and it is useful for The Bayesian Network is a probabilistic inference-based approach to the problem of uncertainty and incompleteness, and has been widely used in a number of fields to solve faults caused by uncertainty and correlation in complex equipment. It is widely used in many fields.  
Bayesian networks, also known as confidence networks, are an extension of the Bayesian approach, introduced by Pearl in 1988, and are currently one of the most effective theoretical models in the field of uncertain knowledge representation and reasoning. A Bayesian network is a Directed Acyclic Graph (DAG), consisting of nodes representing variables and directed edges connecting these nodes. The nodes represent random variables and the directed edges between the nodes represent the interrelationships between the nodes (from the parent node to its descendants), expressing the strength of the relationships in terms of conditional probabilities, and the information in terms of prior probabilities for nodes without parents. Nodal variables can be abstractions of any problem, are suitable for expressing and analysing uncertain and probabilistic events, are applied to decisions that conditionally depend on multiple control factors, can make inferences from incomplete, imprecise or uncertain knowledge or information, and are widely used in several fields, and this paper is an application of Bayesian networks to e-commerce transaction systems. Bayesian networks have the following properties. 
(1) Bayesian networks are themselves a kind of unqualified causal association model. Unlike other decision models, Bayesian networks are a probabilistic knowledge representation and inference model that visualizes multivariate knowledge graphs, and more appropriately implies causal and conditional correlations between network node variables. 
 (2) Bayesian networks are powerful in handling uncertainty problems. Bayesian networks express the correlations between individual information elements in terms of conditional probabilities and are able to learn and reason under limited, incomplete and uncertain information conditions. 
(3) Bayesian networks can effectively perform multi-source information representation and fusion. Bayesian networks can incorporate various information related to fault diagnosis and maintenance decisions into the network structure and process them in a unified manner by nodes, and can effectively fuse information according to their correlation. 
Based on the above characteristics of Bayesian networks, this paper applies them to network trading systems. Through modelling and analysis, the magnitude of the trust value and the satisfaction of the transaction during the transaction are derived, and the probability of malicious deception of malicious nodes occurring is reduced to a certain extent. 。 
[bookmark: _Toc15278]4.2 Definition and representation of the model 
Based on the above characteristics of Bayesian networks, and after analysing and understanding the major factors affecting the normal conduct of online shopping transactions, the trust value of online transactions is evaluated in this model from the following aspects, and the calculation of trust value is divided into three parts: the calculation of direct trust, the calculation of indirect trust and the calculation of recommended trust. Four important parameters are introduced when considering the calculation of direct trust. 
(1) Transaction amount: The size of the transaction amount in online shopping transactions reflects to a certain extent the importance of the transaction, i.e. the larger the transaction amount the greater the impact on direct trust. To a certain extent, it can also prevent some malicious users from accumulating trust through small transactions and then cheating in large amounts afterwards. 
(2) Number of transactions: This is the number of transactions that both parties have made. The more transactions that both parties have made in online shopping, the better the level of understanding and trust between the two parties will be. When the two sides have already entered into some transactions and have established a certain trust relationship between each other, it is more conducive to the transaction between the nodes, to a certain extent, affect the direct trust in the process of e-commerce transactions. 
(3) Transaction evaluation: also refers to the issue of transaction satisfaction, for both sides of the transaction is relatively subjective, after the transaction is completed, for this transaction, the two sides of the transaction to give each other a certain evaluation, of course, the higher the evaluation given, it means that the better the trust in the transaction process, trust accumulation, more conducive to the next other nodes choose to trade with them, which to a certain extent affects the calculation of the value of the direct trust factor of online shopping transactions. 
(4) Transaction time: this model, when considering the direct trust, a time decay function is introduced, i.e. the evaluation of the direct trust of a transaction is also influenced by the time sequence of the transaction. The closer the transaction time is to the time of the transaction, the greater the impact on the transaction, as it better reflects the performance of the transaction behaviour at that node during that time. As the time of the transaction increases, the impact on subsequent transactions in the online shopping system decreases. 
This model also introduces several important parameters when considering the assessment of indirect trust. 
(1) The size of the direct trust between the parties to the transaction: i.e. the size of the direct trust found in the previous section; the higher the level of direct trust between the parties to the transaction, the greater the impact on the indirect trust. This is mainly for the size of the direct trust in the indirect trust part. 
(2) The size of the recommendation trust given to the recommending node: when there is no direct trust between the two sides of the transaction, a request for recommendation is sent to the third party, and the recommending node receives the information and gives a certain reply to the request, i.e. the size of the trust for the transaction, and then the side of the transaction decides whether to carry out this transaction with it based on the recommendation information received from the recommending node. Of course, the greater the trust value of the recommendation node, the more favourable it is for the trading party to choose it for the transaction. The prerequisite is that the recommendation node itself has a high trust level, so that its recommendation is trustworthy; conversely, if the recommendation node itself does not have a high trust level, perhaps the recommendation value given will not be used by the counterparts. Therefore, the recommendation node's own recommendation trust level also affects the evaluation of the indirect trust value in the e-commerce transaction system to a certain extent. 
(3) The number of neighboring nodes of the transaction node: When the number of neighboring nodes of the node is large, in the absence of direct trust between the two sides of the transaction, a recommendation request is sent to other nodes, and due to the large number of surrounding nodes, more nodes will give recommendation trust information, and the transaction party can select the node to be traded by comparing the recommendation of acquaintances or the recommendation of strangers. Generally the nodes chosen are those with higher reputation. 
For the consideration of indirect trust value, the model is mainly obtained by the weighted average method of direct trust and indirect trust, and for the consideration of recommendation trust, it is also divided into two major parts: the recommendation given by acquaintances and the recommendation given by strangers. 
In order to reflect the subjectivity and diversity of trust values, a Conditional Probability Table is introduced based on the trust model proposed by Wang Yao and Julita Vassilieva, which is obtained by using a method that updates the CPT by recording the factors that affect the proper conduct of e-commerce transactions. It is assumed that the magnitude of the trust value in this model is denoted by T, T ∈ [0,1]. For consideration we classify the trust level into 4 levels: no trust, low trust, trust and high trust. The specific trust value ranges and descriptions are shown in Table 3. 
Table 3.The specific trust value ranges and descriptions
	trust value
	trust
	describe
	Number of successful

	T1[0,0.5)
	Don't trust
	Distrust the counter-party
	S1

	T2[0.5,0.7)
	Low trust
	The level of trust is low
	S2

	T3[0.7,0.9)
	Trust
	Average level of trust
	S3

	T4[0.9,1]
	High trust
	High level of trust
	S4



We use T to represent the composite trust level. Assuming the total number of transactions is n, P(T =Ti) represents the probability of a successful transaction when the trust value is in the range of Ti, and its value is the ratio of the number of successful transactions to the total number of transactions. Assuming that the total number of transactions is n and the number of successful transactions is si , then:
P(T=Ti)=si/n  and  P(T=T1)+P(T=T2)+P(T=T3)+P(T=T4)=1

Assume that the interaction between any two nodes in this online shopping trust model in a P2P network environment is random and independent of each other, without any dependencies between them, and that the interactions between the nodes are independently and identically distributed, if the total number of interactions between them is n , of which the number of successful transactions is s . Let the probability of a successful interaction between any two nodes be η , and it is known that he they satisfy the binomial distribution, i.e.
[image: ]
In addition, the relevant concepts based on Bayesian networks used in the model are defined as follows. 
Definition 1 Bayesian formulation Let A1 , A2 , ..., An be a division of the sample space Ω and P( Ai > 0)(i =1, 2,... , n), then for any event B(P(B) > 0), there is:
[image: ]
Definition 2 Conditional probability formula Let A , B be two events and P(B) > 0, call P( A| B) the conditional probability of the occurrence of event A given that event B occurs. is the conditional probability of event A occurring under the condition that event B occurs.
[image: ]
[bookmark: _Toc17959]4.3 Evaluation of the model 
Trust is a subjective concept, a confidence of one node in the competence, integrity and reliability of another node, which depends on experience and expresses the level of trust in the model in terms of trust values, which vary dynamically with the behaviour of the nodes state changes. The evaluation of the model is mainly based on the Bayesian probability formula. The Bayesian network structure diagram in online shopping shows that the trust value is calculated in three main parts: direct trust, indirect trust and recommendation trust. Direct trust is the direct experience of two nodes that have had direct transactions with each other based on their transactions; indirect trust is the trust of two nodes that have no direct transaction experience or less experience and have obtained indirect trust through the recommendations provided by other nodes; indirect trust is obtained by a weighted average of direct trust and recommendation trust.
[bookmark: _Toc11697]4.3.1 Assessment of direct trust 
The assessment of direct trust is influenced by several factors: the timing of the transaction, the amount of the transaction, the number of transactions and the evaluation of the transaction. As time passes, the influence of previous transaction behaviour on subsequent transactions becomes increasingly weaker, i.e. influenced by the time of the transaction. The size of the reputation generated by a large transaction is different from that of a small transaction, and the amount of the transaction is also a reference factor in the evaluation of the trust value. The higher the number of successful transactions, the better their credibility and the number of transactions has an impact on the assessment of trust value. It is assumed that the selected counterparts has received a positive feedback from the counterparts after its last transaction was completed, which indicates that the counterparts has a certain level of credibility and can also be used as a criterion for whether to conduct a transaction with it. 
For the consideration of direct trust, each node in the model keeps a Bayesian net of the nodes it has transacted with, recording the node's credibility, the time, amount and number of transactions, as well as the rating given to the counterparts after the end of this transaction. The nodes maintain a conditional probability table (CPT) for each of these items, using M, N, T and U to denote the amount of the transaction, the number of transactions, the time of the transaction, and the evaluation of the transaction, respectively. Mj = 1 means that the transaction is successful for the amount in the range of Mj. The conditional probability table corresponding to the direct trust is shown in the following table, and the sum of the values in each column of the table is also 1 for the transaction amount M, see Table 4 
Table 4 .Table of conditional probabilities
[image: ]
In the above table, P(Mj=1|T=Ti) represents the probability of a successful transaction of Mj when the value of trust given by one party to the transaction is within the range of Ti after the completion of a transaction. The magnitude of the value is the number of successful transactions in the range of Mj over the total number of transactions, which can be calculated by the following formula. 
[image: ]
  P(Mj=1, T=Ti) represents the probability of a successful transaction with a trust value in the range of Ti and a transaction amount in the range of Mj 
P(Mj=1, T=Ti)=mj/n
where mj represents the number of successful transactions with transaction amounts in the range Mj and trust values in the range Ti. 
P(Mj=1|T=Ti) indicates the probability of a successful transaction for a transaction amount of Mj when the trust value is in the range of Ti. The magnitude of the value can be found in Table 4 and is calculated as above. In addition, the number of transactions is considered in the same way as the reference factor, and is divided into four levels: N1 [0 ~ 10), N2 [10 ~ 100), N3 [100 ~ 1000) and N4 [1000 ~). 
Depending on the trust value, we can also obtain a conditional probability table for the number of transactions in different number of times segments, depending on the number of successful transactions, we can also estimate the probability of the next successful transaction with the corresponding calculation formula is shown below. 
[image: ]
Table 5 .Number of transactions conditional probability table

[image: ]

where P(Ni=1|T=Ti) represents the probability of the next successful transaction given that the trust value T is in the range of Ti and the corresponding P(Ni=1,T=Ti) represents the probability of a successful next transaction given that the trust value T is in the range of Ti and the number of transactions is in the range of Nj.
P(Ni=1,T=Ti) =nj/n
where Nj represents the number of transactions that have been successful within a range of Nj and n is the total number of transactions. The value of P(Ni=1|T=Ti) can be obtained by substituting the values of the two components into the above formula and filling in the conditional probability table. The probability values used in the future can be found in this table. The higher the value, the higher the trustworthiness of the node, and other nodes will give priority to such a node when choosing a trading partner. Therefore, this model also uses it as a reference factor when discussing the trust value of node transactions. In the same way as the first two influencing factors are considered, we also divide the evaluation given after the transaction is completed into four segments, whose specific conditional probability table is shown in Table 6.
Table 6 .Number of transactions conditional probability table
[image: ]
  Depending on the evaluation value given by the parties to the transaction after the transaction is completed, we can obtain the conditional probability of the impact of the transaction evaluation value on the e-commerce transaction (CPT), and depending on the number of successful transactions within different transaction evaluation segments, we can also estimate the probability of the next successful transaction, with the corresponding formula shown below.
[image: ]
where P(Ui=1|T=Ti) represents the size of the probability of the next successful transaction given that the trust value T is in the range Ti and the corresponding transaction evaluation of the successful transaction is influenced. P(Ui=1,T=Ti) represents the probability of the next successful transaction given that the trust value is in the range of Ti and the given transaction evaluation is in the range of Uj.  
[image: ]
where Uj is the number of successful transactions given to the other party after the transaction has been completed that fall within the range of Uj, and n is the total number of transactions. The value of P(Ui=1|T=Ti) can be obtained by substituting the values of the two components into the above formula and filling in the conditional probability table, from which the probability values used in the future can be found.
The consideration of transaction time as an influencing factor is relatively simple, but in relation to e-commerce trading systems the number of transactions is considered in two ways: the number of successful transactions and the number of failed transactions. And in the calculation process process, a threshold is set, and when the number of successful transactions exceeds this threshold, a certain reward mechanism is adopted to When the number of successful trades exceeds this threshold, a reward mechanism is adopted to reward them; conversely, a penalty is applied to punish them. The model sets a threshold value of N0 , n0 being the number of failed trades. When n0 >N0, a penalty factor is introduced to punish it, calculated as follows 
[image: ]
where n0 is the number of failed transactions and f1 is the size of the penalty factor, which increases as n0 increases.  
The introduction of the reward factor is not only related to the number of successful transactions, but also to the amount of successful transactions, the larger the amount, the correspondingly larger the reward factor. It is calculated as follows.
[image: ]
where m0 is the number of successful transactions, mj is the transaction amount of the j successful transaction, and f2 is the size of the reward factor, which increases with the increase of m0. It can be demonstrated that the trust value of a transaction is closely related to the number of successes, and its specific verification process is as follows. 
Since the nodes in this model do not exchange information with each other before the interaction, that is, there is no information about whether the transaction will be successful after completion, the probability value of success η has an equal chance of taking the value at each point on [0,1]. The posterior distribution of the success rate η of a transaction can also be derived from the Bayesian formula when the total number of transactions n, the number of successful transactions s and the number of failed transactions f are known. The formula is shown below.
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And α=s+2,β=f+2
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The expectation of its posterior distribution is estimated as:
[image: ]
From the formula, it can be seen that the expected value of the probability value η of a successful transaction is (s+2)/(n+4) when the total number of transactions n, the number of successful transactions s and the number of failed transactions f are known, and the magnitude of the trust value of the direct trust generated during the transaction is equal to this expected value. That is   
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From the above equation, we can see that the more successful interactions between nodes, i.e. the higher the probability of success, the larger the size of the direct trust value Td0. Similarly the more trustworthy the node is, indicating that there is a relationship between the size of the node trust value and the number of successful transactions, i.e. the success rate of the transaction. The model also discusses the four main factors that affect e-commerce transactions by situation, giving the number of successful transactions, i.e. the probability of successful transactions, for different levels of trust. 
By combining the trust values obtained from the four factors affecting the normal conduct of e-commerce transactions, a weighted average formula is used to calculate the direct trust level Td for this transaction. Assuming that the trust value calculated from the amount of the transaction is TdM , the trust value after the transaction influenced by the number of transactions is TdN , and the trust value after the transaction influenced by the transaction evaluation is TdU , the size of the direct trust value Td can be obtained from the above expression as
[image: ]
where 1/χ is the arithmetic mean of the direct trust values resulting from the influence of the above factors, where a time decay factor is introduced for the consideration of the transaction time factor; in calculating the trust values under the influence of the number of transactions The trust value under the influence of the number of transactions should be calculated by comparing the number of successful transactions and introducing the corresponding reward factor or penalty factor to the The trust value of the direct trust component can be obtained by comparing the number of successful transactions and introducing the corresponding reward factor or penalty factor to the trust value. The trust value of the direct trust component is obtained by comparing the number of successful transactions with the corresponding reward or penalty factors. 
[bookmark: _Toc22942]4.3.2 Calculation of credibility 
When considering the calculation of direct trust, the prerequisite needed is that the nodes of the transaction must have a certain amount of and the more interaction information there is between them, the more accurate the direct trust value Td0 calculated by the Bayesian formula. The more interaction information between the nodes, the more accurate the direct trust value Td0 will be. However, if there is no direct interaction experience between the two nodes or if there is very little information about the interaction between the two nodes, is the direct trust value derived from this theory The question of whether the direct trust value can be replaced by the expectation value of the posterior distribution of the probability of a transaction η is another issue that the model faces. 
In view of the above problems, the model introduces a concept of trustworthiness. This is the degree of confidence, accuracy of the direct trust value calculated according to the Bayesian theory formula. Using cij as a proxy, and δ as the degree of error, the formula for calculating the confidence level of the direct trust value cij is shown below.
[image: ]
The formula also calculates the proportion of the probability of successful transactions between the intervals [ Td -δ，Td +δ] to the total distribution.
As can be seen from the above equation, in the case of the same experimental data, the larger the value of the degree of error δ, the larger the value of the degree of confidence cij, and the higher the degree of confidence in the direct trust value Td calculated from the Bayesian theoretical formula。 
[bookmark: _Toc2023]4.3.3 Assessment of Indirect Trust
The above direct trust considers only the interaction behaviour of the two nodes before the transaction, while in practice, if the two nodes to be traded have no experience of direct transactions or have only little interaction information with each other, they need to request recommendations from other nodes, introducing a recommendation trust value. 
Assume that the trust value obtained from direct interaction experience between two nodes of a transaction is Td , and cij is the degree of trustworthiness of the direct trust value Td obtained on the basis of the above interaction history. Set a threshold value, i.e., a minimum threshold of trustworthinessδ. If cij≥δ , then Td is considered trustworthy. Conversely, when cij≤δ, then Td is considered untrustworthy. In the case of a low level of trustworthiness, it is necessary to obtain more interactive information through recommendations given by third parties to make the calculated trust value more accurate. 
The assessment of indirect trust takes into account two main factors: one is direct trust; the other is recommendation trust. The direct trust has already been calculated by the previous method, when we consider the recommendation trust, it is divided into acquaintance recommendation and stranger recommendation, according to their different degrees of trust, respectively have different weights, and then through the simple weighted average method to synthesize the recommendation trust value, and finally according to the corresponding formula to calculate the indirect trust value, its calculation formula is as follows. 
[image: ]
Trj is the direct trust between node j and acquaintance referrer r, and tir is the recommendation trust value. k is the number of familiar referrers, u is the number of stranger referrers, Wf and Wu are the weights of familiar referrals and stranger referrals respectively, Wf > Wu , i.e. the trustworthiness of referrals from familiar referrals is generally higher than that of referrals from strangers, and Wf +Wu =1. 
[bookmark: _Toc6604]4.3.4 Assessment of comprehensive trust
The combined trust value refers to the overall trust value of a node in an e-commerce transaction system after a transaction has been completed, and is obtained by using the corresponding formulae for the time, the number of transactions, the amount of transactions and the evaluation of the transactions. 
In this model, the overall trust is considered in the same way as the direct and indirect trust values, and is also obtained by using a weighted average method. Setting the initial state, the trust value T = 0.5, the proportion of the weight of the direct trust value is β, the model takes β = 0.6, then through the table and the corresponding formula can calculate the size of the direct trust value and the indirect trust value, and finally through the average weighting formula can calculate the comprehensive trust value T . The specific calculation formula is as follows：
[image: ]
where Tj is the magnitude of the indirect trust value, Td is the magnitude of the direct trust value, and T is the magnitude of the combined trust value. 

[bookmark: _Toc13582]4.5 Summary of this chapter
This chapter firstly proposes the concept of Bayesian networks based on learning from several previous models, gives some basic properties of Bayesian networks and applies them to online shopping transaction systems accordingly, and finally proposes a new Bayesian network-based trust model for e-commerce. The model structure diagram of the model is given in the paper, and the definition and representation of the model are given. 
Secondly, the trust value of the model is considered in three parts: direct trust value, indirect trust value and recommended trust value, and the corresponding values are calculated separately to arrive at the total trust value through a comprehensive calculation. 
Finally, the update of the trust value is divided into two parts: the update of the combined trust value and the update of the recommended trust value, and the corresponding update algorithm is given. 


[bookmark: _Toc15079]5.Simulation experiments and analysis of results
P2P networks are growing rapidly, and their scale is increasing day by day, due to their openness, autonomy and dynamic nature. The study of this paper is based on a simulation environment, as it is difficult to study the contents of this paper in a real P2P network environment. The study is based on a simulation environment. There are a number of simulation tools available, and this paper uses one of the more popular It is a programmable modelling environment that is widely used for the simulation of many complex natural and social phenomena. 
The Net Logo simulation environment is based on four main components: the turtle, the tile, the observer and the link.
The turtle is an intelligent body capable of autonomous movement and can be used to simulate a transaction node in an e-commerce transaction. The turtle can also be defined as having different attributes that can be used to define different types of transaction nodes in e-commerce transactions. Because the intelligent bodies in Net Logo can move autonomously and interact with each other, they can be used to simulate the transaction process in e-commerce transactions. The simulation of e-commerce trading systems in P2P networks can be implemented in the Net Logo simulation environment. 
Section 5.1 focuses on Net Logo, a programmable multi-intelligence simulation tool; Section 5.2 describes the simulation environment and the design and implementation of the trust mechanism; Section 5.3 sets the simulation parameters and compares the results; and Section 5.4 summarises the main contents of the chapter. 
[bookmark: _Toc813]5.1 Net Logo 
In 1999, Uri Wilensky of the Center for Connected Learning and Computer-Based Modeling in the USA first developed the Net Logo environment, a complete stand-alone programming development environment based on Java that runs on Mac, Windows, etc. It runs on Mac, Windows and other systems. In fact, Net Logo is a further development of the multi-subject modelling language and in particular the Star Logo environment, which has been continuously updated and developed since 1999, with the following main features: modelling, simulation run control, simulation output, experiment management, system dynamics simulation, participatory simulation and model libraries. It is a collection of classical models of complex systems covering many fields such as mathematics, physics, chemistry, biology, computing, economics and society. 
Net Logo is a programming and development environment that inherits the Logo language, but improves on the fact that the Logo language can only control a single turtle by controlling thousands of turtles in its modelling, so that Net Logo modelling is able to simulate the behaviour of microscopic individuals and the emergence of macroscopic patterns, and the connections between them. Net Logo is a programming language and modelling environment for simulating natural and social phenomena, and is particularly suited to simulating complex systems that evolve over time, with the following four types of self-subjects in Net Logo. 
Turtles: Turtles are used to simulate self-subjects that can move through the world and have their own properties and behavioral characteristics, and turtles can interact with turtles or tiles. Turtles can be created by observers or Patches during development, or by the user in code writing. The position of each turtle is expressed in coordinates (xcor, ycor), where xcor and ycor are floating point values, so that the whole simulation world is continuous for the turtles and they can be located anywhere in a Patch, which can also contain multiple turtles at the same time. Further, the user can use the breed keyword to define a specific type of intelligent body. In this paper, a number of different types of intelligent are defined to simulate different types of transaction nodes in the e-commerce transaction process. 
Patches: In Net Logo, the simulation world is represented as a two-dimensional grid of tiles. The simulated world of Net Logo is not simply a horizontal two-dimensional space, as researchers can control the way the horizontal and vertical boundaries of the grid are wound back to produce four different topological, including: torus The default structure is a torus, a box, a vertical cylinder and a horizontal cylinder. The default structure is the torus, where the horizontal and vertical boundaries wrap around to form a closed finite unbounded space, and when the turtle goes beyond one boundary it appears on the corresponding other boundary. The box does not wrap in either direction, so there are boundaries at the top and bottom, and the turtle cannot move beyond them. The column faces only loop in one direction, with the left and right boundaries of the vertical column faces connected together and the top and bottom boundaries of the horizontal column faces connected together.  
Observer: The observer is a global subject that observes the world made up of turtles and patches, and can execute commands to obtain the state of all or part of the world, or to achieve control over it. The observer, on the other hand, has no specific position in the simulated world, but can be seen as an entity that observes the turtles and patches, similar to an observer in the Swarm model.  
Links: A link is a self-subject that connects two turtles, usually represented by a line between the two turtles, and the two turtles being connected are called nodes; these self-subjects are mainly used in network modelling, geometric modelling, etc. Net Logo defines two types of links: directed links and uncorrected links. A directed link is a link that points from one node to another, e.g. a father-son relationship can be represented by a directed link, while an uncorrected link is one in which the two nodes are reciprocal and not directed, e.g. a spouse or brother-sister relationship can be represented by an uncorrected link.  
Because of these advantages and features, Net Logo is well suited for modelling complex systems. The observer can use the ask statement to command turtles to execute the corresponding command and complete the corresponding operation. This model is based on this, and makes use of the movement of intelligent to perform simple interactions in an e-commerce transaction system. 
[bookmark: _Toc15071]5.2 Design and implementation of the simulation system 
[bookmark: _Toc18541]5.2.1 Simulation system flow 
This paper uses the turtle intelligences in the Net Logo simulation software to simulate the nodes in a P2P network, and also simulates the relationship between nodes and nodes, and uses the interaction between the turtle intelligences to simulate the transactions in the online shopping transaction system, based on which the trust mechanism of e-commerce based on Bayesian networks proposed in this paper is applied. 
The process of the whole simulation system is divided into the following parts. 
(1) Any party in the online shopping transaction system, check the size of the trust value of each other node, choose a node with the highest trust degree to send a transaction request to it, wait for the other party of the transaction to respond, once an agreement is reached, and will complete the transaction. 
(2) After this transaction is completed, the trust value should be calculated based on the transaction evaluation given after the transaction is completed and other relevant influencing factors such as transaction time, transaction amount and number of transactions, and finally the size of the trust value is derived. 
(3) In a certain trust transaction process, dishonest nodes are introduced to observe whether the dishonest nodes have an impact on the whole trust process. 

[bookmark: _Toc3910]5.2.2 Simulation system algorithm implementation 
This paper uses the Net Logo multi-intelligence simulation software to simulate the nodes in an e-commerce transaction system in a P2P network environment, and uses turtle nodes to freely interact to implement node transactions in the e-commerce system, on top of which the simulation of a Bayesian network-based e-commerce trust model is implemented. 
In the simulation experiments, this paper implements the execution of e-commerce transactions in a P2P network environment. The process of transaction execution is influenced by direct trust, indirect trust and recommendation trust. After the transaction is completed, the nodes involved in the transaction give a value to the corresponding counterparty, and the trust value is finally updated. The algorithms involved in this simulation system include two main ones: the transaction request algorithm and the transaction response algorithm. The implementation of the algorithms is shown below. 
Algorithm1-1:   Transaction Request 
Input:   Simulation parameters in Net Logo 
Output: TrustRank 
Method:  
        While TRUE do 
          pick up one peer q with the highest T; 
          send the transaction request to q; 
          after  transaction,  adjust  q’s  T,  and  update  the  history  list  and  the 
conditional probability table; 
        if q’s T< Threshold then 
          put q into the blacklist; 
        end if  
          rating update 
          update the weight of rater if the algorithm needs; 
        end while. 
Algorithm1-2:   Transaction Request 
Input:   Simulation parameters in Net Logo 
Output: TrustRank 
Method:  
        While TRUE do 
          Get the transaction responser to p; 
        If p is in the blacklist then 
          Reject p’s request; 
        Else  
          Provide the transaction responser to p; 
          Add p to the q’s neighbor list; 
        End if 
 End while 
[bookmark: _Toc996]5.2.3 Simulation system environment settings 
In the simulation system, we classify the evaluation of a node to another node in the transaction process into three main types: honest evaluation, dishonest evaluation and malicious evaluation. Honest evaluation" means that the evaluation given to the other party after the transaction is completed is true. "Dishonest evaluation" means that the evaluation given to the counterparty after the transaction is completed is not true, i.e. the evaluation value given may be too high or too low. "Malicious evaluation" means that after the transaction is completed, the evaluation given to the other party is too high or too low in order to intentionally raise or lower the trust value of the other party. A node that gives an honest evaluation after each transaction in an e-commerce transaction system is an "honest evaluation node". A node that gives a dishonest evaluation after each transaction is completed is a "dishonest evaluation node". A node that gives a malicious evaluation after each transaction is completed is a "malicious evaluation node". 
In the trust model, the trust value consideration section has given several factors that affect the process of online shopping transactions: transaction time, transaction amount, number of transactions and transaction evaluation. The consideration of trust value is divided into three main parts: direct trust value, indirect trust value and recommended trust value. The direct trust value is considered with the introduction of a time decay factor and a corresponding reward and punishment mechanism to improve the accuracy of the direct trust value calculation. The recommendation trust value is also divided into two parts: recommendations from acquaintances and recommendations from strangers. Different weighting factors are given to obtain the magnitude of the recommendation trust value. On the basis of the above two trust values, the indirect trust value is derived, and finally the total trust value is obtained by means of a weighted average method. 
In this paper, a simulation environment is set up for the system, and the Bayesian network-based e-commerce trust model is validated in this environment, and existing models are also compared in this simulation environment to verify the validity and accuracy of the model to a certain extent.。 

5.2.4 Realization of simulation system 
The specific implementation interface of the simulation system is shown in Figure 4.
[image: ]
Figure 4 Simulation interface diagram
The simulation system environment enables verification of the validity of the model and its resistance to various attacks, as well as simulation of the change in node trustworthiness under different levels of damage. It is also possible to give the corresponding data output and simulation of node transactions. 
As shown in the figure above, experimental validation can be experimented with by changing the simulation parameters. Simulations of two node transactions as well as multiple node transactions in an online shopping system are implemented. Normal trust transactions are shown in blue and after a certain period of time dishonest nodes are introduced to observe whether the dishonest nodes have a large impact on them. The simulation of an e-commerce transaction system in a P2P network environment is achieved to some extent. 

[bookmark: _Toc17275]5.2.5 Experiments related to trust mechanisms and their analysis 
   The program was run and found that, in the absence of external interference, as the transactions continued, the trust nodes increased sequentially, the online shopping transactions were orderly, and the number of nodes joined continued to expand and the trust value increased, as shown in Figure 5.
[image: ]
Figure 5 Trust nodes
After a period of operation, as online shopping continues to grow in popularity, opportunistic merchants emerge and engage in consumer deception, and we introduce dishonest nodes with which transactions can be duped and suffer losses, indicated by red icons.

[image: ]
Figure 6 Introduction of dishonest nodes
Before the introduction of fraud prevention mechanisms, red nodes soon covered the entire map and almost all buyers and sellers involved in online shopping were subjected to deceptive practices that brought huge losses.
[image: ]
Figure 7 Before the introduction of the trust model

After the introduction of the trust model, it was found that the dishonest nodes disappeared quickly after a brief appearance, proving that our model has a degree of anti-spoofing capability.
[bookmark: _GoBack][image: ]
Figure 8 Disappearance of dishonest nodes after the introduction of the trust model

[bookmark: _Toc395]5.3 Summary of this chapter 
The work done in this chapter focuses on the following points. 
1) Briefly introduced the Net Logo multi-intelligence simulation software and applied the Bayesian network-based e-commerce trust model to this simulation software for a simple experimental simulation. 
2) The experimental simulation environment is set up, and a simple simulation of trust value calculation in online shopping transaction system is realized, and the experimental data is analyzed. From the experimental results, we can know that the model has certain accuracy and validity. 
3) A number of dishonest nodes are introduced with different damage strengths, and the experimental results also further confirm that the model is to a certain extent a strong resistance to damage and attacks. 


[bookmark: _Toc4427]6.Summary and Prospects 
This paper has further researched and analysed the mechanism of e-commerce trust model in P2P environment on the basis of related research results at home and abroad. In particular, the Bayesian network-based trust model and the Bayesian network-based trust management model have been further studied and analyzed. In particular, on the basis of the Bayesian network-based trust model and the trust management model using Bayesian network, we have researched the existing problems in the trust mechanism of online shopping in the P2P environment and proposed a new Bayesian network-based trust model for online shopping in this paper. 
[bookmark: _Toc748]6.1 Summary 
The rapid development of P2P networks and their open, dynamic and distributed characteristics have made the security of the trust model of e-commerce in the P2P network environment a key factor in its further development. The concept of trust value is proposed to reflect the degree of trustworthiness and dependability of users in the process of e-commerce transactions in P2P networks. 
This paper studies and analyses the existing domestic and international trust model mechanisms, learns the advantages of the above models and improves some problems and shortcomings in the models, and then proposes a new Bayesian network-based e-commerce trust model mechanism, which improves the security of transactions in the online shopping system in the P2P environment to a certain extent. The main research results achieved are as follows. 
(1) The concept of Bayesian networks is introduced and truly applied to the online shopping transaction system. The existing more typical e-commerce trust models are briefly summarised and introduced. The e-commerce trust models to which Bayesian theory has been applied and their advantages and disadvantages are also elaborated. The focus is on identifying some of the problems with the existing models and on their advantages and disadvantages.
The focus is on identifying some of the problems of the existing models and improving them accordingly. 
(2) For the calculation of trust values, two main components are considered: direct trust values and indirect trust values. In considering the specific situation of node transactions in network transactions, the corresponding binomial distribution and beta distribution formulas from Bayesian theory are introduced to make the description of the success rate of node transactions simpler. Several influencing factors in the transaction process are discussed by situation using the corresponding probability formulas, on the basis of which the magnitude of the trust value is derived, which is much simpler to calculate. 
(3) The focus is on the concrete implementation of an online shopping trust model based on Bayesian networks. The paper introduces a conditional probability table and gives a structural diagram of the implementation of the model as well as the evaluation of direct trust value, indirect trust value and recommended trust value, all with specific calculation formulae. 
(4) An experimental simulation of this trust model is given using Net Logo multi-intelligence simulation software. By setting up a specific simulation environment, a simple simulation of trust values in an online shopping system is realised, and the experimental data is analysed in detail in comparison with data generated by other trust models. From the experimental results it can be seen that the trust values calculated by the present model mechanism are more accurate. The accuracy and validity of the present model is also demonstrated to some extent.
 
The innovation of this paper is not only the application of Bayesian networks to online shopping systems, but also the flexible application of the relevant formulas of Bayesian theory to the solution of trust values. A conditional probability table is introduced to analyse the factors that affect the normal conduct of transactions, and a specific formula is given for the calculation of the reward and punishment mechanism. The whole process of solving this trust model is clear, simple and accurate in calculating the trust value generated during online transactions. Compared with other trust models, the accuracy and security of the model have been improved. 
[bookmark: _Toc3930]6.2 Next research directions 
This thesis is also based on the merits of existing models, which have been modified, and there are bound to be a number of areas that have not been considered or are not comprehensive or adequate. In future research on the application of Bayesian networks in e-commerce trust models, the following points can be noted. 
(1) The model introduces the Bayesian theory formula to apply it to online shopping, but in the calculation of the trust value, the constant variables used and the weighting factors used in the weighted average are set too freely, and there is no specific discussion on how to take the value to make the calculated trust value the most accurate, and a more suitable value should be determined through experimental research.
(2) The execution of the model simulation, the environment and the processing of the data need to be further improved. The simulation is a simple implementation of the model, with a simple numerical comparison, and does not take into account the system overhead and network overhead. This paper has classified the types of attacks and can continue to investigate the incentive mechanisms for different malicious behaviours in order to make the trust mechanism more robust against malicious behaviours in the future. 
The Bayesian network-based trust model for network transactions is only one way to address the security of their transactions and the research is just beginning. Therefore, we need to accelerate the research on the application of Bayesian networks in network transactions to further improve the security of transactions in network transaction systems. 
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