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	First Marker’s General Comments and Original Mark

Overall, the idea of the project is good. Attempted well. However, more effort could have made the difference. The basics need focus. Adequate review on recent literatures and appropriate research methods could have improved the work. The implementation needs more details. However, the results and mitigations were well done. 
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A fair attempt, a lot more could have been done if the much-needed effort could have been put.  
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	Survey
	Review
	Experiment
	Development

	1.Engagement with Literature Skills
	
	
	
	

	Introduction
	/5
	/5
	2/5
	/5

	Literature Review
	/20
	/35
	8/20
	/15

	Comments:
Very basic introduction. The aim must be very specific. “New security features”? The objectives need refinement. Need to understand the difference between penetration testing and vulnerability assessment. Vuln. Ass helps in identifying vuln. In a system while pen testing involves making an attack to identify vulnerabilities. Key Objectives/ Objectives that helps to meet the aim is missing.

More adequate literatures need to be referred. Your project work focuses on assessing vulnerabilities in a SoHo Network. However, more recent literatures on SoHo Networks, attacks and security measures could have added value to the work. 

	 
	Survey
	Review
	Experiment
	Development

	2. Knowledge and Understanding Skills
	
	
	
	

	Methodology
	/5
	/5
	2/5
	/5

	Survey Design
	/15
	 -
	 -
	 -

	Requirements/Design
	 -
	 -
	 -
	/5

	Comments:
Adequate details and justification on relevant methodologies required. Steps to complete your work is given here. However, justification on the methods could have given more clarity for you to organize the steps more effectively and complete a successful simulation.  What if you could not successfully complete a pen test over the network? How do you analyse the data/ outcome of your attacks? How do you conclude? Selecting a detailed research methods could have given answers to the above questions. 
Project planning is missing. Contingency plan could have added value to your work. 
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	Review
	Experiment
	Development

	3. Cognitive and Intellectual Skills
	
	
	
	

	Results & Discussions
	/25
	/25
	15/25
	/25

	Conclusions and Recommendations 
	/10
	/10
	6/10
	/10

	Comments:
Results documented well in the report. The mitigations well justified. However, more in-depth discussion with adequate evidence could have added value to your work. 
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	Review
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	Development

	4. Practical Skills
	
	
	
	

	Development
	 -
	 -
	 -
	/15

	Experimental Design
	 -
	 -
	9/15
	 -

	Comments:
Topology and Design details given adequately. However, more description on the attacks conducted could have added value to the work. Footprinting is a process of collecting information. There are different methods to gather information. Could have done more. “A deep scan was performed” – What scan? 

More details on a successful experiment required. Could have shown a screenshot of DVWA website before the attack was done. Why doesn’t all screenshots have a timestamp on it? 
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	Review
	Experiment
	Development

	5. Transferable Skills for Life and Professional Practice
	
	
	
	

	Reflection
	/10
	/10
	3/10
	/10

	Quality of Report
	/10
	/10
	5/10
	/10

	Comments:
This is a project report. Not a paper or a thesis. Spelling/ Typo mistakes. Mad in the middle attacks? Could have addressed personal reflections like what soft skills/ transferable skills learnt by doing this project, etc. The quality of the report needs more refinement. 

	TOTAL:
	/100
	/100
	50/100
	/100







