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Cybercrime is an ever-growing sector in the modern day. Hence why cybersecurity is becoming more important, to protect your personal information, financial information and business information. From malware, adware, phishing and spam, there are so many ways for criminals to gain access to this information and use it against you, for their benefit. 
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‘Ransomware is a type of malware that prevents users from accessing their system or personal files and demands ransom payment in order to regain access.’ [1] This malware encrypts your files before demanding payment to decrypt. 

This malware gets onto your device through a spam email that will deliver the malware through a link or an attachment that you may be asked to click on. Another way is through malicious advertising, known more recently as malvertising. This method uses online advertising, that most people see on a daily basis, to distribute malware. The malware can get onto the device without the user even clicking on the advert, this is particularly dangerous because it does not require the user to actually do anything, like clicking on an attachment in an email. 
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· Locky – Locky works by sending the user a Microsoft office attachment in their email, once the user opens the attachment they are prompted to enable office macros to see the contents of the file. This action will start the encryption on the users files.
· Jigsaw – Once jigsaw gets onto your device, it encrypts the files and starts to delete these files at an hourly rate until the ransom is paid. This goes on for 72 hours, at that point all of the files are deleted. 
· GoldenEye – This type of ransomware targets the human resource departments, starting in Germany. A file is downloaded containing the malware, which then encrypts all of the files and adds an extension at the end. 

There are many more types of ransomware that have been used in the past and resolved, or that have been used in the past and still used today, along with new methods that are harder to resolve. 
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CryptoWall was first used in 2014, just after CryptoLocker was shut down. CryptoWall is a trojan horse. Just like the other types of ransomware, CryptoWall encrypts files to stop user access, but in addition to this it scrambles the file names so the files are no longer recognisable. 

To notify the user, they will see a message similar to this one:

[image: https://sophosnews.files.wordpress.com/2015/11/cannot-1000.png?w=640]
[2]

The user will then receive instructions of how to decrypt their files in a file structure, and the users will be told to pay in bitcoins in order to get their files back, but this is no guarantee. 

[bookmark: _Toc25325873]Preventing or Avoiding ransomware 

There are procedures you can put in place to limit the chances of ever having this happen to you or your business. If you follow a good practice, it will keep your deice and your files safe. 

· Backup your files – You should be regularly backing up your files onto a hard drive as well as a cloud based solution. 
· Avoid the trap – Do not open any emails, and certainly not the attachments, that you do not recognise or were not expecting, as this could be the malware. 
· Invest in anti-virus software – This software will continuously scan your device to detect any threats. These threats will then be blocked. 


References

[1] 	“All about Ransomware,” [Online]. Available: https://www.malwarebytes.com/ransomware/.
[2] 	“Ransomware evolution: Another brick in the CryptoWall,” [Online]. Available: https://nakedsecurity.sophos.com/2016/01/11/ransomware-evolution-another-brick-in-the-cryptowall/?utm_source=feedburner&utm_medium=feed&utm_campaign=Feed%3A+nakedsecurity+%28Naked+Security+-+Sophos%29.




2

image2.png




image3.png
Cannot you find the files you need?

Congratulations!!!
You have become a part of large community CryptoWall.
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