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[bookmark: _Toc95064778]1.1. Background

Over the last decade, there has been a seismic shift towards a more digitalised world. Consequently, this has changed the way people, businesses and their supply chains operate, interact, and share important information. However, the readily sharing of information over digital platforms has made businesses, their customers, and their supply chains, at times, extremely susceptible to cyber-attacks from a multitude of malicious actors. Therefore, in a bid to neutralise and mitigate against cyber threats, many countries and companies have begun to increase their focus by investing heavily to improve their overall cyber presence and address cyber security risks. Furthermore, a recent UK cyber security breach survey has further reiterated the need to implement more stringent cyber measures. It claimed that as of 2021, thirty-nine per cent of businesses had been subjected to a series of cyber-attacks, whilst twenty-seven per cent of companies have stipulated that cyber threats are occurring weekly (Lopez, 2022).

The literature review within this paper is compiled from a multitude of various peer-reviewed journals and alternative quality sources. The research on cyber security risks within supply chains will span multiple disciplines. These disciplines will include cybersecurity, supply chain risk management, information systems, strategic risk management and cyber risk management.
[bookmark: _Toc95064779]2. Research aims and objectives

The overall goal of the dissertation is to analyse an organisation's approach to mitigating cyber risk within their supply chains. Therefore, this leads to the following research question that will be answered:

How can an organisation manage cyber risks in their supply chains?

Whilst also addressing the objectives, which are:

1. Evaluate the present condition of supply chain cybersecurity risks
2. Critically discuss the varying strategies that can be imposed to reduce cyber risks
3. Propose a series of solutions and best practices that can be implemented to build greater cyber resilience within supply chains
[bookmark: _Toc95064780]3. Defining cybersecurity and associated concepts

Cybersecurity has been a theme within academic literature that has predominately been seen from a specific angle that is directly correlated to engineering and information security. The varying opinions of the definition of cybersecurity are further addressed in Table 1. Moreover, "cybersecurity" can be considered a phrase that is extensively used, and its various definitions appear exceptionally diverse, context-bound, and on occasions, ambiguous (Craigen et al, 2014). Therefore, several definitions are presented below as follows:
Table 1 - Definitions of cybersecurity
	(Kemmerer, 2006)
	Comprises mainly of a series of protective measures that are accustomed to identifying and obstructing potential malicious actors.

	(Lewis, 2006)
	Directly focused on preserving computer networks and protecting the various forms of data that they hold from severe damage and disruption.

	(ITU, 2009)
	An accumulation of various instruments, strategies, conceptions, guidelines, and risk management suggestions can be applied to safeguard the digital environment, an organisation, and its valuable assets.

	(CISCO, 2022)
	Cybersecurity is considered the method used for safeguarding systems and programmes from cyber-attacks.


	(NICCS, 2022)
	The activity of ensuring that information stored within a data network is protected against harm, misuse and alterations caused by malicious intentions.

	(Schatz et al, 2017)
	A method and series of activities are intrinsically linked to a variety of security risk management procedures carried out by a nation or company to protect the integrity of confidential information stored within cyberspace.

	(Steinberg, 2019)
	Cybersecurity is the safeguarding that is opposed to the unsanctioned and unlawful use of computerised data 




However, Bay (2016) has stipulated that the definitions of "cybersecurity" have very little meaning without establishing accurate depictions of the other associated concepts ( cyberspace, cyberthreat)

3.1 [bookmark: _Toc95064781]Cyberspace

Many scholars and governments still have divided opinions and found it hard to define the term "cyberspace" properly. In practice, the American Department of Defense has grappled with different variations of the meaning of such terminology. The most formal definition of cyberspace that the Department of Defense managed to conjure up was that cyberspace is a:

 "Global domain within the information environment consisting of the interdependent network of information technology infrastructures and resident data, including the Internet, telecommunications networks, computer systems, and embedded processors and controllers" (DOD, 2016). 

However, Carnovale and Yeniyurt (2021) define cyberspace as being two - dimensional and comparable to that of the human form as both have a "mind" and "body" that is forever evolving. Within the context of cyberspace, the first dimension, 'the body', refers to the persistent changes that occur due to human invention, 
whereby changes and alterations are made to the digital apparatus that resonate within cyberspace. The second dimension, "the mind," is considered the various unionised concepts and procedures used to create, delete, and manage the various forms of data that has been stored and transferred across the "body" of cyberspace. Moreover, the scholars further reiterate that acknowledging cyberspace as being two separate entities can help to establish what information should be secured and how it should be secured.

3.2 [bookmark: _Toc95064782]Cyber threat

A cyber threat can be defined as any given situation or incident that has the ability to cause significant damage to the integrity of a company, its employees and all its assets through the unauthorised access to sabotage, alter and expose the information held within an information system (NIST, 2012).

[bookmark: _Toc95064783] 4. Sources of cyber threats 
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Figure 1 - Sources of cyber threats (Source: own)




 Cybercriminals - cybercriminals are focused on the exploitation of those weak points within a network for the sole intention of eliciting prized possessions, critical information and monetary gain whilst seeking to avoid any legal ramifications whilst doing so. Within the context of a business environment, cybercriminal activity can be clustered into three main groups: 

1. Mass scams and automated hacking - such activities are utilised by cybercriminals for the purpose of infecting a large portion of computers and accounts. Moreover, they would use introduce various trojans to pilfer and extort a wide range of data (passwords and credit card numbers).
2. Criminal infrastructure providers - such cybercriminals utilise various automated hacking equipment to defile as many information networks as possible. Furthermore, the infected network would then either be used by a cybercriminal to assist them in further cyber-based crimes or potentially be sold to a third party to help them with their own personal campaigns.
3. Big game hunters - these criminals focus on attacking singular high priority targets, primarily banking institutions. Furthermore, in practice, such attacks will usually be orchestrated using a myriad of specifically designed software or carrying out attacks through an associate within the supply chain. Additionally, such criminal activists would also devote a great deal of time and effort to carefully scrutinise the various technologies and current network configurations that a company would have in place currently whilst ensuring that they take the necessary precautions to cover their tracks.  

Nation-state actors - are regarded as active threat actors within cybersecurity. Although the aims of a nation-state actor are considered more diverse than that of an ordinary cybercriminal, they focus their attention on collecting data and gathering intelligence that can be used to support state interests. To obtain confidential data, these cybercriminals will utilise a wide range of techniques, the most notable being strategic sabotage (Sailio et al, 2020).
Hacktivists - are advocates who breach network security legalisation to support a political cause. Furthermore, hacktivists generally seek to prey on those companies whose political beliefs and activities do not align with their own. However, there are specific scenarios, where hacktivists have attacked those companies not based on their political views but because of the businesses they choose to associate with (Fowler, 2016). 
Terrorists are individuals or organisations that seek to inflict terror through a series of calculated activities within cyberspace that are politically or religiously motivated.
Insider - a threat actor that carries out cyber-attacks from within the confines of an organisation. The reason for carrying out an attack can be construed from two different perspectives. Firstly, a cyber-attack may be caused by a disgruntled employee's malevolent intent that feels mistreated or undervalued by the company, so in retaliation, they may decide to divulge sensitive information. Secondly, a cyber-attack may transpire due to human failures whereby individuals might have left the company's firewall exposed (Aiello, 2021).
[bookmark: _Toc95064784]5. Overview of existing research and reported issues

Within the field of cybersecurity and supply chain management itself, several scholars have discussed the severity of cyber threats and  in supply chains as highlighted by fig 2. Yet, much research within this field of cybersecurity appears to be extremely scarce due to the infant nature of the topic (Cheung et al, 2021). The main areas of research within the realms of cybersecurity and supply chain management have been primarily focused on the causes and the consequences of cyber-attacks on the maritime industry.

De la Peña Zarzuelo (2021) examined the critical need for promoting greater awareness of cyber risks within the maritime industry. This approach highlights that the increased level of digital devices and the interconnectivity between various global ports can make the maritime sector extremely vulnerable to cyber-attacks. Moreover, to facilitate and neutralise potential threats, the article proposes the need for maritime organisations and the industry to continually communicate with policymakers to ascertain that more significant cyber measures are implemented whilst offering the highest level of protection. Similarly, the article by (Duzha, Gouvas and Canepa, 2020) also emphasises that there is a considerable lack of concern surrounding the issues of cyber security within the domain of the maritime sector, so introduces a highly advanced digital system known as Mitigate, which can provide the maritime industry with real-time simulation capabilities that can be used to actively predict how a cyber-attack could affect an overall maritime operation. Also, Mileski et al (2018) have investigated the various fragilities that reverberate throughout the maritime sector due to the increased use of the internet of things (IoT) to manage the automation of ships and the different port activities. To establish a clear understanding of the overall causes and effects of the cyber risks that are imposed, (Mileski, Clott and Galvao, 2018) reviews and compares two automatic identification systems (AIS's) that are found at the port of Huston, which are employed to detect potential cyber threats. Through a critical assessment of the two systems, the authors clarify the best possible solutions and mitigation strategies that can be put into effect to strengthen the AIS's and build up a better resistance to withstand any future cyber-attacks. Furthermore, Mileski (2018) also imposes an array of methods and contingency plans that can be applied to alleviate cyber threats to AIS's.

However, other research conducted within cybersecurity and supply chain management can be considered as being much broader and not aimed at just one particular area. To exemplify, Boiko et al (2019) investigated the effects of cyber threats on companies' information systems that have multiple production processes. To address such issues, the authors offered an array of strategies and different methods that can be implemented to help to effectively identify and manage information within a production process that is more exposed to potential cyber-attacks than others. Similarly, Colicchia et al (2018) has examined the various methods for managing cyber risk and information risk in the supply chains of five international organisations and outlined a series of  plans that can be used to provide guidance to help to eliminate cyber threats. Moreover, the varying measures Colicchia et al (2018) propose give clear direction and understanding of how to build greater cyber resilience before, during and after a cyber-attack. In addition, the findings of the article have also extended out the existing theory on cyber and information threats within a company's supply chain from a traditionalist point of view, that focused only on the internal members of the supply chain to a more multi-faceted approach to which the authors analysed both internal and external supply chain members. 
A similar approach is also introduced by Windelberg  (2015) that suggests a series of objectives (safety, quality, reliability, security) for managing and reducing cyber risk and further assesses each of those objectives individually. Furthermore, the authors then investigate the comparative advantages between the various goals that producers and suppliers make and the assumptions that can bring about greater supply chain vulnerability. Moreover, the authors stipulate that having a grasp of the trade-offs and the extent to which companies appraise one goal against another helps establish an objectives overall tolerance to potential cyber risks.

Furthermore, Radanliev et al (2019) discuss how cyber risk in supply chains can be better observed by devising better supply chain strategies by building upon pre-existing frameworks of current supply chain models. To ascertain a greater understanding, the authors conducted a case study of two IoT companies. Through thorough observance, the authors proposed various methods that can be applied to further reduce cyber risks by integrating a decision support system (DSS). The article's findings revealed that using a decision support system effectively can provide practitioners with explicit instruction on how to mitigate against cyber risk in supply chains. Similarly, Radanliev et al  (2020) identify how creating a system that utilises both artificial intelligence, Machine Learning, and real-time capabilities can be highly effective at accurately predicting potential cyber threats within supply chains. Furthermore, the study reveals that through its practical application, the system provides a much more thorough understanding of how companies can be better prepared for and recover from the aftermath of a cyberattack much faster. 

Another noticeable area within research that various academics have begun to pay particular attention to has been the impact of cyber-attacks on military supply chains. Turnbull et al (2018) provide a definitive overview of the varying types of and potential threats that a military supply chain will be faced with in the future as it evolves to become more digitalised. In addition, the authors give a coherent account of the varying steps and changes that need to be applied to the current military supply chain design to improve its overall level of resilience to a cyber-attack. In the same manner, Sobb et al (2020) discuss how the introduction of new technologies can adversely affect the security of military supply chains. So, the authors subsequently address that there is the need for militaries to have the tools and capabilities available to enable them to critically evaluate the potential cyber threat that the new technologies may impose upon the supply chain so that they are better equipped in being able to oppose all forms of cyber threats and build better cyber resiliency. Also, the article by Sobb et al (2020) proposes a generic model that can be implemented to assist military personnel in better comprehending the potential cyber security impact that the integration of new technologies may have on a supply chain. 
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Figure 2 - Previously Researched Areas of Cybersecurity and Supply Chain Management (Source: own)

6. Identification of gaps in research

From the sparse literature papers that have addressed cybersecurity and the implications of cyber risks on supply chains, many scholars have tried their best to orchestrate a clear and definitive direction on where future research within the field of cybersecurity and supply chain management needs further exploration as illustrated by fig 4. Therefore, this section of the literature review aims to accentuate where several gaps within the area currently lie. For example, Cheung et al  (2021) stipulate that further research is required to develop the use of attacker and defender simulation models to understand better how cyber threats in real working scenarios may impact their supply chains. Furthermore, the authors further reiterate that to improve and protect data systems from cyber-attacks, future researchers should direct their attention towards the development and upgrading of digital tools as this would assist companies in being able to fix those breach points within their information systems that are usually susceptible to cyber-attacks. Moreover, Pal et al (2017) address that further research should be introduced to establish a standardised framework that includes precise instructions on how to reduce the possibility of the digital components (smartphones, tablets and computers) within a supply chain falling victim to malicious cyber acts. 

Furthermore, although Carnovale and Yeniyurt (2021) have stipulated that whilst several scholars have made some significant headway in addressing the area of cybersecurity and supply chain management, the authors point out that there is still a considerable number of research gaps that remain unfulfilled. Firstly, they propose that academics need to examine how supply chains should not only adjust their current strategies so that they conform with governmental policies on cybersecurity but also implement more stringent measures to ensure that those cyber risks that appear at a national level do not manage to seep down into the confines of their own supply chains. Secondly, the dramatists suggest that another understudied area within cybersecurity and supply chain management is centred around supply chain design. The authors claim that introducing more cyber resources within a supply chain will increase the size of the supply chain and make it more susceptible to potential cyber threats. Therefore, it is suggested that further study should aim to address the effects of a cyber threat on each of the critical areas within a supply chain (inventory, production, transportation, and distribution) as well as establish better measures that can be introduced within these areas if a supply chain was to become further exposed. Thirdly, Carnovale and Yeniyurt (2021) specify that another unexplored area within cybersecurity and supply chain management has been how a supply chain within cyberspace can affect a company's overall strategy and its ability to sustain a level of competitive advantage over its rivals. 
[bookmark: _Toc95064785]Figure 3 - Future Research Directions Mind Map (Source: Own)
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[bookmark: _Toc95064787]Summary

This paper has critically reviewed the various pre-existing studies within cybersecurity and supply chain management. Many of those papers and sources have revealed the significant impact that cyber risks currently impose upon supply chains. Moreover, although many academics have presented a variety of methods and strategies to prevent and mitigate cyber risk, many approaches still, unfortunately, seem to fall by the wayside. Therefore, it is recommended that more stringent measures should be introduced at the company level to fully assess their current cyber risks, establish and introduce better cyber risk management strategies whilst suggesting a variety of resolutions for building greater cyber resilience.
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