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Introduction
The purpose of this report is to provide a brief and concise outline of ransomware, a category of computer virus, and how it may affect a company if not properly prepared for. 
2.  Malware
	2.1. Overview
Malware is code created by threat actors with the intent to infect and affect an unwilling participant’s IT system. Malware delivery methods vary widely and the intent of infection is usually to benefit the threat actor, be it through obtaining valuable data and information from the affected system, gaining direct control of the target or even simply sabotage [1].
	2.2 Vectors
The following is a brief outline of the two most common categories of malware, however in real world examples, malware is often multi-faceted and will utilise multiple types of malware to facilitate an attack.
	2.2.1 Trojans
Trojans are a form of malware that require the target to download the malicious code. This is typically achieved through the obfuscation of the trojan, for example disguising the trojan as different, well known, none malicious software [1]. Another common method is to directly send the disguised trojan a target through a method such as an email attachment, employing deceptive methods, or “social engineering”, to trick the target into opening and downloading the attachment [1]. In downloading the malware, or ‘payload’, the target’s system is compromised and effects can vary from spying to downloading further malware and even direct control of the infected system [1]. Examples include keylogger trojans that will track the keystroke inputs made onto a system, including any potentially sensitive data such as input passwords [1].
2.2.2 Viruses
Viruses are a self-replicating form of malware that, much like biological viruses, hijack an IT application and utilise the machinery of the application to propagate. This means that viruses can infect common file types such as documents (.doc) and even .html files used for websites, then spread through sharing of said files [1]. In comparison trojans must be downloaded in their original form, typically an .exe. Viruses similarly have a wide range of effects, however their more unique effects arise from their use of applications as a vector, meaning viruses can change the functioning of a vital application for malicious outcomes [1]. Examples include overwrite viruses that overwrite or  destroy an application’s data/files [1].
3. Ransomware
	3.1 Overview
Ransomware is a category of malware that it typically not categorised as a virus or a trojan. The goals of ransomware are consistent across examples in comparison to the prior two categories: Ransomware looks to infect the target IT system, targets valuable data, encrypts said data with an inaccessible encryption key and then issues a ransom, where the decryption key will supposedly be released to the target upon the ransom being met [2, 3]. Early iterations of ransomware often affected consumers and small businesses with an untargeted approach, however more recent ransomware wielding threat actors will target large businesses and institutions, hoping for larger ransom payouts. Ransomware is even offered as a service (RaaS) by threat actor groups, wherein paying customers gain usage of their ransomware to then distribute [4]. Another common feature of modern ransomware is the tendency towards cryptocurrency as a ransom payout; cryptocurrency wallets can be anonymous, meaning a large sum of money can be deposited to the threat actor through a method that does not tie to their identity, making attribution difficult [5, 6]. 
	3.2 Delivery Methods
Delivery methods for ransomware typically consist of multiple malware types, though some may be as simple as a trojan downloaded by the target. Real world examples have used multi-stepped attacks to infect their target: Through an analysis of 26 selected ransomware incidents, Connolly and Wall found that the two most common vectors for ransomware transferral were malicious human targeted emails and brute force attacks directly upon the target IT infrastructure [7]. Furthermore, Adamov and Carlsson noted in a similar analysis the commonality of compromised websites as ransomware vectors, that are able to deliver the program through JavaScript [8]. They also revealed that most were transferred as a .exe file, with rarer instances of shell script across Windows targeted examples. Other revelations included: the overwhelming usage of the AES block chaining encryption algorithm to encrypt compromised data, with a key length of either 256 or 128 bits, shortly followed by the deletion of said key and even deletion of backup files [8].
4. Sodinokibi/REvil
	4.1 Overview
Sodinokibi, often referred to as Revil, is an infamous example of a RaaS that has been attributed to multiple large scale ransomware attacks. We believe REvil to have been an offshoot of a previous Ransomware called GandCrab [2, 9] created by a group called DarkSide. As such it is attributed to a Russian state-affiliated threat actor, Russian keyboard layouts are even whitelisted within the ransomware [9]. Some of REvil’s targets include Acer [10], Quanta [11], and even some Texan local government systems [12].  
	4.2 Function and Proliferation
REvil has been observed using a variety of vectors for entry, first primarily by targeting servers such as the Kaseya VSA server and exploiting multiple zero day vulnerabilities (vulnerabilities still unknown to the developer/owner of a software or service) [13]. Other observed vectors include email spam, hacked managed service providers and compromised websites [14]. In the case of the Kaseya VSA server, it was disguised as an update for the IT management suite they provide and once installed, would go through various steps of shutting down the defences of a Windows system and executing the malware. REvil can disable both the Windows firewall and Windows Defender, evade both antivirus and sandboxing methods and even evade detection by using memory mapped I/O in the encryption process [13].
5. Defence
	5.1 Mitigation
· Education – For any company, security education must be an ongoing process and must be allocated sufficient funding. As identified [7, 8] social engineering and emails are incredibly common vectors for ransomware. These rely on unsuspecting targets downloading the ransomware or giving information that may compromise systems within the company’s IT infrastructure. As such to mitigate any potential infections, employees must be regularly educated in how to spot potential attacks and how to behave. Methods for distribution could include scheduled presentations, mandatory training materials, digital reminders/bulletins [7].
· Spam filters – Filtering potential spam and quarantining suspicious emails before an employee ever comes across the email could mitigate any attacks before they are even seen. As such setting up robust spam filters and quarantines within the company’s email service could lower the likelihood of a successful attack [8].
	5.2 Defence 
· Backups – Given the target of ransomware, backing up data could negate the effects of a ransomware attack. Making efforts to backup vital data and have it stored on various different media across different locations could gut the threat potential of a ransomware attack and allow your company to lower damages significantly.
· Encryption – Adding more security checks in your IT system’s operating system for accessing folders can negate many cryptolockers that abuse the lack of boundaries in many systems [8]
· Response strategy – Developing a robust communication plan, incident response plan and business continuity plan for when an attack occurs can be the difference between your company being able to stave off an attack quickly and returning to normal function, and being completely shut down. Appropriate funding for a security specialist will allow them to build a strategy into your infrastructure and educate your employees on how to interact with the strategy [7].

6. Conclusions
Ransomware has caused billions of dollars of damage across a variety of attacks against even the seemingly largest and most secure of targets. It has the potential to shut down the functioning of a company completely and can often require many millions more in man hours to remedy once infection takes place. No company is safe and it is highly recommended to take measures listed above to protect your own from any potential risks. 
7. Recommendations
https://www.hhs.gov/sites/default/files/revil-update-tlpwhite.pdf 
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