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 Controlled Demonstration:
This appendix provides supporting controlled demonstration outputs for the implemented volatile memory forensic package. 
[bookmark: _Toc230814876]A.1 System Context Capture
Purpose:
The purpose of this output is to record the device and kernel context before memory acquisition. This is important because Linux memory analysis can depend on kernel version, architecture and network configuration.
Command used:
uname -a
hostname
ip addr
date -u
[bookmark: _Toc230814877]A.2 LiME Memory Acquisition Output
Purpose:
The purpose of this output is to show the controlled memory acquisition step using LiME. This demonstrates how RAM would be captured from a Linux-based edge device before volatile evidence is lost.

Example command format:
sudo insmod lime.ko "path=/evidence/edge01.lime format=lime digest=sha256"
Or, for network acquisition:
sudo insmod lime.ko "path=tcp:4444 format=lime"
On the forensic workstation:
nc target_ip 4444 > edge01.lime
[bookmark: _Toc230814878]A.3 SHA-256 Hash Verification Output
Purpose:
The purpose of this output is to demonstrate evidence integrity verification. Hashing allows the investigator to confirm that the acquired memory image has not been changed after acquisition.


Command used:
sha256sum edge01.lime > edge01.lime.sha256
cat edge01.lime.sha256
[bookmark: _Toc230814879]A.4 Example Evidence Folder Structure
Purpose:
The purpose of this output is to show how forensic evidence and analysis outputs are organised.

Example folder structure:
Edge-Memory-IR-001/
│
├── 01_context/
│   ├── system_context.txt
│   └── acquisition_notes.txt
│
├── 02_memory_image/
│   ├── edge01_master.lime
│   ├── edge01_master.lime.sha256
│   └── edge01_working_copy.lime
│
├── 03_analysis_outputs/
│   ├── volatility_pslist.txt
│   ├── volatility_netscan.txt
│   ├── strings_output.txt
│   └── yara_scan_results.txt
│
├── 04_chain_of_custody/
│   └── chain_of_custody_form.txt
│
└── 05_report/
    └── incident_response_findings.docx
A.5 Completed Chain-of-Custody Example
Purpose:
The purpose of this form is to show how the evidence identity, acquisition details, hash value and transfers are recorded.





Example chain-of-custody form:

	Field
	Example entry

	Case identifier
	Edge-Memory-IR-001

	Device identifier
	Raspberry Pi edge gateway / edge01

	Device role
	IoT gateway / Linux edge node

	Tool used
	LiME

	Acquisition method
	Local acquisition / Network acquisition

	Output file name
	edge01.lime

	Hash algorithm
	SHA-256



The chain-of-custody record supports forensic reliability by showing who acquired the evidence, when it was acquired, where it was stored and how its integrity was verified. This is particularly important for volatile memory because RAM contents are time-sensitive and cannot normally be recreated after the device is powered off or restarted.
[bookmark: _Toc230814881]A.6 Volatility / Strings / YARA Analysis Output
Purpose:
The purpose of this output is to demonstrate the analysis stage of the workflow. Depending on tool compatibility, the memory image can be examined using Volatility, strings or YARA.
Example Volatility commands:
vol -f edge01_working_copy.lime linux.pslist
vol -f edge01_working_copy.lime linux.lsmod
Example strings command:
strings edge01_working_copy.lime > strings_output.txt
Example YARA command:
yara -r rules.yar edge01_working_copy.lime > yara_scan_results.txt

