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1. [bookmark: _Toc8165695]Introduction

This report will cover the core concepts of application and web development. It will go over the requirements of the website, the design choices, the implementation choices. The report will also include an evaluation of the finished site.

2. [bookmark: _Toc8165696]Application Development Concepts

This section of the report will covert some of the most common security vulnerabilities encountered when developing a website. It will also cover the core software design patterns that are used.

2.1. [bookmark: _Toc8165697]Security Vulnerabilities

One of the most common and basic security vulnerabilities when developing a website is SQL Injection. SQL Injection is a security exploit that was first discovered in 1998 and today still plagues web applications. SQL Injection generally happens when an SQL query need to be performed on a database which uses data inputted by the user. The injection happens when a hacker puts an SQL query into a form input value, causing the SQL server to run the malicious query. SQL Injection can be prevented by using prepared statements which escape the SQL code. [1]

Another common security vulnerability is XSS (Cross Site Scripting), this effectively allows a hacker to edit how the user interacts with the website. This usually happens when a site that allows the user to input messages or data to a webpage doesn’t escape the HTML formatting of that data. This means that the hacker can input malicious HTML or JavaScript to the site that will be displayed and run for all other users. [2]

2.2. [bookmark: _Toc8165698]Builder Pattern

The builder design pattern is a way of creating a complex object in a step-by-step way, with the end step creating the project. For example, to create a car object with the builder pattern you would first create the builder, then set the paint colour, then the wheel size, and so on, until you have set all your required variables, and then call a ‘create’ method to actually make the object. Usually a builder class stores identical values to the object you want to create then creates the object using them.

[image: Image result for builder pattern car]
[bookmark: _Toc8162376]Figure 1 -  An example diagram of the Builder design pattern

3. [bookmark: _Toc8165699]Requirements

The website that was developed was named “Guide Finder”, the idea behind this site was to make it easier for people to find high quality guides online. This was supposed to be achieved by having a categorised and rated database of guides on the site. Users would be able to upload guides by linking from YouTube, each guide would have a separate rating decided by the viewers and a comment section for people to leave their thoughts and feedback. [3]
The main requirements for the site were:
· Video Guide Store / Data model – The site needed to be able to store videos or links to videos that would be shown on the site. To do this, a database model would have to be created to hold all the data about the video, such as a title, description, and the video links themselves.
· Rating System – For the site to reach its goal, it would need a rating system for the guides that are uploaded. The whole idea behind this site was for user to find better guides in a faster way. Without this, it would be no different to direct searching on YouTube.
· Commenting System – Although not a required part of the site, it would be a nice to have. This would allow users to interact more with the site and help create a community feeling.
· User Account System – A user account system would be needed to allow users to add, edit, and delete their own guide uploads and ratings.

4. [bookmark: _Toc8165700]Design

The design of the application followed the SOLID design principles. The SOLID design principles can be broken down into:
· Single Responsibility – Each class should have one a single reason to change, meaning it would only have a single function.
· Open/Closed – The Open/Closed principle states that objects should be open to extension but closed for modification, meaning that it should be easy to extend the functionality of the classes/objects, but hard to modify them, since it could break the functionality.
· Liskov Substitution – The idea of the Liskov Substitution is that objects using the same should be replaceable with other types of the same category without affecting the functionality of the program.
· Interface Segregation – Interfaces should be kept as small as possible and kept separate from each other. This is to make it easier for users to familiarise with the interface, making it easier to update without complicating or affecting the functionality of another interface.
· Dependency Inversion – This principle states that high level dependencies should not depend on low level modules, and that both should depend on abstractions.
These software design principles had a big effect on the development of the application. For example, all interfaces used were kept specialised and did not interfere with each other in any way. There was a lot of a extendibility with the classes that were created to try and follow the open/closed principle.


5. [bookmark: _Toc8165701]Implementation

5.1. [bookmark: _Toc8165702]Models

In total, three models were created during the implementation of the application. The first model was for storing the guides, it contained an Id, a Title with a max length of fifty, a category that was set to a custom Enum called ‘GuideCategory’, used to store all the possible categories for the guides, a Description with a max length of 500, video links, a URL to a thumbnail, this could be local or web based, a post date, and a foreign key to the user that posted the guide.
The second model that was created was the ‘Comment model, it contained an Id, a Text store with a max length of 500 to store the actual comment, a foreign key to the user that posted it, a foreign key to the guide that the comment was posted on, and a Date to store the date that the comment was posted.
The last model created for the application was the ‘Rating’ model. This model contained the usual Id, a foreign key to the user that did the rating, a foreign key to the guide that the rating is on, and an Integer called Rate to store the rate itself.

5.2. [bookmark: _Toc8165703]Views

One of the main views that had to be created for the app was for displaying all the different guides.  This view was the Index view for the Guides Controller, It contained a search filter and order by function, as well as pagination for and options to increase or decrease the number of guides shown per page. This view was made responsive by adjusting the column width of each guide, at the smallest they would be full page width, perfect for mobile phones.

[image: ]
Figure 2 -  Guides display and search

The next view created was for viewing the guide. It had options for setting a rating, and for leaving a comment. It had a carousel for viewing each video guide. 
[image: ]
Figure 3 - The View Guide Page

5.3. [bookmark: _Toc8165704]View Models

The only custom view model required was for the ratings, since a user rating and average rating would have to be displayed at the same time. The code for this can be seen in figure 4 below.
[image: ]
Figure 4 - The Rating View Model

6. [bookmark: _Toc8165705]Evaluation

6.1. [bookmark: _Toc8165706]Design

The design of the site left a lot to be desired. It used a very basic design using bootstrap components and could be massively improved by using custom CSS and JavaScript to add more effects, and colour to the overall site. The view guide page could have a style applied to the buttons to turn them into a star rating.
6.2. [bookmark: _Toc8165707]Usability

The site met its core requirements, it allowed people to post and edit their own guides, to leave comments, and to rate guides. It used the secure ASP.Net login system to enable this to happen. The overall usability of this site could do with some improvement, mainly to how the ratings are left and how the videos are watched on the site. The rating system had an issue with its functionality, it didn’t display the users own rating correct and instead just displayed the overall rating. This was possibly caused by an error with the data model, inserting multiples for the same user rather than updating the previously left one. A composite key could possibly aid in fixing this.

6.3. [bookmark: _Toc8165708]Content

The content of the site left a lot to be desired, only a small number of guides were post on the site for testing and very little background information could be given about the site. With more time, an about page, contact details, and a lot more content could be added to polish up the site.







References

[1] 	M. Rouse, “SQL Injection,” WhatIs.com, [Online]. Available: https://searchsoftwarequality.techtarget.com/definition/SQL-injection. [Accessed 7 May 2019].
[2] 	Portswigger, “Cross-Site Scripting,” Portswigger, [Online]. Available: https://portswigger.net/web-security/cross-site-scripting. [Accessed 7 May 2019].
[3] 	M. Rouse, “SOLID (software design principles),” WhatIs.com, [Online]. Available: https://whatis.techtarget.com/definition/SOLID-software-design-principles. [Accessed 7 May 2019].




image2.png




image3.png
+cresteVehicle(VehicleBuilder builder): +abstract installTyres{)-void
Vehicle + abstract installEngine()-void
+ abstract getVehicle(): Vehicle

+installTyres{)-void " instailTyresijvoid
+instalEngine()void +instalEngine () void
+aetVehic(): Vehice getVehice(): Vehice

9

T engine: Siring





image4.png
Buide Finder  cuids Hello user@gmail.com! Logout

Search for a Guide

Add a Guide
Filter By Filter Value Order By
AlL v Sort by... v Go
Basic C# Tutorial
Rated:
Java Programming
Rated:

Number Records: 2




image5.png
ElLlidE Finder  cuises Hello useregmail.com! Logout

Basic C# Tutorial

Current Rating: Okay
Set a Rating:

1 - 1 - ] - | -

% Lleamn C# Basics in'1 Hour-CifTutoriales

R | 2

INTHOUR

4 Basic C# Programming Tutorial - More to come soon!

Edit | Back to List

Leave a comment:




image6.png
using System;

using System.Collections.Generic;
using System.Ling;

using System. Threading. Tasks;

using GuideFinder.Data.Enuns;

Enanespace GuideFinder.beb.Models

| ——
{ pubtic tnt Rating ¢ gets set; 3
public GuideRating GuideRating { get; set; } = GuideRating.Bad;
public int Guideld { get; set; }
b




image1.png




