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CyberSec VTE: An online solution to address the weakest link in the  cybersecurity chain.
[bookmark: _Toc40207237]1 Research context 
[bookmark: _Toc40207238]1.1 Introduction
Today’s statistics show that the Internet has evolved into a more profitable place for criminals to conduct their illegal activities (Gorham, 2019). These new types of criminals called hackers constantly attempt to steal what nowadays is considered to be more valuable than oil or gold: data (Loi and Dehaye, 2017).
Personal data is indeed at risk: internet users are tracked and recorded while surfing the internet; thousands of phishing attacks and online scams are performed every day to gain unauthorised access onto systems and the newest IoT technologies and social networks are used by billions of people without any concerns about data security.
 The main attackers’ goal is a data breach. Cheng, Liu and Yao (2017) define a data breach as “ The intentional or inadvertent exposure of confidential information to unauthorized parties”. Data breaches can have a dangerous impact on companies, affecting its reputation, business volume, and customers and as the volume of data exponentially grows, the risk of data breaches considerably increases too. 
In organizations, the causes that lead to data breaches are associated for 52 % exclusively to human errors and for the 48% to technology errors (Singh and Kapoor, 2016) but over the 90% of the times incidents involve the contribution of human factors, highlighting a critical problem with the human side of the security. Human errors are due to different reasons:

These findings have contributed over time to consider the human element as a major part of security risks, very remarkable are indeed Kevin Mitnick’s words, considered to be the greatest hacker in computer history:

The human side of computer security is easily exploited and constantly overlooked. Companies spend millions of dollars on firewalls, encryption and secure access devices, and it’s money wasted, because none of these measures address the weakest link in the security chain. (Sasse, Brostoff and Weirich, 2001, p. 122)

In response organizations have started to take considerable actions to address the weakest link by creating uniform standards, transferring the security responsibility to all staff and not just to the IT department, and developing centrally managed training courses and certifications. 
Training is the most effective tool that can prepare employees to mitigate the risks of incidents in a complex challenge where everyone in companies must neutralize 100% of the attacks and instead attackers need only to be successful for the 1% to compromise all the company (Chapple and Seidl, 2019, p. 5) but most organizations fail in the attempt to provide efficient, skilful, and valuable in-house and online training to their employees for different reasons such as:

All these factors have contributed to the creation of inefficient security training courses that various studies have tried to analyse. 
[bookmark: _Toc40207239]1.2 Literature review
Most employees in companies neglect security concepts because they do not see a direct economic advantage or utility to apply them, making this category of users an easy target for hackers that purposely look to exploit the most vulnerable users (Aloul, 2012). This problem is also related to social contexts such as schools and universities, media, Internet service providers and non-governmental organizations and principally the company’s culture that creates an environment where users see security only as a list of tasks to cross. 
Organizations’ training courses have been reported to be too broad in their arguments that create confusion, not frequently organized to allow continuous learning and delivered following a one-size-fits-all concept that does not comply with different user’s need (Pfleeger, Sasse and Furnham, 2014).
For the “Home users” category the situation is even worse as most of the time they do not receive any security training during their lifetime from academic, industry or governmental organizations but they mostly take security measures only following an attack (Kritzinger and von Solms, 2010).
A more systematic, coordinated, and integrated approach seems to be necessary to motivate users to employ safer and secure behaviours online, introducing practicality as the way to bridge the gap between users and cybersecurity (Beyer and Brummel, 2015). Practicality is also indeed considered more important than abstract knowledge because practical skills can only be gained only through substantial exposure to security issues in a safe environment that reproduce real-life scenarios. The ability to structure a training course as a game and the use of a virtual trained environment increases the enjoyment and perception of the learning process (Leune and Petrilli, 2017).
[bookmark: _Toc40207240]1.3 Research
As analysed in the literature review, different studies have been performed in the field but considering the cybersecurity fast-paced scenario and the continuous evolving of new threats and technology, these findings can be considered outdated, non- comprehensive and inaccurate to today’s user’s requirements, creating therefore an urgent need to find newer solutions.
Henceforth, this research aims to investigate the factors that make cybersecurity online training courses inefficient with the purpose to determine possible solutions that can be adapted to create a successful training platform for all internet users in the attempt to transform the weakest link in security into a “human firewall”. 

Research Questions
· What are the most typical obstacles that users face when attending an online cybersecurity course?
· How can online cybersecurity training courses deliver better results?
· How can user knowledge be effectively measured?

Specific Objectives
The long-term goal of the research is to create a cloud-based solution for cybersecurity training that can be widely adopted by enterprises, organizations, universities, and everyday internet users. 
The study has the following sub-objectives:

· To analyse the possible negative elements of online security training courses that impact users’ learning process making cybersecurity neglected and undervalued.
· To identify solutions that can enhance the user’s engagement and understanding. 
· To determine appropriate methods to test the user’s knowledge applied to real-world scenarios.

[bookmark: _Toc40207241]1.4 Deliverables
The project deliverables are divided into outputs and outcomes.
	The outputs of this research are:

- a new report on the effectiveness of cybersecurity training course
- a project outline for a new training solution 
- a Gantt Chart to define the research timeline
	Outcomes may consist of:

-  greater awareness of cybersecurity training courses 
-  Improved attitude toward online security


[bookmark: _Toc40207242]2 Development & Research Methodology 
[bookmark: _Toc40207243]2.1 Research strategy & Methods
The research will be composed of four phases.
1. The initial phase will involve choosing a sample of people from whom to collect the required information. 
For this study, the intended sample strategy will involve a group of approximately 80 individuals from the University of Wales London Campus consisting of:
-  A class, including approximately 20 students, for each course offered at the university, Cloud computing, Business management class and Social Care.
- 10 lecturers of different courses.
- 10 staff from reception, assessment team, student services team, and IT team.
This sample has been chosen for the potential quantity and variety of data that can be obtained as the participants belong to different backgrounds, play different professions, and have different levels of education.

2. The secondary phase will involve the data collection process.
This process is the most important and time-consuming step of the research; indeed, the quality of the result’s evaluation will entirely depend on the data collected (Kumar, 2010)
Data will be collected using a quantitative methodology and a mix of primary and secondary sources:
· A quantitative approach has been chosen over a qualitative one to assure the accuracy, measurement, specificity, reliability, and classification of the information.
· The secondary source consists of the collection of information from previous studies cited in literature review to build a solid base on which to organise the primary source. 
· The primary source consists of the creation of a survey. A survey is a set of questions used to collect data for statistical analysis and each respondent will be provided with 10 multiple-choice questions that will be prepared according to the case studies’ findings of the secondary source. 
Surveys will be printed out and systematically distributed to all respondents on campus. By  doing so, the response rate is predicted to potentially be high (Nulty, 2008).
3. The third phase will consist of data analysis and conclusion.
The data collected will be manually uploaded on a computer and analysed using a powerful program for the manipulation and statistical analysis of data called SPSS, which stands for Statistical Package for the Social Science (Field, 2013).
The study will follow the analytical framework provided by the three main research questions that aim to determine the negative aspects of cybersecurity training, the possible improvements, and how knowledge can be effectively measured.

4. The fourth phase will consist of creating a final report that will summarize all the results and outlining all the requirements for a new efficient cybersecurity training project called “CyberSec VTN”. 
CyberSec VTE is the idea of a “learn-by-doing” cloud-based training platform focused on security, privacy and anonymity that will aim to offer an interactive application in which clients will be prompted in a virtual learning environment with the purpose to prevent real-life attacks, recognize threats and minimize vulnerabilities, having also the opportunity to analyse the mechanisms behind each danger from the attacker standpoint. 
[bookmark: _Toc40207244]2.2 Research Development
To plan the research development, the well-known Agile development method has been chosen. In a traditional model such as the Waterfall method,  tasks are organised as a list of sequential activities where each activity can be executed only when the previous one is completed, being able to check results only at the end of the entire process, meaning to start over in case of failure. 
Agile instead, offers a greater level of flexibility through iterations.
[image: ]
Figure 1 Agile Research (Source: Author, 2020)
As shown in figure 1, each phase is divided into three sub-tasks that follows the “Plan-Perform-Test” iteration cycle, offering a greater flexibility to accept changes in any stage of the process, simple management by dividing the project into smaller units and improved transparency and quality (Kumar, 2010).
[bookmark: _Toc40207245]3 Resources and planning
[bookmark: _Toc40207246]3.1 Risk management
The following risk assessment matrix analyses the possible risks that can compromise the research, analysing the probability, severity, importance, and mitigation action to be taken.
[image: ]
Figure 2 Risk Matrix (Source:author, 2020)
[bookmark: _Toc40207247]3.2 Ethical compliance
The research involves different ethical aspects that need to be taken into consideration regarding the participants and the researcher (Kumar, 2010).
	Participant:
a. Consent: Participants need to be informed about the survey and asked to participate. Informed consent is necessary to proceed.
b. Incentives: It is considered a good behaviour to provide participants with a small gift as a sign of appreciation, however providing a present before the survey is considered unethical.
c. Confidentiality: The survey must be anonymous and if confidential data is shared, it must be protected and not used to identify the respondent or other purposes.
	Researcher:
a. Bias: The researcher must be impartial with the research without trying to hide or highlight values.
b. Methodology: the researcher has the responsibility to use the best research methodology known to achieve the research’ goal. It is considered unethical to purposely use other methodologies with the attempt to alter results. 



[bookmark: _Toc40207248]3.3 Resources
To conduct this research, there are a series of resources that are required: 
a. A Computer with an active subscription of Microsoft Office to create and edit the survey.
b. A printer, to produce enough copies of the surveys for all respondents.
c. An active subscription to the SPSS software for data analysis.
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[bookmark: _Toc40207249]3.4 Gantt Chart
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Figure 3 Gantt Chart (Source: Author, 2020)
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- Difficulty to provide education.


- Difficulty to create adequate programs. 


- Difficulty to measure the results


- Budgets and other context-related factors.



- Lack of awareness and training for security tools.


- General negligence/carelessness.


- Increased use of social media by staff that could lead to information disclosure.


- Failure to follow policies and procedure and to understand new threats.
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