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1. [bookmark: _Toc124194525]Introduction

This report will consist of showing a good understanding of current research technological systems around Data security & Governance and compliance. It will also discuss the techniques and methods used in Data Security to make sure the information stays safe and the security is fully implemented when it comes to Organizations and their data.

2. [bookmark: _Toc124194526]Security framework & model

Whenever it comes to issues in Organizations and businesses, data security has become a big topic because not caring to establish the proper security measures and policies could end up in a large lawsuit, economic damage, and damage to someone's name. Information Security Management System, or "ISMS," is improved by a set of standards known as "ISO27001" [1]. Given that it has been shown to be really efficient and effective many companies use this security framework [2], [3]. In addition to the previously mentioned functions, it can also observe, audit, and improve the Information Security Management System. For small businesses, this strategy might cost a bit too much, but it's worth implementing it to avoid other costs.
This one particular method has been proven to be efficient in information technology (IT) solutions is the Information Technology Infrastructure Library (ITIL) [4]. Besides providing a framework for organising, executing, and managing information technology services, it also discovers a number of steps to take to make sure that all these solutions are in line with company aims and objectives. The ITIL framework comes with a package that covers a variety of issues in IT service management, such as strategic plan, design, transfer, operation, and constant process improvements.
The ISO 27000 [5] standard is created to help companies in maintaining the confidentiality, accuracy, and accessibility of their data. Many different standards are part of the ISO 27000 series, especially ISO 27001, which describes specific specifications for an information security management system (ISMS). Other standards in the package includes ISO 27002, which also provides changes for establishing and maintaining an ISMS, and ISO 27005, which offers recommendations for risk management in an ISMS.
CoffeeBlend is a huge, international company with a lot of money available as it is not a small or mid-sized company. Since the ISO27001 security framework runs the "Plan-Do-Check-Act" cycle that is a perfect way to start protecting the data, CoffeeBlend could really gain a lot from applying it.
The “Plan” stage in the cycle is [6] responsible for discovering information assets and their security needs, it is also managing any security risks as well as the solutions used to prevent or control risks that should never happen.
The “Do” stage in the cycle is responsible for putting in the work and transferring theory into practical as this stage implements the security and manages any operation.
The “Check” stage of the cycle is responsible for checking whether everything works as it should or if something needs to be corrected, it is rating and assessing the performance of the whole security system and monitors it at the same time. 
[image: ]The last stage of the cycle “Act” is responsible for documenting the unacceptable actions and putting in the solutions and preventing the issues from happening in the future, this is the whole cycle it repeats itself.[bookmark: _Toc124194198]Figure 1 – Representing Plan-Do-Act-Check cycle








Establishing and outlining of how data will be managed inside an Organization, ISO27001 [7] will assist CoffeeBlends control the risks and information security efficiently. This method will discuss every part of security at the CoffeeBlends organization and demand for data security knowledge from all employess and leadership. However, this will put into effect essential steps for controlling inside an Organization. Each policy will explain how certain Organizational aspects, such as Access Management will need the establishment of a powerful policy and strategy, both of which have to be acknowledged and followed by every single employee.
CoffeeBlends needs to keep a database of every employee that might be able to access specific types of data in order to comply with access management [8]. However, this will depends on the company’s needs and may need to be reviewed and monitored quite often on monthly or annually basis. This can be done by using a very well-liked and efficient solution provided by "Microsoft," specifically "Microsoft Active Directory," that will allow to manage more than only access management.
The internationally reviewed, accepted and efficient security standard ISO27001 [9] would make CoffeeBlends' reputation better and give evidence to clients and investors that this company is serious about competence and security. Many investors and businesses seek the execution of this security standard, especially if there are huge information and data transfers and management tasks involved, that will place CoffeeBlends ahead of its competition. The decision to choose ISO27001 as a solution was because of this reason.
[image: New ISO 27001 certification figures show 20% increase - IT Governance UK  Blog][bookmark: _Toc124194199]Figure 2 – ISO27001 popularity statistics











	
According to the above diagram created by “ITGovernace”, the number of ISO27001 has significantly increased over the years starting with 2006 and ending at 2015 which shows how effective and popular this security framework has became due to its efficiency and this also clearly shows that ISO27001 is a good security framework solution for a lot of companies as other companies would not implement it if it would not work.
The ISO 27001 standard supplies a well developed and proven way for creating, deploying, controlling, and regularly making sure that organization's information security management system is being improved, making it a solid security framework for the scenario mentioned earlier. It provides a complete package of rules and steps for securing the confidentiality, integrity, and availability of an organization's data and includes a wide range of security features and best practises. The company could make sure it is up to date with information security best practises by deploying the ISO 27001 standard into reality, and it may create an effective and successful information security management system that will work well with company goals and objectives.









2.1 [bookmark: _Toc124194527]Evaluation – Security Framework

However, it seems that CoffeeBlend, a huge international company, would benefit from choosing the ISO 27001 [10] security framework as their security method for creating and improving its information security management system (ISMS). The framework's "Plan-Do-Check-Act" [11] cycle helps in finding information security risks, and deploying efficient problem solving into place while also reviewing and managing and improving the ISMS. Also, the ISO 27001 [12] framework identifies the needs for an ISMS as well as best practises for its creation, maintenance, and risk management. A particular data security knowledge will be essential from all employees in order to run this framework, as well as the creation and implementation of policies to manage the controls inside the company, and to be exact access management. Overall, even though ISO 27001 framework might be expensive to implement, it has been shown to be successful and could help CoffeeBlend stop potential losses for both reputation and finances.
2.2 [bookmark: _Toc124194528]Evidence that proves ISO27001 fits CoffeeBlends’ security needs

2.2.1 [bookmark: _Toc124194529]Flexibility & Adaptability of ISO27001

One of the many advantages of the ISO 27001 security framework, according to [13], is its ability to adapt to the particular requirements of the Organization. The framework was developed to give a "risk-based" way to data security management, instead of providing specific solutions or technologies. This shows that it focuses on identifying and handling the specific risks that an Organization might face while keeping in mind the Organization's business objectives and goals, and compliance needs. This helps Organizations to modify their information security management systems to their special needs and requirements, as well as to make any essential changes and adjust over time in response to constantly changing dangers and threats.
The "Plan-Do-Check-Act" cycle, a mechanism for ongoing improvement, is also a part of the ISO 27001 framework [14]. This cycle will be regularly reviewing the information security management system's efficiency and implement any appropriate changes to make it better. This makes it easier to keep the framework's efficiency and applicability in addressing the unique security requirements and risks that the company might have to tackle.
It is crucial to keep in mind that executing the ISO 27001 security framework [15] in effect and keeping it up to date will require a lot of time, effort and sacrifices. The method usually includes running a full assessment of the Organization's current security situation, creating a security plan based on the assessment's results, putting the plan into action, and regularly auditing and going over the plan to make sure its continued efficiency is still in place. This might include spending money on new technologies, employee awareness training, and assigning resources needed to manage the whole change. As a result, the ISO 27001 framework might not be good or cost-effective for all companies, particularly for any company that have limited funds or does not require a lot of security.
[image: ISO 27001 Roadmap | ISO 27001 Guide to Certification | SecuraStar][bookmark: _Toc124194200]Figure 3 – Representation of ISO27001 process










The screenshot above represents the ISO27001 in 5 steps:
· Educate
· Assess
· Implement
· Audit
· Certify
Each step has its own sub-steps.
Educate includes basic training for all the members of staff. “Assess” will carry out an assessment of the whole project and create a project plan for implementing the ISO27001. “Implement” is where most of the process is going to happen as the context of the organization will be evaluated as well as the leadership. The planning phase will be carried out along with the support and operation. The team will also need to take care of performance evaluation and implementing any improvements needed. “Audit” will make sure that the internal audit is carried out to find out if there is anything that needs work and if everything that needed to be done is done. The last step “certify” will grant the company a certification which will make them appear as ISO27001 compliant.

3. [bookmark: _Toc124194530]Designing the company's information system security, governance, and compliance & why is it good to keep regulations and standards updated?

This section will show the possible design of information system security, governance and compliance that the CoffeeBlends could implement, it will outline the advantages of having new and updates regulations and standards.
3.1 [bookmark: _Toc124194531]Meeting the need of the company information system security, governance, and compliance

To gather information about any weaknesses or vulnerabilities in its current security situation, the company should carry out a very detailed audit of its security situation in this case. This will allow the company to create an efficient security approach that eliminates these challenges and still works with the company's goals and objectives. It will also support the business in understanding its weaknesses, risks, and dangers. The security approach should be executed by using the right technologies and making sure that every employee is aware of the security best practises. It also needs to have the deployment of efficient security policies, procedures for risk management and protection mechanisms.
Carrying out a very detailed analysis of the Organization's current security situation is needed [16] since it involves going over the company's existing policies, procedures, and systems to discover any weaknesses or vulnerabilities in its current security figure. The analysis [17], [18] must take into consideration the company's compliance requirements and business goals in addition to a review of the company's weaknesses, risks, and dangers. It is a must to create a strong security plan - Using the results of the assessment, the company must develop a security strategy that includes the findings about the weaknesses and holes while also aligning with the company's goals and objectives. Creating appropriate and relevant security practices, risk control practises, and countermeasures for the dangers must all be part of the security plan.
The next step includes transferring the security plan into practice after it has been created [19]. In order to achieve this, the necessary technology should be used, and all employees should be trained on security best practises at all times. To minimize  company actions from becoming affected in a bad way and to make sure the security plan's performance, it is crucial to make sure the process of implementation is properly organised and controlled. Having constantly updated and reviewed security plan on a regular basis is also extremely important.  The risk environment [20] has always been changing and will be changing, and security vulnerabilities and dangers are constantly being monitored because they are evolving every day rapidly. However, to keep the security plan's efficiency in protecting the company's data and complying with standards, it is a must to constantly review and enhance it. It might be essential to change technologies, policies, and procedures while also providing all staff members with additional training to make sure that everyone is aware of the danger.




3.2 [bookmark: _Toc124194532]Critiquing and analysing the importance of having new and updated regulations and standards

It is crucial to have regularly audited and updated standards and guidelines for many of valid and correct reasons. The technology is constantly and rapidly evolving everyday [21], new dangers and weaknesses constantly arise. The ability of companies to protect their data and comply with obligations in the face of developing technologies is supported by having constantly updated regulations and standards. This aids to make sure that Organizations [22] are ready to handle these new vulnerabilities and weaknesses and risks. However, to ensure that businesses are up to date with best practises, regulations and standards will provide them a reference to check their overall security against new dangers. Companies like CoffeeBlends could make sure sure that they follow the most latest guidelines and recommendations for information security by having regular updates of these standards. Organizations can stay compliant with current laws and regulations by keeping standards and rules up to date. Also, to keep the confidence, trust and respect of customers and clients, this is crucial for preventing fines and legal consequences. Organizations [23] can stay competitive and adapt to constantly changing client and customer needs by regularly going over the regulations and standards. Companies need to make sure that their security measures keep up with changing client requirements and expectations. The efficient protection of companies' resources, including their intellectual property, is further ensured by constantly updated standards and regulations. Controlling and maintaining these resources safe and untouched is essential for keeping trust and credibility while protecting the organization's reputation.
Going further, the company should have a certain set of essential and vital policies put in place in order to meet the requirements of the case. 
· Compliance: To avoid criminal consequences [24] and keep the trust of clients, it is essential to make sure that the offered security complies with all laws and regulations that are currently in force. This involves obeying by the laws that regulate the collection, usage, and storing confidential and personal data, also known as data protection legislation. The company can avoid fines and law suits, keep the confidence, respect and trust of its clients and customers and stop penalties by making sure compliance with these rules is put in place.

· Governance and strategic planning for security: The security approach [25] must be implemented into the organization's governance and strategic planning guidelines and must be up to date with the general goals and objectives that the company has set. It means that the security plan must be created and executed out in a way that helps the whole business strategy of the company and that it should be implemented into the company's decision-making processes.

· Security policies: The security plan [26] must have clear and efficient security measures that outlines the company's expectations about the employee actions and attitude as well as the security measures that are currently being executed to secure the company's assets. These policies must be acknowledged by every single employee and reviewed and audited on a regular basis to make sure that they are up to date and efficient.

· Risk management: A risk management process [27] is an essential part of any security approach. It supports the company in discovering, identifying, and prioritising risks to its assets, and also developing prevention steps. This process should be a regular occurrence, with frequent audits and updates so the company can be sure that the efficiency is still in place.

· Security management models and practices: The security approach [28] should have best practises and confirmed security management systems, for example the ITIL framework or the ISO 27001 series, which will be deployed in this situation so the company can make sure that it stays efficient. These two models give a well-thought and already tried out method for managing data security, which can help to make sure that the business' security measures are relevant and efficient.

· Contingencies planning: The security approach [29] needs to make sure that there are data backup being made for handling unwanted things from happening such as security breaches or system failures. The steps the company will follow to minimize the effect of these occurrences on its actions and reputation, so the company can quickly recover and go back to their normal actions and assets.

· Protection mechanisms: To protect the company's resources [30], the security approach should consist of the relevant countermeasures, such as firewalls, encryption, and access controls. To make sure that they continue to be on a successful path at protecting the company's assets, these countermeasures must be regularly audited and reviewed.

· Service level agreements: To make sure that [31] external vendors' and providers' behaviours works well with the organization's security needs and standards, the security approach should include service-level agreements with vendors. These contracts need to also include steps for assessing and ensuring that the security measures the company is expecting from its suppliers and providers to deploy when working together, as well as a summary of the security precautions that the company expects them to put in place.
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