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[bookmark: _Toc165025762]Task 1 – Digital / Computer Forensics: Distinctions and Applications


[bookmark: _Toc165025763]Introduction

In the ever-changing environment of Information Technology and cyber-security. There has never been more of a need for Computer & Digital Forensics. Computer / Digital Forensics is the process of identifying, preserving, analysing, and presenting cybercrime related information, that was recovered from a computer or Digital device [1]. This also means ensuring that the information retrieved is ready to be used in cybercrime cases, keeping its integrity and legality [2]. 

[bookmark: _Toc165025764]Defining Computer Forensics and Digital Forensics

Computer Forensics and Digital Forensics differ in devices covered. Computer Forensics is the studying and identification of evidence from Computer based systems, this includes storage devices and logs that will need to be interrogated to see what information is available [3]. Whereas Digital Forensics is a broader spectrum of devices, covering devices such as Smartphones, Wearable devices (smart watches), Tablets, Networking equipment (servers, routers, switches, firewalls), Internet of Things (IoT) gateways and devices etc. Due to this broader range of devices, Digital Forensics is becoming more and more vital in cybercrime, as attackers could use any of these to stage their criminal activity. It’s also important that the relevant policies are in place to ensure that all recovered data keeps the required integrity and relevancy to be used against cyber criminals in a court of law [4]. 

[bookmark: _Toc165025765]Historical Evolution

With the introduction of mainstream IBM PCs in 1981, there were now methods to access Computers from home or from a work environment. This was then when Computer Forensics developed in its infancy. Computers were starting to be used for crimes, either to illegally gain access to computer systems through dual up connections or pirate software, or to break into telephone services. Early storage methods proved challenging to use, as there were very few tools to image or recover deleted files, so since then Computer Forensics has developed to ensure that all methods criminals would use to cover their tracks are now accessible [5]. Definitions relating to Digital Forensics and Digital evidence started to be developed around 1988, this was due to concerns that the move from Analogue equipment to Digital would cause issues for forensic cases in the future [6]. 

[bookmark: _Toc165025766]Scope and Applications 

Computer Forensics is mainly focused on Data Recovery, Malware Analysis, and Incident Responses. The scope is mainly dedicated to Computer devices, where physical data is held. Toolkits are then used to analyse the information within the storage device. This information can come in the form of files, deleted files, stenographs, images, and encrypted information [7]. Digital forensics has a wider scope, as it covers wider technologies, therefore the scope will be much larger than in Computer Forensics. 

[bookmark: _Toc165025767]Real-World Scenarios

For both Computer and Digital Forensics, they would both be used to collate and provide evidence that a crime has been committed. Either through providing data that would tie an individual or group of people to an incident, or to provide a scale on how serious the incident was [8]. Organisations will also have their own Forensics team, which will assist in the investigations for any misconduct completed in the workplace [9]. 
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[bookmark: _Toc165025769]Case Overview

This case is regarding a suspected case of cyber bullying. All evidence has been submitted for further review, and to allow the investigator to determine how incriminating the evidence is for further conviction. 
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In this report, I will be outlining the tools and steps used to analyse and acquire information on the provided evidence. To do this, the evidence will need to be interrogated to see what is contained inside. Disk analysis tools will be employed to allow the investigator to thoroughly see what information is available and once this has been collected findings will be documented and discussed to see how incriminating the information found is. I have been provided permission by the University to view and analyse this evidence, and to interpret whether there is a case of Cyber Bullying present within the evidence. This evidence will be outlined and detailed, annotation will also be provided on whether Cyber Bullying is present or not. 
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	Item:
	Quantity:
	Description:

	1
	1
	An image file containing a copy of the suspects hard drive has been taken. The drive it was taken from was 16GB and was a SanDisk Cruzer USB. The drive itself was fully intact, with no visible physical issues, the image file was successfully taken, and hash was verified.








[bookmark: _Toc165025772]Continuity of Evidence
	Item:
	Date/ Time:
	Released by:
	Received By:
	Comments:

	1
	11.03.2024 / 17:03
	Nitheesh Kaliyamurthy
	Jon Morgan
	Evidence contents was transferred off onto SanDisk Cruzer USB Flash Storage on University Campus. Provided via a suitable and secure Windows based device.

	1
	11.03.2024 / 17:03
	Jon Morgan
	Callum J Warwick
	A multi-part image file format was taken of the SanDisk USB Flash Storage, using the tool Encase. The fragmented E01 image files were then passed on using the university internally managed Microsoft Teams. 
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Appendix 1 – Group Policy Change for disabling USB write access.
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Appendix 2 – Registry Key Changes for disabling USB Write access.



As displayed in Appendix 1 and 2, a Virtual Machine (VM) was created to de-fracture the image file. Firstly, USB write access needed to be prohibited so that there is no tampering with any of the file integrity, as there is a chance of accidental changes being made to the file, which will in turn possible effect the files needed for the investigation [10]. I have added configuration on both Group Policy Editor and the Windows Registry of the device, to have two methods, as if one for some reason failed, the other would take effect. 
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Appendix 3 – FTK Imager hash verification screen for Case1.e01

FTK imager was used to de-fracture the original E01 files, having one image allows for better and more thorough analysis, while also having all the information in one place, making it easier for uploading to the forensics toolkits used during investigation. I have kept the image file as an E01 file format as it will retain all the image file data, while also keeping the metadata, hash values and Cyclic Redundancy Check (CRC) information, allowing me to continue to check the data integrity if needed [11].  






[bookmark: _Toc165025775]Data Duplication:


[image: A screenshot of a computer

Description automatically generated]









Appendix 4 – Copy command to create Case1.E01 in a different directory.
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Appendix 5 – FTK Imager verification for copied version of Case1.E01


To further keep the evidence integrity, I decided to create a duplicate of the file so that it can be recalled in the event of an issue with the initial image file. Appendix 4 shows the xcopy command used to copy the entire image file to another directory, and Appendix 5 shows that the hash information is the same for both copies. 
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Autopsy: 
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Appendix 6 – Case Details in Autopsy
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Appendix 7 – Keyword search setup in Autopsy
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Appendix 8 – MIME Types setup in Autopsy
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Appendix 9 – Case1.E01 loaded into Autopsy.
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Appendix 10 – Autopsy file timeline filtered by when files were created and modified.

One tool used was Autopsy. This was because it provided many features for filtering down content and locating evidence more efficiently. These are features such as keyword search (images, file metadata, file extensions, deleted/ carved files), full file timelines as shown in Appendix 10 and for its easy user interface and file extraction for further investigating [12]. Appendices 7 and 8 show further configurations added to the case to further filter the results and make accessing certain files easier. MIME types for .rar file format were added to the case, as there was an initial error message stating that a “Police Report.rar” was unable to be opened, further detail will be provided on this file later in the report. 









Visual Studio Code
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Appendix 11 – Visual Studio code analysing cpp program.

Visual Studio code along with the addons to run and debug C++ code was also used. This was to analyse a suspicious file on the drive that was in .cpp format. 
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Appendix 12 – Encrypted files being decrypted. 
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Appendix 13 – Timeline for Encrypt_file.cpp
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Appendix 14 - Timeline for Encrypt_file.cpp

A suspicious document named ‘Police Report.rar’ had failed to be opened by Autopsy. Previous research into the issue suggested that it may be to do with the MIME Types, however upon further investigation, they were instead encrypted. Appendices 13 and 14 show that the c++ file was run around the time each of the encrypted files were accessed last.
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Appendix 15 – ‘Police Report.rar’ showing password protected. 
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Appendix 16 – ‘Readme – Copy.txt’
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Appendix 17 – Contents of ‘Police Report.rar’

Appendix 15 shows that when opened in 7-Zip the .rar file is protected by a password, leading to suspicions over why the content is hidden from initial viewing. Upon further investigation, it seemed that a txt document containing passwords for ‘file’s’ was located. The second password in this list provided access to ‘Police Report.rar’. Appendix 17 then shows the content of the archives folder, 2 documents that have no file type assigned to them and cannot be opened by any package currently available. I then assumed from seeing that ‘Encrypt_File.cpp’ was run around the time all identified encrypted files were last modified that these files were also encrypted using the following c++ program. 

[bookmark: _Toc165025779]Evidence 2 – Encrypt_File.cpp

Appendix 11 shows that the ‘Encrypt_File.cpp’ was exported and run in Visual Studio Code, to determine what the program was. Further inspection of the code showed that it contained an Encryption and Decryption table, which could have been used to encrypt the files: 
int EncryptionTable[16] = {8, 0xC, 3, 9, 5, 7, 0xD, 1, 4, 0xA, 0xF, 0, 6, 0xE, 0xB, 2};
int DecryptionTable[16] = {0xB, 7, 0xF, 2, 8, 4, 0xC, 5, 0, 3, 9, 0xE, 1, 6, 0xD, 0xA};
There is also the ‘EncryptChar’ function, which is designed to split each 8-bit character into 2 4-bit characters. Which would essentially make the file unreadable. Further research of similar files showed that this was possible using the c++ .cpp code [13]. However, for me to be able to run the file, it first needed to be complied into an application, this application can then call the decryption code for any of the files that were encrypted using this program [14]. Through research another tool was located and used for the compiling of the .cpp code, this tool was called MinGW [15]. 
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Appendix 18 – MinGW running g++ to output application.
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Appendix 19 – Code needed to decrypt files. 

Once the file has been compiled, reading the code further suggested the order of which the files needed to go. The command for each of these encrypted files was as shown in Appendix 19. After attempting multiple different file types, such as ‘.docx’ and ‘.rar’, ‘.png’ was what allowed me to see the evidence contained. 
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Appendix 20 – ‘e_PoliceReport-CS-01.png’
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Appendix 21 – ‘e_PoliceReport-CS-02.png’
Appendices 20 & 21 show the 2 Police Reports gathered after decrypting the documents. They clearly describe an incident of Cyberbullying where the suspect Justine Elias was charged with Threats and Harassment against Emily and her family. Appendix 21 shows the actions taken against Justine after she pleaded during the case, where she was issued a restraining order and a fine of £2000 for her actions of cyber bullying. 
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Appendix 22 - WhatsApp Messages from Justine
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	Appendix 23 – WhatsApp Messages from Justine
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Appendix 24 – WhatsApp Messages from Justine
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Appendix 25 – WhatsApp Messages from Justine. 
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Appendix 26 – Further correspondence from Justine on Facebook.
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Appendix 27 - Further correspondence from Justine on Facebook.
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Appendix 28 - Further correspondence from Justine Facebook. 

After performing a metadata search for Justine Elias from the police report, I was able to see a list of messages, between Justine and presumably Emily or one of her family members. The messages start off where Justine is asking the recipient to go out for a coffee, however after the recipient politely declines, Justine seems to respond more maliciously, stating that the recipient will “Regret turning her down”. Further correspondence on Facebook can be seen on Appendices 26-28. These messages show further responses from Justine stating that she ‘won’t give up on us’ to where the recipient then blocks her. This could have been the catalyst for further harassment from Justine since she seemed unable to let go of the conversation.  
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Appendix 29 – Excel Spreadsheet with fake names generated.
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Appendix 30 – image of mobile network telephone complaint. 
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Appendix 31 – image of bank statement. 
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Appendix 32 – Message from Lee Saint
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Appendix 33 – Message from Lee Saint
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Appendix 34 – Message from Lee Saint


Appendices 29-34 show some documents outlining a possible attempt use telephone communications as a method of cyber bullying and harassment. Appendix 29 shows an excel spreadsheet or ‘Random Generation’ names, numbers, emails, and addresses, which would suggest that Justine was looking to use a fake name to further harass Emily after being blocked. However, there isn’t enough evidence here to definitively use against Justine, as they don’t further show any case of cyber bullying towards Emily specifically. Appendices, 32-34 show further harassing messages from a Lee Saint. These message mention that Lee plans to hack into post explicit pictures of ‘Emmy’. However, Lee does not appear in the list of fake names appeared in Appendix 29, so it’s difficult to use this aswell as evidence. The only way this could possibly be used, is that the police report above mentioned Instagram as a method of Harassment, so this could be what was used when filing that report. 
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Appendix 35 – Image of Carved and Deleted files

Part of the process of identifying evidence was also to see if there was any available in the deleted files that Autopsy had recovered. However, nothing substantial was identified. 
















[bookmark: _Toc165025784]Conclusion

Based on the comprehensive analysis on the digital evidence provided, where there was examination of metadata, the content analysis and each evidence cross referenced to ensure that the decided outcome had the most evidence to backup this as possible. From the evidence gathered, there is clear evidence of Cyber Bullying from Justine Elias. There was a wide range of evidence obtained from the image file in question, along with various methods of hiding this information from the Digital Forensics investigation, such as encrypting documents. This investigation has been completed following Digital Forensic principles, and I believe that no evidence has been tampered with and that if someone else wanted to complete this investigation they would get the same result. This is because all methods used to extract the files are obtained from within the image file itself, password and encryption programs were stored alongside the other documents. So, there wasn’t a need to adjust any of the documentation to achieve the same result. There was also text message evidence to back up and provide further evidence of malicious intent. These findings underscore the urgent need for intervention and remedial action for any harmful and harassing behaviour towards people online and ensure the safety and wellbeing of any who are affected. 
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