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Lab: IPv4, Subnetting, VLSM and IPv6 Addressing


Understanding IPv4 and IPv6 addressing (word count 1000) 
This part of lab worksheet require you research and write a report on “Features of IPv6”. You may discuss but not limited to structure, address types, advanced functionalities and security.  
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1. Abstract
This is a short report intended to give a brief description on the features of IPv6. The report begins briefly with Internet Protocol and IPv4 structure. The main emphasis is on IPv6, beginning its address structure. The report also touches on the three main address types of IPv6 and finishes with security features. 
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3. Internet Protocol
Internet Protocol, or TCP/IP is used for communication between networks over the internet by assigning every device and network of devices an address known as IP addresses. The IP addresses are used to identify each device, via its own network, to send and receive data. The two types of IP addresses used today are IPv4 and IPv6. IPv4  is a version of protocol that has become outdated although is still in widespread use. According to an article by Syed Sadat Nazrul, IPv4 uses a 32bit binary to create the IP address, displayed in decimal form with three numbers separated by dots. Each number, called an octet, represents the 8bit binary, making a total of 32 bits [1].

4. IPv6 Structure
The IPv6 structure is far more complex than its previous version. Whereas IPv4 used a 32bit field of addresses split into 4 octets, IPv6 contains 128bit of address space. According to an article written by Dhanapal and Nithyanandam, the number of available addresses is four times greater those in IPv4. The article explains that instead of using dotted decimal notations, IPv6 uses 16bit hexadecimal numbers, separated with colons. The article provides example IPv6 addresses: “1002:DB8:764:310:FEDB:BA96:7654:3210” and “2000:DB8:10:0:400:1800:200C:447A”. The authors also explain that these addresses may also contain successive zeros, in which case these will be displayed as double colons to compress the zeros. This can only be used once in the hexadecimal address and will always the longest sequence of zeros [2].







5. IPv6 Address Types
There are three main types of IPv6 addresses that are as follows;

5.1 Unicast addressing
According to Rick Graziani, the most significant type of unicast addressing is Global Unicast, which acts in a similar way to IPv4 public addresses, identifying a single interface and sending packets to that single interface. All source IPv6 addresses are unicast addresses. [3]
Another unicast address is link-local, assigned only within a single subnet. As these type of addresses are confined to their subnet, they do not need to be unique other than within their subnet and are not routed to the internet. All IPv6 devices require a local-link and use them as their default gateway address. [3]
Graziani also explains how another type of unicast, loopback addressing, is used by a device to send a packet to itself, used for testing the TCP/IP stack.

5.2 Multicast Addressing
This replaces the IPv4 broadcast address and identifies all the interfaces within the multicast address. Described as a one-to-many, when a device sends data to this type of address, it will be received by all of the devices within the address. Each individual device, or interface within a device can then respond to the packet if it is necessary to do so. This is a major advantage over the IPv4 Broadcast addressing, in which all devices were required to process broadcast packets.

5.3 Anycast addressing
According to Graziani, IPv6 anycast addressing uses the same address range as global unicast addresses. They become anycast addresses when they are assigned to more than one interface. Packets sent to these addresses are routed to the nearest interface according to the routers routing table [3]. An article on Cloudfare explains how anycast addressing is used to route incoming data across multiple data centres. Characterised as a one-to-one of many association, the nearest interface is chosen in order to reduce latency and improve efficiency. Benefits include faster connection, protection from ddos attacks and high availability making anycast addressing a highly reliable connection. [4]










6. Security
6.1 Authentication Header
According to an article by Eric Conrad and Joshua Feldman, Authentication Header (AH) acts as a signature for network data, ensuring integrity for each packet. It does this by confirming the source for each packet, ensuring the contents have not been modified in any way since it was originally sent. The article states “AH also protects against replay attacks, where data is sniffed off a network and resent, often in an attempt to fraudulently reuse encrypted authentication credentials.” [5]
 An example of the format of the authentication header is shown in the table below;

[image: ]
Fig. 1 Authentication header [5].



6.2 Encapsulating security payload
Since AH offer no confidentiality, it is often combined with Encapsulating Security Payload (ESP). This feature encrypts the packet data [5].
According to an article by IBM, ESP can be used in two ways, transport mode or tunnel mode. The article states that tunnel mode provides greater security than transport mode by encapsulating the entire packet, including header and payload, inside another data packet. Transport mode on the other hand, does not encrypt the IP header, leaving the data accessible to attackers whilst the packet is in transit. The advantage of transport mode is that it requires less processing overhead. It is for this reason that Transport mode is often combined with AH to offer adequate security reduced processing overhead compared to using ESP in tunnel mode [6].
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Subnetting and VLSM

NOTE: To complete this part you would need full understanding of Lab 10 to 14. 
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Using the Network address 172.16.2.0/24, VLSM the network to support the following requirements: 
Subnet A: 16 hosts       
Subnet B: 2000 hosts  
Subnet C: 6 hosts
Subnet D: 500 hosts
Subnet E: 60 hosts
Subnet F: 180 hosts and Serial links between routers
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Table 1
	Subnet
	Network Address
	Subnet mask
	First Address
	Last Address
	Broadcast Address

	B
	172.16.2.0/21
	255.255.248.0
	172.16.2.1
	172.16.9.254
	172.16.9.255

	D
	172.16.10.0/23
	255.255.254.0
	172.16.10.1
	172.16.11.254
	172.16.11.255

	F
	172.16.12.0/24
	255.255.255.0
	172.16.12.1
	172.16.12.254
	172.16.12.255

	E
	172.16.13.0/26
	255.255.255.192
	172.168.13.1
	172.16.13.62
	[bookmark: _GoBack]172.16.13.63

	A
	172.16.13.64/27
	255.255.255.224
	172.16.13.65
	172.16.13.94
	172.16.13.95

	C
	172.16.13.96/29
	255.255.255.248
	172.16.13.97
	172.16.13.102
	172.16.13.103

	G
	172.16.13.104/30
	255.255.255.252
	172.16.13.105
	172.16.13.106
	172.16.13.107

	H
	172.16.13.108/30
	255.255.255.252
	172.16.13.109
	172.16.13.110
	172.16.13.111
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