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                                                                    ABSTRACT
Now our days companies need to rely on pen testing to defend their web applications preventing them from being hacked by attackers. Most of this defence are reactive because you are updating your defence to new vulnerabilities discovered. Pen test should be performed in order to be proactive. A pen tester will help the company discover and fix all possible vulnerabilities before an attacker has the chance to exploit them. The main purpose of this project is to enhance web app security, particularly addressing vulnerabilities found in them.
 Most companies now our days prioritise their system security. Their main aim is to prevent unauthorised users from accessing sensitive information which they could use to cause harm to the company. And the best way to prevent attackers from getting into your system is by having sufficient knowledge on how these attacks are been performed. Pen testing is used to confirm the presence of vulnerabilities and measures taken to mitigate them.

In this project, the research onion methodology is used as a guide in the design, implementation, experiment etc which will be carried out. Nessus and Nmap will be used to analyse the live website to check for vulnerabilities and a lab environment will be set up where SQL injection attack will be performed. 
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                                                                      CHAPTER 1
                                                                  INTRODUCTION 
Day by day, there is an increase in computer usage. The internet is mostly use by a lot of individuals and organisation for things like: surfing the web, shopping, working in office and home, sharing of resources etc. The have been an evolution of web app from a simple read only static system to an interactive dynamic system which provides and share information and services among users. With the expansion of the internet, web app is been used in various fields like medical, military, finance etc. Web app security plays an important rule here and pen testing is used to ensure this. 

Browsing the internet is an important part of most people day to day activities especially during the corona virus outbreak where everyone was working from home and people had to socialise using the internet. The was an increase in internet usage making individuals and organisation exposed to a variety of threats and attacks. Most normal users don’t know they may be a possibility of harm while surfing online. Knowing the basics of security like use of strong passwords, not sharing sensitive data with anyone etc is still not enough for they are problems which are out of the control of the user like data leakage, not encrypting your data making it easy to read, etc.

The exist old applications and new ones are been created day by day which increases the complexity of the web system. With all these going on, we are left to face challenges like an increase in vulnerabilities which hackers take advantage of to exploit the system. Web app security is very important now our days due to the fact that most businesses now function online. Web app security is a chain of tools and protocols combined together and work simultaneously to help secure web apps against threats and malwares. It helps discover, fix and eliminate weaknesses in the system that attackers may exploit to gain access.

Web apps are always vulnerable to attacks, though there is an increase in the security measures, and vulnerabilities are constantly patched to avert attacks, attackers are constantly working on creating new ones or perfecting existing ones to by-pass security mechanisms set up. Web apps are always vulnerable to attacks because developing a secured app is a very difficult and complex task which security experts are still working on till today. Even famous apps and websites with well experienced security team still faces security issues for example in 2014 a vulnerability was discovered on snapchat which made it possible for a user to extra the phone number and username of another user [1], in 2015 Facebook had a vulnerability in their API mechanism which allowed a hacker to delete any photo or album from another users account without authentication [2],. For better understanding of web app vulnerabilities, attacks, tools and mitigation techniques this question needs to be addressed “what is a web application and web app security?”.

1.1. Web Application 
 A web application is a computer program or software that performs a variety of activities with the help of online technology. In the year 1995, a client-side scripting language called JavaScript was developed by Netscape and from that instant, the history of web app can be traced. However, the concept of “web app” only came to place in the year 1999. The have been an evolution of web app from just a static web page to a dynamic site with user experience. Web app has several functionalities like: instant messaging, e-commerce, entertainment, sharing resources etc. web apps are remotely stored on a server and are accessed using a computer browser (chrome, Firefox etc), the browser acts like a means through which the web app can be accessed. as stated by popular researcher Jarel Remick “any component of a website capable of carrying out a particular function for a user can be called a web application”. Keep in mind web app updates happens on the server side and not the client side, users just accesses these updates using the computer browse.

1.1.1. Web App Vs Websites
A lot of people always confuses the term web app and website here is their difference below: 
Table 1: Website Vs Web App
	                   Web application
	                          Website 

	Designed for user interaction and user experience 
	Basically, made up of static contents 

	Web app contents can be read by the user of the web app and the user can make changes to the data 
	The user of a website can only read the contents of the website but cannot make any changes to it 

	Web app sites needs to be precompiled before deployment 
	Website doesn’t need to be precompiled 

	Web app normally uses authentication 
	Website doesn’t necessarily need authentication 

	Web apps uses programming languages like PHP, Python, Ruby, Django etc 
	Websites are made with HTML, CSS, JavaScript. 


[4]. All these differences are very important when discussing about securing a web app/website.

1.1.2. Web App Security  
In the 70s and 80s, web application security wasn’t actually considered as a risk. Back then, what most people considered as a risk was: theft, insider threat like accessing important documents, physical security etc. In regards to that, the main concern was on encryption and decryption of messages this was widespread during the 20th centuries especially periods of war where people had no idea computer software could be made for malicious purposes [5].
 Web app security is a major concern for both developers and users. Web app users have been facing rampant attacks on their systems and the security set up to protect them are facing difficulties with new attacks been developed. With all these attacks going on, communities like OWASP (Open Web Application Security Project) and CWE (Common Weakness Enumeration) are working hard to provide security to web apps for most vulnerabilities and attacks. They come up with solutions and recommendations on how to mitigate attacks and vulnerabilities[6] [7]. 

1.1.3. Vulnerabilities In Web App 
A vulnerability is any weakness, flaws or loophole in a system that an unauthorised user can exploit to gain access to the system and steal sensitive information or data and use for whatever malicious purpose or cause harm to the system [10]. Vulnerabilities may be discovered on any location in the system. 
Web app vulnerabilities are mostly classified into schema like: McGraw’s 7, OWASP TOP 10 or SANS top 25 most dangerous vulnerabilities. Studies shows that OWASP has been highly rated by many researchers as been the most used guideline to analyse new tools, techniques and methods for discovering vulnerabilities. Al-Khurafi and Al-Ahmad analysed the three most dangerous web app vulnerability which are: SQL injection, Cross site scripting and broken session management and OWASP top 10 ranking was been used for this [11]. 
1.1.4. Cyber Security Threats and Attacks  
 A threat is any event or circumstance capable of causing harm to an information security system through destruction, modification of data, disclosure of sensitive information, denial of service etc. threats come either from natural events or human errors or action.  
A web or cyber-attack is a way in which a network or computer system is been exploited by a hacker. Here malicious codes are been use to change the system code, logic or data [12]. Types of threats and web-based attacks which will affect security includes:
· Malware: they are malicious software capable of causing harm to a system. They become active when a user clicks on malicious attachment or link. One’s active they can cause a variety of damage to the system an example of malwares is: virus, worms, ransomware, spyware etc. [12]
· Man in the middle (MITM): it happens when an attacker place himself in the middle of two transaction and intercept whatever the two parties are doing. After the attacker interrupts the transaction between the two parties, he can then steal data. [12]
· Denial of service (DOS): It is an attack which floods an entire network or computers making it unable to respond to request.
· Phishing: This is an attack which disguise itself as a trusted entity and trick users in opening an email, text or instant message when the user does the hacker can then steal sensitive information. [12]
· SQL Injection: it is an attack which inserts malicious codes to a server that uses SQL. When infected the server gives out sensitive information to the attacker.
· Password Attack: this refers to different methods and techniques used by an attacker to maliciously authenticate to accounts which are password protected [12]


1.2. Motivation  
 Web apps are the most important system of any network. They process, transmit and store data. They also have vulnerabilities in them which can be exploit by hackers.  
In the past years, they have been a lot of news of hackers exploiting systems not only of small companies but big and famous organizations as well. Like back in 2016 an attack called the Panama paper breach was on the front page of the news, because of the information which was discovered and how web app security is ignored. This vulnerability enabled data to be spread on how some wealthy people offshore money in shell companies. This attack was possible because they were a vulnerability in the content management system plugin which was outdated. Another famous attack was that which happened in 2018 on Manchester united system where a ransomware attack was done and the hackers were demanding for a certain amount of money else sensitive information about the club and its players was going to be leaked. 
   With all these attacks happening, this research will help both large and small companies/ organisation know how to mitigate vulnerabilities from the OWASP top 10 and some tools both automated and manual will be used to scan the system for vulnerabilities.

1.3. Aim and Objectives
· Aim:
Analysing the existing vulnerabilities in the web application/website and propose mitigations. 
· Objective: 
1) Conduct a literature review on common attacks, their impact, based on established information.
2) Perform vulnerability analyses, explain mitigation techniques, tools used both manual and automated
3) Propose research methods (Research onion)
4) Do the design 
5) Carryout the implementation and analyse the results 

1.4. Research Question
       This project helps answer the following questions: 
1)	What tools can be used to perform a vulnerability scan on a web app/website?
2)	What is the OWASP top 10 vulnerabilities?
3)	How can attacks be mitigated?
4)	What is penetration testing?
5)	What is a web app?
6)	How can web apps vulnerability be easily exploited, and are they any methods or implementations to enhance the security of the web app.
1.5. Delimitations
 This master project will not involve any form of hacking on the live website just a vulnerability scan will be performed using Nessus. Whatever vulnerability discovered during the scan will simply be explained and solutions provided in the explanation. The methodology which will be shown in this project is meant to help pen testers or individuals with some knowledge on pen testing and information security but still inexperienced. 
                                                                        CHAPTER 2
                                                               LITERATURE REVIEW
2.1. Web Application History 
In the year 1995, a client-side scripting language called JavaScript was developed by Netscape and from that instant, the history of web app can be traced. However, the concept of “web app” only came to place in the year 1999. The have been an evolution of web app from just a static web page to a dynamic site with user experience. Web app has several functionalities like: instant messaging, e-commerce, entertainment, sharing resources etc. web apps are remotely stored on a server and are accessed using a computer browser (chrome, Firefox etc), the browser acts like a means through which the web app can be accessed. as stated by popular researcher Jarel Remick “any component of a website capable of carrying out a particular function for a user can be called a web application”. Keep in mind web app updates happens on the server side and not the client side, the user just accesses these updates using the computer browse. 

Web apps come in various sizes and shape they are written in in a variety of languages and runs on different type of operating system. Some might run on a single server Web apps functionalities are communicated using HTTP and its results are presented in HTML form. Its inputs are passed using GET and POST methods [4]. Web app is any software that communicates using HTTP
2.2. web application architecture
Web apps uses a three Tier architectural concept (presentation, application and data tier)
  [image: ] [4]
Figure 1: The three Tier Achitecture of Web App
 A web app is placed on a web server made up of variety of codes and files necessary for the app. The database is located on a different server and connected to it. The above achitecture is made up of a client, web server and the database server. The client or end user can access the web app with te use of their web browsers. Each part in this system has its security flaws which has to be taken care of.

2.3. Types of Web Applications
  Static Web Application:
 This type of app is less flexible and displays very little contents. They are created using CSS and HTML. Nevertheless, animated objects like videos, banners, GIFs may be included in them. An example of a static web app is a digital curriculum, professional portfolio. It is difficult to modify the content of a static web page since you need to first download the HTML code make whatever changes you want then reupload it back to the server. Only the developer of the app or the development company can make these changes. [17]
  Dynamic Web Application:
  Technically, dynamic web app is more complex. Each time a user access them, their contents are updated and databases are been used to load data here. They have an admin dashboard called CMS which enables admin to make changes and modify text, videos or images. Dynamic web application uses a variety of programming languages for its development. The common ones mostly used here are ASP and PHP because the let you structure the content. Upgrading contents here is simple and they server don’t need to be accessed to do this. Here a variety of features can be implemented. [17]
E-Commerce: 
 In case the web app is an online shop, its development will look similar to that of an e-commerce site. The development process of such app is very complex since it requires payment by credit card, PayPal etc.  the development must include an admin dashboard which will be used for updating, deleting, inserting new products and managing payments and orders. [17]
Portal Web Application 
         This is a type of web application where by its home page is been used to access its different categories or sections. The portal app is made up of: emails, forums, chats, search engines etc. [17]
 Content Management System 
         Here, content must be continually updated. Always consider installing CMS and it can be used by the admin to make some changes. CMS are user friendly and intuitive example of CMS is wordpress, joomla, drupal[17].

2.4. advantages of a web app 
-  web app can run on any operating system as long as the web browser is compatible 
-  web apps are always up to date due because they do have automatic updates 
-  cost is been reduced for end users and businesses [8]
2.5. examples of web app
             - word processor
             - webmail
             - spreadsheet[4].
2.6. Things to do to highly test web apps
 - properly test all inputs in the app 
 - ensure all the outputs of the web app are well examined 
 - set up restriction to access control and authentication of the app
  - examine all the processes of the app 
- perform decomposition if necessary to examine the source code [7]
2.7. Web App Security 
 In the 70s and 80s, web application security wasn’t actually considered as a risk. Back then, what most people considered as a risk was: theft, insider threat like accessing important documents, physical security etc. In regards to that, the main concern was on messages encryption and decryption this was widespread during the 20th centuries especially periods of war where people had no idea computer software could be made for malicious purposes. [5].
 Web app security is a major concern for both developers and users. Web app users have been facing rampant attacks on their systems and the security set up to protect them are facing difficulties with new attacks been developed. With all these attacks going on, communities like OWASP (Open Web Application Security Project) and CWE (Common Weakness Enumeration) are working hard to provide security to web apps for most vulnerabilities and attacks. They come up with solutions and recommendations on how to mitigate attacks and vulnerabilities [6] [7].
2.7.1. Ways To Improve Web App/Website Security
Research study has shown that, the best method hackers use to attack businesses is through their web app. Why so? A study conducted by PH back in 2011 shows that 67% of web app scans done by companies had at least one SQL injection errors, and cross site scripting vulnerability was discovered in 42% of them. So, for all known vulnerability the exist at least   seven out of ten more than just a single SQL injection weakness just waiting to be discovered by the hacker. Back in 2012 Famous cryptographer Whitfield Diffie mentioned during the Black Hat Europe conference, cyber defenders get criticized when their job is not well done but attackers get to play by "good enough" rules: succeeding just 1 time out of 1000. Also, hackers have automated tools enable them to eliminating them doing any complex task.
It is time for organisations, businesses and individuals to take their web app security seriously by building more secured web apps/ websites [10].
· User inputs are not your friends:
In recent time, a lot of sites do allow users to input a lot of different contents into their site like: up loadable attachment, images, text etc. all this users content can be used by an intelligent hacker to exploit the web app. So, the more input you collect from users, the more work you will have securing these inputs and your web app [10]
· Know about vulnerabilities and that which might compromise you:
Everyone involved in the development of a web app should have sufficient knowledge on important issues affecting web apps. Hoff recommended reviewing the OWASP top 10 vulnerabilities which currently affects web apps. He recemented managers and their team are held responsible for each of the top 10 threats are reduced for all apps created [10]
· Security controls in your programming language should be understood:
If you are not a security expert don’t write your own security control because you will be prompt to errors and misconfiguration. Hoff suggested providing developers of web app with a list of acceptable security controls that will reduce every weakness in the OWASP top 10 [10]
· A security community delegate should be made:
With a lot of resources available business and organisations should make sure at least one of their developers is put in charge in playing the web app security role.
· Security control consistency should be applied:
To ensure you are highly secured, you need to be consistent. Hoff said “an attack only needs to find the one location where security control is lacking then attack from there”. To prevent that from occurring, you need to be consistent with your security throughout the development process [10].

2.7.2. Defining Security 
Security is the process of protecting confidentiality, authentication, integrity and availability of a system. The main aim is to maintain these aspects when developing a system.
· Confidentiality (privacy): it is the process of protecting sensitive information from unauthorised users. It is the responsibility of everyone in the organisation to make sure data remains confidential and private. Techniques like encryption and access control mechanisms are used to enforce confidentiality. 
· Authentication: it is the process of verifying if a user is who they claim to be. Authentication verifies the users identify, device or process. This is done in order to allow them access to a system or resources. They exist three main factors used to authenticate a user which are: base on something known by the user (password), based on something the user has (Mastercard, ID), based on something the user is (face ID, finger print).
· Integrity: it is the assurance that information is been protected from any form of changes or modification. Similar to confidentiality, integrity is a key concept for information passing over a network. Integrity is the process of maintaining data so it is not changed or modified by unauthorised users. Data traffic here is provided by message authentication code (MAC) and hashing techniques
· Availability: it is the assurance that resources, system, applications and information are always available to users when required. That is the system is always available to authenticated users. The important aspect of security related to availability is that, a hacker or anyone will make deny access to services and information to legitimate users making it unavailable.
·  Authorisation: it is the process where by a user is been authenticated to see if they have permission to access files, resources and services. Authorization works hand in hand with authentication so they server knows who the user that wants the data is [22].

Security is all about protecting assets. When analysing an application and they infrastructure, threats may be discovered and each threat represents a certain amount of risk. Security is all about applying effective countermeasures and risk management. 
 When developing a system and web application, we need to make sure that the four fundamental principles of security is maintained (integrity, availability, confidentiality and authentication). There is always the existence of unauthorised users trying to exploit the system to get sensitive information one way or another. The attackers obtain this information or gain access to the system by carrying out various forms of attacks on the system. 

2.7.3. Attacks on security system  
 The security of any system or web app is threatened when an attacker attempts to gain unauthorised access to it. They exist two ways attackers use in attacking a system which are active and passive attacks. 
-	Active attack: Here, the operation and resources of the system are been modified. The hacker tries to make changes to data going to a particular target or data belonging to a target example of such attacks include: man in the middle attack, session hijacking, impersonation. This can be subdivided into four main categories which are: replay, modification of message, denial of service and   masquerade [22]
-	Passive attack: here, data is been monitored, built and observed and the information obtained by the attacker can be used. The goal of this attack is to capture information been transmitted. The exist two type of passive attacks which are, release of message content and traffic analysis [22].

2.7.4 Countermeasures 
There is a controversy that only unplugged host are secured even if that’s the case what is the use of an unplugged host so it is definitely not a practical solution to security issues. Zero risk in a system is unachievable. The goal is to determine the level of security in the app for it to function as planned. This process means accepting a certain degree of risk. They only way to manage some risk is by accepting them for example if a company has a software system which can only be accessed from within the network, they will only be insider threats and will make it difficult for employees to work at home but if the company see it necessary for employees to access the software out of the companies closed network, then this will make the system exposed to attacks an anyone can try to exploit it. 
 Security will always bring some high ups either in performance or cost. It is of no use wasting time and money in securing assets which are of less importance. Therefore, the company or organisation needs to decide which assets are of great value and how to secure them. Deciding what are the important assets to secure is the tough part.
 Countermeasures should be used to reduce risk. Below is a list of methods and techniques used to reduce the risk of security been exploited.   

· Encryption: it is the process of encoding data or plaintext into cyphertext and this cypher text can only be decrypted by a someone with the encryption key. This encryption is done by means of a reversible translation based on an algorithm and a translation table. They exist two types of encryptions (asymmetric and symmetric encryption). [22]
· Secure socket layer (SSL): Another way to encrypt data is by using SSL. It helps protects data that is communicated between two system preventing hackers from intercepting the message to cause harm. SSL is mostly used for authentication. [22]
· Data Hashing: this is an algorithm done on data such as message or file to create number known as hash. The hash is used to make sure data is not altered and integrity is maintained. 
· Principle of least privilege: this principle states that users should be given just privilege required for them to carry out their job. So, to do this user’s job needs to be identified and a set of privileged should be determined in order to perform their job restricting the user just to that particular domain and they cannot access any other domain apart of that related to them. 

2.8. Tools Used in Identifying and Mitigating Threats and Vulnerabilities  
 The way weapons are to soldiers, it the same way pen test tools are to pen testers and hackers. These tools play a very vital role in security and the exist non automated and automated tools used to take care of manual work thus providing the pen tester with time to concentrate on more complex task for example carrying out an attack manually, creating new attack signatures or pointing out new attack vectors. This section will explain different type of pen test tools varying from open source to commercial tools but for this project just Nessus will be used to scan the live website. 

2.8.1. Network Scanning  
 A port scanner is used to identify all potential active host, switches, open ports and routers connected to an organisations network system in the address range in network scanning. When this scanning tool discovers the operating system through the open ports, operating system finger printing takes place. Nevertheless, operating system fingerprinting may not be accurate or correct because the admin of the system can disguise the original OS with the help of firewall filter mechanism [23].

Basic scanners provide easily identify open ports and active hosts, but some scanners provide more information on the host the scan like which application is running on a specific port. Though port scanners are automated, they themselves do not identify vulnerabilities. It is the job of the pen tester to analyse the results and spot whatever vulnerability found. [23]


Table 2: Network Scanning Tools
	Scanning Tools
	Description 
	Cost of Tool 

	Nmap 
	It is used to scan system to discover open ports and active host 
	Free 

	Dmitry 
	It is a Linux/Unix command-line tool which is use to obtain as much information as possible about the target host i.e., domain, sub domain, TCP, email address etc  [24]
	Free 

	Open Vulnerability Assessment System (OpenVAS)
	It is a vulnerability scanner which preforms both authenticated and unauthenticated testing. It detects CVEs, Log4shell etc [25] 
	Free 


Password cracking tool are mostly used to identify weak passwords. It makes sure users are using strong passwords. Generally, passwords are created and stored in an encrypted form known as hash. When users log into a system, they are asked to enter their password which is in hash and that hash is compared to the stored hash if it matches the user is then authenticated [23].

During an attack or pen test, password cracking captures the password hash. When password hashes are transmitted over a network, they can be intercepted using network sniffers or they can be recovered from the target system[23].

The exist three main type of password cracking techniques or attacks which are: hybrid, dictionary and brute force attack. The fastest attack method is dictionary which works by using all the words available in a dictionary but it is weak. We also have the hybrid attack which functions by using words in the dictionary along with symbols and numbers. Lastly, we have the brute force attack which is the strongest amongst all, it generates hashes and passwords using the trial-and-error method [23].
Password cracking tools are also known as credential testing tools. A strong Linux or Unix password should have more than 10 characters made up of a mix of lower cases, upper cases, numbers and special characters [23].         
 Table 3: Password Cracking Tools 
	Password cracking tool 
	Description 
	Cost 

	John the Ripper
	It is a password recovery and auditing tool used by different OS and supports hundredths of cypher and hash type [29]
	Free 

	Cain and Abel 
	It is a password recovery tool for Microsoft windows OS. It recovers different type of passwords by network sniffing, recovering wireless network key, performs password scramble decoding etc [30]
	Free 

	L0pht Crack

	It is a password cracking and recovering tool compatible with windows 2000, windows XP and windows NP [23]
	Consultant-$1195
Pro Version-$295 
Admin- $595 




2.8.3. Vulnerability Assessment or Scanner
Vulnerability scanner is like an upgraded version of a port scanner. Similar to a port scanner, a vulnerability scanner identifies open ports and active hosts, but instead of relying on human interpretation of the results, it gives information on the vulnerabilities   discovered. It also provides information on how to mitigate the vulnerabilities discovered. It helps identify outdated software version and provide information on available patches or upgrades [23] Vulnerability scanners provides the following information 
-	 the operating system 
-	all active host in the system or network  
-	vulnerable and active services on the host 
-	vulnerabilities related to the active app and OS discovered
-	They set up a starting point for penetration testing 
-	They identify misconfigured settings in the system 



Table 4: Vulnerability scanning tool 
	Vulnerability Scanning Tools
	Description 
	Cost 

	Nessus 
	It is a remote vulnerability   scanning tool use to scan networks and computers and alerts the user if any form of vulnerability has been discovered which a hacker can use to exploit the system.
	Free  

	SARA
	It is a vulnerability scanner which spot out gaps in the security of a network [23]
	Free 

	SATAN (Security Administrator Tool for Analysing Networks)
	It is a tool which remotely analyse the security of a network and help system admin discover and report network security issues. It was created in 1995 by Wietse Venema and Dan Farmer [23]
	Free 





2.8.5. Some Techniques to Discover Vulnerabilities Manually
It is sometimes very difficult to discover some vulnerabilities while using automated tools, instead various manual techniques can be used. Some of the techniques are listed below:
· Manual Crawler:
When an automated crawler is used on a large-scale web app, it is likely to add unwanted URLs to its discoveries. They are some restrictions set for penetration testing which makes some URLs irrelevant. URLs from manual browsers can easily be discovered using tools like Burp suite, helping the user to enhance vulnerability discovery and run-time of e.g., active scanners.
· Vulnerability verification:
When a user suspect there is a vulnerability in the system, whether discovered by scanners or just human intuition, they must be completely checked to make sure a vulnerability does exist before reporting it. Most of the times the best way to do this is by performing suitable attacks. Depending on the circumstance, the attack may be performed with or without tools.

2.9. Penetration Testing (Pen Test)
Penetration test is the process of evaluating your network or computer security system security by an ethical hacker through simulated attacks [36]. The best way to distinguish between a pen tester and a hacker is that, before a pen test is carried out there is an agreement between the pen tester and they organisation or company. It is done with a licence and signed contract between both parties and whatever the result or output after the test, it is provided as a report. The aim of pen testing is to increase and enhance the security of information and data. The security vulnerabilities and information gotten from a pen test are considered confidential and cannot be disclosed until solutions are provided for them[36].
Given how important web app security is to our society, this project reviews studies in penetration testing field especially web pen test.

Pen test is the best way to discover vulnerabilities found in a network or system that already has an existing security measure put in put in place. A pen test is an attack carried out on a computer system. Pen test involves identifying the target system, accessing the information which is available, taking all means possible to achieve the goals. A pen test will give information about how weak or strong the security system is, if they system is vulnerable to attacks and which part of the system security was vulnerable. An effective pen test will gather all this information and give an accurate assessment of how these vulnerabilities will affect
the organisation and produce a variety of techniques, procedures and solutions on how to tackle the problem to mitigate risk [37]. 

2.9.1. History and Important of Pen Test
Pen testing is one of the oldest techniques used to examine the security of a network or computer system. Back in the early years of 1970s, the department of defence used this technique to reveal the security weaknesses in a computer system and to commence the development of a program to create more secured systems. organisations and companies are increasingly using pen test to make sure their information and services is well protected, so they can be able to fix they weaknesses before they are exploited by an attacker [38].

One of the main concern of organisations or company is to protect their data. Penetration testing is used to test the security mechanisms of organisations or company system by simulating a variety of attacks on it. In such situations, system updates are applied, security patches updated, user’s policies changed, new infrastructure added etc. some of the important reasons why organisations carry out a pen test are information protection, security issues, financial loss etc [36].

Pen test can be performed either automatically or manually. Manual pen test is a little complex so it requires experienced and well skilled tester team to carry out the pen test. During the complete pen test process, they need to be physically present. Thus, this option is difficult to afford. A simple, safe and less complex way to carry out a pen test is by automatic penetration testing. In terms of time, it is more economical due to the fact most of the process is done automatically. Another benefit of this test is the capability to reuse previous set parameters for the test [36]. 

2.9.2. Phases of Penetration Testing 
Penetration testing process is defined by the InfoSec institute has having four main stages which are: information gathering, vulnerability testing, risk assessment and reporting[39]. They exist different methodologies, such as that presented by OWASP in the testing guide which gives technical details. In general, the penetration testing guide provided by InfoSec institute does not deviate much from the others.
A successful pen test methodology is a combination of the step-by-step procedure that a pen tester has to follow:
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Figure 2: Phases of Penetration Testing

· Phase 1: Preparation and Planning: 
In regards to the type of pen testing performed, preparation and planning are always the first step. And it is just mostly a meeting between members of the organisation or company and the pen test team. This is the approach taken by the pen tester to give detail explanation to the organisation of all methods which will be used during the test with specific aim and objectives. Here the pen tester gets to know all about the targeted system background and relevant information then plans the approach use to exploit the system for vulnerabilities and provides mitigation strategy to those with detailed information. This plan also involves scheduling, privacy policy agreement and deadlines [41].
· Phase 2: information Gathering and Analyse (Reconnaissance):
In this stage, information and data is been gathered regarding the target. With the knowledge gained during the previous phase (preparation and planning), the pen tester then sets an environment to obtain an much information as possible about the network and application of the targeted organisation or company.  Guesses and intuition need to be avoided in this phase, clear understanding and management is required at this phase. This phase plays and important role in pen testing as the amount of information obtained will be proportionate to the successful exploits. The main aim of this phase is to examine network layout for server names, contact information, IP addresses, vulnerabilities based on the app etc. They exist various ways to gather the information which includes: social medias, websites, news channel and Linux tools. 

Information can be acquired using two methods active and passive. Active is when there is interaction or contact with the organisation involved like banner grabbing. Passive is when information is obtained by researching on the organisation background and online search without hindering the organisation itself [41]
· Phase 3: Vulnerability Detection (Scanning):
At this stage, scanning is been performed using various tools based on the information available. The explanation and discussion of this phase mostly depends on the pes tester since vulnerability mostly exist in the OS and app with the developer constantly trying to fix the weaknesses. Detailed understanding of the vulnerability at every environment is required to carry out this phase successfully[41].
· Phase 4: Penetration Attempt: 
Here the pen tester assembles all the packages that are acceptable for exploitation of all sort of weaknesses examined during the vulnerability scan process. With the resulting scan from open ports, OS information and app designers, the pen tester then sends out exploits, next payloads to run on the host machine continuously so as to ensure success of the exploitation [41].
· Phase 5: Analyses and Report: 
If the pen testing is legally carried out for the purpose of an organisation, a document with detailed explanation needs to be provided showing the process of the pen test and results. That’s the reason this phase is called the analyses and report phase where the pen tester explains in details all the methodologies and procedures used to carry out all the phases above including security level scoring and mitigation. This document is very important when it comes to analysing vulnerabilities and watch for future attacks [41].
· Phase 6: Cleaning Up:
When the process of vulnerabilities exploitation and mitigation has been performed, a strategy or way to clear up all the changes is compulsory, as no organisation will want the path paved to discover vulnerabilities in their system exposed. 

2.9.3. Needs and Benefits of Pen Testing
Pen testing has a lot of benefit to both organisations and individuals and some of these benefits are listed below:
· Acts as a good starting point: 
Pen testing provides a good first step to aid understands the current security infrastructure of the organisations system by identifying vulnerabilities and flaws and pin point where to apply security patches and services so that an action plan can be provided by the organisation to prevent the attack [42]
· Protect Information:
Different security mechanisms, methods and techniques are been used by companies to protect their information like firewalls, ACL (access control list), IDS (intrusion detection system), cryptography etc. however, it is difficult to safeguard systems and users’ information continually with new vulnerabilities and attacks been discovered every day. Pen testing could communicate these concerns by simulating different attacks at the same time. 
· Prioritize Security Risks: 
Pen testing doesn’t only help us understand and solve security issues but it also prioritises the security issues listing those which need immediate attention. Problems or weaknesses discovered during a pen test can be prioritised based on its severity level and can help the organisation allocate budget for such issues. 
· Secure Infrastructure: 
It is very important for an organisations infrastructure to be secured. The exist several ways to test the security of an organisation and pen testing is one of them. Pen test helps pinpoint the weak spots in a system, network or app which an attacker can easily exploit to cause harm [42]
· Vulnerability Identification: 
Pen testing helps identify a variety of vulnerabilities which businesses or individuals are exposed to. Such vulnerabilities are likely open to dangerous attacks like SQL injection, cross site scripting etc [43].

2.9.4. Disadvantages of Pen Testing  
· They can cause a lot of damage if not properly done:
Test that are poorly conducted can crash servers, corrupt data, expose sensitive information or create holes making it easy for hackers to exploit the system [43]
· You need to trust the pen tester: 
Pen testing means you are giving someone the permission to hack  your system. So, you trust and rely on the pen tester not to abuse their skill or cause harm to the organisations system with the knowledge they have. If someone who is not trust worthy is hired to do the job then you may get negative impacts [43].

Despite the tremendous value of pen testing in strengthening security of systems, they also have some limitations. Due to time constrain pen testing may not be able to identify all the vulnerabilities. Due to time restriction and lack of resources most companies cannot carry out all the tests. Pen testers carryout a pen test within a limited time spam whereas attackers have a lot of time to organise and plan their attack. Different pen testers have different methodology for example a pen test may be carryout by a pen tester and examines low risk vulnerabilities and concludes no risk exist. Whereas another pen tester with experience will examine this low-risk vulnerability and find out if they are all combined then it will cause a big risk to the organisation system [42]. 

2.9.5. Manual Vs Automated Pen Testing 
A pen tester can use either manual test, automated test or both during the pen testing process to discover vulnerabilities in a system. Whatever method the pen tester decides to use is depending on their knowledge and skills. They exist some factors to be considered before deciding what method to adopt in carrying out the pen test like: which consumes less time, which method is more effective and reliable [42].
· Manual Pen Testing: 
The general standard of testing implied in pen testing makes the process very complex. Skilled and hardworking workers are required throughout the pen test process making it very expensive. Since all the task are carried out manually, the pen tester employed to do the job must be very skilled and have a lot of experience [40].
· Automated Pen Testing:
This testing is less complex and safe to carry out all the task related to the pen testing. Also, this test takes less time to perform since most of the processes are automated compared to manual pen test. The ease at which the test can easily be repeated is a huge benefit unlike manual testing which uses a customized approach [40]. 
Below is a table which shows the main difference between manual and automated testing:
Table 5: Difference Between  Automated and Manual Testing
	
	Manual 
	Automated 

	Process use in testing 
	Non-standard and manual process. Capital intensive and labour 
	Standard and fast process. Easily repeatable test.

	Reporting 
	Requires data to be manually collected 
	Reports here are customizable and automated 

	Database management of vulnerabilities and attacks. 
	Database is manually maintained.
Relies on public database. 
Attack codes needs to be re-written for them to work on different platforms.
	Database is automatically updated and maintained.
Attack codes written can be used on different platforms.


                                                                                                                                                             [40].
They do exist different type of pen testing and they are based on what an organisation is trying to test for, be it simulating an attack from an external or internal source. They do exist 3 types but two are the most acceptable approach which are black box and white box testing. These two approaches are differentiated based on the knowledge and detailed about the system given to the pen tester. These approaches will be discussed below: 

· Black Box Testing (External Testing):
Here, an attack is been simulated by the pen tester without having prior knowledge of the organisations system infrastructure. Here the pen tester is given just the IP address or website of the organisation. The pen tester then simulates an attack (hacking technique) that will discover both known and unknown vulnerabilities that are found in the network. The main goal of a black box testing is to check the integrity of an organisations network and effectively mitigate risk from both inside and outside attack [42].
· White Box Testing (Internal Testing):
Here an attack is been simulated by a pen tester who has complete knowledge of the organisations system infrastructure, often includes IP addresses and network layout, operating system details, source codes and sometimes password even.  [42].
· Gray Box Testing (Translucent Testing):
A powerful insight of both internal and external security view point is provided by combining both white and black box pen testing to give Gray box testing. Here, the pen tester has some knowledge of the organisations system infrastructure and they are placed in a privilege spot [42]. They pen tester might not test the system from inside but instead act as a hacker and test the effectiveness of the network environment. 

2.9.7. Types of Penetration Testing
They do exist different type of pen testing, but the following below are the most commonly used ones:
· Network Penetration Testing: 
Here, the network environment is been tested for potential security threats and vulnerabilities. This tested is made up of two categories: internal and external pen tests. 
   The public IP address is been tested in the external pen test meanwhile in an internal test, the pen tester can become part of the internal network and test it. The pen tester may be given a VPN access to the network or depending on the rules discussed and established prior to performing the test, the pen tester may need to go to the working environment physically to carry out the pen test [45]. 
· Web Application Penetration Test:
Web app pen test is very common these days, since your application keeps sensitive information like passwords, usernames, credit card details etc so web app pen test has become more common compared to network pen test [45]. It aids access custom app deployed over a web and websites., aiming to discover security flaws, coding errors, development flaws etc that a hacker could use to exploit the system. It is very important to know the number of dynamic and static pages which needs testing as well as the number of app which requires testing [46].
· Mobile Application Penetration Testing:
This is the most recent kind of pen testing and it has become most common due to the fact that a lot of organisations and companies uses IOS and Android based mobile apps to provides its customers with services.  [45]. Authentication, data leakage, authorisation and session handling test will be carried out here. 
· Social Engineering Penetration Test:
Social engineering pen test can be part of a network pen test. Here, the organisation may ask you to carry out an attack on its users. The pen tester performs phishing attack to trick users to click on something [45].
· Wireless Penetration Testing: 
This test targets a company WLAN and its wireless protocols e.g., Bluetooth. This pen testing helps discover weak access points, WPA vulnerabilities and weaknesses in the encryptions used. To carry out this test, it is required the pen tester knows the number of guest and wireless network, SSIDs to be accessed and locations [46].

This project will focus more on web application pen test, tools, techniques and methods used to carry out the test. 

2.9.8. 	Vulnerability Assessment Vs Penetration Testing
Most of the time, vulnerability assessment is been confused with Pen testing. Nevertheless, these two terms have different meaning. The aim in a vulnerability assessment is to discover all the vulnerabilities present in an asset and document them appropriately [45].

On the other hand, in a pen testing, the pen tester has to simulate a variety of attacks to find out if it’s possible to exploit the system vulnerabilities, all vulnerabilities discovered should be documented [45].

Organisations should use both pen testing and vulnerability assessment in their security program. Vulnerability assessment should regularly be performed on system applications and infrastructure. Vulnerability assessment checks for misconfiguration and known vulnerability in the system. Tools like Nessus is been used here [47].

Vulnerability assessment is a way of testing a network or system to discover vulnerabilities which attackers could use to exploit the system. Pen testing comprehends vulnerability assessment by providing evidence of success during the testing process. Automated processes and manual testing are used in Penetration testing to simulate the attack on the system meanwhile, vulnerability assessment depends on automated testing processes to discover vulnerabilities in the system [48].
Some advantages and disadvantages of vulnerability assessment are listed below:
a) Advantages of vulnerability assessment: 
· Using vulnerability assessment, it is possible to automate thousands of security checks. 
b) Disadvantage of vulnerability assessment:
· Using automated tools, a lot of unnecessary data is been provided and false positives. 
· Logical attacks vectors cannot be identified using vulnerability assessment like reusing passwords. 
· Solutions given by vulnerability assessment are generally non-specific and depends on the output provided by the tool

2.10. Security Testing Frameworks
They exist some popular and well-known open-source methodologies which are generally accepted and used by pen testers. By having knowledge of these frameworks, pen testers can then use it to build their own testing process as it gives an extended view of evaluating application and network security. The most commonly used frameworks are: 
· Open Web Application Security Project (OWASP) Top Ten
· National Institute of Standards and Technology (NIST 800-115)
· Information Systems Security Assessment Framework (ISSAF)
· Open-Source Security Testing Methodology Manual (OSSTMM)
 Pen testers use these methodologies to guide or aid them choose the right strategy to use on their customers network or system. Always keep in mind security is an ongoing process. Any changes made to the target infrastructure or environment may affect the entire security testing process and errors may be present in the final output. Make sure the integrity of the target environment is guaranteed before combining trying to combine the testing methodologies above. Also, using and adapting to one methodology does not give the full details of the risk assessment process. Nevertheless, it is all left in the hands of the pen tester to choose the best strategy to suit the target testing criteria and remain in accordant with its application and network environment. 

· Open-Source Security Testing Methodology Manual (OSSTMM):
Technical details of what actually needs to be tested is provided here, what needs to be done before, during and after the test, how to calculate the results. OSSTMM also attempts to provides good structures and security practices within pen testing. This is an open-source product which has been reviewed by a lot of security professionals around the world. It was created and been maintained by ISECOM which is a security research company which provides tools, original resources and certifications in the security field. 
The OSSTMM tells you all you need to know about your security system, what to do with it, how to develop metric for it, and how to carryout test on it. It covers five main area of testing which are:
a) Physical security testing 
b) Wireless security testing 
c) Human security testing 
d) Telecommunication security testing 
e) Data network security testing 
The exist different ways to test and evaluate each of the above security testing be it through pen testing, gap analysis, etc. The OSSTMM is very important resource for information technology teams and security teams. [49]

· Information Systems Security Assessment Framework (ISSAF):
This methodology is Maintained by the Open Information Systems Security Group (OISSG). Though it is rarely used now our days due to the fact its outdated, one of its strong points is that it uses pen testing tools and link them to individual pen test steps. It aims is to provide a complete guide in carrying out a pen test and aid pen testers in the development of their own custom based methodology [50]. It helps examines the security of the app, system and network. The framework has the ability to place its focus on specific security technology like firewalls, routers, switches, IDS, databases, OS, etc. This methodology breaks the pen testing process into three phases which are:
a) Planning and preparation phase 1
b) Assessment phase 2
c) Reporting, Clean-up and Destroy Artefacts Phase 3.
Each of the above phases has specific guidelines which are flexible and effective to the organisation’s environment.
Features and Benefits:
I. It addresses diverse key zones of data security like control assessment, business management and structure, risk assessment, development of security policies and best practices. 
II. It breaks the gap between the managerial and technical view of pen testing by applying requisite controls to take care of both area 
III. By assessing the existing security controls against critical vulnerabilities and threats, it comes up with high plans to secure the infrastructure [42]

· National Institute of Standards and Technology (NIST):
NIST has provided special guidelines to network security testing which replaced the Technical Guide to Information Security Testing and Assessment. NIST covers and addresses network pen test methodology at a high level. This document gives more details on information on required testing tools, testing frameworks etc. Though NIST is more comprehensive to the methodologies above, it is more acceptable since it provides repeatable steps and processes for conducting and reviewing security. This document helps guide you do the following: 
I. Scanning and vulnerability assessments
II. Testing methods
III. Security test execution
IV. Information security test planning
V. Identification and analysis of systems
VI. Management’s role in security testing etc [42].

· Open Web Application Security Project Top Ten (OWASP):
Since most applications are internet based, there is a need to test the security of the apps so methodologies such as the OWASP is used. This is an open-source project which gives a testing framework for HTTP based apps. It has limited scope compared to the others but specifically covers its aeras in details. OWASP testing framework helps get you through the entire testing processes and provides best tools to use to carry out the testing process. It aids determine the various kind of test to be performed on a system or application and make sure they are properly done. It tries to bring the top ten project to increase the awareness of app security among various organisations and determine their risks. OWASP classifies risk based on the impact that risk may have on the organisation and business and its probability of occurrence. The guide provides a foundation to introduce security through practicals and principles [42]. 

In this project we will be using the OWASP top 10 because it provides companies with priority on what risk to focus on and aids in the understanding, identification, mitigation, and fixing vulnerabilities in the system. OWASP also gives a lot of information on the Top 10 most dangerous threats faced by web app or systems now our days. It is more suitable for web app testing while NIST is suitable for infrastructural testing 

2.11. OWASP Top 10 Web Application Vulnerabilities
This is the list of the top 10 most common web application vulnerabilities. This helps organisations know or have some knowledge on the kind of vulnerabilities which might affect their web applications. Here I will explain the OWASP top 10 vulnerabilities how the function and their remedies. 
· Injection:
This is a malicious code injected or inserted into the network or system which goes through the database and get sensitive information which the attacker can use to cause harm. This attack is considered to be number 1 of the OWASP top ten and it is a major problem for most organisation web app security. When a dynamic database query is created by the developer of the software which includes user supply inputs, SQL injection flaws are then introduced [52]. 
They exist various factors which makes injection attacks to be considered the highest vulnerability risk. It can be easily discovered; errors occur in a lot of apps causing them to release sensitive information about the working of the application. Even if the errors are taken care of injection might still occur since they are easy to exploit. When attackers succeed to carry out this injection exploit it will have a fatal effect on both business and technical factor. Since a successful injection attack can reveal, change, delete sensitive information or even worst lead to remote execution of the system causing the entire system to be compromised. 

SQL (structured query language) is used to communicate with the database and it can control the data stored in the database. SQL injection is one of the most common form of attacks used by hackers to execute malicious queries on the DB (database) server. Even the popular MYSQL organisation was hacked using this technique. One of the things sql injection can do is privilege escalation which gives the hacker access to your system database and he can then escalate his privilege like changing their ID to 1which is admin giving the hacker access to the whole DB server [53]. 

 Usually, attackers mostly use brute force attacker to get pass the login system. Another way to by-pass the login system is the use of sql injection attack. It can happen by putting ‘1’ OR ‘1’ = ‘1’ into the password and username field. If that system does not have any form of sql prevention mechanism set up, then an attacker can insert the above and get access to the system. But they do exist various ways to prevent this sql injection attack which are: 

Remedies:
They are several ways or methods we could use to prevent sql injection. Sql injection sanitization can be used which is utilised in the DUD (directory of useful decoy) to perceive any interference in the web-based app. For the next approach, firewalls should be used on the sql server [53]. A server-side whitelist could also be used which allows the user to perform input validation. Since most apps let users use special characters which are important or necessary in sql injection, whitelisting is not a good solution. One of the best ways to prevent sql injection is the use of prepared statement (parameterize query) this can be found in languages like PHP, C# and Java. A parameterize query is that where for the query to work only parameters are supplied to it separating the users input from the vulnerable interpreter hence stopping injection attacks. Another method to prevent sql injection is by limiting SQL keywords which limits the number of records returned by any query, preventing huge data leakage in case of a successful injection attack [54]. 

·   Broken Authentication:
This is the OWASP top two vulnerability where a hacker can exploit the mistake or error in the logic of the authentication and either abuse or bypass the login of the app [55].  Session management is also a form of authentication attack.
Some injection attacks used to by-pass login authentication on screens, session management and password attacks can be an example of broken authentication attacker. Broken authentication usually occurs due to inappropriate implementation or application of user authentication and the control of all active sessions [56]. Different functions and frameworks provide the best authentications. But often developers customise their own authentication which causes exploit. Brocken authentication is very common since most web apps require the user to authenticate themselves in order to gain access to the other functions inside the app. 

 Remedies:
To prevent broken authentication attack, multi factor authentication should be implemented on the app or system to stop brute force, stolen or reused credential attacks. Users should avoid deploying with default credentials especially admin users. Weak password check should be implemented and regular password change. Force users to create a password mixed of characters, upper- and lower-case letters, numbers and it should be longer than 9 characters. Also set a limit to login attempt a user can try to avoid brute force attacks [57]

· Sensitive Data Exposure:
Here, the attacker targets mostly sensitive data or information. This attack is possible due to lack of encryption techniques on data. They exist two form of data, stored data i.e., data at rest (e.g., credentials stored in the DB) and data in transit (communication of data between the client and the server).
Data in transit is likely vulnerable to MITM (man in the middle) attack. MITM attack is when an attacker insert himself in the middle of a communication between two parties and tries to intercept whatever information they are sharing between them. While in the middle, the attacker can read, delete, or change whatever data is been transmitted. 
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Figure 3: illustration of Man in The Middle Attack	
Sensitive data exposure mostly occurs as a result of other attacks like injection attack. Ones an attacker succeeds in carryout this attack, it then leads to a data breach where by sensitive information (credentials, credit card information, health records etc.) is exposed. The company will face serious consequences like reputational damage, huge fee to pay, etc in case of data exposure since it is required by certain laws to protect people’s sensitive information. 

Remedies:
Classify and identify data according to importance and how sensitive the data is to business and government law. Avoid storing sensitive data carelessly, ones the data is not required any more get rid of it. This is due to the fact the lesser the data the lesser the targets which could possibly be leaked. Make sure to encrypt all data which is at rest with strong encryption techniques and protocols. Strong hashing functions should be used on credentials. Make sure all protocols, keys and algorithms used are up to date. Transport Layer Security (TLC) which is a secured protocol and secured socket layer (SSL) should be used to encrypt all data in transit. This ensures that data communicated between the client and server is encrypted thus prevent man in the middle attack [57]. 

· XML External Entity (XXE):
This is an attack on application where by an XML processor which is weakly configured processes data from a user. The user could lunch and attack on the XML processor prompting it to read files or execute malicious codes which could lead to the server been compromised. This weakness could be used to scan an internal system, extract data, remotely control the server, and carryout other attacks. XML based services and apps are vulnerable to this attack if the app accepts xml directly and xml uploads. If the app uses SOAP (Simple Object Access Protocol) older than version 1.2. Being vulnerable to an XXE attack means the app is likely vulnerable to denial-of-service attack. 

Remedies:
XXE can be prevented by the using less complex data formats like JSON. Also, Sensitive data should not be serialized. Always ensure that XLM dependencies, libraries and processor used by the applications are always up to date. If possible, DTD processing and XML external entity should be disabled in every XML parser in the app doing this, will fully eliminate any XXE exploitation. XSD (used to describe the structure of an XML document) validation mechanism should be put in place to verify and validate incoming XML files and uploads. Though reviewing the source codes manually in large and complex apps to check for XXE is the best option, SAST (Static application security testing) tools can also be used web app firewalls (WAFs) and virtual patching, API security gateway to monitor, detect and block XXE attacks [58].

· Broken Access Control:
Access control is the process of denying or restricting users access to certain recourses or limiting their privilege on what action they can perform in a system or app. In web applications, access control is revolving around session management and authentication. Authentication is using credentials to verify a user and session management is checking who is creating any HTTP request and if the request is sent by the same user [59].
The exist different type of access control structure, most common ones are mandatory access control (MAC), discretionary access control (DAC) and role-based access control (RBAC). Strict security policies are used in MAC for individual users, system, data, and resources they are allowed to access. The admin of the system controls these policies, so users can not change or go against the security policy roles. [60].

Remedies:
Access control mechanisms should be put in place and reuse throughout the entire app process. Access control should be set up on the server side, stopping attackers from changing the functionality of the access control. Normal users should be given limited privilege just what they need to carry out their job. Deny access to all resources which are not public by default. Model access control should tighten record ownership, preventing users from creating, updating, reading or deleting any records. Make sure that common files and documents are not present in web roots and disable web server directory listing [61].

· Security Misconfiguration: 
It mostly occurs when a hacker succeeds in exploiting a weakness from unprotected directories and files, unpatched flaws, unused pages etc. these vulnerabilities could lead to a system being compromise. Security misconfiguration can be easily exploited since they can be discovered by some automated tools. Sensitive information can be leaked through poor error handling of some apps. 

Remedies: 
Best way to prevent security misconfiguration weakness is to make sure the app is always up to date. Application framework should constantly be checked for vulnerabilities. Get rid of unnecessary documents, features and components. Implement access control to filter components [62]

· Cross Site Scripting (XXS):
This is a type of injection attack where by malicious script or codes are inserted into a website. This attack occurs when a hacker sends malicious JavaScript codes as an input and without performing any form of input validation or sanitization, the wep app accepts these inputs and executes them. One of the risks of XXS is that same origin policies can be bypassed, which is meant to separate different websites from each other. They exist 3 types of XXS attacks DOM (document object model) based XXS, reflected and stored XXS [63].
Many automated tools can be used to detect XXL attacks. It will be difficult to discover them using manual analyses. 

Detection and Countermeasures:
Pen testing is used to detect XXS attacks. Frameworks (Ruby on Rails or React JS) should be used to separate Untrusted data from active browser content. User inputs should be well sanitised by using different filtering techniques. HTTPOnly should be used in cookies since it prevents JavaScript from accessing cookie values. 

· Insecure Deserialization:
Deserialization is the process of converting a stream of byte into an object and serialization is simply converting the object to a stream of bytes. These two processes make it easy to transfer and save objects across a network. 
They weakness of these two processes occurs when an object controlled by a user is given as input to the web app. These objects are built such that, in case of website deserialization, they malicious code can be executed. It is difficult to exploit deserialization and its payload is complex. Very few tools exist to detect and exploit this weakness [65].

Remedies:
It is difficult to prevent this but, cryptography checksum can be implemented to check the integrity of the object to prevent data tempering. Do not use serialisation nor deserialization on apps where users can provide input. Monitoring and blocking outgoing and incoming network connection from servers or containers that deserializes [65]. 

· Using Components with Known Vulnerabilities:
This type of vulnerability is widespread, since the exist a lot of security researchers whose domain is finding and exploiting all sort of vulnerabilities. These vulnerabilities are then reported to the CVE (common vulnerabilities and exposure) which is a system where public vulnerabilities are been referenced. The MITRE cooperation runs this list. This list helps keep up to date vulnerabilities which might affect your system or app. So, most pen testers use this. Components (frameworks, libraries, and software modules) runs with same privilege as the app. If one of these vulnerable components is exploited, it can cause sever data loss or attacker can take control of the server [66].

 Remedies:
A patch management system should be put in place to:
1. To get rid of unnecessary documents and files, features, dependencies etc 
2. Client and server-side version should regularly be checked and updated.
3. Always check the CVEs and vulnerabilities related to your system component.
4. Make sure all components in the system are always up to date throughout the life cycle of the app. [66]

· Insufficient Logging and Monitoring:
Exploitation here is a fundamental vulnerability instead of a particular type of attack. Monitoring and logging work hand in hand to improve the security standards of web apps. The defence of the app is usually reactive and preventative so, when a hacker discovers a weakness, the app relies on monitoring of user’s activities which are suspicious to immediately take suitable actions against the attacker. Insufficient logging makes it difficult to know the location of the vulnerability or where an attack was done. Thus, exposing the app to more exploits and making fixing the vulnerability difficult [67].

Remedies: 
Make sure all login, server-side input validation failures, access control failures are logged with sufficient context to help identify malicious accounts. Set up effective monitoring and alerting so that suspicious activities can easily discovered and respond to on time. An incident respond and recovery plan should be set up[67].



                                                           CHAPTER 3
                                                      METHODOLOGY 

For a penetration testing to be successful, they should be a proper goal defined for the pen tester which can be achieved through some methodologies. For this research, the research onion is been used. A comprehensive framework will be provided here for the different research approaches. We need to make sure the approach uses here is well structured and effective, that is why the research onion developed by Saunders, Thornhill and Lewis is been chosen for this project. The reason why the research onion is been used is to make sure the research is well structured ensuring that the knowledge developed throughout this project is of high validity thus leading to a good conclusion and recommendation. This project aims to efficiently and effectively combine the research onion framework with penetration testing in order to enhance web application security.  An inclusive literature review regarding the framework is been conducted explaining and justifying each selected component in the layers step by step. Each layer in the research onion represents an important part of this project and it is made up of 6 layers as shown in the figure below:
[image: ]
Figure 4: The Research Onion [55]

3.1 Philosophy:   
In this project, positivism philosophy will be used because penetration testing is based on observation and experiment so we do use a scientific approach. Various accepted research papers exist over the internet which shows they do exist various methods and tools to use to discover vulnerability in the web app. Here your opinion as a researcher doesn’t count, the knowledge about pen testing can only be acquired through various research and it can either be true, false or meaningless and if it is meaningless, we discard it [56]. Here, explanation and prediction about the pen test can be made based on already existing theories, and hypotheses tested during the pen test process. Here the methods and technique used to do the pen test focuses on facts to develop the theory and hypotheses.
3.2. approaches: 
In this project the deductive approach will be used to carry out this penetration test because I am not seeking to create a new theory or experiment but focusing on theories that have been documented in the past through research, case study, experiment etc and these theories will be used throughout this research project. This approach will help me know the right measures and technique put in place to help organisation and individuals enhance their web application security through different pen testing techniques. Since this approach is based on previous accepted theory, in case of any disadvantages, there is a wide range of different research to choose from which will help solve the problem. 
3.3. Strategies: 
Based on my project, an experiment will be performed both on the live website and the vulnerable application. Experimental strategy is chosen because the project needs real time data to help prove that the web app and web site is vulnerable to attacks and mitigations are proposed that will give some security level and enhance the web app security. I choose this strategy because I will be performing an SQL injection attack on the DVWA and a vulnerability scan or assessment on the live website.
3.3.1. Limitation:
A live web app cannot be used because I will need to obtain some licence or approval from some companies with web app which most of them won’t give you permission because they don’t want their private information to be known by some random individual so based on that the SQL attack is been done on a lab environment, I created which is safe and free from the public server. Also, for the live website my friend who is the owner of the website gave me permission to perform a vulnerability scan but no form of attack or pen testing will be done on the live website. 
3.3.2. Ethical issues:
There are no ethical issues because I am not doing a pen test on any companies’ web app or web site but using a safe lab environment to carry out the test. 
3.3.3. Validity:
This is the best way to carry out this project from my studies and a different researcher will get the same result because they will use same theory, tools and methods which are already based so it’s not much of a difference. 
3.3.4. Generalisability:
Penetration testing is executed the same way everywhere. Therefore, if a company wants to test their web apps or website, they can us the same methods and tools I used and explained in this project to carry out their test. Also, they can use the suggested mitigations to enhance their web apps.  
3.4. choices:
For this project a mono method will be used because my methodology is quantitative since it involves a technical and strategy aspect to perform the pen test. Tools like Nmap or Nessus will be used to get some information about the live website like the IP address, OS, open ports, services running etc.
3.5. Time Horizons:
In this paper, we are going to make use of the cross-sectional time horizon, because the data will be collected at a single point in time. That data will be captured in real time and will help carry out the pen test. 
3.6. Techniques and procedures:
In this section we are going to analyse the data obtained from testing (i.e., pen testing). The pen testing on the vulnerable web app and vulnerability scan on the website will be done using previously explained pen testing tools. This is made up of three stages information gathering, vulnerability detection and pen test attempt. The results will then be analysed and evaluated to provide mitigations for the vulnerabilities discovered to prevent unauthorised access to the system by attackers. The data is collected using Nessus, Nmap etc. 

3.7. Contingency Plan:
This is an important part of a project it helps reduce the impact of a risk when it happens. The incident respond of this project is made up of 3 steps 
Detection: how fast the situation can be assessed and action taken to limit the impact in case my kali Linux breaks or fails on my mac book which is an important OS I need to complete this project; I have a backup windows laptop I will use to continue the project on. And for the live website if the server crashes, I will ask my friend his permission to carry out the vulnerability scan on one of his other websites since he is a web developer and has multiple websites.
Analysis: here we talk about the impact of the breach. If Kali crashes, I won’t be able to carry out the pen test at all. And if the server for the live website fails, I won’t be able to perform the vulnerability scan. 
Recovery: I have Kali Linux installed on my windows laptop in case in case the one on my MacBook fails. My friend can easily give me one of his other websites to carry out the vulnerability scan on. 
3.8. Project Gantt Chart
The Gantt chart below helps illustrate the work flow of the entire project. The timeline it took to complete each task with a visualised bar indicator 


Figure 5: Project Gantt Chart 
3.9. Conclusion:
Throughout this research study, we will discuss about attacks on web app, mitigation strategies and some tools used to assess and enhance web app or website security but our focus will be on performing an SQL attack on DVWA and vulnerability scan on the live website. we will understand the defensive and offensive against security and how an attacker thinks and each stage of the research onion above will help complete our aim and objective. 


                                                              CHAPTER 4
                                           DESIGN AND IMPLIMENTATION 
4.1. 	Design Topology:
This phase aids answer the questions on how to carry out the objectives. This stage includes the strategy, structure, duration of the pen test, installation of software’s and tools used.
The methodology and lab set up used to carryout out the penetration testing and vulnerability assessment will be explained in this chapter. This project focuses on investigating pen test attacks, techniques, tools and methodology used on website and web applications and also understand how the admin of the system can make use of this knowledge to understand the mindset of an attacker and protect the web app or system in an effective way.
 Experiment 1internet
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Figure 6: Pen Test Environment 
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Figure 7: Vulnerability Assessment Using Nessus 

4.1.1	Configuration and set Up 
kali Linux operating system is been used to carry out this experiment, web app scanner (Nessus) and vulnerable web app (DVWA). They exist different vulnerable web app created intonationally for testing and learning purpose. For this experiment, damn vulnerable web application (DVWA) will be used. We can’t carryout this experiment in a public server because we might unintentionally disrupt something that’s why we need to create our own lab environment using Kali Linux in a virtual machine 
To carry out this experiment, Kali Linux is used in VMware fusion which is a virtual machine. Kali is an open-source OS based on Debian used mostly digital forensic and 
pen testing. 

4.1.3. Virtual machine:
In this project, VMware Fusion is used instead of the normal virtual box we all know because in this project, a MacBook pro M1 chip is been used which do not support virtual box so using this as an alternative.

Several tools exist which are used to perform a pen test or web assessment. For the experiment on the live website, Nessus is used which can be downloaded from   https://www.tenable.com/downloads?loginAttempted=true   follow the instructions for the installation process when completed you will have the following screen. 
[image: ]

Figure 8: Nessus login page 
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Figure 9: Nessus Home Screen After Login

4.1.5	DVWA: 
It is a framework used for learning and testing purpose by security experts and web developers. This is used to practice on OWASP top 10 vulnerabilities. I will use DVWA to test for cross site scripting and SQL injection in a safe lab environment, if installed in a public web server, it might compromise the entire system. DVWA is made up of both client and server site security vulnerabilities. It has three security levels (low, medium and high) Firstly, we download DVWA from https://dvwa.co.uk/ then follow the instruction to install it. When the installation is completed, we start MySQL and Apache service to enable us connect to DVWA on http://127.0.0.1/dvwa/login.php. A couple of screenshots will be shown given below on the installation process.

[image: ]
  Here we clone the address we copied from the browser and give the directory permission with “chmod –R 777 DVWA/”.
[image: ]
Here a copy of the config file is been made should in case an error occurs in future it can easily be restored next move to the nano editor to edit the config

[image: ]
Figure 10: DVWA Installation Process 
Here u configure the MySQL data base change user name and password to something you can remember. For this project it is “dvwa” for both.
Next MySQL service is been started and a new user is created in the database and granted all privilege. Next the Apache service is started and configured to when completed, exit, open the browser and the web app can be accessed by typing 127.0.0.1/DVWA/ since it is running on a local server. The login page then appears as shown below.



[image: ]
Figure 11: DVWA login page

4.2. Implementation 
After completing the design, the project moves to implementation of that design which is an experiment. I will perform an SQL attack on DVWA explaining every step of that attack. 
Here, this project will discuss about SQL injection exploitation and how information can be extracted from the database using this attack. Firstly, before inserting our parameters in a way the query stays true, we need to know how the query is built. E.g., in DVWA there is a text field with user ID, if we enter any number let’s say 3 and click submit the first and surname of the user with id:3 is been returned.
[image: ]
Figure 12: Extracting First and Surname from ID Field

The next step consists of finding out the number of column present in the database by adding a single quote after the id section in the URL and order by 1,2,3--+ an error message is prompt when we enter 3 which means only 2 columns are present 
[image: ]
Figure 13: Finding Number of Existing Column in Database 
This is the query executed in the database:
SELECT First_Name,Last_Name FROM users WHERE ID=’1′;
Looking at the URL: http://127.0.0.1/dvwa/vulnerabilities/sqli/?id=1&Submit=Submit#
There is an injectable parameter which is the id field we can change it to 1,2,3,4 to get the first and surname of the other users. Another way to get it is by using the input:
 %' or '0'='0. This statement is always true 

[image: ]
Figure 14: Extracting all First and Surname from ID Field

next thing is to display the database version which will aid us extract information and build query. If we don’t know the database running, it will be difficult to exploit. The following input is used:
%' or 0=0 union select null, version() #
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Figure 15: Finding Database Version 
To display the User from the database who performed the query we use: 
%' or 0=0 union select null, user() #
[image: ]
Figure:
And to display the data base name we use:
%' or 0=0 union select null, database() #
[image: ]
Figure 16: Display. Database Name

Next is to display tables in information schema. This schema has all information on column, tables and other databases maintained by MySQL. The following is used to display all tables in the information schema: 
  %' and 1=0 union select null, table_name from information_schema.tables #
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Figure 17: Display Table From information_schema

Next is to display all the user table in the information schema. Here all the tables starting with prefix user will be printed as it is in the information schema. We use the following query: %' and 1=0 union select null, table_name from information_schema.tables where table_name like 'user%'#
[image: ]
Figure 18: Display All Users in Table 

Next is to display all the columns in the information schema. Here all the columns in the user table will be displayed and information like passwords, user Id, first and last name of user. The following SQL syntax is been used: 
%' and 1=0 union select null, concat(first_name,0x0a,last_name,0x0a,user,0x0a,password) from users #
[image: ]
Figure 19: Display All Column in Information_schema including All Users Information Including Password
The passwords in the image above are in hashed format the password can be extracted to plain text using apps like John the Ripper or online apps to crack it.
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Figure 20: Decrypted Password 
Here the following website https://www.md5online.org/md5-decrypt.html was used to decrypt the password of the user named Gordon Brown from the database and his password was found to be abc123.
4.2.1. Conclusion:
It’s been proven SQL injection is a critical vulnerability which can be found in a system. The injection attack can do more than just reveal users’ information, it can also bring the entire system down by corrupting the database. It is number one in the OWASP top ten. DVWA helps exploit this vulnerability and understand how it works enabling users to stay ethical. 

4.3. Vulnerability Assessment/Scan on The Live Website. 
Here, Nessus is used to carry out the scan. Nessus was chosen over other scanners because Nessus covers a wide range of vulnerabilities and can discover more issues compared to other scanners from my research. In this project, just the (critical, high and low) vulnerability of the live website will be explained and mitigation proposed for the vulnerabilities discovered. Analysis of the data discovered will be explained in chapter 5. 

[image: ]








                                                                       CHAPTER 5 
                                                                   DATA ANALYSIS
Each vulnerability uses different approach to discover and mitigate them. For this project, Nessus is used and an environment is created to do the pen test. 
5.1. Method of Analysis
They do exist different form of analysis depending on the vulnerability being technical or logical. Technical vulnerabilities are those discovered by scanning tools (Nessus) while logical is usually human analysis. 
Now our days most organisations are promoting automated scanning as an alternative to manual scanning [57]. 
In this project, both form of analysis is used. 
5.2. Analysis of The Scanning Tool
From the list of scanning tools explained in the literature review Nessus was chosen for this project to carry out the scan on the live website.
Nessus is made up of the following components (crawler, attacker and analyser) [58].
The crawler finds the reachable page of the scanned web app and locating entry points or weaknesses in the app. 
The attacker analysis the data obtained from the crawler and produces values for each vulnerability discovered and sends it to the webserver to get reply. 
The analyser interprets this data and decides if a particular attack was a success, then produces the report from the scan. 
A report pdf file is attached to this project which shows the vulnerabilities found in the live website and each will be explained and mitigation proposed according to their level of severity (critical, high, medium and low). The critical vulnerability is addressed first. 
Table 6: Results of The Live Website Vulnerability Scan 
	Vulnerability 
	Description 
	severity
	Solution 

	Unsupported PHP version
	The remote host doesn’t support the php version installed. Attackers can easily connect to the NSclient and steal sensitive information 
	Critical 
	Upgrade to latest version of php

	Memory leak 
	It is mostly caused by software reliability, but if it is intentionally triggered by an attacker a DOS attack can be launched due to low memory [59]
	High 
	Upgrade to latest PHP version 

	Multiple vulnerability 
	The remote server is running an old version of php 
	High 
	Upgrade to latest php version 

	Email header injection 
	Here, the attacker injects an email header like CC allowing them to send spam or phishing email.
	Medium 
	Upgrade php 

	Browsable web directories 
	Plugins in Nessus help identify directories which are browsable 
	Medium 
	Sensitive information should not be leaked by your browsable directory. Access restriction should be use or directory indexing should be disabled

	Clickjacking 
	Here, attacker can trick user into clicking on something different than the initial thing the user was intended to click
	Medium 
	-Block browsers from loading your website within an iframe.
-a ‘frame-breaker’ script should be included in each page that should not be framed. 

	
Web server allows password auto-complete 
	Here users passwords is stored in the browser and another user with access to the computer can retrieve that 
	Low 
	The autocomplete attribute should be set to off in forms which tells the browser not to save data which the user inputs.


Figure: 

5.3. Nmap
Nmap was used to obtain the Ip address and open ports from the live website the following was discovered 
IP address:162.0.217.30
Open ports: 443, 2083, 2096, 80, 2080, 2078. 








                                                                       CHAPTER 6
                                                         RESULTS AND DISCUSSION
SQL injection has been first in the OWASP top ten for years now. It is considered a critical risk in security since it leads to sensitive information lost like user’s address, phone number, social security number, bank details etc from the organisation’s server. As long as users interact with web app inputs, SQL injection attack can easily occur. When the web app has a text box which allows user to input data, an attacker can insert malicious code which the database might interpret it as a normal query and execute it which will cause side effect. To ensure the safety of your web app, create awareness to all the users involved. Attackers might also use outdated system software, week passwords, security mis configuration etc as a means of exploit. So, make sure your system and all its apps are updated regularly.  

In experiment 1 above, DVWA was found to be vulnerable which means attackers can easily exploit it. An SQL query can easily be inserted in the ID Field of any URL to obtain sensitive information from the database. Malicious code was inserted into the ID field which caused the database to release sensitive information about the users and the database itself. To mitigate this vulnerability input sanitisation should be performed and also the developer needs to top up security when making the app. WAF can help mitigate SQL injection to. One of the best ways to mitigate SQL injection is the use of prepared statement. This statement separates input coming from the user and the original query making it impossible for the attacker to change the intent of the query. The server knows the original query and its parameters.

[image: ]
Figure 21: Prepared Statement to Avoid SQL Injection Attack

In experiment 2, Nessus was used to scan the live website and 33 vulnerabilities were discovered due to Nessus higher plugin count. Only the critical, high, medium and low vulnerabilities were explained and mitigation proposed. From the scan results, it was observed that the critical and high vulnerabilities which were the most dangerous needed an updated PHP version in order to enhance the website security.

This project will enable pen testers and companies have some knowledge on various vulnerabilities which attackers can use to exploit their system and how these vulnerabilities can be mitigated to enhance the security of their system.










                                                                            CHAPTER 7
                                                                          CONCLUSION
As technology evolves so do, they hackers. They find new ways of attacking web apps and systems. This project aims to identify effective techniques and methods to enhance web application/website security. Companies need to carry out pen test and vulnerability assessment regularly to keep the security of their system tighten.

Web apps are used by people for various reasons and for these reasons, it attracts hackers therefore, it is a necessity for companies to enhance their web app/websites by means of pen testing and vulnerability scanning to discover any exploits and develop mitigation strategies. 
Developers focus mainly on the functionality of the website/web app and how to make them more user friendly and rarely do they put security as a primary problem. 

Based on experiment 1 and 2 conducted above, it is proven that penetration testing and vulnerability assessment are methods to discover weaknesses in a web app/website which an attacker can use to exploit the system for their own benefit. The results of the experiment proves that both the website and web app were vulnerable to attacks and mitigation strategies were given.

This research provides knowledge on different kind of vulnerability which could affect your web app, website or network system and how to mitigate or avoid them looking at the literature review above. It also provides tools, techniques both pen testers and attackers use. The methods and tools used by a hacker to exploit a system are the same which a pen tester will use to test a system. It can be concluded that pen testing and vulnerability assessment can be used as means to discover vulnerability in a system and enhance web app security from the experiments performed above. 
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APPENDIX 1: SQL Prepared statetement 

// prepare and bind
$stmt = $conn->prepare("INSERT INTO MyGuests (firstname, lastname, email) VALUES (?, ?, ?)");
$stmt->bind_param("sss", $firstname, $lastname, $email);
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if(is_int($id))
{

$data - $db->prepare( 'SELECT first_name, last_name FROM users WHERE user_id = (:id) LIMIT 1;' );

$data->bindParam( ':id’, $id, PDO::PARAM_INT );
$data->execute();
$row = $data->fetch();
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