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Abstract 
The purpose of this assignment was to gain a greater understanding of Networking programmability. Throughout this report the subjects of automation, API, security, and compliances have been looked in depth, gaining further understanding of each of the subjects, along with researching teaching platforms such as Cisco.com. Through researching each of these subjects, the goal of learning and being able to discuss these subjects was achieved. 



Introduction
Within an ever expanding technical world, automation in networking programmability is vital for efficiency, security, and flexibility for networks across the world to improve and keep up with demand. Network programmability is by definition the combination of programming within a network. Allowing for networks to be edited, organised, and automated removing the time wasted by programming the same recurring code.
This assignment delves deeper into the subject of Networking Programmability and its place within our continuously changing technical world and how automation is becoming more of a vital part in networking and programming along with automation framework tools, API standards and architectures. 
The assignment also reflects the resources that are available within the Cisco website, discussing the uses, benefits, and different variations of relevant information. There are also courses, such as Sandbox, Code exchange and Ecosystem exchange which are used to educate users on different subjects within Networking and programmability.








Dimensions of Network Programmability
Network programmability has multiple dimensions which are vital in today’s world of technological advances, these dimensions allow networks to work efficiently and give them the scalability to continuously develop and grow along with business requirements and needs. This includes Problem solving by automating repetitive commands which will eliminate human error[1] and also improve security which will help to counter present and future Cyber attacks that are constantly changing and adapting to gain access to networks. Below are some of the different dimension’s that networks are using to adapt and continuously grow.

Artificial intelligence - AI	
Throughout the past few years Artificial Intelligence has been increasingly more present within network programmability due to its speed and reliability, in terms of being able to view large amounts of data and its ability to identify certain information and manipulate that data instantaneously, which could have taken a user hours to complete. One of the earliest stages of Artificial Intelligence came from the Mathematician Alun Turning in 1941, his use of Artificial Intelligence eventually led to the unravelling of the “Enigma Code”[2]. The use of Artificial Intelligence over eighty years ago provides an insight into why it is absolutely vital that businesses continuously upgrade to keep up with demands of the technical age we’re in today.
Here are pros and con of using Artificial Intelligence within a network in today’s world.
	Pros
	Cons

	Error free processing
	Increased Unemployment

	Repetitive work
	High Cost Creation

	24/7 Availability
	No human judgment


[3]
Artificial intelligence allows for a network to be active 24 hours a day with zero down time and allows a business to save money by not having to hire staff to keep watch over the network. The downside to this is that a network is solely reliable on the artificial intelligence program, which if programmed incorrectly or doesn’t recognize a certain problem it could counteract the pros and cause more issues for the network.
It does however allow for staff to program repetitive tasks to making the process automated which makes the process quicker and eliminates human errors which allows for staff to use their creativity in other aspects for the improving the network of a company. Although artificial intelligence is expensive and has the possibility to cause mass unemployment the value for developing and keeping networks updated with ever increasing demands networks and businesses face is unparalleled. 

Intent-Based Networking
Another dimension of network programmability that is vital for the demand in todays trends is Intent-Based Networking which is the use of automation along with the ability to adapt with machine learning such as Artificial Intelligence to have a more simplified control over a network. Intent-Based Networking does this with the assistance of network staff who define and configure policies and boundaries that the network will be automated to follow and adapt to an example of this is “if the desired intent is not being met, the system can take corrective action[4].” 
This means if a there is a Cyber Attack on the network the Intent-Based Networking is able to view the threat as a non-desired intent initiated by the network staff and will be able to adapt to eliminate the attack and learn to watch for these attacks in the future. This type of dimension within networking also allows businesses to continue to grow without the need for hiring higher amounts of staff, because Intent-Based Networking simplifies complex tasks and is able to trouble shoot not only Cyber Attacks but complex networking problems in real time while continuing to develop itself allowing the business to grow[5].

Automation frameworks and tools 
With constantly growing businesses around the world, networks have an obligation to be able to keep up with the increasing demand. This could be caused by multiple factors, such as congestion of too many devices, which is common for a large business, as they may have hundreds of computers, tablets and phones operating which could cause slowness[6]. This is one of the reasons why automation is a vital part of continuously being able to survive in a world where businesses are developing and expanding around the clock. 
Some of the main benefits of automation within a network is its ability to follow pre-programmed commands to perform repetitive tasks instantaneously, that may take multiple human’s hours to accomplish which reduces time waste, while also eliminating possible errors caused from tired employees who may be performing repetitive tasks multiple times a day[7].
Automation frameworks allow for the testing of program to improve the speed taken for the automation to preform tasks, the effectiveness of avoiding errors and how it is able to improve the network[8], below are a list of some of the tools used for automation frameworks within a network.
Selenium
An open-sourced framework tool that supports multiple programmable languages such as JavaScript, C# and Python which are used for interacting and testing with browser applications  within a network. This could involve creating a script that can do specific functions within a browser such as clicking certain things and even be able to fill out forms. Selenium will also allow for the automation to self-analyse the tests that have been programmed to find errors and ways to improve the script[9].
TestComplete
This type of framework tool has the function of recording and play back as stated within the article based on TestComplete 4 “creates a script which can be played back exactly as they did it[10].” Which means employees are able to create scripts and have TestComplete repeatably copy these scripts automating repetitive activities such as new device inputting and network security testing[11].
JUnit
JUnit is the type of framework tool that works within Java code language and is used for unit testing which involves testing certain software or applications within a network to confirm they’re working as intended. An example of this that a JUnit test is able to make sure a security application or software is running correctly and securing the network against certain Cyber Attacks by running scripts that test the individual software[12]. The reason JUnit is wildly used is because of its ability to make sure certain software and applications are working correctly and being able to run tests to confirm this.

API standards and architectures
Application Programming Interface also known as API, allows for various software and applications to network together. This allows for sharing information and data, allowing employees to see all aspects of the applications and services that are linked together, because of the standards and tools set in place by the Application Programming Interface[13]. The standards and architecture allows for a business to be on the same page in terms of standardization, guidelines, and principles of what policies and procedures need to be followed. 
An example of how Application Programming Interfaces are used in a real environment is Weather applications or Websites[14]. Firstly the service provider will need to provide an API which could look something similar to the URL below:
“http://api.openweathermap.org/data/weather?q=Cardiff&appid=(API will be placed here)[15]”
This type of API would then provide information regarding the weather within the Cardiff area which will be translated into JSON format and could then be displayed within an Application or Website. The below image was taken from a website known as WeatherAPI, which provides an insight look into the example stated with the API URL provided above.
[image: ]
[16]
Application Programming Interfaces are constantly developing and becoming more involved within businesses. One of the emerging trends that are being used is Artificial Intelligence. Involves the use of machine learning and will grant the ability of being able to predict the type of language and translate it. Another function is image recognition, granting the ability to locate where an image was taken and provide details on it, the future looks bright for Application Programming Interfaces because its so editable the opportunities are endless.
Below are a list of Application Programming Interfaces along with their standards and architecture.
JSON (JavaScript Object Notation) 
The main use of JSON within Application Programming Interfaces is ability to send data through applications and Websites by using human readable format instead of computer language such as binary. It moves this data from server to client to which then allows for things such as images, widgets, and other applications to appear on a website or application[17]. 
'{"name":"John", "age":30, "car":null}' [18]

Above is a short string that was written within JSON which shows three properties; name, age, and car.
REST (Representational State Transfer)
Using the HTTP language allows communication between client and server similar to JSON, where it uses a method called Uniform Resource Identifiers to Identify information such as articles, applications, and websites which allows REST to acquire the information and update, create and delete using code such as the following[19].
[image: image-162]
[20]
The image above shows how REST looks and the type of information that is used such as ID, Type, and Setup. The website in the image shows how this information looks within a website which randomises jokes: https://official-joke-api.appspot.com/random_joke[21]. 

Review Automation of security and compliance policies and API security and privacy
Automation of security is vital for keeping up with the current trajectory of advances within technology in the current age we’re in. It will allow businesses to protect themselves against various cyber-attacks by being able to detect and prevent them in real time, as they’re happening which will be vastly quicker than humans are able to detect.
A great example of this could be within the NHS. If a practice receptionist receives a phishing email that receptionist has to be trained well enough to send that email to a service desk within Digital Health Care of Wales. This will then need to be logged by a trained Service Desk Specialist and passed to a security team, where a member of staff will need to be trained well enough to tell if it is in fact a phishing attempt and then proceed to prevent this attack. This process could be completely eliminated if there was an automated security measure in place to detect and instantly prevent these types of attacks.
Some draw backs to having automated security procedures is relying completely on the automation to protect a business this could lead to cyber-attacks slipping past these automations as mentioned previously, technology is forever advancing that includes cyber-attacks as well as the security preventing it.
API Security and policies 
Due to almost all businesses using APIs to acquire and exchange data, this gives potential attackers an entry point into the business with types of attacks such as API request injection[22], which is a type of attack that enters malicious code into the API which grants access to the network where the attackers can access all information. This is why security and policies need to be in place to prevent these potential breaches. 
A good type of security many businesses use is 2 factor authenticators this prevents attacks, such as password breaches as attackers would have to breach the 2-factor authenticators as well. This makes the attack a lot harder as the six digit codes changes after a specified short amount of time. Active Directory groups are another type of security that helps prevent attacks, such as injecting APIs with malicious data to access a network. The groups limit staff to only be able to access certain aspects of the network, this prevents attackers from being able to access all parts of the network and allows for preventative measures to be put in place to remove the attacks before it gains further access.

Reflect on available resources at developer.cisco.com 
Cisco Developer offers a wide range of tools that are able to educate users at all levels of knowledge[23] in things such as Network Automation With Crosswork APIs[24] which a step by step guide with images on adding tags, adding devices and adding credentials while also allowing the ability to download the document for use offline. 
Sandbox[25]
Sandboxes allow for developers to experiment with APIs and grant the ability to test documentation that cisco has to offer. These sandboxes allow a safe environment for testing these documents which is a fantastic benefit for users with all types of background knowledge, whether it’s a university student or someone developing their business and would like to trial certain things. There are multiple Sandboxes cisco developer offers its users such as the following:
DevNet Sandbox[26]: Which allows users to experiment with categories such as Cyber-Security and Networking in an environment that wont effect real life because its isolated and doesn’t require any need for hardware as that is provided within the sandbox.
Code exchange[27]
This is a community-driven platform that is provided by Cisco Developer, which allows all developers to share, work together and use information that has been provided by Cisco and also other developers. Some of the features code exchange has to offer are the following:
1. Code Snippets – able to work with other developers by snipping code and being able to build and edit functions.
2. Search and Discovery – Allows developers to search for particular code and able to discover additional code for what was originally searched.
Similar to Code exchange Meraki, it’s also a community-driven platform which provides code from other developers for work done within Cisco Meraki, it allows for searching for particular code for subjects such as Networking, APIs, and Cyber-Security[28].

Ecosystem exchange[29]
This is a type of platform offered by Cisco that allows its users to find and use code, solutions to problems that users can search for that have been  made by partners of Cisco, this type of exchange offers multiple features such as the following:
1. Solutions – Users are able to search for solutions to problems that are solved by Cisco partners.
2. Search and Discovery – Allows for users to search and discover different types of functions partners have created which could resolve problems and also help educate users on functions within cisco that they might have missed.
Overall DevNet and Cisco Developer offer a massive number of functions for all levels of knowledge which is great for educational purposes and being able to find solutions to problems with code and grants the ability to test code from other developers and partners within Sandboxes to experiment and develop skills that can then be used in real life.




Conclusion 
In conclusion, Network Programmability has an obligation to continuously adapt in order to survive, an example of how dangerous they’ve become is the malicious “WannaCry” attack that brought the NHS to a standstill in 2017[30]. This was caused by outdated machines still connected to the network. This example tells us that cyber-attacks aren’t just affecting businesses, they are now able to target and affect the health and treatment of patients worldwide. 
This is one of the many reasons why continuous development of automation, and compliance policies within networks is vital to counter and defend networks against these various attacks. With the help of educational websites such as developer.cisco.com. Being able to use functions such as sandboxes to experiment with various code and functions that other developers have published and allowing information to be shared. This allows for greater knowledge to be gained across the world by working together. The future is looking more secure.
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