INTRODUCTION

Recent advancements in the field of information technology, network security and competitiveness on real time data have led to an increase in the transmission of data and information globally. As a result, the organizations have become more vulnerable to network threats and attacks and are facing invasions in information security and computer networks 
as the sources of bypassing and breaking through security have increased. The sensitive information being transmitted within the network can easily be accessed by an unauthorized user for malicious purposes 
The organizations have been facing interruption, interception, modification and fabrication of their sensitive data from unauthorized sources which break into their security codes. As a result, the information security and network security has become an extremely important aspect in ensuring safe and secured transmission of data through global networks 
Network security
Now our days there is a lot of news and stories about a computer network being compromised by hackers. Not long ago the department of defence (DOD) was the victim of a successful hacker raid; the hackers succeeded in penetrating DOD computers during a two weeks period before they were detected. Rather unfortunate for the hackers the computers contained only non-classified personnel and payroll information, so national security was not threatened. 
  More recently, Yahoo, Amazon, eBay, and some other popular world wide web sites were targeted by a coordination of “denial-of-service” attack. During a 3-4 days period, the sites were overwhelmed with massive bombardments of false traffic from multiple sites. Due to that the sites were shut down for hours. This attack demonstrated how dangerous the threats from outside hackers has become.
   Every organisations or companies that uses computers faces the threat of getting hacked by an individual or group of hackers within or out of the organisation.
   Every organisation should monitor its system of possible unauthorised intrusion and other attacks. They need to make this monitoring process part of their daily routine. The IT unit should make sure this is always done to safeguard a company’s information assets.
    The safest way of securing computers is by not putting them on a network and keep them in well secured locked doors but that’s not practically computers are more useful when they are networked together to share information and resources. When you put your computer on the network you need to take some precautions to prevent attacks or unauthorised access. 
    Each year companies, organisation and government spent a huge sum of money billions to ensure network security. [1]

 Importance of network security 
        It is very crucial for companies and organisation to define network security and to determine how they will achieve this level of security computer and network security is important for the following reasons:

To protect companies’ assets:
One of the primary goals of computer and network security is to protect company’s asset. By asset I mean the information that is housed on the company or organisations computer and networks. Information is a vital company assets network security is concerned with the availability, integrity and protection of information.
To gain a competitive advantage:
Developing and maintaining a firm and strong level of security can be advantageous for a company over its competitors. Network security is very important when it comes to internet financial services and e-commerce. E.g. no one will want to use an internet banking company knowing quite well the were hacked in the past they will instead go to its competitor whom have a strong security and has no history of being hacked in the past. 
It saves money:
In business, it’s always more cost-effective to be proactive than reactive. Risking an insecure network could mean lost business, compliance penalties, legal fees, business fines and much more its better to get it secured than for it to stay insecure easy to penetrate which will cause more harm and lose.
Improves operation:
A network which is well secured makes it smooth to work with the people are confident with whatever they are doing on the network and they know it’s safe.it is more productive, efficient and more manageable. [2]
Increases productivity:
When your network is been compromised by an attacker the level of productivity is going. To reduce with unauthorised use of your network bandwidth. While when your network is secured it leads to increase in productivity and efficiency.
Combat spread of malware:
With network security you can prevent all sort of malware know when u are been attacked by one and know the techniques and method to ger rid of it and prevent it from attacking you next time. [3]

The Security Trinity 
The 3 legs of the “security trinity”, that is, Prevention, detection and responds. Comprise the basis of network security. It is the foundation of all security policies and measure that an organisation or company develops and deploy.
Prevention:
Prevention is the foundation of the security. To provide some level of security, it is important to implement measures to prevent the exploitation of vulnerabilities. In developing network security scheme, organisations should emphasize preventive measures over detection and response: it is easier, more efficient, and much more cost effective to prevent a security breach than to detect or respond to one. So, companies should ensure their preventive measures are strong enough to discourage potential criminals so the target easier companies.
Detection:
Once preventive measures have been put in place, procedures need to be implemented to detect protentional problems or security breaches, in the event preventive measures fail. The sooner a problem is detected the easier it is to correct and clean it up.
Response:
Organisations needs to develop a plan that identifies the appropriate response to a security breach. The plan should be in writing and should identify who is responsible for what action and the varying responses and level of escalation
Types of network security 
Firewalls:
It puts up a barrier between your trusted internal network and untrusted outside networks like the internet. Firewalls use a set of rules to allow and block traffic. Firewalls can either be a hardware or software or both.
Email security:
Email gateway are the number one thread vector for security breaches. Attackers use a variety of techniques to build sophisticated phishing campaigns to deceive recipients and send them to sites containing malwares. An email security app blocks incoming attacks and control outbound messages to prevent the loss of sensitive information.
Network segmentation:
It puts network traffic into different classifications and makes enforcement security policies easier. The classifications are based on end point identity, not mere IP addresses.
Access control:
Here access is been given to a particular or group of users not everyone should have access to your network.to stop and prevent attacks you need to recognise each user and device on the network. Then u can enforce your security policies.
Application security:
software’s used in your business needs to be protected even if it was been built by your IT staff because they might always be vulnerability somewhere in it that attackers might use to penetrate your network.
Virtual private network (VPN):
It encrypts the connection from an endpoint to a network mostly over the internet [4]
     They exist several which I haven’t named on here
Fundamentals of network security 
The exist 3 main fundamentals of network security confidentiality, integrity, and availability also known as the CIA triads which are:
Confidentiality:
This can also be called privacy or secrecy and refers to the protection of information from unauthorised users. Usually achieved either by restricting access to the information or encrypting the information to make it meaningless to unauthorised individuals.
Integrity:
It refers to the accuracy and completeness of data. Security control is based on integrity and helps prevent data from being modified or misused by unauthorised users. integrity helps maintain the consistency and trustworthiness of data over its entire life cycle. It prevents data from been changed in transit by unauthorised users.
Availability:
Here information is made accessible only to authorised users. It ensures you that your system and information can be accessed by authenticated user whenever they are needed. 
Availability is associated with reliability and system runtime, which can be affected by non-malicious problems like hardware failures human errors etc and malicious issues like cyber attack and inside threats. If the network suddenly goes down unexpectedly users won’t be able to access important information and applications. Security control access this problem of availability by putting various backups and redundancies in place to ensure continuity incase of failure.
Some network security measures for mitigating threats to data availability includes:
Off-site backup, disaster recovery, redundancy, failover, proper monitoring, virtualization etc. [5]

Network security has become vital for securing sensitive and confidential information of organizations which is being shared and transferred across global networks. Various studies have explored different aspects of network security and have listed common threats and attacks that have been damaging the networks globally. 

TYPES OF THREATS
Network security is highly threatened by the presence of various threats and attacks that can cause disclosure of sensitive and confidential information. The basic difference between a threat and an attack is that, a threat is a presence of a constant danger to the integrity of information, an attack is an actual act of breaching the security of the network. I will list various types of threats below:
The insider threat:
It is a person who is part of the organization and has full access and authorization of the network system. The insider can be of malicious or accidental nature and can be a threat to organization’s confidentiality and integrity.
Solution:
Implementing dual control principle helps more than one person to control login credentials for organization’s servers.
Lack of contingency:
Many organizations suffer due to lack of planning for situations involving bad data failure.
As a result they do not have a backup system for restoring the lost data
Solution: 
Developing sound information assurance methodologies helps develop personalized policies benchmarked from other organizations.
Poor configuration leading to compromise:
Many organizations with lack of funds and experience often install networking gear without having skilled personnel to handle them.
Solution: 
Automated vulnerability audit scan is a method which performs check of the entire network and must be conducted at regular basis.
Reckless use of Wi-Fi hotspots:
the attackers put up an unsecured Wi-Fi network to capture secured information such as username and passwords of employees without making them aware of any threat to their computer. 
Solution:
Using encrypting connections which can be connected via Virtual Private Networks and encrypts the communication streams preventing eavesdroppers to listen to the data wirelessly
Data lost on portable device:
It is a common problem with most of the users who accidently leave their storage devices such as mobile phones, pen drives or USB stick in public places making it easy for attackers to get sensitive information from them 
Solution:
Centralized management of mobile devices through servers and software such as RIM’s
helps ensure that data in the lost device is easily wiped.
Reckless web surfing by employees:
Various spams, Trojans and viruses penetrate into the organization’s network systems when the employees surf websites other than related to their business and end up getting victimized by pool of malware.
Solution:
Web content filtering such as WatchGuard’s Web Blocker which maintains updated URL of blocked websites
Types of attacks 
They exist 2 categories passive and active attacks 
Passive attack:
Here the hackers observe, monitor and scan the system for vulnerabilities or areas that allows them to intercept information without changing any of it. Once inside the attacker can collect information in a variety of ways. This kind of attack can be stopped using encryption techniques
Active attack:
Here the attackers try to to modify the integrity and availability of the information they have intercepted with the objective of gaining access or greater privileges. hackers may use data they have obtained during passive attacks to compromise a target in an active attack. Unlike passive attack, active attack can easily be discovered by the user upon executing it. Protective measures for passive attacks are:
A random session key can be generated which is valid only for one transaction at a time, this should prevent a malicious user from re-transmitting the original message after the original session ends.
Using Kerberos authentication protocol etc [6]
Types of attacks in general 

Browser attack: 
here the hackers add scripts without altering website’s appearance which may lead the user to another website and may cause programs of malicious nature to be downloaded to the system. The attacker can then control the user’s system remotely capturing personal information such as credit card and banking details to perform identity theft
Brute Force attack: 
this is a guessing technique of decoding password and pin number through trial and error basis. The attackers use automated software to guess thousands of combinations of passwords. Locking account after failed multiple login attempts is one of the ways to prevent such attacks.
Denial of service attacks:
These kinds of attacks block the user’s access to a particular network to prevent them from retrieving information and services. The attacker creates an overloading traffic through malicious bot to a targeted IP address and floods network with more requests than the server can process.
SSL attacks:
Here the attacker interrupts the data before its encryption and hence gets access to sensitive information of the system.
Backdoor attack:
Here cyber criminals gain unauthorised access to your network by installing malwares through unsecured points of entry like outdated plugs etc. Once the enter through the backdoor the have access to all the company information. it bypasses the intrusion detection systems and allow the hackers to access the information remotely.
Man-in-the-middle attack:
The hacker is positioned in between two legitimate entities in order to read or modify the data that passes between the two parties.
Eavesdropping attack:
Here a hacker captures and listen to network traffic it is also referred to as sniffing or snooping.
Password attack:
Here hackers attempt to discover critical system password using various methods like: social engineering, dictionary attacks, brute force etc.
Port scan attacks:
It is a kind of application software which tries to retrieve information regarding open ports in server or host. The attacker uses a combination of hostile searches to gain access to the system.
DNS attack:
It is an attack which redirects the network traffic to another system which is being controlled by the attacker. This attack corrupts the DNS server by introducing data into a domain name system cache to return an incorrect IP address 
Sources: [7] [8] [9] [10]

Phishing attacks:
These kinds of attackers pretend to be as trustworthy persons with an intention to capture sensitive information through fraud email and messages when launched [11] They often create a fake website such as SBI bank or PayPal and try to trick the users by getting them click on a link and later on record their personal information including username and password [12]
Malware attacks:
Virus attack: 
a malicious code that is attached to executable file which are often legitimate programs. Most viruses require end users for activation and can. Be dormant for an extended period and then activate at a specific time or date.
Worm attack:
It installs arbitory codes and installs copy of itself in the memory of the infected computer. The replicate themselves by independently exploiting vulnerabilities in network. The usually slow down networks.
Trojan horse attack:
It is a non-self-replicating type of malware it often contains malicious code that is designed to look like something else, such as a legitimate app or file. When downloaded and opened, the trojan horse can attack the end device from within.
Spyware attack: it is used to gather information about a user and send the information to another entity without the users’ consent.
Ransomware attack: it denies access to the infected computer system and then demands the user to pay a ransom for the restriction to be removed.
Will end here for this but know they are different other attacks I haven’t mentioned.

Your network faces different type of threats and attacks which my occur on it so you most put in place tools and procedures how to stop or reduce this attack They exist various tools and procedure to mitigate or reduce the effect of malware and common network attacks which are:
Access control:
If the attackers are unable to access your network the amount of damage, they will be able to do will be very limited.be aware that even unauthorized user can access your network. Access control helps you increase your network security by limiting access and resources i.e. users are able to access only a specific amount of resources which consents them and so they can’t access other things which is not related to them.
Anti-malware software:
Malwares like viruses, trojans, worms, keyloggers, spyware, etc. are designed to spread through computer systems and infect networks. Anti-malware tools are a kind of network security software designed to identify dangerous programs and prevent them from spreading. Anti-malware and antivirus software may also be able to help resolve malware infections, reducing the damage to the network.
Anomaly detection:
It is difficult to identify anomalies in your network without a baseline understanding of how that network works. Network anomaly detection engines (ADE) allow you to analyze your network, so that when breaches occur, you’ll be alerted to them quickly enough to be able to respond to them.
Application security:
Attackers see applications as a defensive vulnerability that can be exploited. Application security helps establish security parameters for any applications that may be important to your network security.
Email security:
attackers persuade email recipients to share sensitive information via desktop or mobile device, or inadvertently download malware into the targeted network. Email security helps identify dangerous emails and can also be used to block attacks and prevent the sharing of sensitive and important information.
Firewalls:
The act like gates securing the borders between your network and the internet. They are used to manage network traffics allowing authorized traffic to pass through while blocking unauthorized traffic to pass through or have access.
Intrusion prevention systems (intrusion detection):
It scans and analyse network traffic and data packets, to easily identify different types of attacks and respond to them quickly. These systems often keep a database of known attack methods, in order to be able to recognize threats immediately.  
Network segmentation:
There are many kinds of network traffic, each has a different security risk. Network segmentation allows you to grant the right access to the right traffic, while restricting or stopping traffic from suspicious sources.
Security information and event management (SIEM):
Gathering together the right information from many different tools and resources can be very difficult, particularly when time is an issue. SIEM tools and software give you the data needed to act quickly.
Virtual private network (VPN):
VPN tools are used to authenticate communication between secure networks and endpoint devices. Remote-access VPNs generally use IPsec or Secure Sockets Layer (SSL) for authentication, creating an encrypting line to block other parties from eavesdropping [13]
Fire alarm, sprinkles, ventilation, ventilation air conditions etc are used or put in place to prevent physical data security centres.
Adaptive security appliance (ASA):
It provides stateful firewall features and establishes secure virtual private network (vpn) tunnels to various destination.
SOHO are typically protected using a consumer grade router, such as a link system home wireless router. This router provides basic security features to adequately protect inside assets from outside attackers. 


Fundamental principles of securing a network. These are the primary goals of securing a network. 
Now our days the demand for e-commerce and customer contact needs connectivity between the internal network and the outside world. Today’s cooperate network is very large and interconnects with other networks. Devices and applications used in this cooperate network are rapidly increasing in complexity because almost or all cooperate network requires network security and they exist three main principles or goals of network security which are:
Confidentiality
Integrity
Availability 

1) Confidentiality:
Data confidentiality implies keeping data private. This privacy could be either physically or logically restricting access to sensitive data or encrypting traffic traversing a network. It ensures that data exchanged is not accessible to unauthorized users. policies that tells what authorized users can and cannot do with the data should be put in place.  The more sensitive the data, the higher the level of confidentiality. Therefore, all sensitive data should always be controlled and monitored frequently.
The users could be applications, processes, other systems and/or humans
A network that with confidentiality would do the following:
Use network security mechanisms (for example, firewalls and access control lists [ACL]) to prevent unauthorized access to network and network resources.
Require appropriate and correct credentials (for example, usernames and passwords) to access specific network and network resources.
Encrypt traffic in such a way that the hacker won’t be able to decipher any traffic he captured from the network. Cryptography is excellent for protecting the confidentiality of data at rest and data in motion
2) Integrity:
Data integrity ensures that data has not been modified or changed in anyway in transit. Integrity protection protects not only data, but also operating systems, applications and hardware from being altered by unauthorized individuals. Also, a data integrity solution might perform origin authentication to verify that traffic is originating from the source that should be sending it and not from an unauthorized or unknown source. Mechanisms should be in place to detect when integrity has been violated and to restore any affected system or data back to their correct state.
Examples of integrity violations include:
Modifying the appearance of a corporate website
Intercepting and changing an e-commerce transaction
Modifying financial records that are stored electronically
3) Availability:
The availability of data is a measure of the data’s accessibility. It guarantees that systems, applications and data and all its resources are available to users when they need them. The most common attack that impacts availability is denial-of-service in which the attacker interrupts access to information, system, devices or other network resources. To avoid availability problems, it is necessary to include redundancy paths and failover strategies in the design of the network, as well as to include intrusion prevention systems that can monitor network traffic to tell u when there is an anomaly and block traffic when necessary.
 For example, if a server were down only five minutes per year, it would have an availability of 99.999 percent.
Here are examples of how an attacker could attempt to compromise the availability of a network:
He could send improperly formatted data to a networked device, resulting in an unhandled exception error.
He could flood a network system with an excessive amount of traffic or requests. This would consume the system’s processing resources and prevent the system from responding to many legitimate requests. This type of attack is called a denial-of-service (DoS) attack.
[14] [15]

How to mitigate the effect of common network attacks methodologies in a small to medium -size business.
They are effective and affordable ways to reduce exposure attacks on businesses. The following techniques and methods are implemented together to reduce these attacks:

 -boundary firewalls and internet gateways: establish network perimeter defences, especially web proxy, web filtering, content checking, and firewall policies to detect and block executable downloads, block access to known malicious domains and prevent users’ computers from communicating directly with the Internet.
 -malware protection: it is the means of establishing and maintaining malware defences to detect and respond to known attack code
 -whitelisting and execution control: it prevents unknown software from being able to run or install itself, including Autorun on USB and CD drives in your system or network.
 -secure configuration: the functionality of every device in the network, operating system and application should be restricted to the minimum needed for business to function.
 -password policy: make sure that an appropriate and strong password policy is put in place and followed.
 -user access control:  the users should be able to access only certain resources related to the. include limiting normal users’ execution permissions and enforcing the principle of least privilege.
 -security monitoring: the network should be monitored regularly to identify any unexpected or suspicious activity
 -user training education and awareness:  this should make staffs understand their role and basic knowledge on security in keeping your organisation secure and report any unusual activity.
 -patch management: make sure your system is always up to date with the latest security features patch known vulnerabilities with the latest version of the software or application, to prevent attacks which exploit software bugs.
 -security incident management: plans should already be but in place in case of any attack they should be an effective response to reduce the impact of the attack on your business 
[16]
 -Use of antiviruses: the use of strong anti-virus software can help prevent viruses from entering your system and causing harm 
 -Ensure Endpoint Protection: Endpoint protection protects networks that are remotely bridged to devices. Mobile devices, tablets and laptops that are
connected to corporate networks give way to security threats and attacks. These paths need protection with specific endpoints.
 -Backup your data: in any case of a natural disaster or physical disaster (often a cyber-attack) you must have your data backed up to avoid loss of data and serious financial loss and your data can be easily retrieved.
 -WIFI Security: if an infected device connects to your wifi network then connects to your business network your entire system will be at great risk. Securing your wifi networks and hiding them is the safest things you can do for you systems. With on-going development thousands of devices can connect to your network and compromise it.
 -Employee personal accounts: if all employees have same login details and information this is a very big risk for the business. Make sure each user has a different login credentials to reduce attack and risk on the business [17]


Cisco Network Foundation Protection 
It is a framework created by cisco which groups functions that occur on a network logically. It combines a variety of security techniques to secure routers and switches and ensure the availability of the network even when it is been attacked [18]. 
It is made up of three basic section for protection:
 -Management plane: it contains all the protocols and traffic that a network administrator uses to configure network devices from his computer e.g. of management plane is SSH or telnet produced by a network administrator when a Cisco IOS device is configured remotely. If any failure occurs in this plane, the ability to remotely manage a network device might be lost. It Protects CPU & memory resources of IOS device against DoS attacks
 -Control plane: it is the protocols and traffic that network devices send between one another (without interaction from an administrator) for automatic network discovery and configuration. Examples of such traffic are ARP messages or routing protocol updates. If a failure occurs in this plane, the devices might lose ability to share or learn routing information. it controls the type of traffic that can be forwarded to the processor. It ensures adequate bandwidth for high-priority traffic such as routing protocols. • MD5 neighbour authentication protects routing domain from spoofing attacks.
 -Data plane: the end-user traffic. This is the traffic that is going through your network, and not to a network device. For example, the traffic generated when a user in your network browse a website. If a failure occurs in this plane, the user might be prevented from completing his work. The IP source tracker quickly and efficiently pinpoints the source interface where an attack is coming from. The ACLs Protect edge routers from malicious traffic; explicitly permitting the legitimate traffic that can be sent to the edge router's destination address. QoS tools Protects against flooding attacks by defining QoS policies to limit bandwidth or drop offending traffic (identify, classify & rate limit) [19]

How to reduce the effect of viruses, worms, and trojan horses in small to medium business is something all businesses must take into consideration to keep their data safe.

Install Anti-Virus/Malware Software:
 many computers especially home computers that don’t have anti-virus/malware protection are more likely to get infected by viruses, worms and trojan horse. This protection is a must-have first step in keeping your computer and other devices virus free.
Keep Your Anti-Virus Software Up to Date:
Having anti-virus protection software is the first step; maintaining it is the second step. Free anti-virus software is good but keep in mind that it’s not the best solution. Microsoft provide a security package for free. It’s free in that if you have Windows installed on your machine, you are granted access, when u pay for your Windows license. Many users don’t know about this program, but it’s actually a decent form of protection.
Run Regularly Scheduled Scans with Your Anti-Virus Software:
Many people always forget to this. Set up your software of choice to scan your system at regular intervals. Once a week is preferred, but do not wait much longer between scans. It’s difficult to work on your computer while your anti-virus software is running. One solution is to run the software at night when you aren’t using your computer and let it shutdown automatically when it done.
Keep Your Operating System Current:
Whether you are running Windows, Mac OS X, Linux, or any other operating system make sure to keep it up to date. Operating system developers are always issuing security patches that fixes bugs and other issues with the system and plug security leaks. These patches will assist in keeping your system secured. Similarly, keep your anti-virus software up to date. Viruses and malware are created all the time. Your scanning software needs to be up to date to.
Secure Your Network:
 our computers are connected to our files, printers, or the Internet via a Wi-Fi connection. Make sure all of those requires a password to access them and that the password is strong. Never broadcast an open Wi-Fi connection. Use WPA or WPA2 encryption. WEP is not strong enough as it can be bypassed easily by experts. Do not broadcast your SSID (the name of your Wi-Fi network). You can still access it with your device, you will just have to manually type in the SSID and the password. If you frequently have guests who use your Internet, provide a guest SSID that uses a different password, just in case the guess user is a hacker.
Think Before You Click:
Avoid websites that provide pirated material. Do not open an email attachment or click on any link from somebody or a company that you do not know. Always hover over a link (especially one with a URL shortened) before you click to see where the link is really taking you. If you have to download a file from the Internet, an email, a file-sharing service, etc., scan it before running it. A good anti-virus software help you do that.
Don’t Use Open Wi-Fi:
When you are at the local coffee shop, library, and especially the airport, don’t use the “free” open Wi-Fi if you want to use that download a VPN and activate it because u can easily be hacked through that an virus or worms gets into your system and cause whatever harm it was indented for.
Use Multiple Strong Passwords:
Never use the same password on all different sites you are login to, especially on your bank account. we use the same email address or username for all of our accounts. Those are easy to see and steal if a hacker gets access to one then you just gave him room to access all your other accounts. If you use the same password for everything, or on many things, and it is discovered, then it takes only seconds to hack your account. Use strong and different passwords on all your accounts. Use lower case, upper case, numbers, and symbols in your password. Keep it easy to remember but difficult to guess. Do not use dates or names or anything one can easily guess.
Install a Popup ads Blocker:
Once you are browsing or surfing the internet hackers can easily gain access to your computer when you click on ads which pops up these ads may contain viruses, worms etc any other malware the attacker can use to get to your system. An ad or popup blocker is essential to protecting your computer system and information.it will stop any unwanted pages from opening.
Educate Your Family & Staff:
Explain to them what viruses, worms etc other malwares are and how they can affect your system. Most attacks occur through the action of an uninformed person.
Know the Signs of Infection:
You should know how to identify when your computer has been infected by virus or worms or trojan horses you should see the following signs:
-Computer suddenly slows down
-Takes too long to shut down or restart
-Repeated error messages
-Unexpected shutdowns
Consider Additional Security Features and backup:
you should perform weekly or even daily backups of all-important data. Store these backups securely in the cloud or on a separate hard drive.
For extra protection, you will also need to consider advanced security measures like endpoint security. This protects both your computer and entire network [20] [21]


 endpoint vulnerabilities and protection methods.
Endpoint security, the securing of endpoint devices on a large network, is an important piece of company and organizational security.
In any modern-day company, it would be near impossible to list every internet connected electronic device used by an employee. There are desktops, laptops, and phones. Perhaps there are also tablets, printers, consumer interfaces, washing machines, cameras, and more. The landscape of devices connected to a company network is large and always growing. How does a modern company attempt to secure all of these devices to any effective degree? In the security world, any device connected to a company network is called an endpoint. [22]Each endpoint represents a particular security vulnerability to the network, subject to attacks and leakage of information. [23] The systems set in place to protect these endpoints is called endpoint security, and it encompasses the wide range of tactics, both behavioural and technical, used to secure networks. [24] some of the major vulnerabilities in end point devices are:
USB Devices:
The largest threat comes from unsecured USB devices. Whoever gets access to a company computer can easily plug in a thumb drive. USB device protection under Windows is very limited. Basically, you can only enable or disable USB on a system. Since USB is the default peripheral connection for Windows, this is extremely limiting. However, the exist third-party software such as Sophos, Devicelock and Promisec which removes this restriction by offering policy-based management for USB devices set policies only a particular usb is been used or a particular person has d right to use a usb device.
Peer-to-Peer File Sharing:
P2P networks are being used to launch distributed denial-of-service attacks against corporate websites. P2P file sharing is also one of the primary methods of illegally distributing copyrighted material. Unauthorized P2P software can be a major path for information leaks. To the point where a website called “See What You Share” has been set up just to show the kind of information leaking out of the government by file sharing included classified documents.
Antivirus Problems:
Most computers have problems with their anti-virus software usually in the form of outdated signature files. It is important to keep protection current and updated. This is because one infection strategy used by attackers is to infect as many computers as possible in the shortest possible time before the user can respond.
outdated Microsoft Service Packs:
Running Windows without the latest updates is a major problem. Keeping your software and operating system current and up to date is Basic Security 101 and every company tries to do it, most commonly by doing automatic updates. However, it’s very difficult to keep every desktop in the company, not to mention the laptops, PDAs and cell phones that connect to the network updated. Stuff slips through the cracks, it takes just one endpoint with a known security flaw to compromise the entire network.
Missing Security Agents:
Many companies require agents to be installed on all their endpoints. These agents monitor network traffic, make sure patches are up to date, track and report on stolen computers. Most of the times this agent required to be at this end point are not which is a problem.
Unauthorized Remote-Control Software:
It is invaluable for troubleshooting hardware and software since it offers a royal road to the computers. In some cases, remote-control software, such as PCAnywhere, is installed by a user who wants to be able to access the desktop from elsewhere.
Media Files:
Unauthorized media files are dangerous because of their content and what can be hidden in them. Video and music files are an increasingly popular method of sneaking malware into an organization, including spyware, Trojans, viruses and just about any other kind malwares.
These attacks require minimal interaction from the user, often they are not even aware of what has happened.
Unnecessary Modems:
A lot of computers, especially older ones, included built-in modems where there they were needed or not. In either case, unneeded modems provide another path into your network attackers can access. Any modem attached to your network or device needs to be protected. Monitoring and maintenance modems are controlled by the vendor supplying the equipment, and you’re relying on that company to make sure the security software is up to date. some modems may be necessary, especially for remote maintenance, it is important to have a complete inventory of all the modems attached to the network and to make sure the ones that are attached are both necessary and properly protected.
Unauthorized or Unsecured Synchronization Software:
Laptops, PDAs and phones use synchronization software to keep everything updated, from calendars to contact lists. This is convenient, especially when combined with technologies like Wi-Fi or Bluetooth. Allowing any device to synchronize can create a serious security hole, especially since many of these programs work in the background and the user may not be aware of what is being uploaded and downloaded. This can give access to shared folders and Exchange server. 
Wireless Connectivity:
It is easy for attacks to attack your wireless connection and get into your system so you need to ensure u wireless connection is well secured and encrypted with the best techniques and methods. [25]


2)SECURE CISCO ROUTERS 



3)
a) How AAA is used to secure a network 
    firstly, AAA stands for authentication, authorization, and accounting.
AAA is an architectural framework for enabling a set of three independent security.
1) Authentication: it enables users to be identified and verified before they are being granted access to a network device and network service. It has two modes which are: 
· local AAA authentication: it is used in the local database known as self-content authentication here the router authenticates the username and password using local DB granting the user access to the network.
· Server based AAA authentication: here the router accesses the central server. When the user sent a request that request is been forwarded from the router to the AAA server which has the username and password for all active users.
2) Authorisation: it defines the access privilege and restriction to be enforced for an authenticated user. It basically ensures on what a user can and cannot do on the network
Accounting: it gives the ability to track and log user access, including user identities, start and stop times executing commands etc. it maintains a security log of events.
The exist many AAA protocols available, but the two most used are: 
-remote authentication dial-in-user (RADIUS)
-terminal access controller access-control system plus (TACACS+)
  AAA is commonly used in industries for the following 2 cases.
· Network device access control: cisco IOS provides local features for simple device access control, such as local username-based authentication and line password authentication. However, these features do not provide the same degree of access control and scalability that is possible with AAA. For this reason, AAA is the recommended method for access control TACACS+ is the protocol of choice for network device access control.
· Secure network access control: AAA can be used to obtain the identity of a device or user before that device or user is allowed to access the network. RADIUS is preferred protocol for secure network access.
TACACS has the ability to separate AAA into different functions it is one advantage of using it whereas RADIUS is going to do all together.

Q4) Implement secure network design, management and reporting.
a. Describe the implementation of a comprehensive security policy.
b. Describe the various techniques and tools used for network security testing. 
They are some essential steps we need to take in order to implement a security policy which are:
-Assess Your Network:
Here you need to evaluate all the hardware and software components of your network and monitor both incoming and outgoing traffic in order to identify potential access points. Setting strict network access permissions makes it easier to identify breaches.
-planning: 
When you done with the assessment you will then know what your security network needs. Planning is all about deciding whether to replace or upgrade vulnerable components integrating new software, and improving network access permissions. You can also research on the latest encryption methods, secure remote access methods, and how to respond to specific threats.
-installation
A good deployment depends on how detailed the planning phase was. Since your network runs 24/7, this critical task should ideally be performed when traffic is at its lowest.
If deploying the security plan in one instance is likely to cause network interference, you may try do it in phases. Address the most critical vulnerabilities first. Holding trials before going live makes it easier to identify and solve  [image: network security ]previously unforeseen issues.
4. Constant monitoring
Having the best network security system doesn’t mean you should rest on your laurels. Malicious attackers are constantly checking your network for weak points. Reviewing your audit logs gives you relevant information on potential threats.
It also allows you to tweak your security settings to prevent similar attacks in the future. You should also have a team of IT experts specifically tasked with responding to breaches. They can do this by resetting passwords, redefining security levels, and switching off vulnerable parts of your network. [26]

b)
Techniques for Testing Network Security
1) Network Scanning
Here, a port scanner is used to identify all the hosts connected to the network. Network Services like HTTP and FTP are also scanned this helps in ensuring whether the ports are configured to allow only the secured network services.
2) Vulnerability Scanning
Vulnerability Scanner helps you in finding the weaknesses of the system or network you are working on. It provides all information on the security loopholes which can be improved.
3) Ethical Hacking
This is been done to identify potential threats to a system or network. This helps to identify if unauthorized access or malicious attacks are possible. It is been done by a professional white hacker.
4) Password Cracking
This method is used to crack weak passwords. This can help in enforcing a policy with minimum password criteria which ends up in creating strong passwords which is made up of mixture of symbols characters number etc which is difficult to crack.
5) Penetration Testing
Pentest is an attack done on system and network to find out Security flaws. Here the Servers, endpoints, web application, wireless devices, mobile devices, and network devices, are all compromised to identify the vulnerability.
Network Security Tools
 -Acunetix: Acunetix is a network security testing tool that detects and reports over 50,000 known network vulnerabilities and misconfigurations. It discovers open ports and running services, assesses the security of routers, firewalls, switches, and load balancers; tests for weak passwords, DNS zone transfer, badly configured Proxy Servers, weak SNMP community strings, and TLS/SSL ciphers, among others.
-Intruder: Intruder is a strong vulnerability scanner that finds cybersecurity weaknesses in your network systems, and explains the risks & helps with their remediation before a breach can occur. With thousands of automated security checks available, Intruder makes enterprise-grade vulnerability scanning accessible to companies of all sizes. Its security checks include identifying misconfigurations, missing patches, and common web application issues such as SQL injection & cross-site scripting. Built by experienced security professionals, Intruder takes care of much of the vulnerability management, so you can focus on what truly matters. It saves you time by prioritizing results based on their context as well as scanning your systems for the latest vulnerabilities, so you don’t need to worry about them.
 -Paessler: it is an all-in-one network monitoring software that is powerful and can analyse your entire IT infrastructure. It is easy to use and provides solution to everything and you will not require any additional plugins. The solution can be used by businesses of any size. It can monitor all the systems, devices, traffic, and applications in your infrastructure. [27]
 -Wireshark: it is the world’s foremost and widely-used network protocol analyser. It lets you see what’s happening on your network. It does deep inspection on the protocols. It provides live captures and offline analyses.
We have other testing tools like: Forcepoint, NMAP, Metasploit, Nessus, Sparta etc
Q6) Mitigate common Layer 2 attacks.
a. Describe the vulnerabilities of and mitigation techniques for securing the Layer 2 infrastructure. 
Vulnerabilities:
Spanning tree protocol:
STP is used on LAN-switch network and an attacker can inserts a new STP device onto the network and attempts to alter the operation of STP, this attack has the potential to affect how traffic flows through the LAN, greatly affecting the usability and security of the traffic flowing through the network.
Address resolution protocol: 
ARP is used by all network devices that connect to an Ethernet network. Devices use ARP to find the Layer 2 Ethernet address (MAC) for a destination device, using only the target device’s known IP address. ARP by itself is inherently insecure because devices are told to trust the answers they receive. So, if device A requests the MAC address and information of device B, and device C answers instead of device B, device A will send all traffic destined for device B to device C. If device C was trying to run a transparent attack, it would then forward the traffic to device B while recording the data from the traffic; this is known as man in the middle attack
Media access control:
In a Media Access Control (MAC) spoofing attack, one device on a network uses the MAC address of another device. The goal of the attacker is to redirect all of the traffic for the targeted device to the attacking device. If you think about a telephone network, this attack is similar to someone taking over your phone number and having future calls rerouted to them. This rerouting could be used to make one device looks like another for multiple purposes, it performs a denial of service attack on the device.
Content Addressable Memory (CAM) Table Overflows:
Every switch has a limited number of MAC addresses that the CAM address table can hold. If the table limit is reached, all traffic from unknown MAC addresses will be flooded. A CAM table overflow attack works in the sense that it has a single device spoof a large number of MAC addresses and send traffic through the switch. The switch’s CAM table will be filled, and all other traffic especially the traffic from legitimate devices will be flooded, causing the switch to become very busy and potentially overloaded. As a result, the network rapidly slows down and eventually becomes unusable making it easily vulnerable to attacks
Cisco Discovery Protocol (CDP)/Link Layer Discovery Protocol (LLDP) Reconnaissance:
The CDP and LLDP are used for same purposes. Both offer a way to see which types of devices are connected on a link, as well as some of the device configuration (IP address, software version, and so on). Typically, this information is used by network technicians to improve troubleshooting efficiency on large networks. However, this information is also typically open to anyone who is “listening,” which means that an attacker just has to listen on the same link in order to obtain a large amount of information about the connected devices.
Dynamic Host Configuration Protocol (DHCP) Spoofing:
DHCP is used on most networks to provide addressing and other information to clients, losing control of this part of the network is really bad. The attacker places a rogue DHCP server on the network. As clients are turned on and request an address, the server with the fastest response is used. [28]

Mitigation:
Mitigating CAM Table Overflow Attacks:
One of the primary ways to reduce CAM attacks is to configure port security on the switch. 
Mitigating VLAN Hopping Attacks:
Mitigating VLAN hopping attacks requires the following configuration;
-Always use dedicated VLAN IDs for all trunk ports. 
-Disable all unused ports and place them in an unused VLAN.
-Set all user ports to non-trunking mode by disabling DTP. Use the switchport mode access command in the interface configuration mode. 
- For backbone switch-to-switch connections, explicitly configure trunking. 
-Do not use the user native VLAN as the trunk port native VLAN. 
-Do not use VLAN 1 as the switch management VLAN.
Preventing STP Manipulation Attacks:
To reduce STP attack, use the root guard and BPDU guard features in the Cisco IOS
Software. These commands enforce the placement of the root bridge and the STP domain borders.
The STP root guard feature is designed to allow the placement of the root bridge in the network. The STP BPDU guard is used to keep all active network topology predictable.
Mitigating ARP:
hold-down timers, that you can use to mitigate ARP spoofing attacks by setting the length of time an entry will stay in the ARP cache.
Reduce DHCP attack:
DHCP snooping is a DHCP security feature that permits network security by filtering untrusted DHCP messages using a DHCP snooping binding database it builds and maintains (known as to as the DHCP snooping binding table).
mitigate Private VLANs:
You can configure ACLs on the router port to mitigate private VLAN attacks.
Q8) Implement the Cisco IOS IPS feature set.
a. Explain how network-based Intrusion Prevention Systems are used to help secure a network.
b. Explain how signatures are used to detect malicious network traffic.
Intrusion prevention: it is an in-line product that focuses on identifying and blocking malicious network activity in real time. It is divided into two:
Rated -based and content-based (signature or anomaly-based)
Rated-based IPS: block traffic based on network load, for example, too many packets, or too many connects, or too many errors. In the presence of too much of anything, a rate-based IPS kicks in and blocks, throttles or otherwise mediates the traffic. Most useful rate based IPS include a combination of powerful configuration options with range of response technologies. For example, limit queries to the DNS server to 1000 per second and/or offer other simple rules covering bandwidth and connection limiting. A rate-based Intrusion Prevention System can set a threshold of maximum amount of traffic to be directed at a given port or service. If the threshold is exceeded, the IPS will block all further traffic of the source IP only, still allowing other users (source IPs) to use that service.
content-based (signature or anomaly-based): Content-based Intrusion Prevention Systems block traffic based on attack signatures and protocol anomalies; they are the natural evolution of the Intrusion Detection Systems and firewalls. They block the following: 
-Worms e (e.g. Blaster and MyDoom) that match a signature can be blocked. 
-Packets that do not comply with TCP/IP RFCs can be dropped. 
- Suspicious behaviour such as port scanning triggers the IPS to block future traffic from a single host. The best content-based IPS offer a range of techniques for identifying malicious content and many options for how to handle the attacks, such as simply dropping bad packets. They can be used to complement firewalls and provide security policy enforcement.
[29]

Q7) Implement a site-to-site VPN.
a. Explain the purpose of VPNs.
b. Explain how IPSec VPNs operate.
d. Explain how the types of encryption, hashes, and digital signatures work together to provide confidentiality, integrity, and authentication.
e. Explain how cryptographic hashes are used to ensure data integrity and authentication.
f. Explain how encryption algorithms are used to ensure data confidentiality.
g. Explain how a public key infrastructure is used to ensure data confidentiality and provide authentication. 
VPN stands for "Virtual Private Network" and describes how to protect your network connection when using public networks. VPNs encrypt your internet traffic and disguise your online identity. This makes it more difficult for third parties to track your online activities and steal your data. The encryption takes place in real time. A VPN hides your IP address by letting the network redirect the IP add through a specially configured remote server run by a VPN host. That is if you surf online with a VPN, the VPN server becomes the source of your data. This means your Internet Service Provider and other third parties cannot see which websites you visit or what data you send and receive online. It has the following benefits:
-Disguising your whereabouts
- Access to regional content
- Secure data transfer.  
It has the following functions:
  -provides Encryption of your IP address
  - provides Encryption of protocols
  - provides a two-factor authentication 
A VPN connection can link two LANs (site-to-site VPN) or a remote dial-up user and a LAN. The traffic that flows between these two points passes through shared resources such as routers, switches, and other network devices that make up the public WAN. To secure VPN communication while passing through the WAN, the two participants create an IP Security (IPsec) tunnel. IPsec is a suite of related protocols for cryptographically securing communications at the IP Packet Layer. IPsec also provides methods for the manual and automatic negotiation of security associations (SAs) and key distribution, all the attributes for which are gathered in a domain of interpretation (DOI). IPSec ensures that the integrity, confidentiality and authentication of data communications over an IP network is secured and encrypted.
IPsec has two modes of operation which are transport mode and tunnel mode. When operating in transport mode, the source and destination hosts must directly perform all cryptographic operations. Encrypted data is sent through a single tunnel that is created with L2TP (Layer 2 Tunnelling Protocol). Data (ciphertext) is created by the source host and retrieved by the destination host. This mode of operation establishes end-to-end security.
When operating in tunnel mode, special gateways perform cryptographic processing in addition to the source and destination hosts. Here, many tunnels are created in series between gateways, establishing gateway-to-gateway security. When using either of these modes, it's important to provide all gateways with the ability to verify that a packet is real and to authenticate the packet at both ends. Any invalid packets must be dropped.
[30]
Cryptographic hash:
A cryptographic hash function is an algorithm that can be used on data such as an individual file or a password to produce a value called a checksum. The main purpose of a cryptographic hash function is to verify the authentication of a piece of data. Two files can be said to be identical only if the checksums produced from each file, using the same cryptographic hash function, are identical. Md5 and sha-1 are the most commonly used cryptographic hash functions.
Let’s assume there is an application chrome we want to download for some reason it is not found on the official chrome site but we find it on another site and want to download it and make sure it is authentic. Using a checksum calculator, you compute a checksum using a particular cryptographic hash function, such as MD5, and then compare that to the one published on the chrome site. If they're equal, you can be reasonably sure that the download you have is the one chrome intended you to have. [31]
Digital signature:
Digital signatures, like handwritten signatures, are unique to each signer. They follow a specific protocol called PKI which requires the provider to use a mathematical algorithm in order to generate two long numbers known as keys. One key public and the other key private.
When a document is been signed electronically by the signer, the signature is created using the signer’s private key, which is always securely kept by the signer. The mathematical algorithm works like a cipher, creating data matching the signed document, called a hash, and encrypting that data. The resulting encrypted data is the digital signature. The signature is also marked with the time that the document was signed. If the document changes after it has been signed, the digital signature is invalidated.
To protect the integrity of the signature, PKI requires that the keys be created, conducted, and saved in a secure manner, and often requires the services of a reliable Certificate Authority (CA). [32]
Cryptography: 

Cryptography is a way of protecting information and communications through the use of codes so that only those for whom the information is intended can read and process it. The pre-fix crypt means hidden or vault and the suffix graphy stands for writing. there exist two classes of encryption algorithms i.e. Symmetric Encryption Algorithm and Asymmetric Encryption Algorithm.
Symmetric Encryption Algorithm use the same cryptographic key for encrypting and decrypting information, whereas Asymmetric Encryption Algorithm use a private key and a public key for encryption and decryption.
Symmetric Encryption Algorithm
Symmetric Encryption Algorithm which is also known as shared secret key algorithm. Here  the sender and receiver use a pre-shared secret key and the length of the key is usually between 80 to 256 bits. These kinds of algorithm are faster than Asymmetric Encryption Algorithm because they base on simple mathematical operations. 
Asymmetric Encryption Algorithm
Asymmetric Encryption Algorithm, also known as Public Key Encryption, works in a same way as symmetric-key algorithms, where a plaintext is combined with a key, input to an algorithm, and outputs ciphertext. The only difference is that the keys used for the encryption and decryption are different, unlike Symmetric Encryption Algorithm. Hence the name itself imply the asymmetry of the algorithm. The key pair is made up of a private key and a public key. The public key is made available to everyone, whereas the private key is kept secret.

[image: Asymmetric Example]
The concept of Asymmetric Encryption Algorithm is quite simple. Let us say Alice wants to communicate with Bob. As shown in the figure, rather than Bob and Alice sharing a single secret key (as in the case of Symmetric Encryption Algorithm), Bob (the recipient of Alice’s messages) instead has two keys, a public key that is available to everyone and a private key that is known only to him Bob. In order to communicate with Bob, Alice first gets Bob’s public key and then she encrypts her message, m, using Bob’s public key. After that, Bob receives Alice’s encrypted message and uses his private key to decrypt Alice’s encrypted message. This is how asymmetric encryption algorithm works in providing confidentiality. [33]
Public Key Infrastructure (PKI):
 Public Key Infrastructure is the framework of encryption and cybersecurity that protects communications between the server (your website) and the client (the users). PKI is essential in building a trusted and secure business environment by being able to verify and exchange data between various servers and users. Through encryption and decryption, PKI is based on digital certificates that verify the identity of the machines and users that proves the integrity of the transaction.
There are three key components: digital certificates, certificate authority, and registration authority which explains the working of PKI and by hosting these elements on a secure framework, a Public Key Infrastructure can protect the identities involved and the private information used in situations where digital security is necessary, such as smart card logins, SSL signatures, encrypted documents, etc.
 -digital certificate: it is a type of electronic identification for websites and organizations. Secure connections between two communicating machines are made available through PKI because the identities of the two parties can be easily verified by way of certificates.
 -certificate authority: it is used to authenticate the digital identities of the users, which can be individuals, computer systems, and servers. Certificate Authorities prevent falsified entities and manage the life cycle of any given number of digital certificates within the system.
 -registration authority: it provides digital certificates to users on a case-by-case basis. All of the certificates that are requested, received, and revoked by both the Certificate Authority and the Registration Authority are stored in an encrypted certificate database. 
[34]

Adaptive Security Appliance (ASA):
Cisco ASA is a security device that combines firewall, antivirus, intrusion prevention, and virtual private network (VPN) capabilities. It provides proactive threat defence that stops attacks before they spread through the network.  it can be used as a security solution for both small and large networks. [35]
The ASA operates as a firewall in the sense that it controls access to the network, including services that block traffic and services that enable traffic flow between internal and external networks. These services include those that protect the network against threats, such as Denial of Service (DoS) and other attacks.
ASA has a stateful table which controls traffic going in and out of the network to make sure it all matches. It stops traffic initiated from outside the network from coming into the network.
ASA has a packet filtering functionality which creates ACLs to either deny or permit traffic into the network or a particular device 
ASA has the NAT/PAT which helps in network address translation out of the network 
ASA uses SSL and IPsec VPN  to encrypt plaintext which goes over the networks 

Conclusion 
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